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1 Introduction

One component of the OGSA-WG’s charter is 
“To produce and document the use cases that drive the definition and prioritization of OGSA Platform components, as well as document the rationale for our choices.” 
This document is a collection of the security related use case scenarios contributed by participants of the OGSA-WG and other OGSA security related working groups or solicited from others. It is a companion to “The Open Grid Services Architecture Platform”. This document contains use cases in the specified OGSA template. 

Table 1: Use cases and contributors in this document 

	Chapter
	Title
	Contributors
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2 No long-term secrets on the workstations plus two factor authentication 

2.1 Summary

A number of deployment sites have the policy that no long-term secrets are allowed to be stored on the workstation. Furthermore, 2-factor authentication is/will-be mandated. 

This requires authentication protocols based on password and One-Time-Password schemes. 

What are the available solutions? What kind of crypto-protocol to use for shared secrets? What kind of ws-protocols are suitable? What is lacking and requires attention? 

2.2 Customers
.
2.3 Scenarios

.
2.4 Involved resources
.

2.5 Functional requirements for OGSA platform
.
2.6 OGSA platform services utilization 

.

2.7 Security considerations

.

2.8 Performance considerations

.

2.9 Use case situation analysis
.
2.10 References

3  Simplified configuration of user credentials, trust-roots, base-policy, etc. 

3.1 Summary

The configuration of workstations and servers is too complicated. Users are required to go through too many error-prone steps. 

There are efforts that will use username/password authentication to bootstrap the complete setup/provisioning of credentials/trust-roots/base-policy. 

How would/should this work? What are the limitations? Maybe this has to be done per VO? 

3.2 Customers
.
3.3 Scenarios

.
3.4 Involved resources
.

3.5 Functional requirements for OGSA platform
.
3.6 OGSA platform services utilization 

.

3.7 Security considerations

.

3.8 Performance considerations

.

3.9 Use case situation analysis
.
3.10 References

4  (High speed) Firewall Traversal 

4.1 Summary

Firewall, NATs, and other network hurdles make it difficult for requesters to reach services inside, and application-level routing elements seems needed. 

Furthermore, for high speed connections, the firewalls have to be opened on the transport level. 

The WS-protocols lack standardized soap-level routing. WSRF and WS-Addressing are "silent". 

We need a detailed understanding of the access policy that allows traffic to traverse these routers which may each have their own policy restrictions. 

4.2 Customers
.
4.3 Scenarios

.
4.4 Involved resources
.

4.5 Functional requirements for OGSA platform
.
4.6 OGSA platform services utilization 

.

4.7 Security considerations

.

4.8 Performance considerations

.

4.9 Use case situation analysis
.
4.10 References

5 Centralized Path Validation 

5.1 Summary

The validation and interpretation of certificates and the associated configuration of trust-roots is a big issue for deployments and operation. 

Many different kinds of certs (x.509, proxy-certs) with zillions of options, different chains and bridges, different sets of trust-roots that change over time, different revocation policies and mechanisms, etc. 

In what cases does it make sense for a site to centralize the the path validation processing, and how much can be done? 

5.2 Customers
.
5.3 Scenarios

.
5.4 Involved resources
.

5.5 Functional requirements for OGSA platform
.
5.6 OGSA platform services utilization 

.

5.7 Security considerations

.

5.8 Performance considerations

.

5.9 Use case situation analysis
.
5.10 References

6 Communication of authentication credentials 

6.1 Summary

Authentication information can be exchanged when parties interact, like with SSL/TLS. In some cases, you would like to optimize and have the security information, like certs, communicated before the interaction. 

What are the options to communicate? How to decorate the EPR? 

This doesn't have to be "secure", because we do a separate authorization step - in what cases could we combine those? 

6.2 Customers
.
6.3 Scenarios

.
6.4 Involved resources
.

6.5 Functional requirements for OGSA platform
.
6.6 OGSA platform services utilization 

.

6.7 Security considerations

.

6.8 Performance considerations

.

6.9 Use case situation analysis
.
6.10 References

7 VO life-cycle management and interactions within a VO-context 

7.1 Summary

VOs are created, destroyed, have owners, and require the management of users, resources and authorization policy on a per VO basis. 

What common, core services can be identified? 

As was observed during discussions, requesters and services may be part of multiple VOs at the same time, and the context of the VO determines the applicable policies for the interaction. 

How do we communicate that context? How protocol specific is that? How would it fit-in with the WSRF ?

7.2 Customers
.
7.3 Scenarios

.
7.4 Involved resources
.

7.5 Functional requirements for OGSA platform
.
7.6 OGSA platform services utilization 

.

7.7 Security considerations

.

7.8 Performance considerations

.

7.9 Use case situation analysis
.
7.10 References
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