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“Protecting and Safeguarding Information”
10 Key Things Every Employee Should Remember

· Personally Identifiable Information(PII): Protect It Like Your Own

· Keep your password to yourself.  Don’t share your password with anyone, including help-desk personnel.  Do not store any privacy or PII data on your computer unless it is encrypted.

· Do not open emails that appear suspicious or sent by persons you do not know.  Delete such emails immediately.

· Get to know your agency Information Systems Security Program Manager. 
· Report lost or stolen equipment and PII to1-888-926-2373.

· Safeguard your information and your customers’ data.
· Never provide critical computer information to just anyone.  Only provide critical computer information to OIG, agency ISSPM, or USDA OCIO Cyber Security.

· Do not install/use peer-to-peer software, download or distribute copy-righted materials, copy or use unlicensed software.

· Do not move sensitive data to unencrypted external storage devices (i.e., USB flash drives).

· A security clearance is not an authorization to see all information.  Before sharing sensitive information and data, make sure the message receiver has a valid need to know.

If you have any questions, contact Cyber Security at cyber.communication@usda.gov
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