Project Justification Document

SITT:  Security, Integrity and Traceability Tools for Provenance and Regulatory Compliance Tracking 
Justification:

Increasingly, clinical trials rely on imaging-based biomarkers which require precise, repeatable measurements of image features.  When image data and analyses are included in FDA submissions that data and the software used to produce it must comply with a stringent set of regulatory requirements including 21 Code of Federal Regulations Parts 210, 211 (CGMP) and 11 (Electronic Records). In order for software developed within caBIG to be useful to Co-operative Groups, Academia and Industry to produce data for FDA submission the requirements arising from these FDA regulations must be carefully identified and necessary software components developed and integrated. 
Alignment:
The In Vivo Imaging Workspace will “focus on identifying the ways in which the wealth of information provided by … imaging, performed at academic and other research centers across the country, can be shared, optimized, and most effectively integrated into the ongoing effort to relieve suffering and death from cancer.”  Meeting regulatory requirements such that caBIG software tools may be used to facilitate the use of imaging in clinical trials is clearly in keeping with the goals of the SIG, Workspace and caBIG program. 
Objectives:

The objective of this project is to clearly identify and document requirements placed on caBIG software components by FDA regulations and the creation of a software toolkit that may be integrated into the appropriate caBIG software components to implement the regulatory requirements. At the most basic level these government mandated requirements fall into three broad categories:  Security, Integrity, and Traceability.  Although a complete analysis of the regulations is required in order to identify detailed requirements, it is generally believed that the software tools to be created in this project would implement a very detailed audit logging and review capability that would track the chain of custody and provenance of image data from acquisition through submission. Other areas of potential application would be digital signature and water marking or similar technologies and tools to ensure non-repudiation of data in long-term repositories. 
Scope:
The SITT project statement of work should be limited to the definition and clear documentation of requirements for a minimal and an optimal level of compliance with the appropriate FDA regulations and the design, implementation, testing and support of an open-source software tool-kit that can be easily incorporated into other caBIG software projects such as caGrid, the IVI grid middleware, XIP, AIM, and other appropriate projects.
Subject Matter Expertise Required:
The requirements gathering phase of this project requires the availability of domain experts from the FDA and/or Pharmaceutical industry.  The developers need to understand how to implement open-source Software Development Tool kits that are easily incorporated into other projects. 
