Risk-Focused Saf ety-and-Soundness | nspections

Section 2124.0

WHAT S NEW IN THIS REVISED
SECTION

Effective July 2006, footnote 3 was revised to
include a reference to SR-00-14, ‘‘Enhance-
ments to the Interagency Program for Supervis-
ing the U.S Operations of Foreign Banking
Organizations.”

2124.0.1 FULL-SCOPE INSPECTIONS
AND TRANSACTION TESTING

Full-scope inspections under a risk-focused
approach must be performed to fulfill the objec-
tives of a full-scope inspection. Inspections can
be adjusted, depending on the circumstances of
the banking organization being evaluated. At a
minimum, full-scope inspections should include
sufficient procedures to reach an informed judg-
ment on the assigned ratings for the factors
addressed by the bank holding company
RFI/C(D) rating system. The business of bank-
ing is fundamentally predicated on taking risks,
and the components of the supervisory rating
system are strongly influenced by risk exposure.
Consequently, the procedures for full-scope
inspections focus to a large degree on assessing
the types and extent of risks to which a bank
holding company and its subsidiaries are
exposed, evauating the organization’s methods
of managing and controlling its risk exposures,
and ascertaining whether management and
directors fully understand and are actively moni-
toring the organization’ s exposure to those risks.
Given the Federal Reserve’'s responsibility
for ensuring compliance with banking laws
and regulations, inspections also include an
appropriate level of compliance testing. (See
SR-96-14.)

Historically, Federal Reserve examinations
and inspections have placed significant reliance
on transaction-testing procedures. For exam-
ple, to evaluate the adequacy of the credit-
administration process, assess the quality of
loans, and ensure the adequacy of the allowance
for loan and lease losses (ALLL), a high per-
centage of large loan amounts have traditionally
been reviewed individually. Similarly, the
assessment of the accuracy of regulatory report-
ing often has involved extensive review of rec-
onciliations of a bank holding company’s gen-
era ledger to the FR Y-9C report and other FR
Y -series reports. Other similar procedures typi-
caly have been completed to ascertain compli-
ance with applicable laws and regulations, to

determine whether the banking and nonbank
subsidiaries are following their interna policies
and procedures and those of the bank holding
company, and to evaluate the adequacy of inter-
nal control systems.

Transaction testing remains a reliable and
essential inspection technique for assessing a
banking organization’s condition and verifying
its adherence to internal policies, procedures,
and controls. In a highly dynamic banking mar-
ket, however, such testing is not sufficient for
ensuring continued safe and sound operations.
As evolving financial instruments and markets
have enabled banking organizations to rapidly
reposition their portfolio risk exposures, peri-
odic assessments of a banking organization’s
condition, based on transaction testing alone,
cannot keep pace with the moment-to-moment
changes occurring in financial risk profiles.

To ensure that banking organizations have in
place the processes necessary to identify, mea-
sure, monitor, and control their risk exposures,
inspections must focus more on evaluating the
appropriateness of avery high degree of transac-
tion testing. Under a risk-focused approach, the
degree of transaction testing should be reduced
when internal risk-management processes are
determined to be adequate or risks are consid-
ered minimal. However, when an organization’s
risk-management processes or internal controls
are considered inappropriate (such as when there
is an inadequate segregation of duties or when
on-site testing determines that such processes or
controls are lacking), additional transaction test-
ing sufficient to fully assess the degree of risk
exposure in that function or activity must be
performed. In addition, if an examiner believes
that a banking organization’s management is
being less than candid, has provided false or
misleading information, or has omitted material
information, then substantial on-site transaction
testing should be undertaken and appropriate
follow-up actions should be initiated, including
the requirement of additional audit work and
appropriate enforcement actions.

In most cases, full-scope inspections are con-
ducted on or around a single date. This approach
is appropriate for the vast majority of banking
organizations supervised by the Federal
Reserve. However, as the largest banking orga-
nizations have undergone considerable geo-
graphic expansion and the range of their prod-
ucts has become more diversified, coordinating
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the efforts of the large number of examiners
necessary to conduct inspections at a single
point in time has become more difficult. To
avoid causing undue burden on these banking
organizations, full-scope inspections for many
large companies are conducted over the course
of ayear, rather than over a span of weeks, in a
series of targeted reviews focusing on one or
two significant aspects of the bank holding com-
pany’s operations. This approach to conducting
full-scope inspections provides more-continuous
supervisory contact with the largest bank hold-
ing companies and facilitates improved coordi-
nation of inspection efforts with other federal
banking agencies. It also provides more flexibil-
ity in the alocation of examiner resources,
which has been especially important as the com-
plexity of banking markets and products has
increased and led to the development of cadres
of examiners with specialized skills.

2124.0.2 RISK-FOCUSED
INSPECTIONS

Developments in the business of banking have
increased the range of banking activities, height-
ening demands on examiner resources and mak-
ing the need for examiners to effectively focus
their activities on areas of the greatest risk even
more crucial. Improved in-office planning can
result in more efficient and effective on-site
ingpections that are focused on risks particular
to specific organizations of the bank holding
company. Such improved planning minimizes
supervisory burden and provides for the close
coordination of the supervisory efforts of the
Federal Reserve with those of the other state
and federal banking agencies. Improved plan-
ning also allows information requests to be bet-
ter tailored to the specific organizations.

2124.0.2.1 Risk Assessment

To focus procedures on the areas of greatest
risk, a risk assessment should be performed
before on-site supervisory activities. The risk-
assessment process highlights both the strengths
and vulnerabilities of a bank holding company
and provides a foundation from which to deter-
mine the procedures to be conducted during an
inspection. Risk assessments identify the finan-
cia activities in which a banking organization
has chosen to engage, determine the types and
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quantities of risks to which these activities
expose the organization, and consider the qual-
ity of management and control of these risks. At
the conclusion of the risk-assessment process, a
preliminary supervisory strategy can be formu-
lated for the bank holding company and its
subsidiaries and for each of their major activi-
ties. Naturally, those activities that are most
significant to the organization’s risk profile or
that have inadequate risk-management processes
or rudimentary internal controls represent the
highest risks and should undergo the most rigor-
ous scrutiny and testing.

Identifying the significant activities of a bank
holding company, including those activities con-
ducted off-balance-sheet, should be the first step
in the risk-assessment process. These activities
may be identified through the review of prior
bank examination and bank holding company
inspection reports and workpapers, surveillance
and monitoring reports generated by Board and
Reserve Bank staffs, Uniform Bank Perfor-
mance Reports and Bank Holding Company
Performance Reports, regulatory reports (for
example, bank Call Reports and the FR Y-9C
and FFIEC 002 reports), and other relevant super-
visory materials. When appropriate, the follow-
ing information should be reviewed: strategic
plans and budgets, internal management reports,
board of directors information packages, corre-
spondence and minutes of meetings between the
bank holding company and the Reserve Bank,
annual reports and quarterly SEC filings, press
releases and published news stories, and stock
analysts' reports. In addition, examiners should
hold periodic discussions with management to
gain insight into their latest strategies or plans
for changes in activities or management
processes.

Once significant activities have been identi-
fied, the types and quantities of risks to which
these activities expose the bank holding com-
pany should be determined. This allows examin-
ers to identify high-risk areas that should be
emphasized in conducting inspections. The
types of risk that may be encountered in bank-
ing activities individually or in various combi-
nations include, but are not limited to, credit,
market, liquidity, operational, legal, and reputa-
tional risks.* For example, lending activities are
a primary source of credit and liquidity risks.
They may also present considerable market risk
(if the bank holding company or its subsidiaries
are originating mortgage loans for later resale),
interest-rate risk (if fixed-rate loans are being
granted), or legal risk (if loans are poorly docu-

1. Appendix A defines these primary risk types.
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mented). Similarly, the asset-liability manage-
ment function has traditionally been associated
with exposures to interest-rate and liquidity
risks. Operational risks are also associated with
many of the transactions undertaken by this
function, and market risks are associated with
the investments and hedging instruments com-
monly used by the asset-liability management
function. The quantity of risks associated with a
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given activity may be indicated by the volume
of assets and off-balance-sheet items that the
activity represents or by the portion of revenue
for which the activity accounts. Activities that
are new to an organization or for which expo-
sureis not readily quantified may also represent
high risks that should be evaluated during
inspections.

A number of analytical techniques may be
used to estimate the quantity of risk exposure,
depending on the activity or risk type being
evaluated. For example, to assess the quantity of
credit risk in loans and commitments, the level
of past-due loans, internally classified or watch
list loans, nonperforming loans, and concentra-
tions of credit exposure to particular industries
or geographic regions should be considered (see
section 2010.2). In addition, as part of the
assessment of credit risk, the adequacy of the
overall ALLL can be evaluated by considering
trends in past-due, special-mention, and classi-
fied loans; historic charge-off levels; and the
coverage of nonperforming loans by the ALLL.
Analytical techniques for gauging the exposure
of a bank holding company and its subsidiaries
to interest-rate risk, as part of the evaluation of
asset-liability management practices, can
include a review of the historical performance
of net interest margins, as well as the results of
internal projections of future earnings perfor-
mance or net economic value under a variety of
plausible interest-rate scenarios. The measure-
ment of the quantity of market risk arising from
trading in cash and derivative instruments may
take into account the historic volatility of trad-
ing revenues, the results of internal models cal-
culating the level of capital and earnings at risk
under various market scenarios, and the market
value of contracts relative to their notional
amounts.

Once the types and quantities of risk in each
activity have been identified, a preliminary
assessment of the banking organization’s pro-
cess to identify, measure, monitor, and control
these risks should be completed. This evaluation
should be based on findings from previous
examination and inspection activities conducted
by the Reserve Bank or other banking agencies,
supplemented by the review of internal policies
and procedures, management reports, and other
documents that provide information on the
extent and reliability of internal risk-
management systems. Sound risk-management
processes vary from one banking organization
to another, but generally include four basic ele-
ments for each individual financial activity or
function and for the organization in aggregate.
These elements are (1) active board and senior

management oversight; (2) adequate policies,
procedures, and limits; (3) adequate risk-
measurement, risk-monitoring, and management
information systems; and (4) comprehensive
internal audits and controls. (See section 4070.1
and SR-95-51.)

The preliminary evaluation of the risk-
management process for each activity or func-
tion also helps determine the extent of transac-
tion testing that should be planned for each area.
If the organization’s risk-management process
appears appropriate and reliable, then a limited
amount of transaction testing may well suffice.
If, on the other hand, the risk-management pro-
Cess appears inappropriate or inadequate to the
types and quantities of risk in an activity or
function, examiners should plan a much higher
level of transaction testing. They should also
plan to conduct the most testing in those areas
that comprise the most significant portions of a
bank holding company’s activities and, thus,
typically represent high potential sources of risk.

2124.0.2.2 Preparation of a Scope
Memorandum

Once the inspection planning and risk-
assessment processes are completed, a scope
memorandum should be prepared. A scope
memorandum provides a detailed summary of
the supervisory strategy for a bank holding com-
pany and assigns specific responsibilities to
inspection team members. A scope memoran-
dum should be tailored to the size and complex-
ity of the bank holding company that is subject
to review, define the objectives of each inspec-
tion, and generally include—

1. a summary of the results of the prior
inspection;

2. a summary of the strategy and significant
activities of the banking organization, includ-
ing its new products and activities;

3. adescription of the bank holding company’s
organization and management structure;

4. a summary of performance since the prior
inspection;

5. a statement of the objectives of the current
inspection;

6. an overview of the activities and risks to be
addressed by the inspection; and

7. adescription of the procedures that are to be
performed at the inspection.
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For large complex organizations operating in
a number of states or internationally, the plan-
ning and risk-assessment processes are necessar-
ily more complicated. The traditional scope
memorandum may have to be broadened into a
more extensive set of planning documents to
reflect the unique requirements of complex bank
holding companies. Examples of these planning
documents include annual consolidated analy-
ses, periodic risk assessments, and supervisory
plans.

2124.0.2.3 On-Site Procedures

The amount of review and transaction testing
necessary to evaluate particular functions or
activities of a bank holding company generally
depends on the quality of the process the com-
pany uses to identify, measure, monitor, and
control the risks of an activity. When the risk-
management process is considered sound, fur-
ther procedures are limited to a relatively small
number of tests of the integrity of the manage-
ment system. Once the integrity of the manage-
ment system is verified through limited testing,
conclusions on the extent of risks within the
function or activity are drawn based on internal
management assessments of those risks rather
than on the results of more-extensive transaction
testing by examiners. On the other hand, if
initial inquiries into the risk-management
system—or efforts to verify the integrity of the
system—raise material doubts asto the system’s
effectiveness, no significant reliance should be
placed on the system. A more extensive series
of tests should be undertaken to ensure that the
banking organization’s exposure to risk from a
given function or activity can be accurately
gauged and evaluated. More-extensive transac-
tion testing is aso generally completed for
activities that are much more significant to a
bank holding company than is completed for
other areas, athough the actual level of testing
for these significant activities may be reduced
commensurate with the quality of internal risk-
management processes.

Consider, as an example, the risk exposure
associated with commercia lending activities.
Traditionally, examiners have reviewed a rela-
tively high number and dollar volume of real
estate—associated loans.2 If, however, credit-

2. Guidance on the selection of loans for review is pro-
vided in SR-94-13, “Loan Review Requirements for On-Site
Examinations.”
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administration practices are considered satisfac-
tory, fewer loans may need be reviewed to
verify that this is the case (that is, fewer loans
than would be reviewed if deficienciesin credit-
administration practices were suspected). This
review may be achieved through a valid statisti-
ca sampling technique, when appropriate. It
should be noted that if credit-administration
practices are initially considered sound, but if
loans reviewed to verify this raise doubts about
the accuracy of internal assessments or the com-
pliance with internal policies and procedures,
the number and volume of loans subject to
review should generally be expanded. Examin-
ers should thus review a sufficient number of
loans in order to ensure that the level of risk is
clearly understood, an accurate determination of
the adequacy of the ALLL can be made, and the
deficiencies in the credit risk-management pro-
cess can be comprehensively detailed.

2124.0.2.4 Evaluation of Audit Function
as Part of Assessment of Internal Control
Structure

A bank holding company’s internal control
structure is critical to its safe and sound func-
tioning in general and to its risk-management
system in particular. When properly structured,
internal controls promote effective operations
and reliable financial and regulatory reporting;
safeguard assets; and help to ensure compliance
with laws, regulations, and internal policies and
procedures. In many banking organizations,
interna controls are tested by an independent
internal auditor who reports directly to the board
of directors or its audit committee. However, in
some smaller banking organizations whose size
and complexity of operations do not warrant an
internal audit department, reviews of internal
controls may be conducted by other personnel
independent of the area subject to review.
Because the audit function is an integral part
of a bank holding company’s assessment of its
internal control system, examiners must include
a review of the organization's control-
assessment activities in every inspection. Such
reviews help identify significant risks and facili-
tate a comprehensive evaluation of the organiza-
tion’sinternal control structure and also provide
information to determine the inspection proce-
dures that should be completed in assessing
interna controls for particular functions and
activities and for the bank holding company
overal. When conducting this review, examin-
ers should evauate the independence and com-
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petence of the personnel conducting contrdhand, at larger bank holding companies that ar
assessments and the effectiveness of the asseggically engaged in more-complex and widely
ment program in covering the bank holdingdiversified activities, effective risk-management
company'’s significant activities and risks. Insystems must evaluate various functional mar
addition, examiners should meet with the interagement processes in combination so that aggr
nal auditors or other personnel responsible fogate risk exposures can be identified and mon
evaluating internal controls. Examiners shouldored by senior management. Managemer
review internal control risk assessments, worlinformation reports should typically be gener-
plans, reports, workpapers, and related commated for the overall organization, as well as for
nications with the audit committee or board ofindividual functional areas. Some aggregate o
directors. specific company-wide limits may also be
Depending on the size and complexity of theneeded for the principal types of risks that are
activities conducted by a bank holding com+elevant to the company’s activities.
pany, the examiner should also consider con- A critical aspect of ensuring that a bank hold-
ducting a similar review of the work performeding company’s risk-management and contro
by the company’s external auditors. Such ggrocedures remain adequate is the ongoing tes
review often provides added insight into keying of the strength and integrity of these proce:
risk areas by detailing the nature and extent aures and the extent to which the procedures al
the external auditors’ testing of those areas. understood and followed throughout the organi
zation. When assigning a risk-management ra
ing, examiners should assess the adequacy
2124.0.2.5 Evaluation of Overall the company'’s efforts to ensure that its proce
Risk-Management Process dures are being followed. The company’s vali-
dation efforts must be conducted by individuals
To highlight the importance of a banking organi-who have proper levels of organizational inde:
zation’s risk-management process, bank holdingendence and expertise, such as internal ¢
companies are assigned a risk-management raixternal auditors, internal risk-managemen
ing on a five-point scale as a significant part ofinits, or managers or other professionals of th
the evaluation of the management componentsank holding company who have no direct con
of the bank holding company RFI/C(D) ratingnection to the activities for which procedures
system. (See section 4070.0.) In addition, U.Sare being assessed.
branches and agencies of foreign banking orga-
nizations are assigned a similar rating under the

ROCA rating system.These risk-management2124.0.2.6 Evaluation of Compliance
ratings encompass evaluations of the quality afyith Laws and Regulations
risk-management processes for all significant

activities and all types of risks. As such, thGYCompIiance with relevant laws and regula-
should largely summarize conclusions on theions should be assessed at every inspectio
adequacy of risk-management processes fqthe steps taken to complete these assessmer
each individual function or activity evaluated. however, will vary depending on the circum-
_ In assigning risk-management ratings, it isstances of the bank holding company bein
important that examiners consider the quality ofeviewed. When an organization has a history o
the risk-management process for the bank holdsatisfactory compliance with relevant laws anc
ing company overall, as well as for each indiyeguylations or an effective compliance function.
vidual function. At smaller bank holding compa-gnly a relatively limited degree of transaction
nies engaged in traditional banking andesting need be conducted to assess complian
nonbanking activities, relatlvgly basic risk- For example, when evaluating compliance witk
management processes established for each sige appraisal requirements of Regulation Y at
nificant activity, such as lending or assetyhgnk holding company with a formal compli-
liability management, may be adequate to allovgnce function, compliance may be ascertaine
senior management to effectively manage thgy reviewing the scope and findings of interna
organization’s overall risk profile. On the othergng external audit activities, evaluating the
_— internal appraisal-ordering and -review pro-
3. Us. branches and agencies offorejgn banki_ng organizgesses, and sampling a selection of appraisz
tions are assigned separate ROCA ratings for risk manages

ment, operational controls, compliance, and asset quality,Or compliance, as part of the supervisory loan

under guidance included in SR-00-14, “Enhancements to the .
Interagency Program for Supervising the U.S. Operations dBHC Supervision Manual July 2006
Foreign Banking Organizations.” Page 5
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review process. On the other hand, at bank
holding companies that have a less satisfactory
compliance record or that lack a compliance
function, more appraisals would naturally need
to be tested to assess the overall compliance
with the appraisal requirements of Regulation Y.

2124.0.2.7 Documentation of Supervisory
Findings

The examiners' workpaper documentation of
supervisory findings is necessary for Reserve
Bank management to objectively verify the
ingpection work performed. Such documenta-
tion also provides a source of information on the
condition and prospects of a bank holding com-
pany that is invaluable for planning future
reviews. Most important, examiners' workpaper
documentation provides support for the conclu-
sions and recommendations detailed in the
inspection report.

2124.0.2.8 Communication of
Supervisory Findings

Effective and open communication between
bank supervisory agencies and the board of
directors and management of bank holding com-
panies is essential to ensuring that the results of
inspections are fully understood; the director-
ship and management are aware of any identi-
fied deficiencies; and, when necessary, they take
appropriate corrective actions.

2124.0.3 INSPECTION OBJECTIVES

1. To ensure that the bank holding company has
in place the processes necessary to identify,
measure, monitor, and control its risk expo-
sures for each of its activities or functions.

2. To improve inspection efficiencies by stress-
ing increased in-office planning of inspec-
tions, using a risk-focused emphasis.

3. To identify and assess significant on- and
off-balance-sheet activities and the greatest
types and quantities of risk exposures and
vulnerahilities to the bank holding company,
tailoring the extent of transaction testing to
the results of this review and other inspec-
tions' findings.

4. To review and assess the effectiveness and
adequacy of documentation of the bank hold-
ing company’ s control and assessment activi-
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ties and arrangements, including its internal
control structure, and the qualifications of
internal and external auditors and other inde-
pendent personnel involved in the program.

5. To emphasize the preparation of a risk-
focused scope memorandum that is tailored
to the size and complexity of the bank hold-
ing company under inspection.

6. To evaluate compliance with laws and
regulations.

7. To adequately document and communicate
inspection supervisory findings, recommen-
dations, and conclusions.

2124.0.4 INSPECTION PROCEDURES

1. Identify the significant on- and off-balance-
sheet activities of the bank holding
company.

a Review prior inspection reports and
workpapers, surveillance and monitoring
reports generated by the Board and
Reserve Bank staff, Uniform Bank Per-
formance Reports and Bank Holding
Company Performance Reports, regula-
tory reports (for example, bank Call
Reports and FR Y-series and other
FFIEC reports), and other relevant super-
visory materials.

b. Review strategic plans and budgets;
internal management reports; board of
directors information packages; corre-
spondence and minutes, including min-
utes of meetings held between the bank
holding company and the Reserve Bank;
annual reports and quarterly SEC filings;
press releases and published news
stories; and stock analysts' reports.

2. Hold periodic discussions with manage-
ment to gain insight into recently adopted
strategies or plans to change activities or
management processes.

3. Once the significant activities have been
identified, determine and analyze the types
(for example, credit, market, liquidity,
operational, legal, and reputational) and
quantities of risks to which those activities
expose the bank holding company, placing
greater inspection emphasis on the high-
risk aress.

4. Develop an assessment of the processes that
are used to identify, measure, monitor, and
control the risks. Focus on the extent of
board and senior management oversight;
the adequacy of policies, procedures, limits,
risk-measurement, risk-monitoring, and
management information systems; and the
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10.

existence of adequately documented inter-
nal audits and controls.

. Prepare a scope memorandum tailored to

the size and complexity of the bank holding
company under inspection.

. Conduct limited tests of the integrity of the

risk-management system. Conduct more-
extensive transaction testing for those areas
of a bank holding company that are very
significant compared with other areas, ad-
justing the level of transaction testing to the
quality of internal risk-management pro-
cesses. If initial inquiries or effortsto verify
the system raise material doubts as to its
effectiveness, place no reliance on theinteg-
rity of the bank holding company’s risk-
management system and conduct more-
extensive transaction testing.

. Review the bank holding company’s risk-

assessment control activities, including an

assessment of internal controls for particu-

lar functions and activities and for the bank
holding company overall.

a Evauate the independence and compe-
tence of the personnel conducting con-
trol assessments and the effectiveness of
the assessment program in covering the
bank holding company’s significant
activities and risks.

b. Meet the independent external and inter-
nal auditors and other personnel respon-
sible for evaluating internal controls and
review the internal control risk assess-
ments, work plans, reports, workpapers,
and related communications with the
audit committee or the board of
directors.

. Assess the adequacy of efforts to ensure

that the current risk-management and con-
trol procedures are being followed.

. Assess compliance with laws and regula

tions, adjusting the extent of transaction
testing with the organization's history of
satisfactory compliance.

Document al work performed and the
supervisory findings. Include information

on the condition and prospects of the bank
holding company and its significant subsid-
iaries, as well as the inspection’s conclu-
sions and recommendations.

2124.0.5 APPENDIX A—DEFINITIONS
OF RISK TYPES EVALUATED AT
INSPECTIONS

1. Credit risk arises from the potential that a
borrower or counterparty will fail to perform
on an obligation.

2. Market risk is the risk to a bank holding
company’s condition resulting from adverse
movements in market rates or prices, such as
interest rates, foreign-exchange rates, or
equity prices.

3. Liquidity risk is the potential that a bank
holding company will be unable to meet its
obligations as they come due because of an
inability to liquidate assets or obtain
adequate funding (referred to as “‘funding
liquidity risk’) or that it cannot easily
unwind or offset specific exposures without
significantly lowering market prices because
of inadequate market depth or market disrup-
tions (** market liquidity risk’).

4. Operational risk arises from the potential
that inadequate information systems, opera-
tional problems, breaches in interna con-
trols, fraud, or unforeseen catastrophes will
result in unexpected losses.

5. Legal risk arises from the potential that unen-
forceable contracts, lawsuits, or adverse
judgments can disrupt or otherwise nega
tively affect the operations or condition of a
bank holding company.

6. Reputational risk is the potentia that nega-
tive publicity on a bank holding company’s
business practices, whether true or not, will
cause a decline in the customer base, costly
litigation, or revenue reductions.
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Complex Banking Organizations

Section 2124.01

WHAT'S NEW IN THIS REVISED
SECTION

2.

Effective January 2007, this section has been
revised to include additional risk-focused SR
letter topics and manual references (that is,
SR-06-15/CA-06-12 and SR-05-11) in appendix

A. Also, an inactive SR letter reference has been

deleted.

2124.01.1 INSPECTION APPROACH
FOR RISK-FOCUSED SUPERVISION

The inspection approach for large complex
banking organizations (LCBOs) is a risk-
focused process that relies on (1) an understand-
ing of the banking organization! (the institu-
tion), (2) the performance of risk assessments,
(3) the development of a supervisory plan, and
(4) inspection procedures that are tailored to the
risk profile. The process for a complex institu-
tion relies more heavily on a central point of
contact (CPC), detailed risk assessments, and a
supervisory plan before the on-site inspection.
The risk-focused inspection aso incorporates
the U.S. operations of foreign banking organiza-
tions (FBOs), for which the Federal Reserve has
overall supervisory authority. See SR-97-24,
SR-99-15, and section 2124.04.

2124.01.1.1 Risk-Focused Supervisory
Objectives

The Federal Reserve is committed to ensuring
that the supervisory process for al banking
organizations under its purview meets the fol-
lowing objectives:

3.

To foster consistency, coordination, and com
munication among the appropriate supervi-
sors. Seamless supervision, which reduces
regulatory burden and duplication, is pro-
moted. The supervisory process uses exam-
iner resources effectively by using theinstitu-
tion's internal and external risk-assessment
and -monitoring systems, making appropri-
ate use of joint and alternating examinations
and inspections; and tailoring supervisory
activities to an institution’s condition, risk
profile, and unique characteristics.

To promote safety and soundneBbke super-
visory process effectively evaluates the
safety and soundness of banking organiza-
tions, including the assessment of risk-
management systems, financial condition,
and compliance with laws and regulations.

. To provide a comprehensive assessment

the institution.The supervisory process inte-
grates specialty areas (for example, informa-
tion technology systems, trust, capital
markets, and consumer compliance (see
SR-03-22/CA-03-15)) and functional risk
assessments and reviews, in cooperation with
interested supervisors, into a comprehensive
assessment of the institution.

2124.01.1.2 Key Elements of the
Risk-Focused Framework

To meet the established objectives and respond
to the characteristics of large institutions, the

framework for risk-focused supervision of large

complex institutions contains the following key
elements:

1

1. To provide flexible and responsive supervi-

sion. The supervisory process is designed to
be dynamic and forward-looking so that it
responds to technological advances, product
innovation, and new risk-management sys-
tems and techniques, as well asto changesin
the condition of an individual financial insti-
tution and developments in the market.

1. For this section, the term banking organizatiomefers to
bank holding companies and their domestic and foreign bank-
ing and nonbank subsidiaries. It is used synonomously with
the term institutions.That term, however, has an even broader
meaning since it may include other entities (for example,
Edge Act corporations and foreign branches of state member
banks). See section 2124.01.1.3.1.

Designation of a central point of contact.
Large institutions typicaly have operations
in several jurisdictions, multiple charters, and
diverse product lines. Consequently, the pro-
gram requires that a CPC be designated for
each ingtitution to facilitate coordination and
communication among the principal bank
and other regulatory authorities (for exam-
ple, securities, insurance, and other nonbank-
ing supervisory entities). Further, the pro-
gram requires that each CPC and LCBO be
assigned a dedicated supervisory team and
staff with specialized skills, knowledge, and
experience tailored to the unique profile of a
particular institution.
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2. Review of functional activities. Large institu-
tions are generaly structured along business
lines or functions, and some activities are
managed on acentralized basis. Asaresult, a
single type of risk may cross severa legal
entities. Therefore, the supervisory program
incorporates assessments along functional
lines to evaluate risk exposure and its impact
on safety and soundness. These functional
reviews will be integrated into the risk
assessments for specific legal entities and
used to support the supervisory ratings for
individual legal entities.2

3. Focus on risk-management processes. Large
institutions generally have highly developed
risk-management systems, such as internal
audit, loan review, and compliance. The
supervisory program emphasizes each
institution’ s responsibility to be the principal
source for detecting and deterring abusive
and unsound practices through adequate
internal controls and operating procedures.
The program incorporates an approach that
focuses on and evaluates the institution’s
risk-management systems, processes, and
core proficiencies for identifying, measur-
ing, monitoring, and controlling key risks,
including credit, market, and operational
risks. Yet, the program retains transaction
testing and supervisory rating systems, such
as CAMELS, RFI/C(D), and ROCA. This
diagnostic perspective provides insight into
how effectively an ingtitution is managing its
operations and how well it is positioned to
meet future business challenges. The
program places less emphasis on traditional
“point-in-time” balance-sheet assessments.

4. Tailoring of supervisory activities. Large
institutions are unique, but all possess the
ability to quickly change their risk profiles.
To deliver effective supervision, the program
incorporates an approach that tailors supervi-
sory activities to the risk profile of an institu-
tion. By concentrating on an institution’s
major risk areas, examiners can achieve a
more relevant and penetrating understanding
of the ingtitution’s condition.

5. Review of internally and externally gener-
ated management information. A review of
internal  management and board reports,

2. When functions are located entirely in legal entities that
are not primarily supervised by the Federal Reserve, the
results of supervisory activities conducted by the primary
regulator will be used to the extent possible to avoid duplice-
tion of activities.
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internal and external audit reports, and
publicly available information will further
supplement existing supervisory processes.
Banking organizations are also encouraged
to continually review and enhance their
public disclosures in order to promote
transparency and to foster and support
supervisory processes and effective market
discipline.

6. Emphasis on ongoing supervision. Large
institutions face a rapidly changing environ-
ment. The supervisory program thus empha-
sizes ongoing supervision, monitoring, and
assessment through increased planning; ano-
less-than-quarterly reassessment of the orga-
nization's profile; and continuous off-site
monitoring. Ongoing supervision allows for
timely adjustments to the supervisory strat-
egy as conditions change within the institu-
tion, enhanced information sharing System-
wide and on an interagency basis, and the
use of information technology platforms that
foster more-effective collaboration and
communication.

7. Effective communication with management.
An effective program of regular and mean-
ingful contacts with management is neces-
sary to maintain a current understanding of
the institution’s risk profile and risk-
management processes without imposing
undue burden, interfering with legitimate
management prerogatives, or compromising
the objectivity of the supervisory process.

2124.01.1.3 Banking Organizations
Covered by the Framework

For purposes of the risk-focused supervision
framework, LCBOs generally have a functional-
management structure, a broad array of prod-
ucts, operations that span multiple supervisory
jurisdictions, and consolidated assets of $1 hil-
lion or more.3 These ingtitutions may be state
member banks, bank holding companies
(including their nonbank and foreign subsidi-
aries), and branches and agencies of FBOs. The
complex-ingtitution process may also be appro-
priate for some organizations with consolidated
assets less than $1 billion.

LBCOs are larger institutions that have par-
ticularly complex operations and dynamic risk
profiles. To be effective, a supervisory program

3. Largeinstitutions are defined differently in other regula-
tory guidance regarding regulatory reports and examination
mandates.
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for LCBOs requires a heightened level of plan-
ning, coordination, and innovative techniques.
These organizations typically have significant
on- and off-balance-sheet risk exposures, offer a
broad range of products and services at the
domestic and international levels, are subject to
multiple supervisors in the United States and
abroad, and participate extensively in large-
value payment and settlement systems.

An important aspect of the LCBO program is
the assessment and evauation of banking prac-
tices across a group of ingtitutions with similar
business lines, characteristics, and risk profiles.
This “portfolio” approach to supervision will
(1) support and enhance timely judgments about
individual ingtitutions, including the identifica-
tion of possible “outliers’; (2) facilitate peer-
group assessments; (3) provide an improved
framework for discerning industry trends;
(4) foster more-consistent supervision of institu-
tions with similar businesses and risk profiles;
(5) contribute substantially to the maintenance
of a highly informed and skilled supervisory
staff; and (6) promote the devel opment and shar-
ing of the best supervisory practices within the
Federal Reserve and the supervisory community
more broadly.

2124.01.1.3.1 Foreign Institutions

U.S. supervisory authorities are host-country
rather than home-country supervisors for most
of the U.S. operations of FBOs; therefore, the
supervisory focus and objectives are somewhat
different for U.S. operations of FBOs and are
addressed separately in the FBO supervision
program. The desired result of a risk-focused
examination process, however, should be the
same. The framework encompasses the supervi-
sion and examination processes and procedures
relevant to the U.S. operations of FBOs, to the
extent that they are appropriate. Any significant
remaining differences are incorporated in the
FBO supervision program.

2124.01.1.3.2 Nonbank Subsidiaries of
Domestic Institutions

Nonbank subsidiaries of large complex domes-
tic institutions are covered by the risk-focused
supervision program. These subsidiaries include
(1) nonbank subsidiaries of the parent bank
holding company and those of the subsidiary
state member banks; (2) the significant branch
operations, primarily foreign-branch operations,

of state member banks; and (3) subsidiary for-
eign banks of the holding company. The level of
supervisory activity to be conducted for non-
bank subsidiaries and foreign branches and sub-
sidiaries of domestic institutions should be
based on their individual risk levels relative to
the consolidated organization. The risk associ-
ated with significant nonbank subsidiaries or
branches should be identified as part of the
consolidated risk-assessment planning process,
and the appropriate level of supervisory cover-
age (whether on- or off-site) should be described
in the supervisory plan for the organization.
Risk-focused supervisory planning should use
the workpaper ““Nonbank Subsidiary of a Bank
Holding Company Risk-Assessment Question-
naire” (see appendix B). It should be used as a
guide for (1) determining whether a nonbank
subsidiary poses significant risk to the entire
LCBO (parent bank holding company) and
(2) determining whether an on-site supervisory
inspection or examination of the entity is
needed.# The supervisory plan for the organiza-
tion should also include a review of the institu-
tion’s processes to ensure compliance with sec-
tions 23A and 23B of the Federal Reserve Act,
Regulation W, and various other regulations and
guidelines that govern transactions between the
bank and nonbank affiliates.

2124.01.1.3.3 Edge Act Corporations

Under section 25A, paragraph 17, of the Federal
Reserve Act, Edge Act corporations are subject
to examination once a year and at such other
times as deemed necessary by the Federa
Reserve. While Reserve Banks must fulfill this
legal mandate, there is flexibility in determining
the extent of examination coverage. The scope
of Edge Act corporation examinations should be
determined through the risk-assessment process.
Additionally, separate reports of examination
are not required for Edge Act corporations, pro-
vided that al relevant findings are included in
the consolidated report of examination of the

4. When this workpaper is used, a separate risk assessment
of each nonbank subsidiary of the LCBO (for domestic bank
holding companies) is not required. The separate-risk-
assessment requirements of SR-93-19 are thus partially super-
seded for LCBOs. Nonbank subsidiary risk assessments
should be reflected in the entire consolidated organization's
risk assessment.

BHC Supervision Manual January 2007

Page 3



Risk-Focused Supervision Framework for Large Complex Banking Organizations

2124.01

parent bank.5 This reporting procedure also
applies to other nonbank subsidiaries of the
bank or bank holding company.

2124.01.1.3.4 Specialty Areas Covered by
the Framework

The Federal Reserve regularly conducts exami-
nations, inspections, or reviews of several spe-
cialty areas. To achieve more-efficient supervi-
sion and reduce the regulatory burden on
institutions, steps have been taken to coordinate
these reviews with the annual full-scope inspec-
tion of the consolidated organization. Under the
risk-focused approach, the speciadty areas
should be included in the planning process in
relation to the perceived level of risk to the
consolidated organization or any state member
bank subsidiary. Reviews of any specialty areas
can be performed in conjunction with the annual
full-scope inspection, or through targeted
examinations or inspections, at any time during
the supervisory cycle. The findings of all spe-
ciaty reviews should be included in the inspec-
tion report for the consolidated organization.

2124.01.2 COORDINATION OF
SUPERVISORY ACTIVITIES

Many large complex institutions have interstate
operations that expand with the continuation of
mergers and acquisitions. In this environment,
close cooperation with the other federal and
state banking agencies is critical. To facilitate
coordination between the Federa Reserve and
other regulators, district Reserve Banks have
been assigned roles and responsibilities that
reflect their status as the responsible Reserve
Bank (RRB).

2124.01.2.1 Responsible Reserve Bank

The RRB facilitates the increased flexihility,
planning, and coordination needed to effectively
and efficiently supervise institutions with inter-
state operations. Considering the overriding

5. A separate memorandum to the file should be prepared
and retained. The memorandum should provide the date of
examination of the Edge Act corporation, a summary of
findings, the rating assigned, and a reference to the consoli-
dated report of examination. This information should also be
forwarded to Federal Reserve Board staff.
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objectives of seamless risk-focused supervision,
the RRB is responsible for designating the CPC
and for ensuring that all aspects of the supervi-
sory process are fully coordinated with LRBs
and home-state supervisors. Close coordination
among the other appropriate regulators for each
organization is critical to ensure a consistent
risk-focused approach to supervision.

2124.01.2.2 RRBs Working with Local
Reserve Banks

The RRB is accountable for al aspects of the
supervision of a fully consolidated banking
organization, which includes the supervision of
all the organization’s subsidiaries and affiliates
(domestic, foreign, and Edge corporations) for
which the Federal Reserve has supervisory over-
sight responsibility. The RRB is generaly
expected to work with local Reserve Banks
(LRBs) in conducting examinations (and inspec-
tions) and other supervisory activities, particu-
larly where significant banking operations are
conducted in a local District. Thus, for state
member banks, the LRB has an important role
in the supervision of that subsidiary. However,
the RRB retains authority and accountability for
the results of all examinations, inspections, and
reviews that an LRB may perform on its behalf.

2124.01.2.2.1 RRB Defined

In general, the RRB for a banking organization
has been the Reserve Bank in the District where
the banking operations of the organization are
principally conducted. For domestic banking
organizations, the RRB typicaly will be the
Reserve Bank District where the head office of
the top-tier organization is located and where its
overall strategic direction is established and
overseen. For foreign banking organizations, the
RRB typically will be the Reserve Bank District
where the Federal Reserve has the most direct
involvement in the day-to-day supervision of
the U.S. banking operations of the organization.

When necessary, the Board’s Division of
Banking Supervision and Regulation (BS&R),
in consultation with the Division of Consumer
and Community Affairs (C&CA), may desig-
nate an RRB when the genera principles set
forth above could impede the ability of the
Federal Reserve to perform its functions under
law, do not result in an efficient alocation of
supervisory resources, or are otherwise not
appropriate. When more than one Reserve Bank
currently shares supervisory responsibilities for
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a consolidated banking organization, Board staff
will work with Reserve Bank staff to determine
the RRB.

2124.01.2.2.2 Duties of RRBs

The RRB develops the consolidated risk assess-
ment and supervisory plan and ensures that the
scope and timing of planned activities con-
ducted by participating Districts and agencies
pursuant to the plan are appropriate, given the
consolidated risk assessment. The RRB desig-
nates the central point of contact or lead exam-
iner and ensures that all safety-and-soundness,
information technology, trust, consumer compli-
ance, Community Reinvestment Act (CRA), and
other specialty examinations (and inspections)
and visitations are conducted and appropriately
coordinated within the System and with other
regulators. In addition, the RRB manages all
formal communications with the foreign and
domestic supervised entity, including the com-
munication of supervisory assessments, ratings,
and remedia actions.®

2124.01.2.2.3 Sharing of RRB Duties

To take advantage of opportunities to enhance
supervisory effectiveness or efficiency, an RRB
is encouraged to arrange for the LRB to under-
take on its behalf certain examinations or other
supervisory activities. For example, alocal Dis-
trict may have relationships with local represen-
tatives of the organization or local supervisors;
leveraging these relationships may reduce cots
or facilitate communication. Additionally, LRBs
may provide specialty examination resources—
in the case of CRA examinations, LRB staff
often provide valuable insights into local com-
munities and lending institutions that should be
factored into the CRA assessment. When other
Reserve Bank Districts conduct examinations,
inspections, and other supervisory activities for
the RRB, substantial reliance should be placed
on the conclusions and ratings recommended by
the participating Reserve Bank(s).

The RRB retains authority and accountability
for the results of all examinations and reviews
performed on its behalf and, therefore, must
work closely with LRB examination teams to
ensure that examination scopes and conclusions

6. Additional guidance on inter-District coordination and
supervisory responsibilities can be found in section 2124.04;
SR-97-24, “Risk-Focused Framework for Supervision of
Large Complex Institutions’; and SR-96-33, * State/Federal
Protocol and Nationwide Supervisory Agreement.”

are consistent with the supervisory approach
and message applied across the consolidated
organization. If an LRB identifies major issues
in the course of directly conducting supervisory
activities on behaf of an RRB, those issues
should be brought to the attention of the RRB in
atimely manner.

If an RRB arranges for an LRB to conduct
supervisory activities on its behalf, the LRB is
responsible for the costs of performing the
activities. If the LRB is unable to fulfill the
request from the RRB to perform the specified
activities, the RRB should seek System assis-
tance, if needed, by contacting Board staff or
using other established procedures for coordi-
nating resources.

2124.01.2.3 Central Point of Contact

A CPC is critical to fulfilling the objectives of
seamless risk-focused supervision. The RRB
should designate a CPC for each large complex
ingtitution it supervises. Generally, all Federa
Reserve System contacts, activities, and duties,
as well as those conducted with other supervi-
sors, should be coordinated through this contact.
The CPC should—

1. be knowledgeable, on an ongoing basis,
about the institution’s financial condition,
management structure, strategic plan and
direction, and overall operations;

2. remain up-to-date on the condition of the
assigned ingtitution and be knowledgeable
regarding all supervisory activities, monitor-
ing and surveillance information, applica
tions issues, capital-markets activities, meet-
ings with management, and enforcement
issues, if applicable;

3. ensure that the objectives of seamless risk-
focused supervision are achieved for each
institution and that the supervisory products
(that is, an institutional overview, a risk
matrix, arisk assessment, a supervisory plan,
an inspection program, a scope memoran-
dum, inspection modules, and an inspection
report) are prepared in atimely manner;

4. ensure appropriate follow-up and tracking of
supervisory concerns, corrective actions, or
other matters that come to light through
ongoing communications and/or surveil-
lance; and

5. participate in the inspection or examination
process, as needed, to (1) ensure consistency
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with the institution’s supervisory plan and
effective alocation of resources, including
coordination of on-site efforts with specialty
examination areas and other supervisors, as
appropriate, and (2) facilitate requests for
information from the institution, wherever
possible.

2124.01.2.4 Sharing of Information

To further promote seamless risk-focused
supervision, information related to a specific
institution should be provided, as appropriate, to
other interested supervisors. Sharing of these
products with the institution, however, should
be carefully evaluated on a case-by-case basis.
The institutional overview, risk assessment, and
supervisory plan may not be appropriate for
release if they contain a hypothesis about an
institution’s risk rather than assessments veri-
fied through the inspection or examination pro-
cess. On the other hand, it may be appropriate to
share the inspection program with the institution
inthe interest of better coordination of activities.

2124.01.2.5 Coordination with Other
Supervisors

Section 305 of the Riegle Community Develop-
ment and Regulatory Improvement Act of 1994
directed the agencies to coordinate their exami-
nations, to the extent possible, when they are
jointly responsible for the examination of vari-
ous entities of a bank holding company.” To
help achieve the desired degree of coordination,
staffs of the agencies are expected, primarily at
the regiond level, to discuss examination plans
and coordination issues. The institution involved
is to be kept fully informed of the coordinated
activities planned by the agencies, including a
general time frame of when each agency expects
to conduct its examination activities.

2124.01.3 FUNCTIONAL APPROACH
AND TARGETED INSPECTIONS

The framework for risk-focused supervision of
large complex ingtitutions relies more heavily

7. In a December 1996 letter to the House Committee on
Banking and Financial Services, the agencies outlined their
cooperative efforts to meet the objectives of section 305.
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on a functional-business-line approach to super-
vising ingtitutions, while effectively integrating
the functional approach into the legal-entity
assessment. Bank holding companies are
increasingly being managed on a functional
basis. Functional management allows organiza-
tions to take advantage of the synergies among
their components, deliver better products to the
market, and provide higher returns to stockhold-
ers. Virtually al of the large bank holding
companies operate as integrated units and are
managed as such. For these companies, the risk-
management systems are generally organized
along business lines on a centralized basis. A
key implication of this shift in management
structure is that much of the information and
insight gathered on inspections and examina
tions of individual legal entities can be fully
understood only in the context of examination
findings of other related legal entities or central-
ized functions. Developing that understanding
means adapting some of the same functional-
business-line approaches to supervision, includ-
ing examination processes. Consequently, the
risk-focused supervision framework incorpo-
rates risk assessments, that is, inspection and
examination procedures that are organized by
function.

The functional approach focuses principally
on the key business activities (for example,
lending, treasury, retail banking) rather than
reviewing the legal entity and its balance sheet.
This does not mean that the responsibility for a
legal-entity assessment is ignored, nor should
the Federal Reserve perform examinations of
institutions for which other regulators have pri-
mary supervisory responsibility.® Rather, Fed-
eral Reserve examiners should integrate the
findings of a functional review into the legal-
entity assessment and should coordinate closely
with the primary regulator to gather sufficient
information to form an assessment of the con-
solidated organization. Nonetheless, in some
cases, effective supervision of the consolidated
organization may require Federal Reserve exam-
iners to perform process reviews and, possibly,
transaction testing at all levels of the
organization.

Functional -risk-focused supervision is to be
achieved by the following actions:

8. With respect to U.S. banks owned by FBOs, it is particu-
larly important to review the U.S. bank on alegal-entity basis
and also the risk exposure to the U.S. bank from its parent
foreign bank, as U.S. supervisory authorities do not supervise
or regulate the parent bank.
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1. Planning and conducting joint inspections
and examinations with the primary regulator
in areas of mutual interest, such as nonde-
posit investment products, interest-rate risk,
liquidity, and mergers and acquisitions.

2. Leveraging off, or working from, the work
performed by the primary regulator and the
work performed by the institution’s internal
and external auditors by reviewing and using
their workpapers and conclusions to avoid
duplication of effort and to lessen the burden
on the institution.

3. Reviewing inspection and examination
reports and other communications to the
institution that were issued by other
supervisors.

4. Conducting a series of functional reviews or
targeted inspections or examinations of busi-
ness lines, relevant risk areas, or areas of
significant supervisory concern during the
supervisory cycle.® Functiona reviews and
targeted inspections or examinations are
increasingly necessary to evaluate the rel-
evant risk exposure of alarge complex insti-
tution and the effectiveness of related risk-
management systems.

The relevant findings of functional reviews or
targeted inspections and examinations should be
handled as outlined below.

1. Incorporated into the annual full-scope
inspection. In this context, a full-scope
inspection involves the analysis of data suffi-
cient to determine the safety and soundness
of the ingtitution and to assign supervisory
ratings. The inspection or examination proce-
dures required to arrive at those determina
tions do not necessarily have to be performed
at the time of the annual inspection; they can
be a product of the collective activities per-
formed throughout the supervisory cycle.
However, inspection procedures should
include follow-up for deficiencies noted in
functional reviews or targeted inspections
and examinations.

2. Conveyed to the institution’s management
during a close-out or exit meeting with the
relevant area’s line management. The need
to communicate the findings to senior man-
agement or the board of directors is left to
the judgment of Reserve Bank management,
based on the significance of the findings.

9. A supervisory cycleis the period of time from the close
of one annual examination to the close of the following
annual examination.

3. Communicated in a formal written report to
the ingtitution’s management or board of
directors when significant weaknesses are
detected or when the findings result in a
downgrade of any rating component. Other-
wise, the vehicle for communicating the
results is left to the judgment of the Reserve
Bank’s management and may either be a
formal report or a supervisory letter.10

The functional approach to risk assessments
and the planning of supervisory activities should
include a review of the parent company and its
significant nonbank subsidiaries. However, it is
anticipated that the level of supervisory activi-
ties, on- or off-site, will be appropriate to the
risk profile of the parent company or its non-
bank subsidiary in relation to the consolidated
organization. Intercompany transactions should
continue to be reviewed as part of the inspection
procedures performed, to ensure that they com-
ply with laws and regulations and do not pose
saf ety-and-soundness concerns.

2124.01.4 OVERVIEW OF THE
PROCESS AND PRODUCTS

The risk-focused methodology for the supervi-
sion program for large complex institutions
reflects a continuous and dynamic process. As
table 1 indicates, the methodology consists of
six key steps, each of which uses certain written
products to facilitate communication and
coordination.

10. As discussed in SR-99-17, it is Federal Reserve Sys-
tem practice to update RFI/C(D) ratings between inspections
to keep them current and to ensure that they reflect the latest
information on the ingtitution’s financia condition. For state
member banks, Reserve Banks are to refrain from revising
CAMELS ratings based on off-site analysis in view of the
emphasis being placed on the CAMELS ratings for imple-
menting risk-based insurance assessments and other supervi-
sory initiatives. In accordance with SR-99-17 (see also section
5010.4), Reserve Banks should notify the institution’s man-
agement whenever the rating is changed as a result of off-site
analysis.
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Table 1—Steps and Products Involved in
the Risk-Focused Supervision Process

Seps Products*

1. Understanding 1. Institutional overview

the institution

2. Assessing the 2. Risk matrix
ingtitution’srisk 3. Risk assessment

3. Planning and 4. Supervisory plan
scheduling 5. Inspection/examination
supervisory program
activities

4. Defining 6. Scope memorandum
inspection 7. Entry letter
activities

5. Performing 8. Functional-inspection
inspection modules
procedures

6. Reporting the 9. Inspection report(s)
findings

* For examples of products 1 through 8, see appendixes D
through K of the Federal Reserve's handbook ‘‘Framework
for Risk-Focused Supervision of Large, Complex Institu-
tions,” referred to in SR-97-24. See also appendix B, the bank
holding company nonbank subsidiary risk-assessment ques-
tionnaire, which is discussed in section 2124.01.1.3.2.

With the exception of the entry letter, the
written products associated with steps 1 through
4 are designed to sharpen the supervisory focus
on an ingtitution’s business activities that pose
the greatest risk, as well as to assess the
adequacy of the institution’s risk-management
systems to identify, measure, monitor, and con-
trol risks. The products should be revised as
new information is received from such sources
as the current inspection, recent targeted inspec-
tions and examinations, and periodic reviews of
regulatory reports.

The focus of the products should be on fully
achieving a risk-focused, seamless, and coordi-
nated supervisory process. The content and for-
mat of the products are flexible and should be
adapted to correspond to the supervisory prac-
tices of the agencies involved and to the struc-
ture and complexity of the institution.

2124.01.5 UNDERSTANDING THE
INSTITUTION

The starting point for risk-focused supervision
is developing an understanding of the institu-
tion. This step is critical to tailoring the supervi-
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sion program to meet the characteristics of the
organization and to adjusting that program on
an ongoing basis as circumstances change. It is
also essential to clearly understand the Federal
Reserve' s supervisory rolein relation to an insti-
tution and its affiliates. For example, the Federal
Reserve's role pertaining to an FBO will vary
depending on whether the Federal Reserve is
the home- or host-country supervisor for the
particular legal entity. Thus, planning and moni-
toring are key components.

Through increased emphasis on planning and
monitoring, supervisory activities can focus on
the significant risks to the institution and on
related supervisory concerns. Given the techno-
logical and market developments within the
financial sector and the speed with which an
institution’s financial condition and risk profile
can change, it is critica to keep abreast of
events and changes in risk exposure and strat-
egy. The CPC for each large complex institution
should continuously review certain information
and prepare an institutional overview that will
communicate the contact’ s understanding of that
institution.

2124.01.5.1 Sources of Information

Information generated by the Federal Reserve,
other supervisors, the ingtitution, and public
organizations may assist the CPC in forming
and maintaining an ongoing understanding of
the institution’s risk profile and current condi-
tion. For example, the Federal Reserve main-
tains a significant amount of financial and struc-
tureinformation in various automated databases.
In addition, prior inspection and examination
reports are excellent sources of information
regarding previously identified problems.

Each Reserve Bank has various surveillance
reports that identify outliers when an institution
is compared with its peer group. The Bank
Holding Company Performance Report and the
Uniform Bank Performance Report may iden-
tify significant deviations in performance rela-
tive to institutions' peer groups, currently and
between the inspections and examinations of
those ingtitutions. For branches and agencies,
state member banks, and domestic bank holding
companies that are part of FBOs, the strength-
of-support assessment (SOSA) rating and rel-
evant credit assessments from major rating
agencies provide information that needs to be
considered in developing an appropriate super-
visory strategy. For FBOs, the Federal Reserve
has developed automated systems that provide
information on foreign financial systems, for-
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eign accounting standards, and the financial per-
formance of FBOs with U.S. operations.

Leveraging off the work, knowledge, and
conclusions of other supervisors is of key
importance to understanding a large complex
organization. Ongoing contact and the exchange
of information with other supervisors who have
responsibilities for a given institution may pro-
vide insights that cannot be obtained from other
sources. Additional information can be obtained
from examination reports issued by other super-
visors and from their databases, for example,
the OCC's Supervisory Monitoring System
(SMS) and the FDIC' s Bank Information Track-
ing System (BITS).

Using information generated by the institu-
tion's management information  system
improves the supervisory process. It provides an
efficient way to reduce on-site time, identify
emerging trends, and remain informed about the
activities of the institution and financial mar-
kets. Information that may be periodicaly
reviewed by the contact includes the size and
composition of intra-day balance sheets, inter-
nal risk-ratings of loans, internal limits and cur-
rent risk measures regarding trading activities,
and internal limits and measures covering the
institution’s interest-rate and market risk. Addi-
tionally, functional-organization charts reflect-
ing the major lines of business across legal
entities, changes to the organization’'s strategic
plan, and information provided to the board of
directors and management committees should
be reviewed.

The CPC should aso hold periodic discus-
sions with the institution’s management to
cover, among other topics, credit-market condi-
tions, new products, divestitures, mergers and
acquisitions, and the results of any recently
completed internal and external audits. When
other agencies have supervisory responsibilities
for the organization, joint meetings should be
considered.

Publicly available information may provide
additional insight into an ingtitution’s condition.
Thisinformation may be particularly valuablein
assessing an organization’s ability to raise capi-
tal. Public sources of information include SEC
reports, press releases, and analyses by private
rating agencies and by securities dealers and
underwriters.

2124.01.5.2 Preparation of the
Institutional Overview

The ingtitutional overview should provide an
executive summary that communicates, in one

concise document, information demonstrating
an understanding of the institution’s present
condition and its current and prospective risk
profiles. The overview should also highlight key
issues and past supervisory findings. Genera
types of information that may be valuable to
present in the overview are listed below: 10a

1. a brief description of the organizational
structure (with comments on the legal and
business units) and changes through merger,
acquisition, divestitures, consolidation, or
charter conversion since the prior review

2. a summary of the organization’s business
strategies, key business lines, product mix,
marketing emphasis, growth areas, acquisi-
tion or divestiture plans, and new products
introduced since the prior review

3. key issues for the organization, either from
external or internal factors (for example, dif-
ficulties in keeping pace with competition or
poorly performing business lines)

4. an overview of management, commenting on
the level of board oversight, leadership
strengths or weaknesses, policy formulation,
and the adequacy of management informa-
tion systems (Comments should include
anticipated changes in key management,
unusual turnover in line management, and
management-succession plans. Key execu-
tives and the extent of their participation in
strategic planning, policy formulation, and
risk management may also be described.)

5. abrief analysis of the consolidated financial
condition and trends, including earnings,
invested capital, and return on investment by
business line

6. a description of the future prospects of the
organization, expectations or strategic fore-
casts for key performance areas, and budget
projections

7. descriptions of internal and external audit,
including the nature of any specia work
performed by externa auditors during the
period under review

8. asummary of supervisory activity performed
since the last review, including safety-
and-soundness inspections, examinations,
and targeted or specialty inspections or

10a. This list is provided in the context of institutions for
which the Federal Reserve is the home-country supervisor. In
the case of an FBO, the analysis should begin with the SOSA
rating and the Summary of Condition of its U.S. operations.
See SR-00-14 and also sections 2124.0.2.5, 2127.0, and
3903.0.
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examinations; supervisory actions and the
institution’s degree of compliance; and appli-
cations approved or in process

9. considerations for conducting future inspec-
tions, including the institution’s preference
for the coordination of specialty inspections
or examinations and combined inspection
and examination reports, as well as logistical
and timing considerations, including conver-
sion activities, space planning, and manage-
ment availability

2124.01.6 ASSESSING THE
INSTITUTION’'S RISKS

In order to focus supervisory activities on the
areas of greatest risk to an ingtitution, the CPC
or designated staff personnel should perform a
risk assessment. The risk assessment highlights
both the strengths and vulnerabilities of aninsti-
tution and provides a foundation for determin-
ing the supervisory activities to be conducted.
Further, the assessment should apply to the
entire spectrum of risks facing an institution,
including the following risks:

1. credit risk, which arises from the potential
that a borrower or counterparty will fail to
perform on an obligation

2. market risk, which is the risk to an ingtitu-
tion’s financial condition resulting from
adverse movements in market rates or prices,
such asinterest rates, foreign-exchange rates,
or equity prices

3. liquidity risk, which is the potentia that an
institution will be unable to meet its obliga-
tions as they come due because of an inabil-
ity to liquidate assets or obtain adequate
funding (referred to as “funding liquidity
risk”) or because it cannot easily unwind or
offset specific exposures without signifi-
cantly lowering market prices because of
inadequate market depth or market disrup-
tions (referred to as *“ market liquidity risk’”)

4. operational risk, which arises from the
potential that inadequate information sys-
tems, operational problems, breaches in
internal controls, fraud, or unforeseen catas-
trophes will result in unexpected losses

5. legal risk, which arises from the potential
that unenforceable contracts, lawsuits, or
adverse judgments can disrupt or otherwise
negatively affect the operations or condition
of abanking organization
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6. reputational risk, which is the potential that
negative publicity regarding an institution’s
business practices, whether true or not, will
cause a decline in the customer base, costly
litigation, or revenue reductions

An ingtitution’s business activities present
various combinations and concentrations of the
above risks depending on the nature and scope
of the particular activity. When conducting the
risk assessment, consideration must be given to
the institution’s overal risk environment, the
reliability of its interna risk management, the
adequacy of itsinformation technology systems,
and the risks associated with each of its signifi-
cant business activities. The preparation of the
risk matrix provides a structured approach to
assessing an ingtitution’s risks and is the basis
for preparing the narrative risk assessment. See
section 4070.1 and SR-95-51 for additional
guidance on the evaluation of an ingtitution’s
risk management.

2124.01.6.1 Assessment of the Overall
Risk Environment

The starting point in the risk-assessment process
is an evaluation of the institution’s risk toler-
ance and of management’s perception of the
organization’s strengths and weaknesses. Such
an evauation should entail discussions with
management and a review of supporting docu-
ments, strategic plans, and policy statements.
Management, in general, is expected to have a
clear understanding of the ingtitution’s markets;
the general banking, business, and economic
environment; and how these factors affect the
ingtitution (in other words, their effect on the
institution’s use of technology, products, and
delivery channels).

The ingtitution should have a clearly defined
risk-management structure. This structure may
be formal or informal, centralized or decentral-
ized. However, the greater the risk assumed by
the ingtitution, the more sophisticated its risk-
management system should be. Regardless of
the approach, the types and levels of risk an
institution is willing to accept should reflect the
risk appetite determined by its board of
directors.

2124.01.6.1.1 Internal-Risk-Management
Evaluation

In assessing the overal risk environment, the
CPC should make a preliminary evaluation of
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the ingtitution’s internal risk management. That
includes an assessment of the adequacy of the
institution’s internal audit, loan-review, and
compliance functions. External audits also pro-
vide important information regarding the risk
profile and condition of the institution and may
be used in the risk assessment. In completing
this evaluation, Reserve Banks should consi-
der holding meetings with the external auditor
and senior management who are responsible for
internal audit, loan review, and compliance,
as well as with other key risk managers.
As appropriate, the meetings should be held
jointly with a representative from other super-
visory agencies that have an interest in the
institution.

In addition, the CPC or designated staff per-
sonnel should consider reviewing risk assess-
ments developed by the internal audit depart-
ment for significant lines of business, and then
compare their results with the supervisory risk
assessment. Further, the CPC should consider
evaluating management’s ability to aggregate
risks on a global basis. Examiners can use this
preliminary evaluation to determine how much
they can rely on the ingtitution’s internal risk
management when developing their scope of
inspection and examination activities.

2124.01.6.1.2 Supervision Program for
Consumer Compliance Risk Assessment at
BHCs

Changes in the banking and financial services
industry have highlighted the importance of
incorporating an assessment of consumer com-
pliance risk into the evaluation of a banking
organization’s overal risk profile. To address
this need, the Federal Reserve enhanced its bank
holding company supervision program to ensure
that examiners are focusing appropriately on
consumer compliance risk—related matters
across the broad range of a BHC's activities.
(See SR-03-22.)

An enhanced supervisory framework for the
supervision of consumer compliance risk was
developed for large complex banking organiza-
tions (LCBOs) and for large banking organiza-
tions (LBOs).1% Under the framework, con-
sumer compliance examiners are to assess
consumer compliance risk across the broad

10b. The Board's Division of Banking Supervision and
Regulation and its Division of Consumer and Community
Affairs developed the consumer compliance risk assessment
framework. The supervisory approach does not apply to shell
BHCs.

range of a banking organization’s activities to
determine the level and trend of consumer com-
pliance risk. To address the risks identified in an
organization's business activities, the supervi-
sory team will develop a supervisory plan that
includes activities appropriate to the level of the
organization’s consumer compliance risk.

Supervisory framework for consumer compli-
ancerisk. For LCBOs and LBOs that are subject
to the System’s continuous supervision pro-
gram, safety-and-soundness examiners are to
incorporate an assessment of consumer compli-
ance risk into the overal risk assessment and
planned supervisory activities for these organi-
zations. When performing the consumer compli-
ance risk assessment, consumer compliance
examiners are to rely, to the extent possible, on
the work conducted by the dedicated supervi-
sory team or primary bank regulator, and expand
that analysis to focus on consumer compliance
risk. The consumer compliance risk assessment
is to include a determination of the level of
consumer compliance risk (high, moderate, or
low), taking into consideration the internal con-
trol and review processes in place to mitigate
the inherent risk. In addition, the risk assess-
ment is to include a determination of the direc-
tion of consumer compliance risk (increasing,
stable, or decreasing). The consumer compli-
ance examiner is to discuss the identified areas
of significant consumer compliance risk with
the CPC. In addition, in coordination with the
CPC and the supervisory team, the consumer
compliance examiner is to evaluate how con-
sumer compliance risk affects the reputational,
legal, and operational risk profiles of the LCBO
or LBO. The CPC will then incorporate this
information and the assessment of consumer
compliance risk into the LCBO's or LBO's
overall risk assessment.

The consumer compliance examiner and the
CPC will determine, on a case-by-case basis,
whether and what type of supervisory activities
should be included in the organization’s super-
visory plan. The planned supervisory activities
will vary depending on the nature and level of
an organization’s consumer compliance risk.

The CPC and the consumer compliance
examiner will coordinate with other regulators
before communicating their findings to the
banking organization’s management. This coor-
dination should help to ensure a seamless pro-
cess in which consistent messages are delivered
to LCBO or LBO management.
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2124.01.6.1.3 Adequacy of Information
Technology Systems

Effective risk monitoring requires institutions to
identify and measure all material risk exposures.
Consequently, risk-monitoring activities must be
supported by management information systems
(MI1S) that provide senior managers and direc-
tors with timely and reliable reports on the
financial condition, operating performance, and
risk exposure of the consolidated organization.
Such systems must also provide managers
engaged in the day-to-day management of the
organization’s activities with regular and suffi-
ciently detailed reports for their areas of respon-
sibility. Moreover, in most large complex insti-
tutions, MIS not only provides reporting
systems but also supports a broad range of busi-
ness decisions through sophisticated risk-
management and decision tools, such as credit
scoring and asset/liability models and automated
trading systems. Accordingly, the institution’s
risk assessment must consider the adequacy of
information technology systems.

Ingtitutions need to determine which business
unit or units are responsible for the devel opment
and operation of the information technology
system. Traditionally, such systemswere largely
centered on mainframe computers. However, the
development of increasingly powerful and inex-
pensive personal computers and sophisticated
network communication capabilities has given
institutions more timely access to a greater vol-
ume of information that supports a broader
range of business decisions—moving some
transaction processing out of the mainframe
environment. Consequently, many large institu-
tions are transferring responsibility for develop-
ment and operation of the hardware (generally, a
local area or wide area network) and the related
operating systems and applications from a
centralized, mainframe function to individual
business units. Many of these institutions are
also integrating the information technology
audit function with the general internal audit
function.

Once it has been determined which business
units are responsible for information technol-
ogy, afuller understanding of the risk profile of
specific functions and of the consolidated orga-
nization can be gained through close coordina-
tion between information systems specialists
and safety-and-soundness examiners. Since
business managers must have MIS reports that
are sufficient and appropriate for identifying
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risks, examiners must work with specialists to
assess the adequacy of the information technol-
ogy system and the extent to which it can be
relied upon. Evaluating the integrity of the infor-
mation in reports for business managers requires
an understanding of the information flows and
the control environment for the operation.
Knowledge of the business application is essen-
tial to determine whether the information flows
are complete, accurate, and appropriate in a
particular MIS. In addition, such a determina-
tion requires an assessment of the extent to
which the institution’s internal audit function
has procedures in place for reviewing and test-
ing the effectiveness of the processes and inter-
nal controls related to information technology
systems.
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2124.01.6.2 Preparation of the Risk
Matrix

A risk matrix is used to identify significant
activities, the type and level of inherent risksin
these activities, and the adequacy of risk man-
agement over these activities, aswell asto deter-
mine composite risk assessments for each of
these activities and the overall institution. A risk
matrix can be developed for the consolidated
organization, for a separate affiliate, or along
functional business lines. The matrix is a flex-
ible tool that documents the process followed to
assess the overal risk of an ingtitution and is a
basis for preparation of the narrative risk
assessment.

2124.01.6.2.1 ldentification of Sgnificant
Activities

Activities and their significance can be identi-
fied by reviewing information from the institu-
tion, the Reserve Bank, or other supervisors.
Information generated by the institution may
include the balance sheet, off-balance-sheet
reports, the income statement, management
accounting reports, or any other report that is
prepared for the ingtitution’s board of directors
and senior management to monitor performance.
A detailed income statement is particularly
informative because it reflects significant activi-
ties and their relative importance to the institu-
tion's revenue and net income. The income
statement also yields information regarding the
relationship between the return on individual
assets and the inherent risk associated with these
assets, providing an important indicator of the
institution’s overall risk appetite.

Off-site surveillance information is another
source of information that can be used to iden-
tify new or expanding business activities. For
example, substantial growth in the loan port-
folio may indicate that the ingtitution has intro-
duced a new lending activity.

In addition to financia factors, information
on strategic plans, new products, and possible
management changes needs to be considered.
The competitive climate in which the institution
operates is important and should be assessed in
the identification of significant activities. Indus-
try segmentation and the position the institution
occupies within its markets should also be
considered.

2124.01.6.2.2 Type and Level of Inherent
Risk of Sgnificant Activities

After the significant activities are identified, the
type and level of risk inherent in those activities
should be determined. Types of risk may be
categorized according to section 4070.1.2 and
SR-95-51 (as amended by SR-04-18), or by
using categories defined either by the institution
or other supervisory agencies. If the institution
uses risk categories that differ from those
defined by the supervisory agencies, the exam-
iner should determine if all relevant types of
risk are appropriately captured. If risks are
appropriately captured by the institution, the
examiner should use the categoriesidentified by
the institution.

Table 2 illustrates risk types as defined by the
Federal Reserve and the OCC. This table is
designed to show the relationship between the
respective agencies' risk categories.

Table 2—Types of Risk

Federal Reserve occC
Credit Credit
Market Price
Interest rate
Foreign exchange
Liquidity Liquidity
Reputational Reputation
Operational Transaction
Legal Compliance
Strategic*

* Elements of strategic risk are reflected in each of the risk
categories as defined by the Federal Reserve.

For the identified functions or activities, the
inherent risk involved in that activity should be
described as high, moderate, or low for each
type of risk associated with it. For example, it
may be determined that a portfolio of commer-
cia loans in a particular institution has high
credit risk, moderate market risk, moderate
liquidity risk, low operationa risk, low legal
risk, and low reputational risk. The following
definitions apply:

1. High inherent risk exists when (1) the activ-
ity is significant or positions are large in
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relation to the institution’s resources or to its
peer group, (2) there are a substantial num-
ber of transactions, or (3) the nature of the
activity isinherently more complex than nor-
mal. Thus, the activity could potentially
result in a significant and harmful loss to the
organization.

2. Moderate inherent risk exists when (1) posi-
tions are average in relation to the institu-
tion’s resources or to its peer group, (2) the
volume of transactionsis average, and (3) the
activity is more typical or traditional. Thus,
while the activity could potentially result in a
loss to the organization, the loss could be
absorbed by the organization in the normal
course of business.

3. Low inherent risk exists when the volume,
size, or nature of the activity is such that
even if the internal controls have weak-
nesses, the risk of loss is remote or, if aloss
were to occur, it would have little negative
impact on the ingtitution’s overal financial
condition.

It isimportant to remember that this assessment
of risk is made without considering manage-
ment processes and controls. Those factors are
considered in evaluating the adequacy of the
institution’ s risk-management systems.

2124.01.6.2.3 Risk-Management
Adequacy Assessment for Sgnificant
Activities

When assessing the adequacy of an institution’s
risk-management systems for identified func-
tions or activities, the CPC or designated staff
personnel should place primary consideration
on findings related to the following key ele-
ments of a sound risk-management system:

1. active board and senior management over-
sight

2. adequate policies, procedures, and limits

3. adequate risk-management, risk-monitoring,
and management information systems

4. comprehensive internal controls

Taking these key elements into account, the
contact should assess the relative strength of the
risk-management processes and controls for
each identified function or activity. Relative
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strength should be characterized as strong,
acceptable, or weak as defined below:

1. Strong risk management indicates that man-
agement effectively identifies and controls
all major types of risk posed by the BHC's
activities. Management is fully prepared to
address risks emanating from new products
and changing market conditions. The board
and management are forward looking and
active participants in managing risk. Man-
agement ensures that appropriate policies and
limits exist and are understood, reviewed,
and approved by the board. Policies and lim-
its are supported by risk-monitoring proce-
dures, reports, and management information
systems that provide management and the
board with the information and analysis nec-
essary to make timely and appropriate deci-
sions in response to changing conditions.
Risk-management practices and the organi-
zation' s infrastructure are flexible and highly
responsive to changing industry practices and
current regulatory guidance. Staff has suffi-
cient experience, expertise, and depth to
manage the risks assumed by the institution.

Internal controls and audit procedures are
sufficiently comprehensive and appropriate
to the size and activities of the institution.
There are few noted exceptionsto the institu-
tion's established policies and procedures,
and none is material. Management effec-
tively and accurately monitors the condition
of the ingtitution consistent with the stan-
dards of safety and soundness and in accor-
dance with internal and supervisory policies
and practices. Risk-management processes
are fully effective in identifying, monitoring,
and controlling the risks to the institution.

2. Acceptable risk management indicates that
the institution's management of risk is
largely effective but lacking in some modest
degree. Management demonstrates a respon-
siveness and ability to cope successfully with
existing and foreseeable risks that may arise
in carrying out the institution’ s business plan.
While the institution may have some minor
risk-management weaknesses, these prob-
lems have been recognized and are in the
process of being resolved. Overall, board and
senior management oversight, policies and
limits, risk-monitoring procedures, reports,
and management information systems are
considered satisfactory and effectivein main-
taining a safe and sound institution. Risks are
controlled in a manner that does not require
more-than-normal supervisory attention.

The BHC's risk-management practices
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and infrastructure are satisfactory and gener-
ally are adjusted appropriately in response to
changing industry practices and current regu-
latory guidance. Staff experience, expertise,
and depth are generally appropriate to man-
age the risks assumed by the institution.

Internal controls may display modest
weaknesses or deficiencies, but they are cor-
rectable in the normal course of business.
The examiner may have recommendations
for improvement, but the weaknesses noted
should not have a significant effect on the
safety and soundness of the institution.

3. Weak risk management indicates that risk-
management practices are lacking in some
important ways and, therefore, are a cause
for more-than-normal supervisory attention.
One or more of the four elements of sound
risk management!! (active board and senior
management oversight; adequate policies,
procedures, and limits; adequate risk-
management monitoring and management
information systems, comprehensive internal
controls) are considered less than acceptable
and have precluded the institution from fully
addressing one or more significant risksto its
operations. Certain risk-management prac-
tices are in need of improvement to ensure
that management and the board are able to
identify, monitor, and control all significant
risks to the institution. Also, the risk-
management structure may need to be
improved in areas of significant business
activity, or staff expertise may not be com-
mensurate with the scope and complexity of
business activities. In addition, manage-
ment’s response to changing industry prac-
tices and regulatory guidance may need to
improve.

The internal control system may be lack-
ing in some important aspects, particularly as
indicated by continued control exceptions or
by afailure to adhere to written policies and
procedures. The risk-management weak-
nesses could have adverse effects on the
safety and soundness of the ingtitution if
corrective action is not taken by
management.

The definitions above apply to the risk man-
agement of individual functions or activities.
They parallel the definitions set forth in section

11. See SR-04-18,"Bank Holding Company Rating Sys-
tem,” which amended the rating definitions of SR-95-51,
“Rating the Adequacy of Risk Management Processes and
Internal Controls at State Member Banks and Bank Holding
Companies.”

4070.1.2 (See SR-04-18 and SR-95-51) that
examiners are to use to rate an ingtitution's
overal risk management. However, unlike the
overall risk-management rating, the assessment
of the adequacy of risk-management systems
incorporated into the risk matrix is to be used
primarily for planning supervisory activities. In
addition, because the risk matrix is prepared
during the planning process, it generally would
not be appropriate to make fine gradationsin the
strength of risk-management systems on a
function-by-function basis. In particular, for pur-
poses of rating an institution’s overall risk man-
agement, section 4070.1.2 (SR-04-18 and SR-
95-51) makes distinctions in degrees of
weakness—fair, marginal, and unsatisfactory—
that generally cannot be made appropriately on
a function-by-function basis, as called for when
preparing the risk matrix. After appropriate
inspection and examination procedures are per-
formed, the assessment of the institution’s risk
management that was prepared for the risk
matrix may be a starting point for assigning
an overall risk-management rating for the
ingtitution.

2124.01.6.2.4 Composite Risk Assessment
of Sgnificant Activities

The composite risk for each significant activity
is determined by balancing the overall level of
inherent risk of the activity with the overall
strength of risk-management systems for that
activity. For example, commercial real estate
loans usually will be determined to be inher-
ently high risk. However, the probability and the
magnitude of possible loss may be reduced by
having very conservative underwriting stan-
dards, effective credit administration, strong
internal loan review, and a good early-warning
system. Consequently, after accounting for these
mitigating factors, the overall risk profile and
level of supervisory concern associated with
commercial real estate loans may be moderate.
Table 3 provides guidance on assessing the com-
posite risk of an activity by balancing the
observed quantity and degree of risk with the
perceived strength of related management pro-
cesses and internal controls.

To facilitate consistency in the preparation of
the risk matrix, general definitions of the com-
posite level of risk for significant activities are
provided below.
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Table 3—Composite Risk for Significant
Activities

Inherent risk of the activity
Risk-
management Low Moderate High
systems —

Composite risk assessment

Weak Lowor | Moderate High
moderate | or high
Acceptable Low Moderate High
Strong Low Lowor | Moderate
moderate | or high

1. A high composite risk generally would be
assigned to an activity when the risk-
management system does not significantly
mitigate the high inherent risk of the activity.
Thus, the activity could potentially resultin a
financial loss that would have a significant
negative impact on the organization’s overall
condition—in some cases, even where the
systems are considered strong. For an activ-
ity with moderate inherent risk, a risk-
management system that has significant
weaknesses could result in a high composite
risk assessment, because management
appears to have an insufficient understanding
of the risk and an uncertain capacity to
anticipate and respond to changing
conditions.

2. A moderate composite risk generaly would
be assigned to an activity with moderate
inherent risk where the risk-management
systems appropriately mitigate the risk. For
an activity with a low inherent risk, signifi-
cant weaknesses in the risk-management
system may result in a moderate composite
risk assessment. On the other hand, a strong
risk-management system may reduce the
risks of an inherently high-risk activity so
that any potentia financia loss from the
activity would have only a moderate nega-
tive impact on the financia condition of the
organization.

3. A low composite risk generally would be
assigned to an activity that has low inherent
risks. An activity with moderate inherent risk
may be assessed a low composite risk where
internal controls and risk-management sys-
tems are strong and effectively mitigate much
of therisk.
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2124.01.6.2.5 Overall Composite Risk
Assessment

Once the examiner has assessed the composite
risk of each identified significant activity or
function, an overall composite risk assessment
should be made for off-site analytical and plan-
ning purposes. This assessment is the final step
in the development of the risk matrix; the evalu-
ation of the overall composite risk is incorpo-
rated into the written risk assessment.

2124.01.6.2.6 Preparation of the Risk
Assessment

A written risk assessment should be prepared to
serve as an internal supervisory planning tool
and to facilitate communication with other
supervisors. A sample risk assessment is pro-
vided below. The goal isto develop a document
that presents a comprehensive risk-focused view
of the institution. The risk assessment delineates
the areas of supervisory concern and is a plat-
form for developing the supervisory plan.

The format and content of the written risk
assessment are flexible and should be tailored to
the individua institution. The risk assessment
reflects the dynamics of the institution and,
therefore, should consider the institution's
evolving business strategies and be amended as
significant changes in the risk profile occur. It
should include input from other affected super-
visors and specialty units to ensure that al sig-
nificant risks of the institution are identified.
The risk assessment should—

1. include an overall risk assessment of the
organization;

2. describe the types of risks (credit, market,
liquidity, reputational, operational, legal),
their level (high, moderate, low), and the
direction (increasing, stable, decreasing) of
risks;

3. identify all major functions, business lines,
activities, products, and lega entities from
which significant risks emanate, and identify
the key issues that could affect the risk pro-
file;

4. consider the relationship between the likeli-
hood of an adverse event and the potential
impact on an ingtitution (for example, the
likelihood of a computer system failure may
be remote, but the financial impact could be
significant); and

5. describe the institution’s risk-management
systems. Reviews and risk assessments per-
formed by internal and external auditors
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should be discussed, as should the ability of
the institution to take on and manage risk
prospectively.

The CPC should attempt to identify and report
the cause of unfavorable trends, as well as their
symptoms. Also, it is very important that the
risk assessment reflect a thorough, detailed
analysis that supports the conclusions made
about the institution’ s risk profile.

2124.01.7 PLANNING AND
SCHEDULING SUPERVISORY
ACTIVITIES

The supervisory plan is a bridge between the
institution’s risk assessment, which identifies
significant risks and supervisory concerns, and
the supervisory activities to be conducted. In
developing the supervisory plan and inspection
and examination schedules, the CPC should
minimize disruption to the institution and,
whenever possible, avoid duplicative inspection
and examination efforts and requests for infor-
meation from other supervisors.12

The institution’s organizational structure and
complexity are significant considerations in
planning the specific supervisory activities to be
conducted. Additionally, interstate banking and
branching activities have implications for plan-
ning on-site and off-site reviews. The scope and
location of on-site work for interstate banking
operations will depend on the significance and
risk profile of local operations, the location of
the supervised entity’s major functions, and the
degree of its centralization. Consistent with the
Federal Reserve practice of not examining each
branch of an intrastate branching network, the
bulk of safety-and-soundness examinations for
branches of an interstate bank would likely be
conducted at the head office or regional offices,
supplemented by periodic reviews of branch
operations and internal controls. The supervi-
sory plan should reflect the need to coordinate
these reviews of branch operations with other
Supervisors.

12. See section 5000.0.8.3 and SR-93-30, ‘“Interagency
Policy Statements on Supervisory Initiatives,” and its attach-
ments for guidance on examination coordination of holding
company inspections with subsidiary bank and thrift examina-
tions. See SR-00-14, * Enhancements to the Interagency Pro-
gram for Supervising the U.S. Operations of Foreign Banking
Organizations,” regarding coordination with other agencies as
part of the FBO supervision program.

2124.01.7.1 Preparation of the
Supervisory Plan

A comprehensive supervisory plan should be
developed annually and updated as appropriate
for the consolidated organization.’® The plan
should demonstrate the supervisory concerns
identified through the risk-assessment process
and how the deficiencies noted in the previous
inspection or examination are being or will be
addressed. To the extent that the ingtitution's
risk-management systems are adequate, the
level of supervisory activity may be adjusted.
The plan should generally address the following
aress.

1. All supervisory activities to be conducted,
the scope of those activities (full or targeted),
the objectives of those activities (for exam-
ple, review of specific business lines, prod-
ucts, support functions, legal entities), and
specific concerns regarding those activities,
if any. Consideration should be given to—

a. prioritizing supervisory resources on areas
of higher risk,

b. pooling examiner resources to reduce bur-
den and redundancies,

€. maximizing the use of examiners located
where the activity is being conducted,

d. coordinating examinations of different
disciplines,

e. determining compliance with or the
potential for supervisory action, and

f. balancing mandated requirements with the
objectives of the plan.

2. Genera logistical information (for example,
timetable of supervisory activities, partici-
pants, and expected resource requirements).

3. The extent to which internal and external
audit, internal loan review, compliance, and
other risk-management systems will be tested
and relied upon.

The planning horizon to be covered by the
planisgenerally 18 months for domestic institu-
tions.24 The overall supervisory objectives and
basic framework need to be outlined by midyear

13. The supervisory plan is a high-level plan of supervi-
sory activities to be conducted in monitoring the consolidated
organization. More-detailed procedures for a specific on-site
inspection are appropriately addressed in a scope memoran-
dum, which is discussed in section 2124.01.8.

14. The examination plans and assessments of condition of
U.S. operations that are used for FBO supervision use a
12-month period.

BHC Supervision Manual July 2006
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to facilitate preliminary discussions with other
supervisors and to coincide with planning for
the Federal Reserve’'s scheduling conferences.
The plan should be finalized by the end of the
year, for execution in the following year.

2124.01.7.2 Preparation of the Inspection
or Examination Program

The inspection or examination program should
provide a comprehensive schedule of inspection
or examination activities for the entire organiza-
tion and aid in the coordination and communica-
tion of responsibilities for supervisory activities.
An inspection or examination program provides
a comprehensive listing of all inspection and
examination activities to be conducted at an
institution for the given planning horizon. To
prepare a complete program and to reflect the
current conditions and activities of an institution
and the activities of other supervisors, the CPC
needs to be the focal point for communications
on a particular ingtitution, including any com-
munications with the Federal Reserve and the
institution’s management and other supervisors.
The inspection or examination program should
generaly incorporate the following logistical
elements:

1. aschedule of activities, the duration of time,
and resource estimates for planned projects

2. an identification of the agencies conducting
and participating in the supervisory activity
(when conducted jointly with other agencies,
indicate the lead agency and the agency
responsible for a particular activity) and the
resources committed by all participants to
the area(s) under review

3. the planned product for communicating find-
ings (indicate whether it will be a formal
report or supervisory memorandum)

4. the need for specia examiner skills and
the extent of participation by specialty
disciplines

2124.01.8 DEFINING INSPECTION OR
EXAMINATION ACTIVITIES

The scope memorandum is an integral product
in the risk-focused methodology. The memoran-
dum identifies the key objectives of the on-site
inspection or examination. The focus of on-site
inspection or examination activities, as identi-
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fied in the scope memorandum, should be ori-
ented to a top-down approach that includes a
review of the organization’s internal risk-
management systems and an appropriate level
of transaction testing. The risk-focused method-
ology provides flexibility in the amount of
on-site transaction testing. Although the focus
of the inspection or examination is on the insti-
tution’s processes, an appropriate level of trans-
action testing and asset review will be necessary
to verify the integrity of interna systems. If
internal systems are considered reliable, then
transaction testing should be targeted to a level
sufficient to validate that the systems are effec-
tive and accurate. Conversely, if internal man-
agement systems are deemed unreliable or inef-
fective, then transaction testing must be adjusted
to increase the amount of coverage. The entry
letter identifies the information necessary for the
successful execution of the on-site inspection or
examination procedures.

2124.01.8.1 Scope Memorandum

After the areas to be reviewed have been identi-
fied in the supervisory plan, a scope memoran-
dum should be prepared that documents specific
objectives for the projected inspection or exami-
nation. This document is of key importance, as
the scope will likely vary from year to year.
Thus, it is necessary to identify the specific
areas chosen for review and the extent of those
reviews. The scope memorandum will help
ensure that the supervisory plan for the institu-
tion is executed, and it will define and commu-
nicate those specific objectives to the inspection
or examination staff.

The scope memorandum should be tailored to
the size, complexity, and current rating of the
institution subject to review. For large but less-
complex ingtitutions, the scope memorandum
may be combined with the supervisory plan or
risk assessment. The scope memorandum should
generaly include—

1. astatement of the objectives,

2. an overview of the activities and risks to be
evaluated;

3. the level of reliance on interna risk-
management systems and internal or exter-
nal audit findings;

4. adescription of the procedures that are to be
performed, indicating any sampling process
to be used and the level of transaction test-
ing, when appropriate;

5. identification of the procedures that are
expected to be performed off-site; and
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6. adescription of how the findings of targeted
reviews, if any, will be used on the current
inspection or examination.

BHC Supervision Manual July 2006
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2124.01.8.2 Entry Letter

Standardized entry inspection and examination
letters have been developed that are closely
aligned with the risk-focused approach for large
complex ingtitutions.> The letters are designed
to reduce the ingtitution’s paperwork burden.
The entry letters include a core section of
required information that is pertinent to all large
institutions, regardless of size or complexity. In
addition to the core requests, supplementary
guestionnaires should be used as needed for the
specialized areas such as asset securitization/
sales, information systems, private banking,
securities clearance/lending, trading activities,
and transfer risk. The cover letters must be used
(but can be modified), as they provide specific
guidance to the inspected or examined
institution.

The entry letters direct management to pro-
vide written responses to questions and to pro-
vide copies of specific documents requested, but
only if the requested information is new or has
changed since the previous examination or
inspection. Examiners should not request that
management provide them with copies of the
institution’s regulatory reports that are available
within each Federal Reserve Bank or from other
bank regulatory agencies, such as regulatory
inspection and examination reports and various
financial information (for example, annua
reports or Call Reports). These reports should
be gathered from internal sources during the
pre-examination planning process. Also, entry
letters should not reguest information that is
regularly provided to designated CPCs. The
examiner-in-charge should aways review
anticipated information and document needs
with the CPC for the inspected or examined
institution before the mailing of any entry letter.

The entry letters should be used as a starting
point, or template, in preparing for an examina-
tion or inspection. They should be tailored dur-
ing the planning process to fit the specific char-
acter and profile of the ingtitution to be
inspected or examined and the scope of the
activities to be performed. Thus, the effective
use of entry letters is highly dependent on the
planning and scoping of a risk-focused inspec-
tion or examination.

The entry letters request internal management
information reports for each of the key inspec-
tion or examination areas. Internal management

15. Such entry letters should be used for a (1) combined
bank holding company inspection and lead state member bank
examination, (2) bank holding company inspection (see
appendix B), and (3) state member bank examination.

reports should be used in al instances.
If they do not provide sufficient information to
inspect or examine the ingtitution, then it would
appear that management is not adequately
informed—this may well be the first inspection
or examination finding. As specific items are
selected for inclusion in the entry letter, the
following guidelines for items should be
considered:

1. Reflect risk-focused supervision objectives
and the inspection or examination scope.
Items that are not needed to support selected
inspection or examination procedures should
not be requested.

2. Facilitate efficiency in the inspection or
examination process and lessen the burden
on financial ingtitutions. Minimize the num-
ber of reguested items and avoid, to the
extent possible, duplicate requests for infor-
mation already provided to other agencies.

3. Limit, to the extent possible, requests for
special management reports.

4. Eliminate items used for audit-type proce-
dures. Such procedures (for example, verifi-
cations) are generally performed only when
there is a reason to suspect that significant
problems exist.

5. Distinguish information to be mailed to the
examiner-in-charge for off-site inspection or
examination procedures from information to
be held at the institution for on-site proce-
dures. Information that is not easily repro-
duced should be reviewed on-site (for exam-
ple, policies, corporate minutes, or audit
workpapers).

6. Allow management sufficient lead time to
prepare the requested information.

2124.01.9 PERFORMING
INSPECTION OR EXAMINATION
PROCEDURES

Inspection or examination procedures should be
tailored to the characteristics of each institution,
keeping in mind its size, complexity, and risk
profile. The procedures should focus on devel-
oping appropriate documentation to adequately
assess management’s ability to identify, mea
sure, monitor, and control risks. Procedures
should be completed to the degree necessary to
determine whether the institution’ s management
understands and adequately controls the levels
and types of risks that are assumed. In terms of

BHC Supervision Manual July 2005
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transaction testing, the volume of transactions
tested should be adjusted according to manage-
ment’s ability to accurately identify problem
and potential problem transactions and to mea-
sure, monitor, and control the institution’s risk
exposure. Likewise, the level of transaction test-
ing for compliance with laws, regulations, and
supervisory policy statements should take into
account the effectiveness of management sys-
tems to monitor, evaluate, and ensure
compliance.

Most full-scope inspections or examinations
are expected to include the examiners evalua-
tion of 10 functional areas during the supervi-
sory cycle. There may be a need to identify and
include additional functional areas. To evaluate
these functional areas, examiners must perform
procedures tailored to fit (1) the risk assessment
prepared for the ingtitution and (2) the scope
memorandum. These functional areas represent
the primary business activities and functions of
large complex institutions, as well as common
sources of significant risk to them. Further, con-
sistent with the risk-focused approach, examin-
ers are expected to evaluate other areas that are
significant sources of risk to an ingtitution or
that are central to the assignment of CAMELS,
RFI/C(D), and ROCA ratings. The identified
functional areas include the following:

1. loan-portfolio analysis (portfolio manage-
ment, loan review, consumer compliance,
allowance for loan and |ease |osses)

2. treasury activities (asset-liability manage-
ment, interest-rate risk, parent company
liquidity, funding, investments, deposits)

3. trading and capital-markets activities (for-
eign exchange, commodities, equities, and
other interest-rate risk; credit risk; and
liquidity risk)

4. audit and internal control review

. final assessment of supervisory ratings

(CAMELS, RFI/C(D), ROCA, or other)

information systems

insurance and fiduciary activities

private banking

retail banking activities (new products and

delivery systems)

10. payments system risk (wire transfers,

reserves, settlement)

[

© ® N
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2124.01.10 REPORTING THE
FINDINGS

After performing the inspection or examination
procedures, examiners should document their
overal conclusions. Conclusions, as they relate
to the functional area under review, should
clearly communicate the examiner’ s assessment
of the interna risk-management system, the
financial condition, and compliance with laws
and regulations.

Inspection and examination activities should
be coordinated with the respective state and
other federal banking authorities, with joint
examinations performed and joint inspection
and examination reports completed wherever
practicable. The inspection and examination
activities should be planned over the supervi-
sory cycle, culminating with an annua full-
scope inspection or examination of the organiza-
tion. As part of the FBO supervision program,
individual examination findings are integrated
into an assessment of the FBO's entire U.S.
operations.

The results of a targeted, subsidiary, or spe-
ciaty inspection or examination are usually
reported to the institution's management in a
separate report or supervisory letter. Therefore,
the report for the annual full-scope inspection of
the consolidated parent organization should
include a summary of the relevant results of any
preceding supervisory activity. When targeted
or specialty inspections or examinations of
affiliates are conducted concurrently with the
annual full-scope inspection of the consolidated
parent organization, the findings from the tar-
geted, consumer compliance, or specialty
examinations (fiduciary, insurance, information
technology, etc.) should be incorporated into the
parent’s inspection report in lieu of separate
reports, unless the institution’s management
requests separate reports. For organizations in
which the lead bank is a state member bank, the
annual full-scope examination report should be
combined with the bank holding company
inspection report, as appropriate. The bank hold-
ing company inspection report, or combined
inspection/examination report, may aso include
other bank and nonbank  subsidiary
examinations, according to the organization’s
supervisory plan.

The contents of the report should clearly and
concisely communicate to the institution’s man-
agement or to the directorate any supervisory
issues, problems, or concerns related to the
institution, as well as disclose the assigned
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supervisory rating.® The report should also
include appropriate comments regarding defi-
ciencies noted in the ingtitution's risk-
management systems. Accordingly, the descrip-
tions accompanying each component of the
CAMELS rating system should emphasize man-

16. See section 5010.4 and SR-96-26 for additional

agement’s ability to identify, measure, monitor,
and control risks.x” The rating assigned should
reflect the adequacy of the institution’s risk-
management systemsin light of the amount and
types of risks that the institution has taken on.

17. See SR-96-38 for additional information on the revised

information.

CAMELS rating system.

2124.01.11 APPENDIX A—RISK-FOCUSED SUPERVISORY LETTERS AND BHC
SUPERVISION MANUAL SECTION NUMBERS

. BHCSM
R-letter R-letter title section 1o.

SR-06-15/ Interagency Guidance on Nontraditional Mortgage Product Risks 3070.3

CA-06-12

SR-05-11 Interagency Credit Risk Management Guidance for Home Equity 2010.2
Lending

SR-04-18 Bank Holding Company Rating System (Revised) 4070.0

SR-03-22 Framework for Assessing Consumer Compliance Risk at Bank 2124.01.6.1.2
Holding Companies

SR-03-5 Interagency Policy Statement on the Internal Audit Function and 2060.05.06
Its Outsourcing

SR-03-4 Risk Management and Valuation of Mortgage Servicing Assets 3070.0
Arising from Mortgage Banking Activities

SR-02-5 Interagency Guidance on Country Risk Management 4090.0

SR-02-1 Revisions to Bank Holding Company Supervision Procedures for 5000.0.4.3
Organizations with Total Consolidated Assets of $5 Billion or Less

SR-00-17 Guidance on the Risk Management of Outsourced Technology 2124.1
Services

SR-00-13 Framework for Financial Holding Company 3900.0
Supervision

SR-99-37 Risk Management and Valuation of Retained 2128.06
Interests Arising from Securitization Activities

SR-99-23 Recent Trends in Bank Lending Standards for Commercial Loans ~ 2010.2.2

2010.10

SR-99-18 Assessing Capital Adequacy in Relation to Risk at Large Banking ~ 4060.7
Organizations and Others with Complex Risk Profiles

SR-99-17 Supervisory Ratings for State Member Banks, Bank Holding
Companies, and Foreign Banking Organizations, and Related
Requirements for the Nationa Examination Data System

SR-99-15 Risk-Focused Supervision of Large Complex Banking 2124.04
Organizations

SR-99-6 Subprime Lending 2128.08

SR-99-3 Supervisory Guidance Regarding Counterparty Credit Risk 2126.3
Management

SR-98-18 Lending Standards for Commercial Loans 2122.0
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SR-|etter R-|etter title section no.
SR-98-12 FFIEC Policy Statement on Investment Securities and End-User 2126.1
Derivatives Activities
SR-98-9 Assessment of Information Technology in the Risk-Focused 21241
Frameworks for the Supervision of Community Banks and Large
Complex Banking Organizations
SR-97-24 Risk-Focused Framework for Supervision of Large Complex 212401
Institutions
SR-97-21 Risk Management and Capital Adequacy of Exposures Arising 2129.05
from Secondary Market Credit Activities
SR-96-38 Uniform Financial Institution Rating System (CAMELS—adding ~ 4020.9,
the S for risk management) 4070.0.4,
4080.0
SR-96-33 State/Federal Protocol and Nationwide Supervisory Agreement
SR-96-29 Supervisory Program for Risk-Based Inspection of Top 50 Bank
Holding Companies
SR-96-27 Guidance on Addressing Internal Control Weaknessesin U.S.
Branches and Agencies of Foreign Banking Organizations Through
Specia Audit Procedures
SR-96-26 Provisions of Individual Components of the Rating System 5010.4
SR-96-17 Supervisory Guidance for Credit Derivatives 2129.0
SR-96-14 Risk-Focused Safety and Soundness Examinations and Inspections  2124.0
SR-96-13 Joint Policy Statement on Interest-Rate Risk 2127.0
SR-96-10 Risk-Focused Fiduciary Examinations
SR-95-51 Rating the Adequacy of Risk Management and Internal Controls 4070.1
at State Member Banks and Bank Holding Companies
SR-93-69 Examining Risk Management and Internal Controls for Trading 2125.0
Activities of Banking Organizations
SR-93-19 Supplemental Guidance for Inspection of Nonbank Subsidiaries 5000.0.4.4
of Bank Holding Companies
BHC Supervision Manual January 2007
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2124.01.12 APPENDIX B—NONBANK SUBSIDIARY RISK-ASSESSMENT
QUESTIONNAIRE

NONBANK SUBSIDIARY OF A BANK HOLDING COMPANY
RISK-ASSESSMENT QUESTIONNAIRE

Name of subsidiary

Name of bank holding company

BHC Consolidated:
Tier 1 capital: $ Total operating revenue*: $

*Defined as the sum of total interest income and total non-interest income, before
extraordinary items.

Subsidiary total assets: $ Subsidiary total operating revenue: $
Questions: (Circle answer.)

1. Arethe subsidiary’stotal assets 10 percent or more of BHC consolidated tier 1 capital?
Yes No

2. Isthe subsidiary’s total operating revenue 10 percent or more of BHC consolidated
operating revenue? Yes No

3. Doesthe subsidiary issue debt to unaffiliated parties? Yes No

4. Doesthe subsidiary rely on affiliated banks for funding debt that is either greater than
$10 million or 5 percent of BHC consolidated tier 1 capital? (See SR-93-19.) Yes No

5. Isthe subsidiary involved in asset securitization? Yes No
6. Doesthe subsidiary generate assets and sell assets to affiliates? Yes No

7. Isthe subsidiary abroker-dealer affiliate engaged in underwriting, dealing, or market
making? Yes No

8. Doesthe subsidiary provide derivative instruments for sale or asa serviceto
unaffiliated parties? Yes No

9. Hasthe subsidiary had a significant impact on the BHC’ s condition
or performance? Yes No

If any question is answered yes, then this subsidiary should be considered for on-site review.
If an on-site review is not being conducted, state the reason below.

Prepared by: Date:

BHC Supervision Manual July 2005
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2124.01.13 APPENDIX C—FEDERAL RESERVE BANK COVER LETTER AND
BHC INSPECTION QUESTIONNAIRE

Federal Reserve Bank
of San Francisco

Division of Banking Supervision and Regulation
San Francisco, California 94120

D.F. Roe
Senior Vice President

DEF BanCorp
Greentree Boulevard
Anytown, U.S.A. 11111

Dear Mr. Roe:

In order to facilitate an inspection of DEF BanCorp on a fully consolidated basis, you
requested to instruct the appropriate staff to provide the information described in this questionr
Unless indicated otherwise, information is requested as of the financial statement date Decemt
20X2. You are asked to provide written responses to questions and copies of specific docur
requested in this questionnaire only if the requested information is new or has changed sinc
previous inspection, which was conducted as of December 31, 20X1 (indicate no change v
applicable). For each area covered by this questionnaire, please provide the most recent repor
by management to identify, measure, monitor, and control risk in the respective areas. Pleast
that examiners may make additional requests during the inspection.

Single copies of all submissions in response to the requests will be satisfactory unless othe
indicated and should be delivered to the examiner-in-charge or designee. Any requests for clal
tion or definition of terms should also be directed to the examiner-in-charge.

In order to expedite the inspection, each completed schedule and other requested inforn
should be submitted as soon as prepared and should not be accumulated for submissior
package. Please respond to every item in the questionnaire, indicating N/A if a question is
applicable.

Most of the requested data will not be needed until the commencement of the inspection, whi
March 15, 20X3. However, certain information may be needed earlier. Such information and
date due will be discussed with you.

Federal Reserve examiner-in-charge Examiner’s telephone number

BHC Supervision Manual December 1999
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FEDERAL RESERVE BANK
BANK HOLDING COMPANY INSPECTION QUESTIONNAIRE

Please provide the following:

Structure

1.

4.

The most recent organization chart—

(a) for the holding company and its subsidiaries by legal entity, showing percentage of
ownership if less than 100 percent; and

(b) of management by legal entity and functional business lines, if different, indicating lines of
authority and allocation of duties for all key business lines and support areas of the
organization.

. List new activities that the bank holding company or nonbank subsidiaries have engaged in

since the previous inspection, either on- or off-balance-sheet, and identify the group responsible
for the management of these activities. How has management identified and evaluated risk in
relation to these new activities? Provide copies of any management reports regarding these
products/activities. Please provide a copy of the company’s risk policy statement regarding new
activities.

. The following on each new subsidiary formed or acquired since the prior inspection and

changes, where applicable, on existing subsidiaries.
(&) name

(b) location

(c) date acquired or formed

(d) percentage of ownership

(e) nature of business or business purpose

(f) list of branch locations by city and state

(g) balance sheet and income statement

(h) off-balance-sheet, asset securitization, and derivatives activities and description of such
(i) list of principal officers

() management contact person

Since (date), has there been any change in or transfer of functions or responsibilities between
the corporation and its subsidiaries and between subsidiaries and/or their affiliates? If so,
describe fully.

. Since (date), have there been any sales or other transfers of any assets among the corporation

and its subsidiary banks, affiliates of the banks, and/or other subsidiaries? If so, describe fully
and include details on loan participations purchased and sold.

. Since (date), have any subsidiaries been deactivated, sold, liquidated, transferred, or disposed of

in some other way? If so, identify the subsidiary, the reason for disposition, and the effective
date of disposition.

. Has the corporation planned or entered into any new agreements, written or oral, to acquire any

additional entities? If so, give pertinent details, including name, location, type of business, and
purchase terms.

BHC Supervision Manual December 1999
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Corporate Planning and Policy Information

8. The latest financial projections or business plan(s) for revenues, expenses, assets, liak
capital, and contingent liabilities for the current and next fiscal years. Please include detail
the assumptions used in the preparation of the projections.

9. A copy of the strategic business plan with updates or revisions, if any.

10. If new or amended since the prior inspection, copies of policies for the following:
(a) the level of supervision exercised over subsidiaries
(b) loans and investments of subsidiaries
(c) loan participations by and between subsidiaries
(d) dividends and fees from subsidiaries
(e) dividends paid to stockholders
(f) budgeting and tax planning for subsidiaries
(9) insider transactions

(h) funds, asset-liability, and interest-rate risk management at the parent company and su
aries

(i) risk identification, evaluation, and control (for example, any credit risks, market ris|
liquidity risks, reputational risks, operational risks, and legal risks)

() internal loan-review and -grading system
(k) internal audit
(I) any authorized outstanding commitments to the Federal Reserve

(m) description of any routine tie-in arrangements that are used in providing or contracting
services

Corporate Financial Information

11. For the consolidated company, provide consolidating balance sheet and income state
including schedules of eliminating entries.

12. Full details on unaffiliated borrowings of the consolidated organization. For debt issued s
the prior inspection, please provide the prospectus for public-debt offerings and a summa
terms for private-debt placements.

13. A copy of the most current periodic financial package prepared for senior management a
directors.

Subsidiary Information

14. Consolidating and consolidated balance sheets, including off-balance-sheet items, and ir
statements for each nonbank first-tier subsidiary.

15. Details of all capital injections made to subsidiaries or returns of capital from subsidia
(excluding normal operating dividends) since the prior inspection. Also provide details on
advance to a subsidiary which has been reclassified as equity.

16. If subsidiary banks have made any extensions of credit to the bank holding company al
other affiliates, give details.
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17.

Describe any services performed by the parent for any subsidiaries or any company in which it
has a 5 percent or greater interest.

Parent Company

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

20.

30.

Details on intercompany payments either (1) from the parent company to affiliates or subsidi-
aries or (2) from subsidiaries or affiliates to the parent company. Segregate into dividends,
interest, management or service fees, expense payments, or other transfers made since the prior
inspection. If a payment is governed by an intercompany agreement, please provide a copy of
the agreement. If not, please provide the basis of the payment made.

Internally generated cash-flow statement and liquidity schedule for the latest quarter ending.
Make available supporting documentation. Provide access to the workpapers supporting the
preparation of the Cash-Flow Schedule (schedule PI-A) from the Y-9LP report

Full details on new parent company’s investments in or advances to subsidiaries, and exten-
sions of credit to and borrowings from subsidiaries (including unused lines of credit) since the
previous inspection.

Full details on the terms of any third-party borrowing and credit lines made available since the
previous inspection.

If any entities (parent company and/or subsidiaries) maintain compensating balances with third
parties, indicate restrictions, if any.

A copy of the contingency funding plan. If such a plan does not exist, please provide a
description of what actions would be taken to meet disruptions in the corporation’s short-term
liability market.

Details on security and other investments held by type; par; book and market values; number of
shares owned; interest rates; maturity dates; and convertibility features, where applicable.
Include a copy of all investment authorization policies and delegations of authority pertaining
thereto.

For equity investments or any lending activity, please provide a listing with comments on any
significant items that may not be fully collectible and any other relevant factors.

A copy of the capital funding plan or planned changes in equity funding, a financial analysis of
any changes in equity (including any stock redemptions), and any internal financial analysis
used to evaluate capital adequacy.

Since the previous inspection, if the corporation has purchased or sold securities or other assets
under an agreement to resell or repurchase, give details.

If the corporation has, for its own account, any incomplete purchases or sales of securities
pending, give detalils.

If the parent corporation and/or any nonbank subsidiaries have loans outstanding that are
secured by stock or any obligations of the corporation or any of its subsidiaries, give details.

Since the prior inspection, if the corporation, either for its own account or for others, has
guaranteed the payment of any loan or other debt obligation or guaranteed the performance of
any other undertaking, provide details.

Corporate-Debt-Markets Activities

31.

The following information on commercial paper:
(a) direct placements outstanding
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(b) dealer placements outstanding
(c) monthly maturity schedules showing breakdown for direct and dealer placements
(d) a copy of a “no action” letter, if the SEC has issued one

32. Identify any subsidiary which sells commercial paper for its own use or for its parent.

33. If any commercial paper, stock, and/or convertible debt of the corporation or its subsidiarit
held by trust departments of subsidiary banks, provide details.

34. If there are any concentrations of commercial paper holdings in excess of 10 percent ©
outstanding commercial paper by any individual or organization, provide details.

Corporate Tax Information

35. If the corporation files a consolidated tax return, on what basis does it determine the amot
taxes to be paid by subsidiaries? Provide a copy of the tax-sharing agreement with subsidi

36. A schedule detailing the following information for (specify dates)—

(@) payments (estimated or otherwise) made by the corporate-tax-paying entity to the te
authorities and the dates of such payments; and

(b) payments received by the tax-paying entity from other holding company subsidiaries
the tax benefits paid to those subsidiaries) and transaction dates.

37. Provide details of any ongoing IRS audit.

Officers, Directors, and Shareholders

38. For senior officers of the corporation, indicate their title, responsibility, and position(s) hels
subsidiary and/or other organizations.

39. List of directors of the corporation, including—
(&) number of shares owned directly and/or indirectly, and
(b) occupation or principal business affiliation.

40. A brief biography of each senior officer appointed and director elected since the r
inspection. Please include the person’s date of birth, business background, education
affiliations with any outside organizations. For senior officers, indicate date of hire. |
directors, indicate date of election to board.

41. List of board committees, their memberships, and frequency of meetings.
42. Make available board and committee minutes.
43. Details on fees paid to directors.

44. If the corporation has entered into any contracts or agreements to pay or provide addit
sums or fringe benefits to any director, officer, or employee, provide cost and details.

45. Detaills on any stock option, incentive, bonus, or performance plans for officers and emplo

46. List of loans made by the parent company and/or nonbank subsidiaries to directors
executive officers (and their interests) of the parent company and/or subsidiaries. Fol
purpose of this request, a director's or executive officer's interest refers to a benef
ownership, directly or indirectly, amounting to 25 percent or more and also to compat
otherwise controlled by a director or officer.

47. List of investments of the parent and/or subsidiaries in stocks, bonds, or other obligatior
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corporations in which directors and executive officers have a beneficial interest.

48. List of loans to any borrower that are secured by stocks, bonds, or other obligations of
corporations in which directors and executive officers have a beneficial interest.

49. List of shareholders who own 5 percent or more of any class of voting stock and the percentage
held.

50. List of loans made by the parent company and/or nonbank subsidiaries to shareholders who
own 5 percent or more of the parent company’s outstanding shares.

Asset Quality

51. A copy of the latest internal consolidated asset-quality tracking report with aggregate totals of
internally criticized assets and off-balance-sheet items. Identify aggregate exposures by type,
risk rating, and entity where the exposure is booked. Distinguish between direct and indirect
extensions of credit.

52. Details on consolidated loans past due as to principal and/or interest, nonperforming loans and
other real estate owned, and totals of such for each subsidiary.

53. A breakdown of the corporation’s consolidated and major subsidiaries’ loan-loss reserves (for
example, the allowance for loan and lease losses), including portions earmarked for the
commercial, consumer, and other segments, with a description of and supporting data for the
methodology used in determining its adequacy.

Audit

(The following information should be requested only if the function resides within the parent
company. If the function is performed at a nonmember lead bank subsidiary, then assess the audit
function through discussions with the bank’s primary regulator.)

54. A copy of the most recent engagement letters or equivalent information which describes the
scope of external audit activities performed for the corporation and any of its nonbank
subsidiaries. Make available a copy of the audit program.

55. An organization chart which shows the structure and staffing of the audit function.

56. The following information about the auditor and key assistants (if not provided at prior
inspections):

(a) present position and date assumed
(b) date of employment
(c) brief summary of education, experience at this institution, and prior work experience

57. Make available the audit timetable and audit program, workpapers, and procedures used in
conducting audits of the parent company and all subsidiaries.

Miscellaneous

58. A summary schedule of fidelity bond and general liability insurance, listing all areas covered
for loss/liability, and date of board approval.

59. Make available the corporation’s latest pending litigation report describing any significant
pending or potential litigation or investigations against the organization or any director, officer,
or policy-making employee in their official capacity, with the following information:
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(@) name(s) of plaintiff

(b) nature of claim and damages requested

(c) current status

(d) an opinion of the probable outcome, including an estimation of the organization’s liabil
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Complex Banking Organizations Section 2124.(

The Federal Reserve’s ongoing large comple124.04.1 CONTINUED

banking organization (LCBO) supervisory pro-UNDERSTANDING OF AN LCBO
gram is designed to recognize dramatic changgsND ITS MAJOR RISKS

in the financial, technological, legal, and regula-

tory environment that necessitate a flexibl
supervisory framework. This includes the ongo
ing review and assessment of LCBO risk pro
files and the continual adjustment of supervi
sory plans and programs for individual bankin
organizations (BOs). Environmental factors tha
have a significant impact on the nature of LCB
operations and the financial system include th
following:

The process of maintaining eurrent under-
standing of an LCBO and its major risks relies
heavily on gathering information from a wide
variety of public and confidential sources,
cluding supervisory reviews and evaluations
nd discussions with management and othe
upervisors. One of the primary objectives o
is enhanced supervisory method is to genera
a flow of meaningful information that continu-
ously promotes a comprehensive understandir
of the LCBO. This understanding should include

banking businesses have increased, and B e LCBO’s major business lines and strategies

have moved into nontraditional and poten. e risks inherent in its business activities, an

tially more-complex financial activities and thgngu:rlr:gntagdst:rfrr]escnl\\//lzri]r?;sinir?f g?] L'S_kt;j
services, such as securitizations, securitie g y : 9 P

underwriting and dealing, trading, deriva- ate understa_nding of an_LCBO’s risk profile
tives, and other capital-markets activities. reduces the time-consuming and burdensom

2. Increasing competitive pressures. The dis- discovery process associated with conductin

S : - on-site examinations. Similarly, this understand
tinctions between financial products havgp

1. Financial innovation and deregulation. The
range, volume, and complexity of traditional

blurred, and the competition in national an ng can also facilitate the timely and efficient

) rocessing of major regulatory applications,
g_lobe}l markets b‘?twe.eﬂ BO.S' no_nbank f'.nanfncluding acquisitions and mergers, and othe
cial firms, and diversified financial services

conglomerates has intensified requests from BOs. Publicly available_informa-
. . L tion, internal management reports, discussion

3. Geographlp expansion and globalization. with management, regulatory reports, informa
Th‘? continued expansion of BOS' b.Othtion from internal and external auditors, and
nationally and globally, and the integration;,, mation from other supervisors are example
of financial mgrkets have |ncree_tsed the Cha()f the sources that are used to develop an
Ie_n_ges assomatec_i with assessing and SUPEhaintain a current understanding of the organi
vising the worldwide activities of U.S. BOS ;40 'y may be less burdensome for the BO i
and the U.S. operations of foreign bank'ngsupervisors can access management repol

organlz.atlo_ns.. . electronically, so electronic access should b
4. Revolutl_on In mformatl(_)n techn_ology. The employed when and where feasible anc
dramatic changes in information and tele- ppropriate

communications technology have increaseg '
the speed, complexity, geographic scope, and It is important that the principal risk-focused
volume of financial transactions, and havesupervisory tools and documents, including th
made possible new techniques for BOs t@®verview, risk matrix, and risk assessment fo
take on and manage risks. the LCBO, remain current. Accordingly, the
central point of contact (CPC) should regularly

These environmental factors have the potentidlistill and incorporate significant new informa-
for swift and dramatic changes in the risk protion into these documentat least quarterly.

files of LCBOs and can provide avenues for théactors such as emerging risks; new product
more rapid transmission of financial shocksand significant changes in business strateg
Such developments in turn require supervisordlanagement, condition, or ownership may war
to employ more-continuous and risk-focusedant more-frequent updates. In general, the mor

supervision processes. See SR-99-15, SR-9#ynamic the LCBO's operations and risks, the
24, and section 2124.01. more frequently the CPC should update the ris|

assessment, strategies, and plans.

1. The term “banking organizations” refers to bank hold- BHC Supervision Manual July 2005
ing companies and their bank and nonbank subsidiaries. Page 1
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2124.04.2 DESIGN AND EXECUTION
OF A CURRENT SUPERVISORY PLAN

Effective risk-focused supervision requires the
development and maintenance of a supervisory
plan that is current and relevant to the organiza-
tion's changing risk profile. In addition to
addressing al key supervisory objectives, the
supervisory plan should be individually tailored
for each BO to reflect its particular organiza-
tional and operational structure and, where
appropriate, the activities of other principa or
functional supervisors. The supervisory plan and
attendant supervisory activities, including
on-site examinations, inspections, and supervi-
sory reviews, should be sufficiently robust to
maintain an up-to-date and thorough under-
standing of the BO's operations and risks, as
well as to maintain the quality of its risk-
management systems.

Ongoing assessments of the LCBO’s major
risks (for example, credit, market, liquidity,
operational, legal, and reputational risks) should
be used to formulate, revise, and update the
supervisory plan. The Federal Reserve's super-
visory plan should endeavor to take into account
(1) the nature and scope of major activities
conducted by other regulators involved in the
LCBO and (2) any actions necessary to address
existing or emerging supervisory concerns,
including follow-up on past supervisory issues.
For BOs supervised by the Federal Reserve, a
combination of full- and limited-scope examina-
tions, inspections, targeted reviews, meetings
with management, and analyses of public and
supervisory information should be used to main-
tain an up-to-date risk assessment and to reduce
unnecessary regulatory burden. The necessary
level of transaction testing and the degree of
reliance on sampling should be fully explained
in the scope documents of the supervisory plan
and should adequately address the types and
level of risks in the organization’s business
lines. Instances in which efficiencies can be
gained by relying on the work of other regula-
tors, internal and external auditors, and the inter-
nal risk-management function should, where
appropriate, be specified in the plan and incor-
porated into the supervisory program.

The CPC should review and revise the super-
visory plan whenever necessary (but in no case
less frequently than quarterly) to reflect any
significant new information or emerging trends
or risks. The supervisory plan and any revisions
should be periodically discussed with represen-
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tatives of the principal regulators of major affili-
ates to reconfirm agreement on the overall plan
and to coordinate its implementation, when
warranted.

2124.04.3 COMMUNICATION

AND COORDINATION AMONG
SUPERVISORS TO DEVELOP AND
ADMINISTER A SUPERVISORY PLAN

The communication process as described herein
can serve as the basis for executing a compre-
hensive supervisory approach that capitalizes on
the mandates and resources of the various super-
visory authorities (for example, banking, securi-
ties, and insurance authorities), while minimiz-
ing possible duplication and burden on the BO.
The objective is for supervisors to work coop-
eratively in developing supervisory plans and
scope documents and, when possible and appro-
priate, to carry out important supervisory activi-
ties on a joint or coordinated basis. Coordina-
tion and communication among supervisors can
reduce the burden on BOs and result in a more
efficient deployment of supervisory resources.

An important element of the LCBO program
is effective communication between the Federal
Reserve and the BO’s management throughout
the supervision cycle. Communication with the
LCBO can take various forms, including formal
and informal meetings with management and
the board of directors, as well as the issuance of
periodic and annual supervisory reports, includ-
ing examination or inspection reports, to the
organization's management and board. The
objective of these reports is to identify signifi-
cant risks and summarize the Federal Reserve's
view of the financial condition and effectiveness
of the LCBO' s risk-management processes.

As part of the LCBO program, the manage-
ment of the BO should be encouraged to con-
tinue and, if warranted, strengthen communica-
tions with Reserve Bank management, CPCs,
and the supervisory teams, particularly with
respect to providing information to supervisors
on atimely basis regarding material financia or
operational issues or problems. BOs should also
be encouraged to continuously review and
enhance their public disclosures in order to pro-
mote transparency and foster effective market
discipline. Also, if BOs promptly notify supervi-
sors of emerging problems, they often can be
resolved in a way that minimizes disruptions.
Strong two-way communications and informa-
tion flows between supervisors and the LCBO's
senior management, including key business-line
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and risk managers, are essential to the success
of the LCBO program. In carrying out this pro-
gram, the Federal Reserve will continue to
assign its highest priority to information secu-
rity and to protecting the integrity of sensitive,
confidential supervisory information and exami-
nation or inspection information.

The LCBO supervisory framework also
requires that results and findings of supervisory
activities conducted throughout the supervisory
cycle be continually evaluated and reflected in
the Federal Reserve's current understanding and
assessment of the organization’s risk profile.
Reports of examination or inspection or letters
to the LCBO’s management and board of direc-
tors should routinely be prepared when exami-
nations, inspections, and targeted reviews are
completed. If necessary, the organization's
supervisory ratings should be revised in atimely
manner, based on those findings2 Risk-
management and composite supervisory ratings
should be adjusted appropriately if material
weaknesses in risk-management systems or con-
trols exist, even if these weaknesses have not
yet affected the organization’s reported financia
results.

At least annually, a comprehensive summary
supervisory report should be prepared that sup-
ports the organization's assigned ratings and
encompasses the results of the entire supervi-
sory cycle. This report should convey the Fed-
eral Reserve's view of the condition of the
LCBO and its key risk-management processes,
communicate the composite supervisory rat-
ing(s), discuss each of the major business risks,
summarize the supervisory activities conducted
during the supervisory cycle and the resulting
findings, and assess the effectiveness of any
corrective actions taken by the LCBO. This
report will satisfy supervisory and legal require-
ments for a full-scope examination or inspec-
tion. Reserve Bank management, as well as
Board officials, when warranted, will meet with
the LCBO’s board of directors to present and
discuss the contents of the report and the Fed-
eral Reserve's assessment of the condition of
the BO.

2124.04.3.1 Information Sharing and
Coordination with Supervisory Authorities
and External and Internal Auditors

Information sharing and coordination within the
Federal Reserve and with supervisors of major

2. The supervisory ratings include the RFI/C(D) and
CAMELS ratings, and an FBO's combined U.S. operations
rating.

affiliates are critical elements of the LCBO pro-
gram and are essential to successful supervision
of LCBOs. Most LCBOs, regardless of their
business lines and functional management struc-
ture, operate through a variety of legal entities
that may be under the jurisdiction of different
licensing and supervisory authorities in the
United States and abroad.

To maximize efficiency and reduce regulatory
burden, the risk-assessment and supervisory-
planning processes should use and leverage off,
or benefit from, the efforts of other principal
supervisors to the extent possible, consistent
with achieving the Federal Reserve' s key super-
visory objectives. The Reserve Bank respon-
sible for the supervision of the LCBO should
have regular contacts with supervisors of impor-
tant affiliates of the organization to discuss and
coordinate matters of common interest; to
develop supervisory plans; and, when and where
appropriate, to coordinate the scheduling and
conduct of examinations, inspections, and tar-
geted reviews. Consistent with the supervisory
needs and responsibilities of the Federal Reserve
and the other supervisors, information may be
exchanged as permitted by law and in accor-
dance with applicable rules and policies of the
Board. In addition, meetings should be held at
reasonable intervals with internal and externa
auditors to review audit plans, evaluate signifi-
cant audit findings and other control assess-
ments, and foster opportunities to leverage off
the auditors' work. Building on the work of
auditors, when and where appropriate, can
enhance supervisory efficiency and reduce the
regulatory burden on the LCBO.

2124.04.3.2 Enhanced Use of Information
Technology

The Federal Reserve's supervisory approach for
LCBOs continues to use enhanced information
technology. Timely and user-friendly accessto a
full range of internal and third-party informa-
tion, as well as mechanisms to foster collabora-
tion among Federal Reserve staff and other
supervisors, is essential to effective risk-focused
supervision for LCBOs. Effective and timely
information flows, facilitated by the use of en-
hanced information technology, can provide a
way for supervisors to “ harvest” and share the
core knowledge and experience gained through
the conduct of supervisory activities and
through ongoing contacts with BOs. Ready
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access to the collective knowledge, insights, and
current assessments of fellow supervisors, bank
management, financial markets, and other rel-
evant third parties can enhance the ability of
supervisors to identify problems in a timely
manner and formulate effective supervisory
responses. To this end, the Federal Reserve Sys-
tem’sinformation-sharing and information tech-
nology strategies will continue to be aimed at
broadening and strengthening the role of the
CPCs, supervisory teams, and other System staff
who are responsible for conducting and oversee-
ing its supervisory programs, including the
LCBO program.

2124.04.4 ORGANIZATION OF
FEDERAL RESERVE SUPERVISORY
TEAMS

A principal component of the supervisory
framework is the assignment of a dedicated
supervisory team to each LCBO. The teams are
made up of individuals with specialized skills,
which are based on the organization’s particular
business lines and risk profile. This full-time,
dedicated cadre will be supplemented, as neces-
sary, by other specialized System staff, who will

BHC Supervision Manual
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participate
reviews.

In addition to designing and executing the
supervisory strategy for an LCBO, the CPC has
responsibility for managing the supervisory
team. Important objectives in managing the
supervision resources for a particular LCBO are
to maximize ingtitutional knowledge and mini-
mize burden to the BO, while maintaining an
objective, ongoing understanding of the BO's
risk profile. The CPC serves as the Federal
Reserve's primary day-to-day contact for a par-
ticular LCBO and has, together with other mem-
bers of the Reserve Bank management team,
primary responsibility for communicating with
senior officials of the LCBO.

The supervisory team’'s major responsibilities
areto maintain ahigh level of knowledge on the
BO and to ensure that supervisory strategies and
priorities are consistent with the identified risks
and the LCBO’'s profile. The team should
include supervisors with broad-based knowl-
edge and experience in banking, as well as
specialists whose technical skills and market
knowledge bring depth and perspective to
highly focused reviews of selected LCBO
activities.

in examinations and targeted



Assessment of Information Technology in Risk-Focused
Supervision Section 2124.]

The Federal Reserve had adopted risk-focused address the risks associated with its use c
supervision frameworks for community banks information technology,and

and large complex banking organizations3. provide a basic framework and a commor
including foreign banking organizations. These vocabulary to evaluate the effectiveness o
frameworks incorporate a methodology to assess processes used to manage the risks asso
an organization’s risks and business activities ated with information technology.

and to tailor supervisory activities to its risk

profile. These frameworks aim to sharpen the

focus of supervisory activities on areas that posg124.1.1 CHANGING ROLE OF

the greatest risk to the safety and soundness fIIFORMATION TECHNOLOGY

banking organizations and on management pro-

cesses to identify, measure, monitor, and contr@ls the automated processing of information ha
risks? moved beyond centralized mainframe opera

The Federal Reserve recognizes that the ud®ns to encompass end-user computer and di
of information technology can greatly affect atfibuted processing systems, the use of informe
banking organization’s financial condition andtion technology in general has expanded greatl
operating performance.With the increasing In the banking industry, information technology
dependency of banking Organizations on the u%a.s once limited to a_utomatl_on Of.rOUtlne trans-
of information technology, the Federal Reservé@ctions and preparation of financial reports bu
expects an organization’s management ani§ Now used to automate all levels of a banking
board of directors to effectively manage theorganization’s operations and information pro-
risks associated with information technologycessing. Some decision-making processes su:
Accordingly, examiners must consider the risk@s credit scoring and securities trading hav
associated with information technology in theifoeen fully automated. New, complex financial
evaluations of an organization’s significant busiProducts are possible largely because of valuz
ness activities and assess the effectiveness of th@n models that depend on technology. More
risk-management process that the organizatid®ver, technological advances in communica

applies to information technology. See SR-9gtions and connectivity have minimized
09. geographic constraints within the industry.

This section supplements further the guidance While |r!forr_nat|on technology ehne_1bles _bgnk-
on the evaluation of banking organizations’ risk\"d organizations to carry out their activities
ore efficiently and effectively, information

management processes. The primary ObjeCti\l(%gchnology also can be a source of risk to th

are to— . . .
industry. The operational concerns associate

1. highlight the critical dependence of the ﬁnanév(;tg;ir;]fog:‘n?rt:gn“k?;glc(:egfflir;g," t[g,'gogggﬁnﬁzz

cial services industry on information technol- i importance during banking mergers anc

ogy and its potential effect on safety andconsolidations
soundness, :

Banking organizations, recognizing the
2. reinforce the concept that the risk-focuse@ependency of their operations and decision
supervisory process and related productgaking processes on information technology
(risk assessments, supervisory plans, angave placed increased emphasis on the manac
scope memoranda) for an organization mushent of this important resource. In large bank
ing organizations, the positions of the chief
information officer and chief technology officer

1. The types of risk may be categorized according to thostgave become more visible in the top executive

presented in the guidelines for rating risk management (tha{‘@nks of ba”k'”g .o.rganlzatlons. In addition,
is, credit, market, liquidity, operational, legal, and reputa-managers of activities that rely on end-use
tional) or by categories defined by the institution or othercomputing and distributed processing system
supervisory agencies. If the institution uses risk categories
that differ from those defined by the supervisory agencies
those categories may be used if all relevant types of risks are 3. The supervisory products are described in SR-97-24 fo

captured. See SR-95-51, “Rating the Adequacy of Risk Mantarge complex institutions and SR-97-25 for community
agement Processes and Internal Controls at State Membginks.
Banks and Bank Holding Companies.”

2. Information technology refers to a business resource
that is the combination of computers (hardware and softwareBHC Supervision Manual December 1998
telecommunications, and information. Page 1
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have been assigned more direct responsibility
for the information technology used in conduct-
ing their business. As a result, the managemegt
of the risks associated with information technol-
ogy must be evaluated for each significant
business activity as well as for the overall
organization.

Notwithstanding the move towards decentral-
ized management of information technology,
large centralized mainframe computer systems
are still an integral part of the information tech-
nology on which many large banking organiza-
tions rely. This includes systems critical to the
global payments system and to the transfer angl
custody of securities. Similarly, with the contin-
ued growth of outsourcing, many third-party
information technology service centers also per-
form a vital role in the banking industry. There-
fore, the review of the effectiveness and relia-
bility of the critical mainframe systems and
third-party processors will continue to be an
important part of the Federal Reserve’s supervi-
sory activities. 4.

2124.1.2 IMPLICATIONS FOR

RISK-FOCUSED SUPERVISION

The risk-focused supervisory process is evolv-
ing and adapting to the changing role of infor-

organization and any unique characteristics
or issues.

Incorporate an analysis of information tech-
nology systems into risk assessments, super-
visory plans, and scope memoranda. The
analysis should include identification of criti-
cal information technology systems, related
management responsibility, and the major
technology componentsAn organization’s
information technology systems should be
considered in relation to the size, activities,
and complexity of the organization, as well
as the degree of reliance on these systems.
Assess the organization’s critical systems,
that is, those that support its major business
activities, and the degree of reliance those
activities have on information technology
systems. The level of review should be suffi-
cient to determine that the systems are deliv-
ering the services necessary for the organiza-
tion to conduct its business safely and
soundly.

Determine whether the board of directors
and senior management are adequately iden-
tifying, measuring, monitoring, and control-
ling the significant risks associated with
information technology for the overall orga-
nization and its major business activities.

mation technology, with a greater emphasi€124.1.3 FRAMEWORK FOR
being placed on an evaluation of informationE VALUATING INFORMATION

technology and an assessment of its effect on alEECHNOLOGY

organization’s safety and soundness. Accord-

ingly, examiners should explicitly consider!n order to provide a common terminology and
information technology when developing theirconsistent approach for evaluating the adequacy
risk assessments and supervisory plans. It @f an organization’s information technology,
expected that examiners will exercise approprilivé information technology elements are intro-
ate judgment in determining the level of review,duced and defined below. These elements may

given the characteristics, size, and busined® used to evaluate the information technology
activities of the organization. Moreover, toProcesses at the functional business level or for
determine the scope of supervisory activitie$h€ organization as a whole. They may also be
close coordination is needed between gener@PPplied to a variety of information technology
safety-and-soundness examiners and inform&anagement structures: centralized, decentral-
tion technology specialists during the riskized, or outsourced. i

assessment and planning, as well as during the Although deficiencies in information technol-
on-site phase of the examination or inspectiorP9y appear to be most directly related to opera-

In general, examiners should take the followingional risk, information technology also can
actions: affect the other business risks (credit, market,

liquidity, legal, and reputational) depending on
1. Develop a broad understanding of the organi-
zation's approach, strategy, and structure 4 These components include mainframe, local area net-
with regard to information technology. This work, and personal computers, as well as software applica-
requires a determination of the role andions.

importance of information technology to the 3 When banking organizations outsource operations, they
delegate a certain level of responsibility and authority to an

outside party (depending on the contractual arrangements).
December 1998 However, ultimate accountability remains with the banking
organization.

BHC Supervision Manual
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the specific circumstances. Examiners should
view the information technology elements in an
integrated manner with the overall business
risks of the organization or business activity; a
deficiency in any one of the elements could
have a substantive adverse effect on the organi-
zation’s or activity’s business risks. Moreover,
the elements below do not replace or indepen-
dently add to the business risks described in
SR-95-51. Rather, these elements should be
assessed in relation to all business risks.

The elements are to be used as a flexible tool
to facilitate consideration and discussion of the
risks associated with information technology.
Where an organization uses different terminol-
ogy to describe information technology ele-
ments, examiners may use that terminology pro-
vided the organization adequately addresses all
elements. Regardless of the terminologs.
employed, examiners should focus on those sys-
tems and issues that are considered critical to
the organization.

The five information technology elements are
described below:

1. Management processedlanagement pro-
cesses encompass planning, investment,
development, execution, and staffing of
information technology from a corporate-
wide and business-specific perspective. Man-
agement processes over information technol-
ogy are effective when they are adequately
and appropriately aligned with, and support-
ive of, the organization’s mission and busi-
ness objectives. Management processes
include strategic planning, management and
reporting hierarchy, management succession,
and a regular independent review function.
Examiners should determine if the informa-
tion technology strategy for the business
activity or organization is consistent with the
organization’s mission and business objec-
tives and whether the information technol-
ogy function has effective management pro-
cesses to execute that strategy.

2. Architecture. Architecturé refers to the
underlying design of an automated informa-
tion system and its individual components.
The underlying design encompasses both
physical and logical architecture, including
operating environments, as well as the orga-
nization of data. The individual components
refer to network communications, hardwareg_
and software, which includes operating sys-
tems, communications software, database

management systems, programming lan
guages, and desktop software. Effective
architecture meets current and long-tern
organizational objectives, addresses capaci
requirements to ensure that systems alloy
users to easily enter data at both normal an
peak processing times, and provides satisfa
tory solutions to problems that arise wher
information is stored and processed in two ol
more systems that cannot be connected ele
tronically. In assessing the adequacy of infor
mation technology architecture, examiners
should consider the hardware’s capability tc
run the software, the compatibility and inte-
gration with other systems and sources o
data, the ability to upgrade to higher levels of
performance and capacity, and the adequac
of controls.

Integrity. Integrity refers to the reliability,
accuracy, and completeness of informatior
delivered to the end-user. An information
technology system has an effective level o
integrity when the resulting information
flows are accurate and complete. Insufficien
integrity in an organization’s systems could
adversely affect day-to-day reliability, pro-
cessing performance, input and output accu
racy, and the ease of use of critical informa-
tion. Examiners should review and conside
whether the organization relies upon infor-
mation system audits or independent applica
tion reviews to ensure the integrity of its
systems. To assess the integrity of an organ
zation’s systems, examiners should reviev
the reliability, accuracy, and completeness o
information delivered.

Security.Security refers to the safety afforded
to information assets and their data process
ing environments, using both physical anc
logical controls to achieve a level of protec-
tion commensurate with the value of the
assets. Information technology has effective
security when controls prevent unauthorizec
access; modification; destruction; or disclo-
sure of information assets during their cre-
ation, transmission, processing, maintenanct
or storage. Examiners should ensure the
operating procedures and controls are con
mensurate with the potential for and risks
associated with security breaches, which ma
be either physical or electronic, inadvertent
or intentional, or internal or external.
Availability. Availability refers to the deliv-
ery of information to end-users. Information
technology has effective availability when

6. Also referred to as “organization” or “strategic.”
7. Sometimes referred to as “infrastructure.”
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information is consistently delivered on asoundness examiners may be better suited to
timely basis in support of business andeview management processes related to infor-
decision-making processes. In assessing theation technology. Development of the overall
adequacy of availability, examiners shouldsupervisory approach for an organization
consider the capability of information tech-requires continuous collaboration between gen-
nology to provide information from either eral safety-and-soundness examiners and infor-
primary or secondary sources to the endmation technology specialists. Accordingly, a
users, as well as the ability of back-up syssdiscussion of information technology should be
tems, presented in contingency plans, to mitintegrated into the supervisory process and
gate business disruption. Contingency planproducts. That is, examiners should consider
should set out a process for an organizatioand comment on the risks associated with infor-
to restore or replace its information-mation technology when developing an under-
processing resources, reconstruct its informastanding of an organization, assessing an organi-
tion assets, and resume its business activigation's risks, and preparing a scope
from disruption caused by human error ormemorandum.
intervention, natural disaster, or infrastruc-
ture failure (including the loss of utilities and
communication lines and operational fail-2124.1.5 INSPECTION OBJECTIVES
ure of hardware, software, and network
communications). 1. To assess the risks associated with informa-
tion technology when developing the scope
Appendix A provides a table with examples of supervisory plans and activities.
of situations where deficiencies in information2. To consider the various risks associated with
technology elements potentially have a negative information technology along with the risk
effect on the business risks of an organization. evaluation of the banking organization’s
The table also provides possible actions that an business activities.
organization could take in these situations t@. To assess the effectiveness of the risk-
mitigate its risks. The examples in this table are management process that the banking organi-
representative and should not be viewed as an zation applies to information technology.
exhaustive list of the risks associated with infor4. To view the banking organization’s informa-
mation technology. tion technology elements in an integrated
manner along with the overall business risks
of the banking organization or its business

2124.1.4 ALIGNING EXAMINER activity, and ascertain if there are any defi-
STAFFING WITH THE TECHNOLOGY ciencies therein.
ENVIRONMENT

While mainframe computer systems are still a2124.1.6 INSPECTION PROCEDURES
integral part of the information technology for ] )
large organizations, information technology prol. Develop a broad understanding of the organi-
cesses have become embedded in the various Zation's approach, strategy, and structure
business activities of a banking organization— With regard to information technology.
particularly with the increased use of local are2- Incorporate an analysis of information tech-
network and personal computers. In contrast, Nology systems into risk assessments,
many community and regional banks continue Supervisory plans, and scope memoranda.

to rely on third-party information technology 3. Assess the banking organization's critical
service centers. Given this variability of infor- ~ systems and the degree of reliance those
mation technology environments, the level of activities have on information technology
technical expertise needed for a particular Systems.

examination or inspection will vary and should4. Determine that the information systems are
be identified during its planning phase. For delivering the services necessary for the or-
example, a specialist in information technology ~ganization to conduct its business safely and
or the particular business activity may be the soundly. _ _
most appropriate person to review informatiorP- Determine if the board of dlrector$ or senior
technology integrity, while general safety-and- Management has conducted an independent
review, either by independent qualified staff
BHC Supervision Manual December 1998 or by an independent third-party consultant,
Page 4 of the current architecture, assessing the risks
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associated with the institution’s information 7. Review, on a sample basis, the reliability,

technology. Did the review establish whether

the organization’s architecture had provided

for—

a. current and
objectives,

b. capacity requirements during normal and
peak processing periods,

c. solutions when information is stored and
processed in two or more separate
systems,

d. the hardware’s capability to run the soft-
ware and its compatibility and integration
with other systems and sources of data,

e. the ability to upgrade to higher levels of

long-term organizational

performance and capacity, and 10.

f. the adequacy of controls.
. Determine if the institution relies on informa-

tion system audits or independent application

reviews to determine whether information
flows are accurate and complete.

accuracy, and completeness of processe
delivered information.

. Determine whether the operating proce

dures and controls are commensurate wit
the potential for, and risks associated with
security breaches, which may be eithel
physical or electronic, inadvertent or inten-
tional, or internal or external.

9. Determine whether the board of directors

and senior management are adequatel
identifying, measuring, monitoring, and
controlling the significant risks associated
with information technology for the overall
banking organization and its major busines:
activities.

After developing an understanding of the
banking organization, assess and commel
on the information technology risks and
management in a scope memorandum.

BHC Supervision Manual
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2124.1.7 Appendix A—Examples of Information Technology Elements that Should Be Considered in Assessing Business Rid
Particular Situations

Situation IT elements to be considered Potential effect on business risks Risk mitigants

A bank holding company expandManagement processdsack of clear, Credit risk. Exposure to less creditwor-Develop a well-thought-out plan for

very rapidly via acquisition into  cohesive strategies could resultin  thy borrowers may increase. integrating acquired systems, mapping
new product lines and geographidependence on different systems that . idity risk . ith data flows and sources, and ensuring
areas. are incompatible and fragmented.  Liauidity risk. Depositors may with- — ajiapility of systems.

draw funds or close accounts due to
Integrity. Unreliable information could unreliable account information.

be produced due to incompatible . .
sys?ems. P Operational risk.Controls may be

inadequate to address the increase in
Availability. Critical information may manual interventions to correct incom-
not be available to management whenpatibility problems between affiliates’
needed. systems, leading to a greater potential
for fraudulent transactions.

A bank’s consumer loan division Integrity. Billing errors and unwar- Reputational riskKnowledge of errors Improve policies and procedures related
inputs erroneous entries into the ranted late-payment fees could occur could become widespread resulting into input of accounting entries.

general-ledger system. due to the inaccurate loan informationadverse public opinion. . . .
maintained by the system. Ensure internal audit considers system

Operational risk.Increased expendi- aspects of accounting operations.
tures may be required to resolve
accounting operations problems.

Legal risk.Litigation could arise
because of errors in customer accounts
due to processing deficiencies.

Substantial turnover occurs in  Security.Security procedures could beOperational risk.Financial losses Increase and strengthen procedural and
bank’s wire-transfer department. compromised due to inadequate train-could occur due to fraud or incorrectlyaccess controls for wire operations.

ing and lack of qualified personnel.  sent wire transfers. .
Implement security measures such as

Integrity. System may not be able to Legal risk.Litigation could arise as a passwords and firewalls.
provide “real-time” funds availability. result of errors in customer accounts

and fraudulent wire transfers. Develop and monitor appropriate audit

trails.

Reputational riskkKnowledge of ide -
fraudulent or erroneous wire operatiorfa©vide for adequate training program
could result in adverse public opinion. 2nd staffing levels.
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Information Security Standards
Section 2124.4

WHATS NEW IN THIS REVISED
SECTION

Board of Governors of the Federal Reserve Sys-
tem approved amendments to the standards on
December 16, 2004 (effective July 1, 2005). The
Effective July 2006, footnote 12 was revised tamended information security standards imple-
include a reference to SR-00-14, “Enhanceiment sections of 501 and 505 of the Gramm-
ments to the Interagency Program for Superviskeach-Bliley Act (15 U.S.C. 6801 and 6805)
ing the U.S. Operations of Foreign Bankingand section 216 of the Fair and Accurate Credit
Organizations.” Transactions Act of 2003 (15 U.S.C. 1681w).

Effective January 2006, this section, previ-The Gramm-Leach-Bliley Act requiresthe agen-
ously titled “Standards for Safeguarding Cus-cies to establish information standards consist-
tomer Information,” has been retitled “Informa- ing of administrative, technical, and physica
tion Security Standards” to conform with an safeguards for customer records and informa-
interagency final rule that implements sectiortion. (See SR-01-15.) Bank holding companies
216 of the Fair and Accurate Credit Transac-and financial holding companies must comply
tions Act of 2003. The Interagency Guidelinesvith the information security standards (see
Establishing Information Security Standards, asppendix F for Regulation Y).2 The information
amended December 16, 2004, generally requirsecurity standards apply to customer informa-
each bank holding company to develop, impletion maintained by or on behalf of state member
ment, and maintain, as part of its existing infor-banks, bank holding companies, and the non-
mation security program, appropriate measuredank subsidiaries or affiliates of each.3 (The
to properly dispose of consumer informationinformation security standardsinclude standards
derived from consumer reports in order tofor the proper disposal of consumer and cus-
address the risks associated with identity theftomer information and guidance on response
(See 12 C.ER. 225, appendix F) The amengbrograms for unauthorized access to customer
ments to the information security standards werénformation. (See SR-05-23/CA-05-10.) See
effective July 1, 2005. sections 2124.4.1.1 and 2124.4.2.

The section has also been revised to incorpo- Under the information security standards,
rate the Interagency Guidance on Responseach bank holding company faling within the
Programs for Unauthorized Access to Customescope of the standards must implement a com-
Information and Customer Notice (the guid-prehensive, written information security pro-
ance), which was jointly issued on March 23gram.# A bank holding company’s board of
2005 (effective March 29, 2005), by the adoptdirectors, or an appropriate committee of the
ing agencies. The guidance describes thboard, must oversee the company’s develop-
response programs, including customer notificament, implementation, and maintenance of the
tion procedures, that a bank holding company
should develop and implement to address Unaypa). and Regulation H, 12 CFR 208, appendix D-2: Regula-
thorized access to or use of customer information K, 12 CFR 211.9 and 211.24; and Regulation Y, 12 CFR
tion that could result in substantial harm or 225, appendix F.

inconvenience to a customer. (See SR-05-23/CA2 The discussion in this section applies equally to finan-
cial holding companies and bank holding companies.
05-10.) 3. The information security standards do not apply to bro-
kers, dealers, investment companies, and investment advisers,
or to persons providing insurance under the applicable state
insurance authority of the state in which the person is domi-

2124.4.1 INTERAGENCY GUIDELINES
ESTABLISHING INFORMATION
SECURITY STANDARDS

The federal banking agencies jointly issued
interagency guidelines establishing information
security standards (the information security
standards), which became effective July 1,
2001.1 (See appendix A, section 2124.4.5.) The

1. The 2001 information security standards were titled
Interagency Guidelines Establishing Standards for Safeguard-
ing Customer Information. See 66 Fed. Reg.8,616-8,641
(February 1, 2001); 69 Fed. Reg7,610-7,621 (December 28,

ciled. The appropriate federal agency or state insurance
authority regulates these insurance entities under sections 501
and 505 of the Gramm-Leach-Bliley Act.

4. The information security standards apply to customer
information; as aresult, a bank holding company that does not
maintain any customer information is not subject to the infor-
mation security standards. In addition, when customer infor-
mation is maintained only in the banking subsidiaries or
functionally regulated nonbank subsidiaries of the holding
company, examiners generally may rely on the primary super-
visor's assessment of the subsidiaries’ information security
programs, if applicable, to determine the holding company’s
compliance with the information security standards.

BHC Supervision Manual July 2006
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information security program—this board over-
sight includes assigning specific responsibility
for the program’s implementation and review-
ing reports received from management. The
information security program should include
administrative, technical, and physical safe-
guards appropriate to the size and complexity of
the bank holding company and the nature and
scope of its activities.

While al parts of a bank holding company
are not required to implement a uniform infor-
mation security program and set of policies, all
elements of the information security program
must be coordinated. A bank holding company
must ensure that each of its subsidiaries is sub-
ject to a comprehensive information security
program. It may fulfill this requirement either
1) by including a subsidiary within the scope of
the bank’s holding company’s comprehensive
information security program or (2) by having
the subsidiary implement a separate comprehen-
sive information security program in accordance
with the information security standards and pro-
cedures of appendix F, Regulation Y.

A bank holding company’s information secu-
rity program must be designed to (1) ensure the
security and confidentiality of customer infor-
mation,® (2) protect against anticipated threats
or hazards to the security or integrity of such
information, (3) protect against unauthorized
access to or use of customer information that
could result in substantial harm or inconve-
nience to any customer, and (4) ensure the
proper disposal of customer information and
consumer information.® Each bank holding com-
pany must identify reasonably foreseeable inter-
nal and external threats that could result in
unauthorized disclosure, misuse, alteration, or
destruction of customer information or customer
information systems. An assessment must be
made of the (1) likelihood and potential damage
of these threats, taking into consideration the
sensitivity of the customer information, and

5. Customer information is defined to include any record,
whether in paper, electronic, or other form, containing non-
public personal information, as defined in Regulation P, about
afinancia ingtitution’s customer that is maintained by or on
behalf of the bank holding company.

6. A customer is defined in the same manner in Regulation
P—a consumer who has established a continuing relationship
with a bank holding company, under which the bank holding
company provides one or more financial products or services
to the consumer to be used primarily for personal, family, or
household purposes. The definition of customer does not
include a business, nor does it include a consumer who has
not established an ongoing relationship with the bank holding
company.

BHC Supervision Manual
Page 2
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(2) sufficiency of policies, procedures, customer
information systems, and other arrangements
that are in place to control risks.

Appropriate policies, procedures, training,
and testing must be implemented to manage and
control identified risks. Management must also
report at least annually to the board of directors
or an appropriate committee of the board. Man-
agement’s reports should describe the overal
status of the information security program and
the bank holding company’s compliance with
the information security standards. The reports
should discuss material matters related to the
BHC's information security program, address-
ing issues such as risk assessment, risk-
management and -control decisions, service-
provider arrangements, results of testing,
security breaches or violations and manage-
ment’s responses to them, and recommenda-
tions for changes in the information security
program.

The information security standards outline
specific information security measures that bank
holding companies must consider in implement-
ing an information security program. A bank
holding company should adopt appropriate mea-
sures to manage and control identified risks,
commensurate with the sensitivity of the infor-
mation as well as the complexity and scope of
its activities. The measures that a bank holding
company must consider and may adopt include
access controls, access restrictions, encryption
of electronic customer information, dual control
procedures, segregation of duties, and employee
background checks for employees who have
responsibilities for or access to customer infor-
mation. In addition, a bank holding company
must have monitoring systems and response
programs and measures to protect against
destruction, loss, or damage of customer infor-
mation due to potential environmental hazards,
such as fire and water damage or technological
failures. Training and testing, are critical com-
ponents to implement an effective information
security program. Each bank holding company
must regularly test the key controls, systems,
and procedures. Tests should be conducted or
reviewed by independent third parties or by staff
who are independent of the individuals who
develop or maintain the security program.

The Federal Reserve recognizes that banking
organizations are highly sensitive to the impor-
tance of safeguarding customer information and
the need to maintain effective information secu-
rity programs. Existing examination and inspec-
tion procedures and supervisory processes
already addressinformation security. Asaresult,
most banking organizations may not need to
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implement any new controls and procedures.
Examiners should assess compliance with the
information security standards during each
safety-and-soundness inspection, which may
include targeted reviews of information technol-

BHC Supervision Manual
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ogy. Ongoing compliance with the information
security standards should be monitored as
needed during the risk-focused inspection pro-
cess. Material instances of noncompliance
should be noted in the inspection report.

Bank holding companies are required to over-
see their service-provider arrangements in order
to (1) protect the security of customer informa-
tion maintained or processed by their service
providers; (2) ensure that their service providers
properly dispose of customer and consumer
information; and (3) whenever warranted, moni-
tor their service providers to confirm that a
provider has satisfied its contractual obligations.

A bank holding company must use appropri-
ate due diligence in selecting its service provid-
ers. Bank holding companies should review a
potential service provider’sinformation security
program or the measures the service provider
will use to protect the bank holding company’s
customer information.” All contracts must
require that the service provider implement
appropriate measures designed to meet the
objectives of the information security standards.

When indicated by the bank holding compa-
ny’s risk assessment, the performance of its
service providers must be monitored to confirm
that they have satisfied their obligations under
the information security program. A bank hold-
ing company’s methods for overseeing its ser-
vice providers may differ depending on the type
of services, the service provider, or the level of
risk to the customer information. For example,
if a service provider is subject to regulations or
a code of conduct that imposes a duty to protect
customer information consistent with the objec-
tives of the information security standards, a
bank holding company may consider that duty
in exercising its due diligence and oversight of
the service provider. If aservice provider hiresa
subservicer (that is, subcontracts), the subser-
vicer would not be considered a *‘ service pro-
vider” under the guidelines.

2124.4.1.1 Disposal of Customer and
Consumer Information

The information security standards address stan-
dards for the proper disposal of consumer infor-
mation, pursuant to sections 621 and 628 of the
Fair Credit Reporting Act (15 U.S.C. 1681s and
1681w). Under section 225.4 of Regulation Y, a

7. A service provider is deemed to be a person or entity
that maintains, processes, or is otherwise permitted access to
customer information through its direct provision of services
directly to the bank holding company.

BHC is required to properly dispose of con-
sumer information in accordance with 16 C.F.R.
682. To address the risks associated with iden-
tity theft, a BHC and its nonbank subsidiaries
and affiliates (afinancial ingtitution) is generally
required to develop, implement, and maintain,
as part of its existing information security pro-
gram, appropriate measures to properly dispose
of consumer information derived from con-
sumer reports.

Consumer information is defined as any
record about an individual, whether in paper,
electronic, or other form, that is a consumer
report or is derived from a consumer report and
that is maintained or otherwise possessed by or
on behaf of the banking organization for a
business purpose. Consumer information also
means a compilation of such records.

The following are examples of consumer
information:

1. aconsumer report that a bank obtains

2. information from a consumer report that the
bank obtains from its ffiliate after the con-
sumer has been given a notice and has
elected not to opt out of that sharing

3. information from a consumer report that the
bank obtains about an individua who applies
for but does not receive aloan, including any
loan sought by an individual for a business
purpose

4. information from a consumer report that the
bank obtains about an individual who guar-
antees a loan (including a loan to a business
entity)

5. information from a consumer report that the
bank obtains about an employee or prospec-
tive employee

Consumer information does not include any
record that does not personally identify an indi-
vidual, nor does it include the following:

1. aggregate information, such as the mean
credit score, derived from a group of con-
sumer reports

2. blind data, such as payment history on
accounts that are not personally identifiable,
that may be used for developing credit scor-
ing models or for other purposes

BHC Supervision Manual January 2006
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2124.4.2 RESPONSE PROGRAMS FOR
UNAUTHORIZED ACCESS TO
CUSTOMER INFORMATION AND
CUSTOMER NOTICE

The information security standards list measures
to be included in a bank holding company’s
information security program. These measures
include *‘ response programs that specify actions
to be taken when the bank suspects or detects
that unauthorized individuals have gained access
to customer information systems, including
appropriate reports to regulatory and law
enforcement agencies.’8 A response program is
the principal means for a financial institution to
protect against the unauthorized “use” of cus-
tomer information that could lead to *‘ substan-
tial harm or inconvenience” for its customer.
For example, customer notification is an impor-
tant tool that enables a customer to take steps to
prevent identity theft, such as by arranging to
have a fraud alert placed in his or her credit file.

Prompt action by both the institution and the
customer following any unauthorized access to
customer information is crucial to preventing or
limiting damages from identity theft. Asaresult,
every financial institution should develop and
implement a response program appropriate to its
size and complexity and to the nature and scope
of itsactivities. The program should be designed
to address incidents of unauthorized access to
customer information.

The Interagency Guidance on Response Pro-
grams for Unauthorized Access to Customer
Information and Customer Notice® (the guid-
ance) interprets section 501(b) of the Gramm-
Leach-Bliley Act (the GLB Act) and the infor-
mation security standards.l’® The guidance
describes the response programs, including cus-
tomer notification procedures, that a financial
ingtitution should develop and implement to
address unauthorized access to or use of cus-
tomer information that could result in substan-
tial harm or inconvenience to a customer.

8. See the information security standards, 12 CFR 225,
appendix F, supplement A.

9. The guidance was jointly issued on March 23, 2005
(effective March 29, 2005), by the Board of Governors of the
Federal Reserve System, the Federa Deposit Insurance Cor-
poration, the Office of the Comptroller of the Currency, and
the Office of Thrift Supervision.

10. See 12 C.FR. 225, appendix F. The Interagency Guide-
lines Establishing Information Security Standards were for-
merly known as the Interagency Guidelines Establishing Stan-
dards for Safeguarding Customer Information.

BHC Supervision Manual
Page 4

January 2006

When evaluating the adequacy of an ingtitu-
tion's required information security program,
examiners are to consider whether the ingtitu-
tion has developed and implemented a response
program equivalent to the guidance. At a mini-
mum, an institution’s response program should
contain procedures for (1) assessing the nature
and scope of an incident, and identifying what
customer information systems and types of cus-
tomer information have been accessed or mis-
used; (2) notifying its primary federal regulator
as soon as possi ble when the institution becomes
aware of an incident involving unauthorized
access to or use of sensitive customer informa-
tion, as defined later in the guidance; (3) imme-
diately notifying law enforcement in situations
involving federal criminal violations requiring
immediate attention; (4) taking appropriate steps
to contain and control the incident to prevent
further unauthorized access to or use of cus-
tomer information, such as by monitoring, freez-
ing, or closing affected accounts, while
preserving records and other evidence; and
(5) notifying customers when warranted.

The guidance does not apply to a financial
institution’s foreign offices, branches, or affili-
ates. However, a financia institution subject to
the information security standardsis responsible
for the security of its customer information,
whether the information is maintained within or
outside of the United States, such as by a ser-
vice provider located outside of the United
States.

The guidance also applies to customer infor-
mation, meaning any record containing nonpub-
lic personal information about a financia insti-
tution’s customer, whether in paper, electronic,
or other form, that is maintained by or on behalf
of the institution.!* (See the Board's privacy
rule, Regulation P, at section 216.3(n)(2) (12
C.FR. 216.3(n)(2).) Consequently, the guidance
applies only to information that is within the
control of the ingtitution and its service provid-
ers. The guidance would not apply to informa-
tion directly disclosed by a customer to a third
party, for example, through a fraudulent web
site.

The guidance also does not apply to informa-
tion involving business or commercial accounts.
Instead, the guidance applies to nonpublic per-
sonal information about a *‘customer” as that
term is used in the information security stan-
dards, namely, a consumer who obtains a finan-
cia product or service from a financial ingtitu-
tion to be used primarily for personal, family, or

11. Seethe information security standards, 12 C.F.R. 225,
appendix F, section |.C.2.c.
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household purposes, and who has a continuing
relationship with the institution.*2

2124.4.2.1 Response Programs

Financia institutions should take preventive
measures to safeguard customer information
against attempts to gain unauthorized access to
the information. For example, financia institu-
tions should place access controls on customer
information systems and conduct background
checks on employees who are authorized to
access customer information.13 However, every
financial ingtitution should also develop and
implement a risk-based response program to
address incidents of unauthorized access to cus-
tomer information in customer information sys-
tems!4 that occur nonetheless. A response pro-
gram should be a key part of an ingtitution’s
information security program.’> The program
should be appropriate to the size and complexity
of the institution and the nature and scope of its
activities.

In addition, each institution should be able to
address incidents of unauthorized access to cus-
tomer information in customer information sys-
tems maintained by its domestic and foreign
service providers. Therefore, consistent with the
obligations in the information security standards
that relate to these arrangements and with exist-
ing guidance on this topic issued by the agen-
cies,’6 an institution’s contract with its service
provider should require the service provider to
take appropriate actions to address incidents of
unauthorized access to the financial institution’s
customer information. These actions include
notifying the institution as soon as possible of
any such incident, which enables the institution

12. See the information security standards, 12 C.F.R. 225,
appendix F, at section I.C.2.b. and the Board's Privacy Rule
(Regulation P), section 216.3(h) (12 C.F.R. 216.3(h)).

13. Ingtitutions should aso conduct background checks on
employees to ensure that they do not violate 12 U.S.C. 1829,
which prohibits an institution from hiring an individual con-
victed of certain criminal offenses or who is subject to a
prohibition order under 12 U.S.C. 1818(€e)(6).

14. Under the information security standards, an institu-
tion’s customer information systems consist of all the methods
used to access, collect, store, use, transmit, protect, or dispose
of customer information, including the systems maintained by
its service providers. See the information security standards,
12 C.F.R. 225, appendix F, section 1.C.2.d.

15. See SR-97-32, “Sound Practices Guidance for Infor-
mation Security for Networks,” for additional guidance on
preventing, detecting, and responding to intrusions into finan-
cial institution computer systems.

16. See SR-00-04, “ Outsourcing of Information and Trans-
action Processing.”

to expeditiously
program.

implement its response

2124.4.2.1.1 Components of a Response
Program

At a minimum, an institution’s response pro-
gram should contain procedures for the
following:

1. assessing the nature and scope of an incident,
and identifying what customer information
systems and types of customer information
have been accessed or misused

2. notifying its primary federal regulator as
soon as possible when the ingtitution
becomes aware of an incident involving
unauthorized access to or use of sensitive
customer information, as defined below

3. consistent with the Suspicious Activity
Report (SAR) regulations,*” notifying appro-
priate law enforcement authorities, in addi-
tion to filing a timely SAR in situations
involving federal crimina violations requir-
ing immediate attention, such as when a
reportable violation is ongoing

4. taking appropriate steps to contain and con-
trol the incident to prevent further unautho-
rized access to or use of customer informa-
tion, for example, by monitoring, freezing, or
closing affected accounts, while preserving
records and other evidence

5. notifying customers when warranted

As noted above for the second component, a
financial ingtitution and a bank holding com-
pany are to notify its primary federal regulator
of a security breach involving sensitive cus-
tomer information, whether or not it notifies its
customers. The banking organization experienc-
ing such a breach should promptly notify its
supervisory central point of contact at its
Reserve Bank and provide information on the
nature of the incident and on whether law
enforcement authorities were notified or a Sus-
picious Activity Report (SAR) was or will be

17. An institution’s obligation to file a SAR is set out in
the SAR regulations and supervisory guidance. See 12 C.F.R.
208.62 (state member banks); 12 C.F.R. 211.5(k) (Edge and
agreement corporations); 12 C.F.R. 211.24(f) (uninsured state
branches and agencies of foreign banks); and 12 C.F.R.
225.4(f) (bank holding companies and their nonbank subsidi-
aries). See aso SR-03-12, ““ Revisions to the Suspicious Activ-
ity Report Form,” and SR-01-11, ““Identity Theft and Pretext
Calling.”

BHC Supervision Manual July 2006
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filed. When reporting security breaches involv-
ing sensitive customer information, the institu-
tion should provide the central point of contact
with information on the steps taken to contain
and control the incident, the number of custom-
ers potentially affected, whether customer notifi-
cation is warranted, and whether a service pro-
vider was involved. A banking organization
should not delay providing prompt initial notifi-
cation to its central point of contact. (See SR-05-
23/CA-05-10.)

If an incident of unauthorized access to cus-
tomer information involves customer informa-
tion systems maintained by an institution’s ser-
vice providers, the financial institution is
responsible for notifying its customers and regu-
lator. However, an institution may authorize or
contract with its service provider to notify the
ingtitution’ s customers or regulator on its behalf.

2124.4.2.2 Customer Notice

Financial ingtitutions have an affirmative duty to
protect their customers information against
unauthorized access or use. Notifying customers
of asecurity incident involving the unauthorized
access or use of the customer information, in
accordance with the standard set forth below, is
akey part of that duty.

Timely notification of customers is important
to managing an institution’s reputation risk.
Effective notice also may reduce an institution's
legal risk, assist in maintaining good customer
relations, and enable the institution’s customers
to take steps to protect themselves against the
consequences of identity theft. When customer
notification is warranted, an institution may not
forgo notifying its customers of an incident
because the ingtitution believes that it may be
potentially embarrassed or inconvenienced by
doing so.

2124.4.2.2.1 Sandard for Providing
Notice

When a financial institution becomes aware of
an incident of unauthorized access to sensitive
customer information, the institution should
conduct a reasonable investigation to promptly
determine the likelihood that the information
has been or will be misused. If the institution
determines that misuse of its information about
a customer has occurred or is reasonably pos-

BHC Supervision Manual
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sible, it should notify the affected customer as
soon as possible.

Customer notice may be delayed if an appro-
priate law enforcement agency determines that
notification will interfere with a criminal inves-
tigation and provides the institution with a writ-
ten request for the delay. However, the institu-
tion should notify its customers as soon as
notification will no longer interfere with the
investigation.

2124.4.2.2.2 Sensitive Customer
Information

Under the information security standards, an
institution must protect against unauthorized
access to or use of customer information that
could result in substantial harm or inconve-
nience to any customer. Substantia harm or
inconvenience is most likely to result from
improper access to sensitive customer informa-
tion because this type of information is most
likely to be misused, as in the commission of
identity theft.

For purposes of the guidance, sensitive cus-
tomer information means a customer’s name,
address, or telephone number, in conjunction
with the customer’s Socia Security number,
driver’'s license number, account number, credit
or debit card number, or with apersonal identifi-
cation number or password that would permit
access to the customer’ s account. Sensitive cus-
tomer information aso includes any combina-
tion of components of customer information that
would allow someone to log on to or access the
customer’s account, such as a user name and
password or a password and an account number.

2124.4.2.2.3 Affected Customers

If a financia institution, on the basis of its
investigation, can determine from its logs or
other data precisely which customers’ informa-
tion has been improperly accessed, it may limit
notification to those customers for whom the
institution determines that misuse of their infor-
mation has occurred or is reasonably possible.
However, there may be situations in which an
institution determines that a group of files has
been accessed improperly but is unable to iden-
tify which specific customers' information has
been accessed. If the circumstances of the unau-
thorized access lead the institution to determine
that misuse of the information is reasonably
possible, it should notify all customers in the
group.
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2124.4.2.2.4 Content of Customer Notice

Customer notice should be given in a clear and
conspicuous manner. The notice should describe
the incident in genera terms and the type of
customer information that was the subject of
unauthorized access or use. The notice should
also generally describe what the ingtitution has
done to protect the customers’ information from
further unauthorized access, and include a tele-
phone number that customers can call for fur-
ther information and assistance.’® The notice
should remind customers of the need to remain
vigilant over the next 12 to 24 months, and to
promptly report incidents of suspected identity
theft to the ingtitution. The notice should include
the following additiona items, when

appropriate:

1. arecommendation that the customer review
account statements and immediately report
any suspicious activity to the institution

2. adescription of fraud aerts and an explana
tion of how the customer may place a fraud
alert in his or her consumer reports to put the
customer’s creditors on notice that the cus-
tomer may be avictim of fraud

3. arecommendation that the customer periodi-
cally obtain credit reports from each nation-
wide credit reporting agency and have infor-
mation relating to fraudulent transactions
deleted

4. an explanation of how the customer may
obtain a credit report free of charge

5. information about the availability of the Fed-
eral Trade Commission (FTC) online guid-
ance regarding steps consumers can take to
protect themselves against identity theft (The
notice should encourage the customer to
report any incidents of identity theft to the
FTC and should provide the FTC's web site
address and toll-free telephone number that
customers may use to obtain the identity
theft guidance and to report suspected inci-
dents of identity theft.)1°

18. The institution should, therefore, ensure that it has
reasonable policies and procedures in place, including trained
personnel, to respond appropriately to customer inquiries and
requests for assistance.

19. The FTC web site for the ID theft brochure and the
FTC hotline phone number are www.consumer.gov/idtheft/
and 1-877-IDTHEFT. The ingtitution may aso refer custom-
ers to any materials developed pursuant to section 151(b) of
the FACT Act (educational materials developed by the FTC to
teach the public how to prevent identity theft).

Financial institutions are encouraged to notify
the nationwide consumer reporting agencies
before sending notices to a large number of
customers when those notices include contact
information for the reporting agencies.

2124.4.2.2.5 Délivery of Customer Notice

Customer notice should be delivered in any
manner designed to ensure that a customer can
reasonably be expected to receive it. For exam-
ple, the ingtitution may choose to contact all
affected customers by telephone, by mail, or
by electronic mail in the case of customers
for whom it has a valid e-mail address and
who have agreed to receive communications
electronically.

2124.4.3 Inspection Objective

1. To review and assess the bank holding com-
pany’s compliance with the Interagency
Guidelines Establishing Information Security
Standards, which include standards for safe-
guarding customer information (the examin-
ers should thus review the BHC's informa-
tion security program, including its response
program for unauthorized access to customer
information and customer notice and its
guidelines on the proper disposa of cus
tomer information and consumer informa-
tion) and all other applicable laws, rules, and
regulations.

2124.4.4 Inspection Procedures

1. Referencing the ‘* Establishment of Informa-
tion Security Standards”’ section of the inter-
nal control questionnaire in section 4060.4 of
the System’s Commercial Bank Examination
Manual, assess the BHC's compliance with
the Interagency Guidelines Establishing
Information Security Standards including its
standards for safeguarding  customer
information.

2. Conduct areview that is a sufficient basis for
evaluating the BHC's overall information
security program and its compliance with the
information security standards.

BHC Supervision Manual January 2006
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2124.4.5 APPENDIX A—
INTERAGENCY GUIDELINES
ESTABLISHING INFORMATION
SECURITY STANDARDS

Sections Il and Il of the information security
standards are provided below. For more infor-
mation, see the Interagency Guidelines Estab-
lishing Information Security Standards in Regu-
lation Y, section 225, appendix F (12 C.FR.
225, appendix F). The guidelines were previ-
oudly titled Interagency Guidelines Establishing
Standards for Safeguarding Customer Informa-
tion. The information security standards were
amended, effective July 1, 2005, to implement
section 216 of the Fair and Accurate Credit
Transactions Act of 2003 (the FACT Act). To
address the risks associated with identity theft,
the amendments generally require financial
ingtitutions to develop, implement, and main-
tain, as part of their existing information secu-
rity program, appropriate measures to properly
dispose of consumer information derived from
consumer reports. The term consumer informa-
tion is defined in the revised rule.

Il. Standards for Safeguarding Customer
Information

A. Information Security Program

Each bank holding company is to implement a
comprehensive, written information security
program that includes administrative, technical,
and physical safeguards appropriate to the size
and complexity of the bank holding company
and the nature and scope of its activities. While
all parts of the bank holding company are not
reguired to implement a uniform set of policies,
all elements of the information security program
are to be coordinated. A bank holding company
is also to ensure that each of its subsidiaries is
subject to a comprehensive information security
program. The bank holding company may fulfill
this requirement either by including asubsidiary
within the scope of the bank holding company’s
comprehensive information security program or
by causing the subsidiary to implement a sepa-
rate comprehensive information security pro-
gram in accordance with the standards and pro-
cedures in sections |1 and Il that apply to bank
holding companies.

BHC Supervision Manual
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B. Objectives

A bank holding company’s information security
program shall be designed to—

1. ensurethe security and confidentiality of cus-
tomer information;

2. protect against any anticipated threats or
hazards to the security or integrity of such
information;

3. protect against unauthorized access to or use
of such information that could result in sub-
stantial harm or inconvenience to any cus-
tomer; and

4. ensure the proper disposal of customer infor-
mation and consumer information.

[11. Development and Implementation Of
Information Security Program

A. Involve the Board of Directors

The board of directors or an appropriate com-
mittee of the board of each bank holding com-
pany isto—

1. approve the bank holding company’s written
information security program; and

2. oversee the development, implementation,
and maintenance of the bank holding compa-
ny’s information security program, including
assigning specific responsibility for itsimple-
mentation and reviewing reports from man-
agement.

B. Assess Risk
Each bank holding company is to—

1. identify reasonably foreseeable internal and
external threats that could result in unautho-
rized disclosure, misuse, alteration, or
destruction of customer information or cus-
tomer information systems;

2. assessthelikelihood and potential damage of
these threats, taking into consideration the
sensitivity of customer information;

3. assess the sufficiency of policies, procedures,
customer information systems, and other
arrangements in place to control risks; and

4. ensure the proper disposal of customer infor-
mation and consumer information.
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C. Manage and Control Risk
Each bank holding company is to—

1. Design its information security program to
control the identified risks, commensurate
with the senditivity of the information as well
as the complexity and scope of the bank
holding company’s activities. Each bank
holding company must consider whether the
following security measures are appropriate
for the bank holding company and, if so,
adopt those measures the bank holding com-
pany concludes are appropriate:

a. access controls on customer information
systems, including controls to authenti-
cate and permit access only to authorized
individuals and controls to prevent
employees from providing customer
information to unauthorized individuals
who may seek to obtain this information
through fraudulent means

b. access restrictions at physical locations
containing customer information, such as
buildings, computer facilities, and records
storage facilities to permit access only to
authorized individuals;

c. encryption of electronic customer infor-
mation, including while in transit or in
storage on networks or systems to which
unauthorized individuals may have access

d. procedures designed to ensure that cus-
tomer information system modifications
are consistent with the bank holding com-
pany’s information security program

e. dual control procedures, segregation of
duties, and employee background checks
for employees with responsibilities for or
access to customer Information

f. monitoring systems and procedures to
detect actual and attempted attacks on or
intrusions into customer information
systems

g. response programs that specify actions to
be taken when the bank holding company
suspects or detects that unauthorized indi-
viduals have gained access to customer
information systems, including appropri-
ate reports to regulatory and law enforce-
ment agencies

h. measures to protect against destruction,
loss, or damage of customer information
due to potential environmental hazards,
such as fire and water damage or techno-
logical failures

2. Train staff to implement the bank holding
company’s information security program.

3. Regularly test the key contrals, systems, and

procedures of the information security pro-
gram. The frequency and nature of such tests
should be determined by the bank holding
company’s risk assessment. Tests should be
conducted or reviewed by independent third
parties or staff independent of those that
develop or maintain the security programs.

4. Develop, implement, and maintain, as part of
its information security program, appropriate
measures to properly dispose of customer
information and consumer information in
accordance with each of the requirementsin
this section I11.

D. Oversee Service-Provider
Arrangements

Each bank holding company isto—

1. exercise appropriate due diligence in select-
ing its service providers;

2. require its service providers by contract to
implement appropriate measures designed to
meet the objectives of the information secu-
rity standards; and

3. where indicated by the bank holding compa-
ny’s risk assessment, monitor its service pro-
viders to confirm that they have satisfied
their obligations with regard to the require-
ments for overseeing provider arrangements.
As part of this monitoring, a bank holding
company should review audits, summaries of
test results, or other equivalent evaluations of
its service providers.

E. Adjust the Program

Each bank holding company is to monitor,
evaluate, and adjust, as appropriate, the informa-
tion security program in light of any relevant
changes in technology, the sensitivity of its cus-
tomer information, interna or external threats to
information, and the bank holding company’s
own changing business arrangements, such as
mergers and acquisitions, alliances and joint
ventures, outsourcing arrangements, and
changes to customer information systems.

F. Report to the Board

Each bank holding company is to report to its
board or an appropriate committee of the board

BHC Supervision Manual January 2006
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at least annually. This report should describe the
overdl status of the information security pro-
gram and the bank holding company’s compli-
ance with the information security standards.
The reports should discuss material matters
related to its program, addressing issues such as
risk assessment; risk management and control
decisions;  service-provider  arrangements;
results of testing; security breaches or violations

BHC Supervision Manual
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and management’ s responses; and recommenda-
tions for changes in the information security
program.

G. Implement the Standards

For effective dates, see 12 C.F.R. 225, appendix
F, section I11.G.



Trading Activities of Banking Organizations
(Risk Management and Internal Contrdls)  Section 2125.0

The review of risk management and internalnvolved. As with the inspection of other activi-
controls is an essential element of the inspectioties, examiner judgment plays a key role in
or examination of trading activities. In view of assessing the adequacy and necessary sophi
the increasing importance of these activities teation of a banking organization’s risk manage:
the overall risk profile and profitability of cer- ment system for cash and derivative instrumer
tain banking organizatiorsthis guidance high- trading and hedging activities.
lights key considerations when inspecting or Many of the managerial practices and exam
examining the risk management and internaher procedures contained in this guidance ar
controls of trading activities in both cash andfundamental and are generally accepted &
derivative instruments. sound banking practices for both trading anc
The principles set forth in this guidance applynontrading activities. However, other element:
to the risk management practices of bank holdmay be subject to change, as both supervisot
ing companies, which should manage and corand bank operating standards evolve in respon:
trol aggregate risk exposures on a consolidated new technologies, financial innovations, anc
basis while recognizing legal distinctionsdevelopments in market and business practices
among subsidiaries. This guidance is specifi-
cally designed to target trading, market making,
and customer accommodation activities in casp125.0.1 OVERSIGHT OF THE RISK
and derivative instruments at state membe]ANAGEMENT PROCESS
banks, branches and agencies of foreign banks,
and Edge corporations. Many of the principlesAs is standard practice for most banking activi-
advanced can also be applied to banking organiies, banking organizations should maintair
zations’ use of derivatives as end-users. Exanwritten policies and procedures that clearly out
iners should assess management's applicatidine the organization’s risk management guid-
of this guidance to the holding company andance for trading and derivative activities. At a
to a banking organization’s end-user derivativeninimum these policies should identify the risk
activities where appropriate, given the nature ofolerances of the board of directors and shoul
the organization’s activities and current accountelearly delineate lines of authority and responsi
ing standards. bility for managing the risk of these activities.
This examiner guidance is specifically pro-Individuals throughout the trading and deriva-
vided for evaluating the following elements oftives areas should be fully aware of all poli-
an organization’s risk management process faries and procedures that relate to their specifi
trading and derivatives activities: duties.
The board of directors, senior-level manage
» Board of directors and management oversighinent, and members of independent risk manag
» The measurement procedures, limit systemspent functions are all important participants in
and monitoring and review functions of thethe risk management process. Examiners shou
risk management process ensure that these participants are aware of the
« Internal controls and audit procedures responsibilities and that they adequately per
form their appropriate role in managing the risk
In assessing the adequacy of these elemerg§trading and derivative activities.
at individual institutions, examiners should
consider the nature and volume of a banking
organization’s activities and its overall approact125.0.1.1 Board of Directors’ Approval
toward managing the various types of riskof Risk Management Policies

The board of directors should approve all signif-

1. The following is the text of SR-93-69, adapted for thisicant policies relating to the management o
manual. Section numbers have been added for reference. - risks throughout the organization. These poli
2. The term "banking organizations” refers to institutions joc \which should include those related to trad
or entities that are directly supervised by the Board of Gover: Lo X .
nors of the Federal Reserve System, such as state memiBd activities, should be consistent with the
banks and bank holding companies, including the nonban@rganization’s broader business strategies, caf

subsidiaries of the holding company. ~tal adequacy, expertise, and overall willingnes:
3. In general terms, derivative instruments are bilateral

contracts or agreements whose value derives from the value .

of one or more underlying assets, interest rates, exchand@@HC Supervision Manual June 1994

rates, commodities, or financial or commodity indexes. Page 1
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to take risk. Accordingly, the board should benel staffing independent risk management func-
informed regularly of risk exposure and shouldions should have a complete understanding of
regularly reevaluate significant risk managethe risks associated with all traded on- and
ment policies and procedures with speciabff-balance-sheet instruments. Accordingly,
emphasis placed on those defining the instittcompensation policies for these individuals
tion’s risk tolerance regarding these activitiesshould be adequate to attract and retain person-
The board of directors should also conduct andel qualified to judge these risks. As a matter of
encourage discussions between its members agdneral policy, compensation policies, espe-
senior management, as well as between senioially in the risk management, control, and
management and others in the organizatiorsenior management functions, should be struc-
regarding its risk management process and rigkired in a way that avoids the potential incen-
exposure. tives for excessive risk taking that can occur if,
for example, salaries are tied too closely to the

2125.0.1.2 Senior Management's Risk profitability of trading or derivatives activities.

Management Responsibilities
Senior management is responsible for ensurin %QZSQEZS;—HE RISK MANAGEMENT
that there are adequate policies and procedures

for conducting trading operations on both arhe primary components of a sound risk man-

long-range and day-to-day basis. This reSPONSkyement process are a comprehensive risk mea-

bility includes ensuring that there are clealg, o ment approach; a detailed structure of lim-

delineations of lines of responsibility for man-je guidelines, and other parameters used to

aging risk, adequate systems for measuring riSf@’overn risk taking; and a strong management
appropriately structured limits on risk taking,stormation system for monitoring and report-

effective internal controls, and a comprehensiv?ng risks. These components are fundamental to
risk-reporting process. both trading and nontrading activities alike.

hSenlor ?anagemlent should regula_lrllz/ ev""Iu""tﬁloreover, the underlying risks associated with
the procedures In place to manage risk to ensutpeqq activities, such as credit, market, liquidity,

that those procedures are appropriate and sou d operating risk, are not new to banking orga-

Senior management should also foster and pa; ations,  although their measurement and

ticipate in active discussions with the board,,,,3qement can be somewhat more complex.
with staff of risk management functions, and

. . .“Accordingly, the process of risk management
with traders regarding procedures for measuring, 4 ging activities should be integrated into
and managing .”5k' Management must als e organization’s overall risk management sys-
ensure that trading and derivative activities arg,

located sufficient d staff t m to the fullest extent possible using a concep-
allocated suflicient resources and stall to Mary, | framework common to its other activities.
age and control risks.

Such a common framework enables the organi-
zation to manage its consolidated risk exposure
2125.0.1.3 Independent Risk more effectively, especially since the various
Management Functions individual risks involved in trading activities

can, at times, be interconnected and can often

The process of measuring, monitoring, and corfranscend specific markets. _ o
trolling risk consistent with the established poli- As is the case with all risk-bearing activities,
cies and procedures should be managed ind#€ risk exposures a banking organization
penden“y of individuals Conducting tradingassumes In its trad|ng and denVa“VeS aCt|V|t|.eS
activities, up through senior levels of the institu-should be fully supported by an adequate capital
tion. An independent system for reporting expoPosition. Banking organizations should ensure
sures to both senior-level management and t&at their capital positions are sufficiently strong
the board of directors is an important element of0 support all trading and derivatives risks on a
this process. fully con§oI|Qateq basis {md that qqequate capi-
Banking organizations should have highlytal is maintained in all affiliated entities engaged
qualified personnel throughout their trading and? these activities.
derivatives areas, including their risk manage-
ment and internal control functions. The person-
2125.0.2.1 Risk Measurement Systems

BHC Supervision Manual June 1994 ) o )
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the various risks of trading and derivatives2125.0.2.2 Limiting Risks
activities should be both comprehensive and
accurate. Risks should be measured and aggr&-sound system of integrated organizationwide
gated across trading and nontrading activities olimits and risk-taking guidelines is an essentia
an organizationwide basis to the fullest extentomponent of the risk management proces:
possible. Such a system should set boundaries for organ
While examiners should not require the useational risk-taking and should also ensure thz
of a single prescribed risk measurement appositions that exceed certain predetermine
proach for management purposes, they shouldvels receive prompt management attention, s
evaluate the extent to which the organization’shat they can be either reduced or prudentl
procedures enable management to assess expadressed. The limit system should be consi:
sures on a consolidated basis. Examiners shouleint with the effectiveness of the organization’s
also evaluate whether the risk measures and tlwerall risk management process and with thi
risk measurement process are sufficiently robusidequacy of its capital position. An appropriate
to accurately reflect the multiple types of riskdimit system should permit management to
facing the banking organization. Risk measureeontrol exposures, to initiate discussion abou
ment standards should be understood by relepportunities and risks, and to monitor actua
vant personnel at all levels—from individual risk-taking against predetermined tolerances, ¢
traders to the board of directors—and shouldietermined by the board of directors and senic
provide a common framework for limiting and management.
monitoring risk-taking activities. Global limits should be set for each major
The process of marking trading and derivatype of risk involved. These limits should be
tives positions to market is fundamental to meaeonsistent with the banking organization’s over:
suring and reporting exposures accurately anal risk measurement approach and should b
on a timely basis. Banking organizations activéntegrated to the fullest extent possible with
in dealing in foreign exchange, derivatives, anadrganizationwide limits on those risks as the)
other traded instruments should have the abilitgrise in all other activities of the firm. The limit
to monitor credit exposures, trading positionssystem should provide the capability to allocate
and market movements at least daily. Som#mits down to individual business units.
organizations should also have the capacity, or At times, especially when markets are vola-
at least the goal, of monitoring their moretile, traders may exceed their limits. While such
actively traded products on a real-time basis. exceptions may occur, they should be mad
Analyzing stress situations, including combi-known to senior management and approved onl
nations of market events that could affect thdy authorized personnel. These positions shoul
banking organization, is also an importantlso prompt discussions between traders ar
aspect of risk measurement. Sound risk meananagement about the consolidated risk-takin
surement practices include identifying possiblectivities of the firm or the trading unit. The
events or changes in market behavior that coulseriousness of individual or continued limit
have unfavorable effects on the organizatiomxceptions depends in large part upon manag
and assessing its ability to withstand themment's approach toward setting limits and or
These analyses should consider not only ththe actual size of individual and organizational
likelihood of adverse events, reflecting theidimits relative to the organization’s capacity to
probability, but also plausible “worst-case” sce-take risk. Banking organizations with relatively
narios. ldeally, such worst-case analysis shouldonservative limits may encounter more excep
be conducted on an organizationwide basis bions to those limits than do organizations wher
taking into account the effect of unusual pricdimits may be less restrictive. Ultimately, exam-
changes or the default of a large counterpartiners should ensure that stated policies ar
across both the derivatives and cash-tradingnforced and that the level of exposure is man
portfolios and the loan and funding portfolios. aged prudently.
Such stress tests should not be limited to
guantitative exercises that compute potential
losses or gains. They should also include morg125.0.2.3 Reporting
qualitative analyses of the actions management
might take under particular scenarios. Continan accurate, informative, and timely manage-

gency plans outlining operating procedures anghent information system is essential to the pru
lines of communication, both formal and infor-

mal, are important products of such qualitative8HC Supervision Manual June 1994
analyses. Page 3
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dent operation of a trading or derivatives activsider whether existing measures of exposure and
ity. Accordingly, the examiner's assessment ofimits are appropriate in view of the banking
the quality of the management information syserganization’s past performance and current
tem is an important factor in the overall evalua-capital position.
tion of the risk management process. Examiners The frequency and extent to which banking
should determine the extent to which the rislorganizations should reevaluate their risk mea-
management function monitors and reports itsurement methodologies and models depends,
measures of trading risks to appropriate levels part, on the specific risk exposures created by
of senior management and to the board of diredheir trading activities, on the pace and nature of
tors. Exposures and profit and loss statementesarket changes, and on the pace of innovation
should be reported at least daily to managensith respect to measuring and managing risks.
who supervise but do not, themselves, conduétt a minimum, banking organizations with sig-
trading activities. More frequent reports shouldhificant trading and derivative activities should
be made as market conditions dictate. Reports teview the underlying methodologies of their
other levels of senior management and the boardodels at least annually—and more often as
may occur less frequently, but examiners shoulcharket conditions dictate—to ensure they are
determine whether the frequency of reportingappropriate and consistent. Such internal evalu-
provides these individuals with adequate inforations may, in many cases, be supplemented by
mation to judge the changing nature of the orgareviews by external auditors or other qualified
nization’s risk profile. outside parties, such as consultants who have
Examiners should ensure that the managexpertise with highly technical models and risk
ment information systems translate the meamanagement techniques. Assumptions should be
sured risk from a technical and quantitative forevaluated on a continual basis.
mat to one that can be easily read and Banking organizations should also have an
understood by senior managers and directorsffective process to evaluate and review the
who may not have specialized and technicailisks involved in products that are either new to
knowledge of trading activities and derivativethe firm or new to the marketplace and of poten-
products. Risk exposures arising from variousial interest to the firm. In general, a banking
products within the trading function should beorganization should not trade a product until
reported to senior managers and directors usirgenior management and all relevant personnel
a common conceptual framework for measuringincluding those in risk management, internal
and limiting risks. control, legal, accounting, and auditing) under-
stand the product and are able to integrate the
product into the banking organization’s risk

2125.0.2.4 Management Evaluation and measurement and control systems. Examiners
Review of the Risk Management Processshould determine whether the banking organiza-
tion has a formal process for reviewing new

Management should ensure that the variouRroducts and whether it introduces new products

components of an organization’s risk managelm @ manner that adequately limits potential

ment process are regularly reviewed and evallosses.

ated. This review should take into account

changes in the activities of the organization and

in the market environment, since the c.:hang?125‘0.2_5 Managing Specific Risks

may have created exposures that require addi-

tional management and examiner attention. An ) . . )

material changes to the risk management systeff'® following discussions present examiner

should also be reviewed. gmdaqce for gvaluatlng the specific components
The independent risk management functionef @ firm’'s risk management process in the

should regularly assess the methodologies, mogontext of each of the risks involved in trading

els, and assumptions used to measure risk and@sh and derivatives instruments.

limit exposures. Proper documentation of these

elements of the risk measurement system is o

essential for conducting meaningful reviews2125.0.2.5.1 Credit Risk

The review of limit structures should compare ) o )

limits to actual exposures and should also corBroadly defined, credit risk is the risk that a

counterparty will fail to perform on an obliga-

BHC Supervision Manual June 1994 tion to the banking organization. Banking orga-
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presettlement credit risk at the customer levgbersonnel who are independent of the tradini
across all traded derivative and nonderivativéunction, that these personnel use standards th
products. On settlement day, the exposure tare consistent with those used for nontradin
counterparty default may equal the full value ofactivities, and that counterparty credit lines are
any cash flows or securities the banking organieonsistent with the organization’s policies anc
zation is to receive. Prior to settlement, creditonsolidated exposures.

risk is measured as the sum of the replacement Examiners should consider the extent tc
cost of the position, plus an estimate of thevhich credit limits are exceeded and whethe
banking organization’s potential future expo-exceptions were resolved according to the banl
sure from the instrument as a result of markeihg organization’'s adopted policies and proce
changes. Replacement cost should be deteadures. Examiners should also evaluate whethe
mined using current market prices or generallyhe organization’s reports adequately provide
accepted approaches for estimating the presetndders and credit officers with relevant, accu
value of future payments required under eactate, and timely information about the credit
contract, given current market conditions. exposures and approved credit lines.

Potential credit-risk exposure is measured Trading activities that involve cash instru-
more subjectively than current exposure and iments often involve short-term exposures tha
primarily a function of the time remaining to are eliminated at settlement. However, in the
maturity and the expected volatility of the price,case of derivative products traded in over-the
rate, or index underlying the contract. It is oftencounter markets, the exposure can often exi:
assessed through simulation analysis and optiofer a period similar to that commonly associatec
valuation models, but can also be addressed hyith a loan from a banking organization. Given
using “add-ons,” such as those included in thehis potentially longer-term exposure and the
risk-based capital standard. In either case, exarsemplexity associated with some derivative
iners should evaluate the reasonableness of thestruments, banking organizations should con
assumptions underlying the banking organizasider not only the overall financial strength of
tion’s risk measure and should also ensure thalhe counterparty and its ability to perform on its
banking organizations that measure exposuresbligation, but should also consider the counter
using a portfolio approach do so in a prudenparty’s ability to understand and manage the
manner. risks inherent in the derivative product.

Master netting agreements and various credit
enhancements, such as collateral or third-party
guarantees, can be used by banking organizeq 25 0.2.5.2 Market Risk
tions to reduce their counterparty credit risk. In
such cases, a banking organization’s credjarket risk is the risk to a banking organiza-
exposures should reflect these risk-reducing fegon's financial condition resulting from adverse
tures only to the extent that the agreements angovements in market prices. Accurately mea
recourse provisions are legally enforceable in aguring a banking organization’s market risk
relevant jurisdictions. This legal enforceabilityrequires timely information about the current
should extend to any insolvency proceedings Gharket values of its assets, liabilities, and off-
the counterparty. Banking organizations shoulgygjance-sheet positions. Although there ar
be able to demonstrate that they have eXerCiSQﬁany types of market risks that can affect ¢
due diligence in eVaanting the enforceability Ofportfolio’s Value, they can genera”y be de-
these contracts and that individual transactionscriped as those involving forward risk and
have been executed in a manner that providgfose involving options. Forward risks arise
adequate protection. from factors such as changing interest rates ar

Credit limits that consider both Settlementcurrency exchange rates, the ||qu|d|ty of mar-
and presettlement exposures should be estajsts for specific commodities or financial instru-
lished for all Counterparties with whom thements’ and local or world po||t|ca| and eco-
banking organization trades. As a matter of gemomic events. Market risks related to options
eral policy, trading with a counterparty shouldinclude these factors as well as evolving percer
not commence until a credit line has beenjons of the volatility of price changes, the pas-
approved. The structure of the credit-approvadage of time, and the interactive effect of othe
process may differ among organizations, reflecimarket risks. All of these sources of potential

ing the organizational and geographic structurgnarket risk can affect the value of the organiza
of the organization and the specific needs of its

trading activities. Nevertheless, in all cases, it iBHC Supervision Manual June 1994
important that credit limits be determined by Page 5
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tion and should be considered in the risk meadates. Since neither type of liquidity risk is
surement process. unique to trading activities, management should
Market risk is increasingly measured by mar-evaluate these risks in the broader context of the
ket participants using a value-at-risk approachrganization’s overall liquidity. When establish-
which measures the potential gain or loss in éng limits, organizations should be aware of the
position, portfolio, or organization that is associ-size, depth, and liquidity of the particular mar-
ated with a price movement of a given probabilket and establish trading guidelines accordingly.
ity over a specified time horizon. Banking orga-Management should also give consideration to
nizations should revalue all trading portfoliosthe potential problems associated with replacing
and calculate their exposures at least dailycontracts that terminate early in volatile or
Although banking organizations may use risklliquid markets.
measures other than value at risk, examiners In developing guidelines for controlling the
should consider whether the measure used Iguidity risks in trading activities, banking
sufficiently accurate and rigorous and whether ibrganizations should consider the possibility
is adequately incorporated into the bankinghat they could lose access to one or more
organization’s risk management process. markets, either because of concerns about the
Examiners should also ensure that the organbanking organization’s own creditworthiness,
zation compares its estimated market-risk expdhe creditworthiness of a major counterparty, or
sures with actual market-price behavior. Inbecause of generally stressful market condi-
particular, the output of any market-risk modeldions. At such times, the banking organization
that require simulations or forecasts of futurgmay have less flexibility in managing its
prices should be compared with actual prices. Ifnarket-, credit-, and liquidity-risk exposures.
the projected and actual results differ materiallyBanking organizations that make markets in
the models should be modified, as appropriate.over-the-counter derivatives or that dynamically
Banking organizations should establish limithedge their positions require constant access to
for market risk that relate to their risk measuredinancial markets, and that need may increase in
and that are consistent with maximum expotimes of market stress. The banking organiza-
sures authorized by their senior managemetion’s liquidity plan should reflect the organiza-
and board of directors. These limits should béion’s ability to turn to alternative markets, such
allocated to business units and individual trader@s futures or cash markets, or to provide suffi-
and be clearly understood by all relevant partieient collateral or other credit enhancements in
Examiners should ensure that exceptions to limerder to continue trading under a broad range of
its are detected and adequately addressed bgenarios.
management. In practice, some limit systems Examiners should ensure that banking organi-
may include additional elements such as stopzations that participate in over-the-counter
loss limits and trading guidelines that may playderivative markets adequately consider the po-
an important role in controlling risk at the tradertential liquidity risks associated with the early
and business-unit level; examiners shouldermination of derivative contracts. Many forms
include them in their review of the limit system. of standardized contracts for derivative transac-
tions allow counterparties to request collateral
or to terminate their contracts early if the bank-
2125.0.2.5.3 Liquidity Risk ing organization experiences an adverse credit
event or a deterioration in its financial condi-

Banking organizations face two types of |iquid_tion. In addition, under conditions of market

ity risk in their trading activities: those relatedstress, customers may ask for the early termina-
to specific products or markets and those relateliPn of some contracts within the context of the

to the general funding of the banking organizad_ealer’s market-making activities. In such situa-
tion’s trading activities. The former is the risktions, a banking organization that owes money
that a banking organization cannot easily unon derivative transactions may be required to
wind or offset a particular position at or near thedeliver collateral or settle a contract early and
previous market price because of inadequatossibly at a time when the banking organiza-
market depth or because of disruptions in th&on may face other funding and liquidity pres-

marketplace. Funding-liquidity risk is the risk sures. Early terminations may also open up
that the banking organization will be unable toddditional, unintended, market positions. Man-

meet its payment obligations on settlemenggement and directors should be aware of
these potential liquidity risks and should

BHC Supervision Manual June 1994 address them in the banking organization’'s
Page 6 liquidity plan and in the broader context of the
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banking organization’s liquidity managementthrough policies developed by the organiza:
process. In their reviews, examiners should cortion’s legal counsel (typically in consultation
sider the extent to which such potential obligawith officers in the risk management process
tions could present liquidity risks to the bankingthat have been approved by the banking organ
organization. zation’s senior management and board of direc
tors. At a minimum, there should be guidelines
and processes in place to ensure the enforceab
2125.0.2.5.4 Operational Risk, Legal ity of counterparty agreements. Examiner:
Risk, and Business Practices should determine whether a banking organiza
tion is adequately evaluating the enforceability
Operating risk is the risk that deficiencies inof its agreements before individual transaction
information systems or internal controls will are consummated. Banking organizations shou
result in unexpected loss. Legal risk is the riskalso ensure that the counterparty has sufficiel
that contracts are not legally enforceable or docuthority to enter into the transaction and tha
umented correctly. Although operating and legathe terms of the agreement are legally sounc
risks are difficult to quantify, they can often beBanking organizations should further ascertair
evaluated by examining a series of plausibl¢hat their netting agreements are adequately do
“worst-case” or “what-if” scenarios, such as a umented, that they have been executed proper|
power loss, a doubling of transaction volume, a@nd that they are enforceable in all relevan
mistake found in the pricing software for collat-jurisdictions. Banking organizations should
eral management, or an unenforceable contradtave knowledge of relevant tax laws and inter:
They can also be assessed through periodjretations governing the use of these instru
reviews of procedures, documentation requirements. Knowledge of these laws is necessat
ments, data processing systems, contingenat only for the banking organization's market-
plans, and other operating practices. Suclg activities, but also for its own use of deriva-
reviews may help to reduce the likelihood oftive products.
errors and breakdowns in controls, improve the Sound business practices provide that bank
control of risk and the effectiveness of the limiting organizations take steps to ascertain th
system, and prevent unsound marketing pracharacter and financial sophistication of counter
tices and the premature adoption of new prodparties. This includes efforts to ensure that the
ucts or lines of business. Considering the heavgounterparties understand the nature of and t
reliance of trading activities on computerizedrisks inherent in the agreed transactions. Whet
systems, banking organizations should havthe counterparties are unsophisticated, eithe
plans that take into account potential problemgenerally or with respect to a particular type of
with their normal processing procedures. transaction, banking organizations should tak
Banking organizations should also ensure thatdditional steps to ensure that counterparties a
trades that are consummated orally are cormade aware of the risks attendant in the specifi
firmed as soon as possible. Oral transactiortype of transaction. While counterparties are
conducted via telephone should be recorded asitimately responsible for the transactions intc
tape and subsequently supported by written dogvhich they choose to enter, where a bankin
uments. Examiners should ensure that the orgarganization recommends specific transactior
nization monitors the consistency between th#&r an unsophisticated counterparty, the bankin
terms of a transaction as they were orally agreearganization should ensure that it has adequa
upon and the terms as they were subsequentigformation regarding its counterparty on which
confirmed. to base its recommendation.
Examiners should also consider the extent to
which banking organizations evaluate and con-
trol operating risks through the use of internab125 0.3 INTERNAL CONTROLS AND
audits, stress testing, contingency planning, an§UpITS
other managerial and analytical techniques.

Banking organizations should also havea review of internal controls has long been
approved policies that specify documentatioentral to the Federal Reserve's examinatiol
requirements for trading activities and formaland inspection of trading and derivatives activi-
procedures for saving and safeguarding impofies. Policies and related procedures for the

tant documents that are consistent with legadperation of these activities should be an exter
requirements and internal policies. Relevant per-

sonnel should fully understand the requirement8Hc Supervision Manual June 1994
Legal risks should be limited and managed Page 7
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sion of the organization’s overall structure ofmarket risk, such as position versus limit reports
internal controls and should be fully integratedand limit overage approval policies and proce-
into routine work-flows. Properly structured, adures, should also be reviewed. Examiners
system of internal controls should promoteshould also review the credit approval process
effective and efficient operations, reliable finanto ensure that the risks of specific products are
cial and regulatory reporting, and complianceadequately captured and that credit approval
with relevant laws, regulations, and bankingorocedures are followed for all transactions.
organization policies. In determining whether An important step in the process of reviewing
internal controls meet those objectives, examininternal controls is the examiner’s appraisal of
ers should consider the overall control environthe frequency, scope, and findings of indepen-
ment of the organization; the process for idendent internal and external auditors and the abil-
tifying, analyzing, and managing risk; theity of those auditors to review the banking orga-
adequacy of management information systemsiization’s trading and derivatives activities.
and adherence to control activities such amternal auditors should audit and test the risk
approvals, confirmations, and reconciliations. management process and internal controls on a
Assessing the adequacy of internal controlperiodic basis, with the frequency based on a
involves a process of understanding, documentareful risk assessment. The depth and fre-
ing, evaluating, and testing an organization'gjuency of internal audits should be increased if
internal control system. This assessment shouldeaknesses and significant issues are discov-
include product- or business-line reviews whichered or if significant changes have been made to
in turn, should start with an assessment ofroduct lines, modeling methodologies, the risk
the line’'s organizational structure. Examinersoversight process, internal controls, or the over-
should check for adequate separation of duties]l risk profile of the organization.
especially between trading desk personnel and In reviewing the risk management functions
internal control and risk management functionsin particular, internal auditors should thoroughly
adequate oversight by a knowledgeable marevaluate the effectiveness of internal controls
ager without day-to-day trading responsibilitiesrelevant to measuring, reporting, and limiting
and the presence of separate reporting lines foisks. Internal auditors should also evaluate
risk management and internal control personnedompliance with risk limits and the reliability
on one side and for trading personnel on thand timeliness of information reported to the
other. Product-by-product reviews of managebanking organization’s senior management and
ment structure should supplement the overalboard of directors. Internal auditors are also
assessment of the organizational structure of thexpected to evaluate the independence and over-
trading and derivatives areas. all effectiveness of the banking organization’s
Examiners are expected to conduct in-depthisk management functions.
reviews of the internal controls of key activities. The level of confidence that examiners place
For example, for transaction recording and proin the banking organization’s audit programs,
cessing, examiners should evaluate written polthe nature of the audit findings, and manage-
cies and procedures for recording trades, assesent’s response to those findings will influence
the trading area’s adherence to policy, and an@he scope of the current examination of trading
lyze the transaction processing cycle, includingnd derivatives activities. Even when the audit
settlement, to ensure the integrity and accuraqgyrocess and findings are satisfactory, examiners
of the banking organization’s records and manshould document, evaluate, and test critical
agement reports. Examiners should review thmternal controls.
revaluation process in order to assess the ade-Similar to the focus of internal auditors,
quacy of written policies and procedures forexaminers should pay special attention to signif-
revaluing positions and for creating any associicant changes in product lines, risk measure-
ated revaluation reserves. Examiners shouldhent methodologies, limits, and internal con-
review compliance with revaluation policies androls that have occurred since the last
procedures, the frequency of revaluation, andxamination. Meaningful changes in earnings
the independence and quality of the sources dfom trading or derivatives activities, or in the
revaluation prices, especially for instrumentsize of positions or the value at risk associated
traded in illiquid markets. All significant inter- with these activities, should also receive empha-
nal controls associated with the management afis during the inspection or examination.

BHC Supervision Manual June 1994
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Investment Securities and End-User Derivatives

Activities Section 2126.1
WHAT'SNEW IN THIS REVISED merits of developing internal policies that
SECTION specify the type of pre-acquisition analysis

(stress testing) that is consistent with the scope
Effective January 2007, this section wasrevised ~ sophistication, and complexity of their invest-
to delete areference to SR-95-17 that was super-  ment securities and end-user derivative hold
seded by SR-98-12, or the former section ings. Such analyses should be conducted fc
2126.0. A reference to the previous 1992 Super-  certain types of instruments, including those
visory Policy Statement on Securities Activities  that have complex or potentially volatile risk

is also deleted. profiles. Institutions are advised to periodically
monitor the price sensitivity of their portfolios,

) ensuring that they meet the established limits ¢
fﬂjﬁSA:\LGOEI\S/IEH¥[I)3F§ASCKFICES FOR the board of directors. Institutions are further
PORTEOLIO INVESTMENT advised to fully assess the creditworthiness ©

their counterparties, including brokers and issu
On April 23, 1998, the Federal Financial €S- Institutions are to ensure that they tak

Institutions Examination Council (FFIEC) issuegProper account of the liquidity of the instru-
a Supervisory Policy Statement on Investmerf’€nts held. (See SR-98-12.)

Securities and End-User Derivatives Activities

that became effective on May 25, 1998. The126.1.1 SUPERVISORY POLICY
statement was adopted by the Board oSTATEMENT ON INVESTMENT
Governors and provides guidance on soun&ECURITIES AND END-USER

practices for managing the risks of investmenDERIVATIVES ACTIVITIES

activities. The guidance focuses on risk-
management practices of state member banl?slze"l'l'l Purpose
and Edge corporations. The basic principles als?

apply to bank holding companies, which shou%h'S policy statement (statement) provides

. uidance to financial institutions (institutions) on
manage and control risk exposures on ( )

consolidated basis, recognizing the legal distinc-ound practices for managing the risks o

tions and potential obstacles to cash movemen %ﬁ/‘?’ttgsezn%ﬁ:cggltgé :ngniineqs_iiﬁ[e %ec:;zt'\é?
among subsidiaries. The statement’s riskz : 9

S Governors of the Federal Reserve System, th
management prmmple_s_ should ~also b?:ederal Deposit Insurance Corporation, the
incorporated into the policies of U.S. branche%f_ﬁce of the Comptroller of the Currency, the

anghaegi?gt'grsng;tfgre'?iz C?zil';’;s's et forth soun fiice of Thrift Supervision, and the National
P P redit Union Administration—believe that

zqscl);{n ang?fiﬂﬂogma%fcg%eesnsha;nﬁréea\sglresvar_llfht ffective management of the risks associate
p 9 ’ Y(v_ith securities and derivative instruments

statement places greater emphasis on a risre resents an essential component of safe al
focused approach to supervision. Instrument p P

. .Sound practices. This guidance describes th
_held for e_nd-us_er reasons are considered, takng actices that a prudent manager normally woul
into consideration a variety of factors such a

0 llow and is not intended to be a checklist.
management’s ability to manage and measu : -
risk within the institution’s holdings and the lganagement should establish practices an

. . - maintain documentation appropriate to the
'rriT;EaCt of those holdings on aggregate IOC)rml'cgl]stitution’s individual circumstances, consistent

The statement focuses on managing the ma\f\—'Ith this statement.

ket, credit, liquidity, operational, and legal risks

of investment and end-user activities. Wher2126.1.1.2 Scope

managing the interest-rate-risk component of

market risk, institutions are informed of theThis guidance applies to all securitieshield-to-

- . 2. The 1998 statement does not supersede any oth
1. Appropriate adaptations should be made to reflect thesquirements of the respective agencies’ statutory rules, regi
fact that (1) those offices are an integral part of a foreign banlgtions, policies, or supervisory guidance.

that must also manage its consolidated risks and recognize

possible obstacles to cash movement among branches and .

(2) the foreign bank is subject to overall supervision by itsBHC Supervision Manual January 2007
home-country supervisory authority. Page 1
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maturity and available-for-sale accounts as
defined in the Statement of Financial Account-
ing Standards N0.115 (FAS 115), certificates of
deposit held for investment purposes, and end-
user derivative contracts not held in trading
accounts. This guidance covers all securities
used for investment purposes, including money
market instruments, fixed-rate and floating-rate
notes and bonds, structured notes, mortgage
pass-through and other asset-backed securities,
and mortgage-derivative products. Similarly,
this guidance covers al end-user derivative
instruments used for nontrading purposes, such
as swaps, futures, and options.® This statement
applies to all federally insured commercial
banks, savings banks, savings associations, and
federally chartered credit unions.

As a matter of sound practice, institutions
should have programs to manage the market,
credit, liquidity, legal, operational, and other
risks of investment securities and end-user
derivatives activities (investment activities).
While risk-management programs will differ
among institutions, there are certain elements
that are fundamental to al sound risk-
management programs. These elements include
board and senior management oversight and a
comprehensive risk-management process that
effectively identifies, measures, monitors, and
controls risk. This statement describes sound
principles and practices for managing and
controlling the risks associated with investment
activities.

Institutions should fully understand and effec-
tively manage the risks inherent in their invest-
ment activities. Failure to understand and
adequately manage the risks in these areas con-
stitutes an unsafe and unsound practice.

2126.1.1.3 Board and Senior
Management Oversight

Board of director and senior management
oversight is an integral part of an effective
risk-management program. The board of direc-
tors is responsible for approving major policies
for conducting investment activities, including
the establishment of risk limits. The board should
ensurethat management hastherequisiteskillsto
manage the risks associated with such activities.

3. Natural-person federal credit unions are not permitted to
purchase nonresidential mortgage asset-backed securities and
may participatein derivative programsonly if authorized by the
National Credit Union Administration.

BHC Supervision Manual
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To properly discharge its oversight responsibili-
ties, the board should review portfolio activity
and risk levels, and require management to
demonstrate compliance with approved risk
limits. Boards should have an adequate
understanding of investment activities. Boards
that do not should obtain professional advice to
enhance its understanding of investment-activity
oversight, so as to enable it to meet its
responsibilities under this statement.

Senior management is responsible for the
daily management of an ingtitution’s invest-
ments. Management should establish and
enforce policies and procedures for conducting
investment activities. Senior management
should have an understanding of the nature and
level of various risks involved in the institu-
tion’s investments and how such risks fit within
the institution’s overall business strategies.
Management should ensure that the risk-
management process is commensurate with the
size, scope, and complexity of the institution’s
holdings. Management should also ensure that
the responsibilities for managing investment
activities are properly segregated to maintain
operational integrity. Institutions with signifi-
cant investment activities should ensure that
back-office, settlement, and transaction-
reconciliation responsihilities are conducted and
managed by personnel who are independent of
those initiating risk-taking positions.

2126.1.1.4 Risk-Management Process

An effective risk-management process for
investment activities includes (1) policies, pro-
cedures, and limits; (2) the identification, mea-
surement, and reporting of risk exposures; and
(3) asystem of internal controls.

2126.1.1.4.1 Policies, Procedures, and
Limits

Investment policies, procedures, and limits pro-
vide the structure to effectively manage invest-
ment activities. Policies should be consistent
with the organization’s broader business strate-
gies, capital adequacy, technical expertise, and
risk tolerance. Policies should identify relevant
investment objectives, constraints, and guide-
lines for the acquisition and ongoing manage-
ment of securities and derivative instruments.
Potential investment objectives include generat-
ing earnings, providing liquidity, hedging risk
exposures, taking risk positions, modifying and
managing risk profiles, managing tax liabilities,
and meeting pledging requirements, if applica-
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ble. Palicies should also identify the risk charac-
teristics of permissible investments and should
delineate clear lines of responsibility and author-
ity for investment activities.

An ingtitution’s management should under-
stand the risks and cash-flow characteristics of
its investments. This is particularly important
for products that have unusual, leveraged, or
highly variable cash flows. An institution should
not acquire a material position in an instrument
until senior management and al relevant per-
sonnel understand and can manage the risks
associated with the product.

An ingtitution’s investment activities should
be fully integrated into any institution-wide risk
limits. In so doing, some institutions rely only
on the institution-wide limits, while others may
apply limits at the investment portfolio, sub-
portfolio, or individual instrument level.

The board and senior management should
review, at least annually, the appropriateness of
its investment strategies, policies, procedures,
and limits.

2126.1.1.4.2 Risk Identification,
Measurement, and Reporting

Institutions should ensure that they identify and
measure the risks associated with individual
transactions prior to acquisition and periodically
after purchase. This can be done at the institu-
tional, portfolio, or individual-instrument level.
Prudent management of investment activities
entails examination of the risk profile of a par-
ticular investment in light of its impact on the
risk profile of the institution. To the extent prac-
ticable, institutions should measure exposures to
each type of risk, and these measurements
should be aggregated and integrated with simi-
lar exposures arising from other business activi-
tiesto obtain the institution’ s overall risk profile.

In measuring risks, institutions should con-
duct their own in-house pre-acquisition analy-
ses, or to the extent possible, make use of spe-
cific third-party analyses that are independent of
the seller or counterparty. Irrespective of any
responsibility, legal or otherwise, assumed by a
dealer, counterparty, or financial advisor regard-
ing a transaction, the acquiring institution is
ultimately responsible for the appropriate per-
sonnel understanding and managing the risks of
the transaction.

Reports to the board of directors and senior
management should summarize the risks related
to the institution’s investment activities and
should address compliance with the investment
policy’s objectives, constraints, and legal

requirements, including any exceptions to estab-
lished policies, procedures, and limits. Reports
to management should generally reflect more
detail than reports to the board of the institution.
Reporting should be frequent enough to provide
timely and adeguate information to judge the
changing nature of the institution’s risk profile
and to evaluate compliance with stated policy
objectives and constraints.

2126.1.1.4.3 Internal Controls

Aninstitution’sinternal control structureiscriti-
cal to the safe and sound functioning of the
organization generally and the management of
investment activities in particular. A system of
internal controls promotes efficient operations;
reliable financial and regulatory reporting; and
compliance with relevant laws, regulations, and
ingtitutional policies. An effective system of
internal controlsincludes enforcing official lines
of authority, maintaining appropriate separation
of duties, and conducting independent reviews
of investment activities.

For institutions with significant investment
activities, internal and external audits are inte-
gra to the implementation of a risk-
management process to control risks in invest-
ment activities. An ingtitution should conduct
periodic independent reviews of its risk-
management program to ensure its integrity,
accuracy, and reasonableness. Items that should
be reviewed include—

1. compliance with and the appropriateness of
investment policies, procedures, and limits;

2. the appropriateness of the institution’s risk-
measurement system given the nature, scope,
and complexity of its activities; and

3. the timeliness, integrity, and usefulness of
reports to the board of directors and senior
management.

The review should note exceptions to poli-
cies, procedures, and limits and suggest correc-
tive actions. The findings of such reviews should
be reported to the board and corrective actions
taken on atimely basis.

The accounting systems and procedures used
for public and regulatory reporting purposes are
critically important to the evaluation of an orga-
nization's risk profile and the assessment of its
financial condition and capital adequacy.
Accordingly, an institution’s policies should
provide clear guidelines regarding the reporting

BHC Supervision Manual January 2007
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treatment for all securities and derivatives hold-
ings. This treatment should be consistent with
the organization’ s business objectives, generally
accepted accounting principles (GAAP), and
regulatory reporting standards.

2126.1.1.5 Risks of Investment Activities

The following discussion identifies particular
sound practices for managing the specific risks
involved in investment activities. In addition to
these sound practices, institutions should follow
any specific guidance or requirements from their
primary supervisor related to these activities.

2126.1.1.5.1 Market Risk

Market risk is the risk to an institution’s finan-
cia condition resulting from adverse changesin
the value of its holdings arising from move-
ments in interest rates, foreign-exchange rates,
equity prices, or commaodity prices. An institu-
tion's exposure to market risk can be measured
by assessing the effect of changing rates and
prices on either the earnings or economic value
of an individual instrument, a portfolio, or the
entire institution. For most institutions, the most
significant market risk of investment activitiesis
interest-rate risk.

Investment activities may represent a signifi-
cant component of an ingtitution's overal
interest-rate-risk profile. It is a sound practice
for ingtitutions to manage interest-rate risk on
an ingtitution-wide basis. This sound practice
includes monitoring the price sensitivity of the
institution’ s investment portfolio (changesin the
investment portfolio’'s value over different
interest-ratelyield curve scenarios). Consistent
with agency guidance, institutions should
specify institution-wide interest-rate-risk limits
that appropriately account for these activities
and the strength of the institution’s capital posi-
tion. These limits are generally established for
economic value or earnings exposures. Institu-
tions may find it useful to establish price-
sensitivity limits on their investment portfolio
or on individual securities. These sub-institution
limits, if established, should also be consistent
with agency guidance.

It isasound practice for an institution’s man-
agement to fully understand the market risks
associated with investment securities and
derivative instruments prior to acquisition and
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on an ongoing basis. Accordingly, institutions
should have appropriate policies to ensure such
understanding. In particular, institutions should
have policies that specify the types of market-
risk analyses that should be conducted for vari-
ous types or classes of instruments, including
that conducted prior to their acquisition (pre-
purchase analysis) and on an ongoing basis.
Policies should also specify any required docu-
mentation needed to verify the anaysis.

It is expected that the substance and form of
such analyses will vary with the type of instru-
ment. Not all investment instruments may need
to be subjected to a pre-purchase analysis. Rela-
tively simple or standardized instruments, the
risks of which are well known to the institution,
would likely require no or significantly less
analysis than would more volatile, complex
instruments.#

For relatively more complex instruments, less
familiar instruments, and potentialy volatile
instruments, institutions should fully address
pre-purchase analyses in their policies. Price-
sensitivity analysis is an effective way to per-
form the pre-purchase analysis of individual
instruments. For example, a pre-purchase analy-
sis should show the impact of an immediate
parallel shift in the yield curve of plus and
minus 100, 200, and 300 basis points. Where
appropriate, such analysis should encompass a
wider range of scenarios, including nonparallel
changes in the yield curve. A comprehensive
analysis may also take into account other rel-
evant factors, such as changes in interest-rate
volatility and changes in credit spreads.

When the incremental effect of an investment
position is likely to have a significant effect on
the risk profile of the institution, it is a sound
practice to analyze the effect of such a position
on the overal financial condition of the
institution.

Accurately measuring an institution’s market
risk requires timely information about the cur-
rent carrying and market values of its invest-
ments. Accordingly, institutions should have
market-risk-measurement systems commensu-
rate with the size and nature of these invest-
ments. Institutions with significant holdings of
highly complex instruments should ensure that
they have the means to value their positions.
Institutions employing internal models should
have adequate procedures to validate the models
and to periodicaly review al elements of the
modeling process, including its assumptions and

4. Federa credit unions must comply with the investment-
monitoring requirements of 12 C.F.R. 703.90. See 62 Fed.
Reg. 32,989 (June 18, 1997).
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risk-measurement techniques. Managementsrparty will fail to honor its obligation at or
relying on third parties for market-risk- before the time of settlement. The selection o
measurement systems and analyses shouléalers, investment bankers, and brokers is pa
ensure that they fully understand the assumpicularly important in effectively managing these
tions and techniques used. risks. The approval process should include
Institutions should provide reports to theirreview of each firm’s financial statements anc
boards on the market-risk exposures of theian evaluation of its ability to honor its commit-
investments on a regular basis. To do so, thments. An inquiry into the general reputation of
institution may report the market-risk exposurehe dealer is also appropriate. This include:
of the whole institution. Alternatively, reports review of information from state or federal secu-
should contain evaluations that assess trends iities regulators and industry self-regulatory
aggregate market-risk exposure and the perfoorganizations such as the National Associatiol
mance of portfolios in terms of establishedof Securities Dealers concerning any forma
objectives and risk constraints. They also shouldnforcement actions against the dealer, its affili
identify compliance with board-approved limitsates, or associated personnel.
and identify any exceptions to established stan- The board of directors is responsible for
dards. Institutions should have mechanisms tsupervision and oversight of investment port:
detect and adequately address exceptions to lirfelio and end-user derivatives activities, includ-
its and guidelines. Management reports on maing the approval and periodic review of policies
ket risk should appropriately address potentiahat govern relationships with securities dealers
exposures to yield curve changes and other fac- Sound credit-risk management requires the
tors pertinent to the institution’s holdings. credit limits be developed by personnel who are
as independent as practicable of the acquisitio
function. In authorizing issuer and counterparty
2126.1.1.5.2 Credit Risk credit lines, these personnel should use stal
dards that are consistent with those used fc
Broadly defined, credit risk is the risk that another activities conducted within the institution
issuer or counterparty will fail to perform on anand with the organization’s overall policies and
obligation to the institution. For many financial consolidated exposures.
institutions, credit risk in the investment port-
folio may be low relative to other areas, such as
lending. However, this risk, as with any other2126.1.1.5.3 Liquidity Risk
risk, should be effectively identified, measured,
monitored, and controlled. Liquidity risk is the risk that an institution can-
An institution should not acquire investmentsnot easily sell, unwind, or offset a particular
or enter into derivative contracts without assessyosition at a fair price because of inadequat
ing the creditworthiness of the issuer or countermarket depth. In specifying permissible instru-
party. The credit risk arising from these posi-ments for accomplishing established objectives
tions should be incorporated into the overalinstitutions should ensure that they take intc
credit-risk profile of the institution as compre-account the liquidity of the market for those
hensively as practicable. Institutions are legallynstruments and the effect that such characteri:
required to meet certain quality standards (i.etics have on achieving their objectives. The
investment grade) for security purchases. Manjquidity of certain types of instruments may
institutions maintain and update ratings reportgnake them inappropriate for certain objectives
from one of the major rating services. For nonqnstitutions should ensure that they consider th
rated securities, institutions should establislaffects that market risk can have on the liquidity
guidelines to ensure that the securities meef different types of instruments under various
legal requirements and that the institution fullyscenarios. Accordingly, institutions should
understands the risk involved. Institutionsarticulate clearly the liquidity characteristics of
should establish limits on individual counter-instruments to be used in accomplishing institu
party exposures. Policies should also providgonal objectives.
credit-risk and concentration limits. Such limits Comp|ex and ||||qu|d instruments can often
may define concentrations relating to a single dhyolve greater risk than actively traded, more

related issuer or counterparty, a geographicgiquid securities. Oftentimes, this higher poten-
area, or obligations with similar characteristics.tjal risk arising from illiquidity is not captured

In managing credit risk, institutions should
consider settlement and presettlement credBHC Supervision Manual December 1998
risk. These risks are the possibility that a coun- Page 5
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by standardized financial modeling techniques. dealer providing the instrument), the institu-
Such risk is particularly acute for instruments tion should review and understand the
that are highly leveraged or that are designed to assumptions used to price the instrument.
benefit from specific, narrowly defined market2. Personnel.The increasingly complex nature
shifts. If market prices or rates do not move as of securities available in the marketplace
expected, the demand for such instruments can makes it important that operational personnel
evaporate, decreasing the market value of the have strong technical skills. This will enable

instrument below the modeled value. them to better understand the complex finan-
cial structures of some investment
instruments.

2126.1.1.5.4 Operational (Transaction) 3. Documentation.Institutions should clearly

Risk define documentation requirements for secu-

rities transactions, saving and safeguarding
important documents, as well as maintaining
possession and control of instruments
purchased.

Operational (transaction) risk is the risk that
deficiencies in information systems or internal
controls will result in unexpected loss. Sources

of operating risk include inadequate procedures, An institution’ lici hould al id
human error, system failure, or fraud. Inaccu- N INStution's poflicies should also provide

rately assessing or controlling operating risks igmdellnes for conflicts of interest for employees

one of the more likely sources of problemsWho are directly involved in purchasing and

facing institutions involved in investment s_,elling securities for th_e in_stitution from securi-

activities. ties Qealers. Th(_ase guidelines should ensure that
L - all directors, officers, and employees act in the

delfzgfne:élv?nlntf(;ﬂﬁlc)ﬂ?nng;roiz:reog:eergltgrssglmr‘iesﬁ;?fﬁ interest of the institution. The board may

h . T S > >wish to adopt policies prohibiting these employ-

involved in an institution’s investment activi- aq from engaging in personal securities transac-

ties. Of particular importance are internal conyiqng \ith these same securities firms without

trols that ensure the separation of duties an ecific prior board approval. The board may
supervision of persons executing transactiongs, \ish to adopt a policy applicable to direc-
from_ thc_)se respon5|t_)le for processing cont_ract%rs’ officers, and employees restricting or pro-
confirming transactions, controlling Var'oushibiting the receipt of gifts, gratuities, or travel

clearlng_ accounts, preparing or posting t.heexpenses from approved securities dealer firms
accounting entries, approving the accounting .+ thair representatives

methodology or entries, and performing
revaluations.

Consistent with the operational support o126 1.1.5.5 Legal Risk
other activities within the financial institution,
securities operations should be as independepggal risk is the risk that contracts are not
as practicable from business units. AdequatRgally enforceable or documented correctly.
resources should be devoted, such that systenstitutions should adequately evaluate the
and capacity are commensurate with the sizgnforceability of its agreements before indi-
and complexity of the institution’s investmentyidual transactions are consummated. Institu-
activities. Effective risk management shouldions should also ensure that the counterparty
also include, at least, the following: has authority to enter into the transaction and
that the terms of the agreement are legally
1. Valuation. Procedures should ensure indeenforceable. Institutions should further ascertain
pendent portfolio pricing. For thinly traded that netting agreements are adequately docu-
or illiquid securities, completely independentmented, executed properly, and are enforceable
pricing may be difficult to obtain. In such in all relevant jurisdictions. Institutions should
cases, operational units may need to useave knowledge of relevant tax laws and
prices provided by the portfolio manager.interpretations governing the use of these
For unique instruments where the pricinginstruments.
isbeing provided by a single source (e.g., the

BHC Supervision Manual December 1998
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Risk-Focused Supervision (Counterparty Credit Risk
Management Systems) Section 2126

Bank holding companies should directly man4. The risk-limit and -monitoring systems that
age and control their aggregate risk exposures involve (1) setting meaningful limits on
on a consolidated basis and, if appropriate, for counterparty credit risk, (2) monitoring expo-
individual subsidiaries, in view of the distinct sures against those limits, and (3) initiating
legal existence of various subsidiaries and pos- meaningful risk assessments and risk
sible obstacles to moving cash, other assets, and controlling actions in the event that expo-
contractual agreements among subsidigriese sures exceed limits.
SR-99-3.
The confluence of competitive pressures, pur
suit of earnings, and overreliance on custome
2126.3.1 FUNDAMENTAL ELEMENTS reputation can lead to substantive lapses in fur
OF COUNTERPARTY CREDIT RISK damental risk-management principles regardin
MANAGEMENT counterparty risk assessment, exposure monito
ing, and the management of credit-risk limits.
When conducting bank holding companyPolicies governing these activities may be
inspections and supervisory contacts, and whamduly general so as to compromise their useful
monitoring trading and derivatives activities,ness in managing the risks involved with par-
supervisors and examiners should fully evalticular types of counterparties. Practices ma)
uate the integrity of certain key elements ofnot conform to the stated policies or their intent.
a banking organization’s (BO) counterpartySituations may also exist where internal con
credit risk management process, such as theols, including documentation and independen
following: review, may be inadequate or lack rigor. For
some larger BOs, regimes for measuring an
1. The BO’s assessment of counterparty creditmonitoring counterparty-credit-risk exposure
worthiness, both initially and on an ongoingmay be effective in more traditional areas of
basis. A counterparty’s creditworthiness carcredit extension, but may need enhancemen
be evidenced by its capital strength, levwhen used in trading and derivatives activities.
erage, any on- and off-balance-sheet risk
factors, and contingencies. Creditworthiness
can also be evidenced by the counterparty’2126.3.2 TARGETING SUPERVISORY
liquidity, operating results, reputation, andRESOURCES
ability to understand and manage the risks
inherent in its line of business, as well as théVhen risk focusing their supervisory initiatives,
risks involved in the particular products andexaminers should continue to target those acti
transactions that define a particular custometies and areas with significant growth and
relationship. above-normal profitability profiles—especially
2. The standards, methodologies, and techn trading and derivatives activities where the
nigues used in measuring counterpartypress of business and competitive pressures m
credit-risk exposures on an individual instru-invite a BO to offer new product lines before the
ment, counterparty, and portfolio basis. approval of counterparties and the necessal
3. The use and management of credit enhancesk-management infrastructure or procedure
ments to mitigate counterparty credit risksare fully in place. Supervisors and examiner:
including collateral arrangements andshould encourage a BO to adopt growth, profit
collateral-management systems, contractuability, and size criteria for their audit and inde-
downgrades or material-change triggers, angendent risk-management functions to use i
contractual “option-to-terminate” or close- targeting their reviews.
out provisions.

2126.3.3 ASSESSMENT OF

1. These basic principles are also to be employed in th OUNTERPARTY
supervision of U.S. branches and agencies of foreign bankss REDITWORTHINESS
with appropriate adaptations to reflect that (1) those offices
are an integral part of a foreign bank that should be managingupervisors and examiners should increase the
its risks on a consolidated basis and recognizing possible
obstacles to cash movements among branches, and (2) the .
foreign bank is subject to overall supervision by its home-BHC Supervision Manual December 1999
country authorities. Page 1
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focus on the appropriateness, specificity, andnough for it to properly focus its counterparty
rigor of the policies, procedures, and internalisk assessments. Therefore, examiners must
controls that a BO currently uses to assessnsure that the banking organization’s policies
the counterparty credit risks arising from itssufficiently address the risk profiles of particular
trading and derivatives activities. BOs shouldypes of counterparties and instruments. The
have extensive written policies covering theipolicies should specify (1) the types of counter-
assessment of counterparty creditworthiness fqarties that may require special consideration;
both the initial due-diligence process (that is(2) the types and frequency of information to be
before conducting business with a customerybtained from such counterparties; (3) the types
and for ongoing monitoring. Examiners shouldand frequency of analyses to be conducted,
focus particular attention on how such policiesncluding the need for and type of any stress-
are structured and implemented. Broadly strudesting analysis; and (4) how such information
tured, general policies that apply to all types ofind analyses appropriately address the risk pro-
counterparties may prove inadequate for direcfile of the particular type of counterparty. This
ing staff in the proper review of the risks posedspecificity in credit-assessment policies is par-
by particular types of counterparties. For examticularly important when limited transparency
ple, although most policies call for the assessmay hinder market discipline on the risk-taking
ment and monitoring of the capital strength andctivities of counterparties—as may be the case
leverage of customers, the assessment of hedgeith hedge funds.
fund counterparties should not rely exclusively Examiners should also place increasing
on simple balance-sheet measures and tradimphasis on ensuring that a BO’s existing prac-
tional assessments of financial condition. Thisice conforms both with its stated objectives and
information may be insufficient for those coun-the intent of its established policies. For exam-
terparties whose off-balance-sheet positions apge, some BOs may not obtain and evaluate all
a source of significant leverage and whose risthe information on the financial strength, condi-
profiles are narrowly based on concentratetdon, and liquidity of some types of counterpar-
business lines (such as with hedge funds artiks that may be required by their own policies.
similar institutional investors). General policiesin highly competitive and fast-moving transac-
calling for periodic counterparty credit reviewstion areas, organizations should be sufficiently
over significant intervals (such as annually) areigorous in conducting the analyses specified
another example of broad policies that mayn their policies, such as the review of a counter-
compromise the integrity of the assessmemarty’s ability to manage the risks of its
of individual counterparties or types ofbusiness.
counterparties—a counterparty’s risk profile can Necessary internal controls for ensuring that
change significantly over much shorter timepractices conform with stated policies include
horizons. actively enforced documentation standards and
Credit-risk-assessment policies should alsgeriodic independent reviews by internal audi-
properly define the types of analyses to be cortors or other risk-control units, particularly
ducted for particular types of counterpartiedor business lines, products, and exposures to
based on the nature of their risk profiles. Stresgarticular groups of counterparties and indi-
testing and scenario analysis may be needed, Widual customers that exhibit significant growth
addition to customizing fundamental analyse®r above-normal profitability. Using targeted
based on industry and business-line charadaspections and reviews, examiners should
teristics. Customized analyses are particularlgvaluate the integrity of a BO’s internal con-
important when a counterparty’s creditworthi-trols. Examiners should thus conduct their own
ness may be adversely affected by short-teriiansaction testing of such situations. This test-
fluctuations in financial markets, especiallying should include robust sampling of transac-
when potential credit exposure to a counterpartffons with major counterparties in the targeted
increases at the same time the counterparty&ea, as well as sufficient stratification to ensure
credit quality deteriorates. that practices involving smaller relationships
Examiners should continue to pay specia®!S0 adhere to stated policies.
attention to areas where banking organization
practices may not conform to stated policies.
Such supervisory efforts may be especially diffi2126.3.4 CREDIT-RISK-EXPOSURE
cult when the BO’s policies are not specificicMEASUREMENT

BHC Supervision Manual December 1999 Financial market turbulence emphasizes the
Page 2 important interrelationships between market
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movements and the credit-risk exposurethe worst-case value of positions over a time
involved in derivatives activities. Accordingly, horizon of one or two weeks—their estimate
supervisors and examiners should be alert tof a reasonable liquidation period in times of
situations where a BO may need to be morstress. They also perform scenario analyses
diligent in conducting current computations ofcounterparty credit exposures. Stress testing ar
the loan equivalents and potential future exposcenario analyses should evaluate the impa
sures (PFE) that are used to measure, monitaf large market moves on the credit exposurt
and control its derivatives counterparty credito individual counterparties, and they should
exposure. assess the implications inherent in liquidating
Most BOs fully recognize that the credit risk positions under such conditions. Analyses
of derivatives positions includes both the curshould consider the effects of market liquidity
rent replacement cost of a contract as well as then the value of positions and any related collat
contract's PFE. PFEs are generally calculatedral. The use of meaningful scenario analyses
using statistical techniques to estimate the worgtarticularly important since stress tests derive
potential loss over a specified time horizon afrom simple applications of higher confidence
some specified confidence interval (for examintervals or longer time horizons to PFE, value-
ple, 95 percent, 97.5 percent, and 99 percen@t-risk, and other measures may not adequate
which is generally derived in some mannercapture the market and exposure dynamic
from historically observed market fluctuations.under turbulent market conditions, particularly
Together with the current replacement cost, suchs they relate to the interaction between marke
PFEs are used to convert derivatives contractgedit, and liquidity risk.
to “loan equivalents” for aggregating credit The results of stress testing and scenari
exposures across products and instruments. analyses should be incorporated into senic
The time horizon used to calculate PFEs camanagement reports. Such reports should pre
vary depending on the banking organization’svide sufficient information to ensure an ade-
risk tolerance, collateral protection, and abilityquate understanding of the nature of the expc
to terminate its credit exposure. Some BOs magure and the analyses conducted. Informatio
use a time horizon equal to the life of theshould also be sufficient to trigger risk-
respective instrument. While such a time horicontrolling actions where necessary.
zon may be appropriate for unsecured positions, Other BOs are moving to build the capability
for collateralized exposures, the use of lifetimeof estimating portfolio-based PFEs by any one
worst-case-estimate PFEs may be ineffective tef several different time horizons or buckets,
measure the true nature of counterparty rislepending on the liquidity and breadth of the
exposure. While life-of-contract PFE measuresinderlying instrument or risk factor. Based on
provide an objective and conservative long-ternmanagement’s opinion of the appropriate work
exposure estimate, they bear little relationshiput timeframe, different time horizons can be
to the actual credit exposures typically incurredised for different counterparties, transactions, c
in the case of collateralized relationships. Ircollateral types to more precisely define expo
such cases, a banking organization’s actu@ures. Supervisors and examiners should be als
credit exposure is the PFE from the time ao situations where collateralized exposures ma
counterparty fails to meet a collateral call untilbe inaccurately estimated, and should encourag
the time the bank liquidates its collateral andnanagement at these BOs to enhance the
closes out the derivative contract—a periokxposure-measurement systems accordingly.
which is typically much shorter than the con-  sypervisors should also be cognizant of th
tract’s life. The lack of realism in ConservatiVEmanner in which the credit exposures are aggre
measurement can cause managers and tradergyted for individual counterparties. Some BO:
discount them and may result in inappropriatgnay take a purely transactional approach t
limits being set, thereby compromising theaggregation anahot incorporate the netting of
entire risk-management process. long and short derivatives contragtsven when
More realistic measures of collateralizedegally enforceable bilateral netting agreement
credit-risk exposures should also take int(hre available. In such Casaﬁmrﬂe sum esti-
account the shorter time horizons over Whichnates of positive exposures may Serious|y ove
action can be taken to mitigate losses in times Céstima’[e true credit exposurand examiners
market stress. These measures should incorpshould monitor and encourage a BO's move

rate estimates of collateral-recovery rates givement toward more realistic measures of counte
the potential market liquidity impacts of stress

events on collateral values. Some BOs alreadyHC Supervision Manual December 1999
do stress tests, calculating measures that assess Page 3
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party exposure. Other BOs may take a portfoligparty characteristics merit special treatment—as
approach, in which information systems allowmay be the case with some highly leveraged
and incorporate netting (both within and acrossounterparties such as hedge funds. Where con-
products, business lines, or risk factors) andistent with the risk profile of the counterparty
portfolio correlation effects to construct moreand instruments involved, policies should
comprehensive counterparty exposure measurespecify when margining requirements based on
In such cases, supervisors should ensure thateatimates of potential future exposures might be
BO has adequate internal controls governingvarranted.
exposure estimation, including robust model- Adequate policies should also govern the
review processes and data-integrity checks. use of material-change triggers and closeout
When stratifying samples and selecting therovisions, which should take into account
counterparties and transactions to use for the@ounterparty-specific situations and risk pro-
targeted testing of practices and internal confiles. For example, closeout provisions based on
trols, supervisors and examiners should incorannual events or material-change triggers based
porate measures of potential future exposuren long-term performance may prove ineffec-
regardless of the collateralization of currentive for counterparties whose risk profiles can
market-value exposures. As recent events hawhange rapidly. Also, such material-change trig-
shown, meaningful counterparty credit risks thagers, closeout provisions, and related covenants
surface during periods of stress can go undeteshould be designed to adequately protect against
ted when too much emphasis is placed on collatleterioration in a counterparty’s creditworthi-
eralization of current market values and onlyness. They should ensure that a BO is made
unsecured current market exposures are used faware of adverse financial developments on a
targeting transaction testing. timely basis and should facilitate action as coun-
terparty risk increases—well in advance of the
time when termination of a relationship is

2126.3.5 CREDIT ENHANCEMENTS appropriate. L
Internal assessments of potential risk expo-

BOs continue to rely increasingly on differentSures sometimes dictate loss thresholds, margin-
types of credit enhancements to mitigate courid requirements, and closeout provisions with
terparty credit risks. These enhancementg0Me counterparties. Insufficient internal con-
include the use of collateral arrangements, corffols may unduly expose certain BOs to these as
tractual downgrades or material-change trigger€ll as other types of trading and derivatives

that enable the alteration of collateral or margincounterparties. When evaluating the manage-
ing arrangements, or the activation of contracent of collateral arrangements and other credit

tual “option to terminate” or closeout provi- €nhancements, examiners should not only assess

sions. the adequacy of a banking organization’s poli-
Collateralization of exposures has become af€S but should also determine whether internal

industry standard for many types of countercontrols are sufficient to ensure that practices

parties. Collateralization mitigates but does nofomply with these policies. Examiners should

eliminate credit risks. BOs therefore shoulddentify the types of credit enhancements and

ensure that overreliance on collateral does n&ontractual covenants that are being used when

compromise other elements of sound countef€viewing areas of counterparty risk manage-

party credit-risk management, such as the dugdent, and then determine whether the banking

diligence process. Clear policies should goverfrganization has sufficiently assessed the ade-

the determination of loss thresholds and margirduacy of these enhancements and covenants

ing requirements for derivatives counterpartie§elative to the risk profile of the counterparty.

of BOs. Such policies should not be so broad

that they compromise the risk-reducing nature

of collateral agreements with specific types 0126.3.6 CREDIT-RISK-EXPOSURE

counterparties. Policies governing collateralIMIT-SETTING AND MONITORING

arrangements should specifically define thos8YSTEMS

cases in which initial and variation margin is

required, and they should explicitly identify Exposure-monitoring and limit systems are criti-

situations in which the lack of transparencycal to the effective management of counter-

business-line risk profiles, and other counterParty credit risk. Examiners should focus spe-
cial attention on the policies, practices, and

BHC Supervision Manual December 1999 internal controls employed within such systems
Page 4 at large, complex BOs. An effective exposure-
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monitoring system consists of (1) establishing itoring of exposures against meaningful
meaningful limits on the risk exposures a BO is  limits.
willing to take, (2) independent, ongoing moni-4. To ascertain whether the banking organiza
toring of exposures against such limits, and tion employs policies that are sufficiently
(3) adequate controls to ensure that meaningful calibrated to the risk profiles of particular
risk-controlling action takes place when limits types of counterparties and instruments
are exceeded. An effective exposure-monitoring which ensures adequate credit-risk asses
and limit process depends on meaningful ment, exposure measurement, limit setting
exposure-measurement methodologies, so super-and use of credit enhancements.
visors should closely evaluate measuremer. To ensure that the banking organization’
methodologies, especially for the estimation of actual business practices conform with
PFEs. Inaccurate measurement can easily com- their stated policies and the intent of these
promise well-structured policies and procedures. policies.
Such situations can lead to limits driven pri-6. To establish if the banking organization is
marily by customer demand and used only to moving in a timely fashion to enhance its
define and monitor customer facilities, rather measurement of counterparty credit-risk
than limits that serve as strict levels defined exposures, including refining potential future
by credit management and that initiate risk- exposure measures and establishing stres
controlling actions. testing methodologies to better incorporate
Supervisors and examiners should also assessthe interaction of market and credit risks.

the procedures used for controlling credit-risk7. To accomplish the above inspection objec
exposures when they become large, when a tives by using sufficient, targeted transactior
counterparty’s credit standing weakens, or when testing on those activities, business lines, an
the market comes under stress. Management products experiencing significant growth,
should demonstrate its clear ability to reduce above-normal profitability, or large potential
large positions. Such actions can include “cap- future exposures.
ping” current exposures, curtailing new busi-
ness, assigning transactions to another countej156 3.8 INSPECTION PROCEDURES
party (where feasible), and restructuring the
transaction to limit potential exposure or makey = Gjve increased focus to the adequacy, appr
it less sensitive to market volatility. BOs can  priateness, specificity, and rigor of the poli-
also use various credit-enhancement tools t0 cjes, procedures, and internal controls that
manage exposures that have become unduly Bo currently uses to assess the counterpar
large or highly sensitive to market volatility. credit risks arising from its trading and
derivatives activities.

a. Determine if sufficient written policies
cover the assessment of counterpart
creditworthiness for the initial due-
diligence process (that is, before conduct
ing business with a customer) and for

2126.3.7 INSPECTION OBJECTIVES

1. To determine if sufficient resources are

devoted and adequate attention is given to
the management of the risks involved in
growing, highly profitable, or potentially
high-risk activities and product lines.

. To ascertain if the banking organization'sy.
internal audit and independent risk-
management functions adequately focus on
growth, profitability, and risk criteria when
targeting their reviews.

. To determine if there is an appropriate
balance among all elements of credit-risk
management. Thisbalance includes both quali-
tative and quantitative assessments of coun-
terparty creditworthiness; measurement and
evaluation of on- and off-balance sheet expo-
sures, including potential future exposure;

ongoing monitoring.

b. Give particular attention to how such poli-
cies are structured, their adequacy, an
how they are implemented.

Focus special attention on areas where

BO'’s practices may not conform to its stated

policies.

a. Determine if the banking organization’s
policies sufficiently address the risk pro-
files of its particular types of counter-
parties and instruments.

b. Ascertain whether existing practices con:
form to the stated objectives and the
intent of the organization’s established
policies.

adequate stress testing; reliance on collatergHc Supervision Manual

and other credit enhancements; and the mon-

December 1999
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3. Evaluate the banking organization’s docu- b. Employ sufficient stratification to ensure
mentation standards. that practices involving smaller relation-

4. Determine whether the internal reviews are ships also adhere to stated policies.
adequately conducted for business lines, c. Be alert to situations whereby the current
products, and exposures to particular groups computations of loan equivalents and
of counterparties and individual customers potential exposures—that are used to

that exhibit significant growth or above- measure, monitor, and control derivatives
normal profitability. counterparty credit exposures—could be
5. Evaluate the integrity of the internal controls deliberately enhanced.

that the banking organization uses to asse§s Determine if the banking organization needs
its own transaction testing during internal to develop more meaningful measures of

reviews. credit-risk exposures, such as using stress
6. Conduct independent targeted reviews of the testing and scenario analyses, under volatile
internal controls. market conditions.

a. Use robust sampling when testing transac-
tions of major counterparties within a tar-
geted area.

BHC Supervision Manual December 1999
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Interest-Rate Risk

(Risk Management and Internal Controls) Section 212
WHAT NEW IN THIS REVISED 2127.0.2 JOINT AGENCY POLICY
SECTION STATEMENT: INTEREST-RATE RISK

Effective July 2006, footnote 1 was revised to The Board, together with the Office of the
include a reference to SR-00-14, “Enhance- Comptroller of the Currency and the Federa
ments to the Interagency Program for Superviss  Deposit Insurance Corporation, adopted a Joir
ing the U.S Operations of Foreign Banking Agency Policy Statement on Interest-Rate Risk
Organizations.” effective June 26, 1996. (See SR-96-13.) It pro

vides guidance to examiners and bankers o©

sound practices for managing interest-rate risk

2127.0.1 ASSESSING THE which will form the basis for ongoing evalua-
MANAGEMENT AND INTERNAL tion of the adequacy of interest-rate risk man
CONTROLS OVER INTEREST-RATE agement at supervised institutions.

RISK The policy statement outlines fundamenta

elements of sound management that have be

Interest-rate risk (IRR) is the exposure of ddentified in prior Federal Reserve guidance an
banking organization’s financial condition todiscusses the importance of these elements
adverse movements in interest rates. Acceptiridpe context of managing interest-rate risRpe-
this risk can be an important source of profit<ifically, the guidance emphasizes the need fc
ability and shareholder value. However, excesactive board and senior management oversigl
sive levels of IRR can pose a significant threaand a comprehensive risk-management proce
to a bank’s or bank holding company’s earningshat effectively identifies, measures, and con
and capital base. Accordingly, effective risktrols interest-rate risk.
management that maintains IRR at prudent lev- Although the guidance targets interest-rats
els is essential to the organization's safety antdsk management at commercial banks and Edg
soundness. Act corporations, the basic principles presente

Evaluating a bank holding company’s expo-n the policy statement are to be applied to ban
sure to changes in interest rates is an importahiblding companies. Bank holding companies
element of any full-scope inspection and may bshould manage and control aggregate risk expt
the sole topic for specialized or targeted inspecsure on a consolidated basis by recognizini
tions. This evaluation includes assessing bottegal distinctions and possible obstacles to cas
the adequacy of the management process usstbvements among subsidiaries. The assessme
to control IRR and the organization’s quantita-of interest-rate risk management made by exan
tive level of exposure. When assessing the IRRers in accordance with the 1996 Joint Policy
management process, examiners should ensuséatement will be incorporated into a bank hold
that appropriate policies, procedures, managéig company’s overall risk-management rating
ment information systems, and internal control$ank holding company examiners should refe
are in place to maintain IRR at prudent leveldo section 4090.1 of theCommercial Bank
with consistency and continuity. Evaluating theExamination Manual for more detailed inspec-
quantitative level of IRR exposure requirestion guidance on the joint policy statement on
examiners to assess the existing and potentiéiterest-rate risk.
future effects of changes in interest rates on a
bank holding company’s consolidated financial————
condition, including its capital adequacy; earn- elatf”iﬁa”s%‘i ntg ?@mir"r‘]zfsaii?gzm?n ff%dam%néagoeﬁ
IngS;, liquidity; and, where appropriate, alsse£II]Enhancemems to the Interaggncy Progracrrl1J fgrS Supervising
quality. To ensure that these assessments gk u.s. Operations of Foreign Banking Organizations’;
both effective and efficient, examiner resourceSRr-96-14 (see section 2124.0), “Risk-Focused Safety an
must be appropriately targeted at those elemenggundness Examinations and Inspec_tiorls"; SR—96—13(,‘ “Join
of an organization's IR that pose the greategiore SFiement o ierestate R, Soe 10, R
threat to its financial condition. This targeting4070.1), “Rating the Adequacy of Risk-Management Pro-
requires an inspection process built on a welleesses and Internal Controls at State Member Banks and Ba
focused assessment of IRR exposure before tﬂf@lding _Comp_anies“; and SR-93-69 (see section 2125.0)
on-site engagement, a clearly defined inspecti ;‘g{:é”}fgivii'z's‘ Oﬁﬂggﬁﬁﬁrg%‘:g;‘i‘:a{gﬁga' Controls for
scope, and a comprehensive program for follow-
ing up on inspection findings and ongoiNYBHC Supervision Manual July 2006
monitoring. Page 1
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