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Be it enacted by the Legislature of the State of Arizona: 1 
Section. 1.  Storage encryption of stored data; request for 2 

proposals; definitions 3 
A.  On or before August 31, 2007, the department of administration 4 

shall issue a request for proposals to contract for solutions to encrypt 5 
stored data of personal information for all state agencies that maintain more 6 
than ten thousand records that contain personal information. 7 

B.  The proposed encryption solutions shall meet any standards 8 
prescribed by the state of Arizona's government information technology agency 9 
and the standards prescribed by the federal information process standards 10 
publication 140-2, level 3.   11 

C.  The department of administration shall require that all responsive 12 
proposals be submitted on or before October 31, 2007. 13 

D.  The department of administration shall supervise the implementation 14 
of any contract that results from the request for proposals.  15 

E.  For the purposes of this section: 16 
1.  "Encryption" means a security method in which readable data is 17 

scrambled using mathematical algorithms where only individuals who possess 18 
the correct secret keys are able to read the data. 19 

2.  "Personal information": 20 
(a)  Means an individual's first name or first initial and last name in 21 

combination with any one or more of the following data elements, when either 22 
the name or the data elements are not encrypted: 23 

(i)  Social security number. 24 
(ii)  Driver license number or identification card number. 25 
(iii)  Account number or credit or debit card number in combination 26 

with any required security code, access code or password that would permit 27 
access to an individual's financial account. 28 

(b)  Does not include publicly available information that is lawfully 29 
made available to the general public from federal, state or local government 30 
records. 31 

Sec. 2.  Appropriation; storage encryption of stored data; 32 
exemption 33 

A.  The sum of $____________ is appropriated from the state general 34 
fund in fiscal year 2007-2008 to the department of administration for the 35 
purpose of issuing a request for proposals for storage encryption of stored 36 
data. 37 

B.  The appropriation made in subsection A of this section is exempt 38 
from the provisions of section 35-190, Arizona Revised Statutes, relating to 39 
lapsing of appropriations. 40 
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