eOPF version 4.0

Effective February 22, 2008, version 4.0 will be implemented for all DOC employees.
The new version of eOPF has been enhanced to reflect user feedback received during the
eOPF implementation phase at NOAA and other organizations government-wide. A new
process has been designed that allows a user to self service password and login ID
requests. The following processes are covered in this guide:

Initial Registration Process (for new users)

Forgotten Password Process

Forgotten Login ID Process

Conversion/Upgrade Process (for current eOPF users)

The Initial Registration Process

During the initial registration process, this guide will assume the user has been provided
with a login ID.

With a login 1D, the user can follow the “Forgot Your Password” process (see below to
gain first time access to eOPF.

On first time access to eOPF, the user is required to provide the following information
before accessing his/her eOPF:

A self selected eOPF password (with password verification and validation)
Verification of email address on record

Three (3) self selected personal challenge questions and corresponding answers
Three (3) self selected Help Desk challenge questions and corresponding answers

Upon successful completion of these tasks, an eOPF user is registered to access the
system.




New user accessing eOPF for the first time:

From the login page the user enters their eOPF ID and then selects ‘New User — Request

Password...’
/= eOPF Login - Windows Internet Explorer

Office of Personnel Management i Hosercea

.
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ENTERPRISE HR

eOPF v4.0 System

Enter your e0PF ID and Password to log in. *

E-GOov

Forgot your Password?
Forgot your eOPF ID?
New User - Request Password...

‘:} Local intranet *,100% o+

The following information must be entered for system verification of the user:

{= e0PF - New User Password Request - Windows Internet Explorer

New User - Request Password

20PF ID: |[NEW1EMP |

Last 5 digits of your SSN: (Example:
= 89887 |

First 4 letters of last name: ONE| If last name iz le== than 4 characters, pleaze enter full last name.

% Local intranet | 100% <




Failure to verify the user would result in the following denial message:

The information you provided does not match the information in the eOPF system. Please contact the helpdesk at
eopf_hd@telesishg.com for assistance.

Click here to return to logon page.

Upon successful verification and the presence of a valid user email on record in eOPF, an
email is sent to the user with his/her new password.

New User - Password Request

Your password request has been submitted for processing.

Click here to return to logon page.

If the user was successfully validated but does not have an email address on record in
eOPF, an email is sent to the help desk with the user information.

You do not have an email address of record in e0PF.
You request is being processed and someone from the helpdesk will contact you.

Click here to return to logon page.

Once the user is contacted by the help desk and a valid user email address is entered into
eOPF, the login process continues:

Upon successful verification of user information, the user receives a new temporary
password by email. Once successfully logged in to eOPF, the user is required to change
her/his password and to answer the Security and helpdesk questions.



https://eopf.nbc.gov/training/logon.aspx

Please change your password.

Note: Password must contain at least one upper-case letter, one lower-
case letter, one number and one special character and must be at least

& characters in length.

0ld Password:
New Password:

Password Confirm:

Personal questions are used by the user to perform self service. Help Desk Verification
questions, different than personal questions, are used by the help desk to verify a user’s

identity.

Security questions

Email Address:

john.doe@emil.com

|:| If checked, it indicates that you are opting out of notification of Document Activity.

Personal Questions
Pleaze anzwer all questionz below.

What are the last 4 digits of your SSN?{format NNNMN) L
How many siblings do you have?(1-2 chars) v
What is your hometown?(2-35 chars) v

Helpdesk Verification Questions
Pleaze anzwer all guestions below.

What is you mother's birth date?{format MN/MMNMNMNY v
What is your favourite time of the year?(Fall, Winter, Spring,Su

What is you astrological sign?(2-35 chars) v

2341

Faifax

02/08/50
summer

Libra

At this point the new user registration process is complete and the eOPF Welcome page
is displayed. The Welcome page for DOC employees may differ slightly from the

sample screen shown below.




{= Welcome to eOPF - Windows Internet Explorer
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My eOPF

Search eOPF
My Profile

Logout

Welcome to the eOPF System
Introduction:

The e0PF Systerm containg electronic copies of the docurments that make up your
Official Personnel File, Your e0PF may not contain copies of all documents that were
created, as many of these documents have not been scanned in yet. If you have
questions concerning the technical aspects of the eOPF, email the eCPF
administrator at eopfadmin@opm.goy

Questions concerning specific persannel actions should be sent to the appropriate HR
representative.
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Forgotten Password Process

When a user clicks on "Forgot Your Password", he/she will be asked to provide the
following information:

e Login ID - Verified by the system

e Last 5 Digits of SSN - Verified by the system

e First 4 Letters of Last Name (if the last name is less than 4 characters — then the
full last name will be used — e.g. if Ng is the user’s last name, two characters
would be used in the verification process) - Verified by the system

{= eOPF - Reset Your Password - Windows Internet Explorer |Z||E|rg|
~

Reset Your Password

COPF ID: | |

Last 5 digits of your SSN: (Example: | |
67890)

First 4 letters of your last name: I:I If your lagt name is less than 4 characters, pleage enter your full last name.

ST e 2|
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eOPF searches for the employee using the login ID and verifies the remaining
information (SSN and Last Name Check). Failure to verify the user or to verify the SSN
and Last Name Check results in the following denial message: “The information you
provided does not match the information in the eOPF system. Please contact the help
desk at for assistance™).

The information you provided does not match the information in the eOPF system. Please contact the helpdesk at
eopf_hd@telesishg.com for assistance.

Click here to return to logon page.

Upon successfully verifying user identification and information, eOPF randomly selects
one (1) of the three (3) personal challenge questions from the user’s profile.
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{= eOPF - Answer Security Question - Windows Internet Explorer |Z||E|rg|
el

Answer Security Question

To complete your identification process please answer the following security question.

What iz your Birth State?(Ex: VA) |

el )

£

% Local intranet #100%  ~

The user must answer the Security question correctly or access is denied, displaying the
following message: “Your answer to the identity challenge does not match the
information in the eOPF system. Please contact the help desk at

for assistance.”

Your answer to the identity challenge does not match the information in the eOPF system. Please contact the helpdesk at
eopf_hd@telesishqg.com for assistance.

Click here to return to logon page.

With a correct response to the Security question the user is directed to the “Please reset
your password” screen and is required to set a new password.

This page displays the password requirements for eOPF: “The password you create must
be at least 8 characters and include at least one uppercase letter, one lower case letter, one
special character, and one number.”

Once a new password is submitted and accepted, a security email is generated and sent to
the user’s eOPF email of record notifying the user of the password change and displaying
the following message: “This email is to notify you that your eOPF password has been
changed. If you did not initiate this change, please contact the help desk at

for assistance.” The intent of this email is to notify the user in
the unlikely event an unauthorized access has occurred. This email does not contain the
password or login ID
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Forgotten Login ID Process

/= eOPF Login - Windows Internet Explorer

Office of Personnel Management Workens fia
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eOPF v4.0 System

Enter your e0PF ID and Password to log in. *

eOPF ID: E' GOV

PASSWORD:

L

Forgot your Password?
Forgot your eOPF ID?
New User - Request Password...

% Local intranet

The following process assumes the user has logged into eOPF in the past and has
answered the personal challenge questions. When a user selects the "Forgot Your eOPF
ID” from the eOPF login page, the “Request Your eOPF ID” message displays,
requesting the following information:

e Last 5 Digits of SSN - Verified by the system —

e First 4 Letters of Last Name (if the last name is less than 4 characters — then the
full last name will be used — e.g. if Ng is the user’s last name, two characters
would be used in the verification process) - Verified by the system

e The date of birth mm/dd/yyyy — Verified by the system

Request your eOPFID

Last 5 digits of your SSHN: |
If the Last name is less than 4 charactes - then the pleaze enter the full last name.

First 4 letters of Last name: | |

DOB |




Since the user does not know the login ID, the information entered will be used to lookup
and verify the user. If the information is submitted incorrectly or cannot be verified
(because it is either not found or there is a uniqueness problem) the following message
displays: “The information you provided does not match the information in the eOPF
system. Please contact the helpdesk at for assistance®).

The information you provided does not match the information in the eOPF system. Please contact the helpdesk at
eopf_hd@telesishqg.com for assistance.

Click here to return to logon page.

Upon successful lookup and information verification, eOPF randomly selects one (1) of
the three (3) personal challenge questions from the user’s profile. (NOTE: User selected
and answered these questions during the registration process).

= eOPF - Answer Security Question - Windows Internet Explorer |Z||E|E|
L

Answer Security Question

To complete your identification process please answer the following security question.

VWhat iz your Birth State?(Ex: VA) |

el il
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Done H Local intranet F100% v

The user must answer the Security question correctly. An incorrect response results in a
denial of access message: “Your answer to the identity challenge does not match the
information in the eOPF system. Please contact the helpdesk at

for assistance™.

Your answer to the identity challenge does not match the information in the eOPF system. Please contact the helpdesk at
eopf_hd@telesishqg.com for assistance.

Click here to return to logon page.
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A correct response to the Security question results in the user’s Login ID displaying on
the screen.

{= eOPF - Display eOPF ID - Windows Internet Explorer E”Elg|
~

eOPF ID

“our eOPF ID i=: NEW1EMP

Click here to return to logon page.

% Local intranet ® 100% -
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Simultaneously, a security email will be generated to the user’s eOPF email of record

notifying them of the login ID request: “This email is to notify you that your eOPF login

ID has been requested. If you did not initiate this request — please contact the helpdesk at
for assistance).

The Conversion User Process

eOPF has many users referred to as “Conversion Users” who have accessed earlier
versions of eOPF (pre-February 22, 2008). This guidance outlines the process for the
conversion users.

Since converted users will have no Security questions on record, the process outlined
here is different than that for new users.

For successful logins (the user knows his/her login ID and password) — the process is
straightforward. The user is directed to the page with the Security questions and is
prompted to select his/her questions and enter their corresponding responses prior to the
first access to eOPF v4.0.

All the users who have logged into earlier versions of eOPF but are logging for the first
time into eOPF v4.0 are guided through this process

Since the user has both login ID and password, the user can successfully login, and will
be prompted to select and create their Security questions.




Security questions

Email Address: | john.doe@emil.com

|:| If checked, it indicatez that you are opting out of notification of Document Activity.

Personal Questions
Plea=ze answer all guestions below.

What are the last 4 digits of your SSN?(format MMNN) w2341
How many siblings do you have?(1-2 chars) w4
What is your hometown?(2-35 chars) w | |Faifax

Helpdesk Verification Questions
Pleaze anzwer all guestionz below.

What is you mothers birth date?(format NNMNMN) | 102/08/50
What is your favourite time of the year?(Fall, Winter, Spring,Su % | |summer

What is you astrological sign?i(2-35 chars) w | |Libra

Once the user selects the Security questions, submits answers, and verifies their email
information, the user clicks on the “Submit” button and is directed to the eOPF
“Welcome” page.

The Conversion User Process where the user has forgotten his/her eOPF
ID and/or Password:

Forgotten Password

When a conversion user is accessing eOPF v4.0 for the first time, but has forgotten
his/her password, the user selects the "Forgot Your Password?" link and is asked to
provide the following information:

e Login ID - Verified by the system

e Last 5 Digits of SSN - Verified by the system

e First 4 Letters of Last Name (if the last name is less than 4 characters — then the
full last name will be used — e.g. if Ng is the user’s last name, two characters
would be used in the verification process) - Verified by the system




ﬂ; e0PF - Reset Your Password - Windows Internet Explorer |Z||E|fg|
~

Reset Your Password

€O0PF ID: | | 1

Last 5 digits of your SSN: (Example: | |
67890)

First 4 letters of your last name: I:I If your lazt name iz less than 4 characters, pleaze enter your full last name.

ed ey
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The user enters the necessary information and selects “Submit”. eOPF looks up the
employee using the login ID and verifies the remaining information (SSN and Last Name
check). If eOPF is unable to lookup the user or verify the SSN and Last Name, access is
denied and the following message is displayed: “The information you provided does not
match the information in the eOPF system. Please contact the helpdesk at

for assistance®).

The information you provided does not match the information in the eOPF system. Please contact the helpdesk at
eopf_hd@telesishg.com for assistance.

Click here to return to logon page.

Since there are no Security questions on record for this employee, the password will be
emailed to the email address of record in eOPF. (NOTE: This process is effective in any
case where a user has not completed the Security questions.) If no email address is on
record, the user is notified to contact the help desk.

After successful login, the user is directed through the Security questions and email
screen.
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Security questions

Email Address: | john.doe@emil.com

|:| If checked, it indicatez that you are opting out of notification of Document Activity.

Personal Questions
Plea=ze answer all guestions below.

What are the last 4 digits of your SSN?(format MMMMN) w2341
How many siblings do you have?(1-2 chars) w4
What is your hometown?(2-35 chars) + | |Faifax

Helpdesk Verification Questions
Pleaze anzwer all guestionz below.

What is you mother's birth date?(format MEMMNMNY | 102/08/50
What is your favourite time of the year?(Fall, Winter, Spring,Su % | |summer

What is you astrological sign?(2-35 chars) w | |Libra

Forgotten Login 1D

When user uses selects the "Forgot Your Login ID" link, he/she will be asked to provide
the following information:

e Last 5 Digits of SSN - Verified by the system

e First 4 Letters of Last Name (if the last name is less than 4 characters — then the
full last name will be used — e.g. if Ng is the user’s last name, two characters
would be used in the verification process) - Verified by the system

e The date of birth mm/dd/yyyy — Verified by the system

Request your eOPFID

Last 5 digits of your SSH:

If the Last name ie less than 4 charactes - then the please enter the full last name.

First 4 letters of Last name:

DOB

TR i T ﬁ

The information provided is used to look up the user and verify the remaining
information above (SSN, Last Name Check, Date of Birth). Failure to find the user (not
found or uniqueness problem) or failure to verify the SSN, Last Name Check and DOB




Check results in a denial of access, and the following message is displayed: “The
information you provided does not match the information in the eOPF system. Please

contact the helpdesk at

The information you provided does not match the information in the eOPF system. Please contact the helpdesk at

for assistance™).

eopf_hd@telesishg.com for assistance.

Click here to return to logon page.

Since no Security questions are on record for this user, the login ID is emailed to the
email address of record in eOPF. This is true in any circumstance where the user has not
completed his/her Security questions. If no email address is on record, the user will be

notified to contact the helpdesk.

After successful login — the user is directed through the Security questions and email

screen.

Security questions

Email Address:

john.doe@emil.com

|:| If checked, it indicates that you are opting out of notification of Document Activity.

Personal Questions
Pleaze anzwer all questions below.

What are the last 4 digits of your SSN?{format MMM L
How many siblings do you have?(1-2 chars) v
What is your hometown?(2-35 chars) v

Helpdesk Verification Questions
Pleaze anzwer all guestionz below.

What is you mother's birth date?(format MNMNMNMNMMNY A
What is your favourite time of the year?(Fall, Winter, Spring,Su

What is you astrological sign?(2-35 chars) v

2341

Faifax

02/08/50
summer

Libra
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