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PHYSICAL PROTECTION

1. PURPOSE. This Manual establishes requirements for the physical protection of
safeguards and security (S&S) interests.

2. OBJECTIVE. To effect the policy in DOE P 470.1, Integrated Safeguards and Security
Management Policy (ISSM), by integrating physical protection into DOE operations as
determined by line management, and according to sound risk management practices.
[DOE P 470.1, Integrated Safeguards and Security Management Policy (ISSM), is the
Department’s philosophical approach to the management of the S&S Program. A
principal objective of the ISSM Program is to integrate S&S into management and work
practices at all levels, based on program line management’s risk management-based
decisions, so that missions may be accomplished without security events, such as
interruption, disruption or compromise. This approach includes individual responsibility
and implementation of the security requirements found in this Manual.]

3. PROGRAM INTEGRATION. Physical protection must be integrated with other
programs such as S&S program planning and management, protective force, information
security, personnel security, and nuclear material control and accountability. The
activities and requirements in the weapons surety, foreign visits and assignments, safety,
emergency management, cyber security, intelligence, and counterintelligence programs
should also be considered in the implementation of this Manual.

4. CANCELLATIONS. The directives listed below are canceled. Cancellation of a
directive does not by itself modify or otherwise affect any contractual obligation to
comply with the directive. Canceled directives that are incorporated by reference in a
contract remain in effect until the contract is modified to delete the reference to the
requirements in the canceled directives. The publication of this Manual incorporates all
previous memoranda and letters that were issued by the Office of Security or its
predecessor organizations that established policy.

a. DOE M 473.1-1, Physical Protection Program Manual, dated 12-23-02.
b. DOE M 471.2-1B, Classified Matter Protection and Control, dated 1-6-99.

5. APPLICABILITY.

a. Departmental Elements. Except for the exclusion in paragraph 5c, this Manual
applies to all Departmental elements listed on Attachment 1. This Manual
automatically applies to Departmental elements created after it is issued.

The Administrator of the National Nuclear Security Administration (NNSA) will
assure that NNSA employees and contractors comply with their respective
responsibilities under this Manual.
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b. Contractors.

1)

)

©)

(4)

(5)

The Contractor Requirements Document (CRD), Attachment 2, sets forth
requirements of this Manual that will apply to site/facility management
contracts that include the CRD.

The CRD must be included in the site/facility management contracts that
involve classified information or matter, or nuclear materials, and contain
DOE Acquisition Regulation (DEAR) clause 952.204-2, titled Security
Requirements.

€)] Departmental elements must notify contracting officers of affected
site/facility management contracts to incorporate this directive into
those contracts.

(b) Once notified, contracting officers are responsible for
incorporating this directive into the affected contracts via the Laws,
Regulations, and DOE Directives clause of the contracts.

A violation of the provisions of the CRD relating to the safeguarding or
security of Restricted Data or other classified information may result in a
civil penalty pursuant to subsection a of section 234B, of the Atomic
Energy Act of 1954 (42 U.S.C. 288b.). The procedures for the assessment
of civil penalties are set forth in Title 10, Code of Federal Regulations
(CFR), Part 824, Procedural Rules for the Assessment of Civil Penalties
for Classified Information Security Violations, (10 CFR Part 824).

As stated in DEAR clause 970.5204-2, titled Laws, Regulations, and DOE
Directives, regardless of the performer of the work, site/facility
contractors with the CRD incorporated into their contracts are responsible
for compliance with the CRD. Affected site/facility management
contractors are responsible for flowing down the requirements of the CRD
to subcontracts at any tier to the extent necessary to ensure compliance
with the requirements. In doing so, contractors must not unnecessarily or
imprudently flow down requirements to subcontracts. That is, contractors
must both ensure that they and their subcontractors comply with the
requirements of this CRD and incur only costs that would be incurred by a
prudent person in the conduct of competitive business.

This Manual does not automatically apply to other than site/facility
management contracts. Application of any of the requirements of this
Manual to other than site/facility management contracts will be
communicated as follows.

@) Heads of Field Elements and Headquarters Departmental
Elements. Review procurement requests for new non-site-/
non-facility-management contracts that involve classified
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information or matter, or nuclear materials and contain DEAR
clause 952.204-2, titled Security Requirements. If appropriate,
ensure that the requirements of the CRD of this Manual are
included in the contract.

(b) Contracting Officers. Assist originators of procurement requests
who want to incorporate the requirements of the CRD of this
Manual in new non-site-/non-facility-management contracts, as
appropriate.

Exclusion. In accordance with the responsibilities and authorities assigned by

Executive Order 12344, and to ensure consistency throughout the joint Navy and
DOE organization of the Naval Nuclear Propulsion Program, the Deputy
Administrator for Naval Reactors will implement and oversee all requirements
and practices pertaining to this Manual for activities under the Deputy
Administrator’s cognizance.

Exemption.

1) Requirements is this Manual that overlap or duplicate requirements of the
Nuclear Regulatory Commission (NRC) related to radiation protection,
nuclear safety (including quality assurance), and safeguards and security
of nuclear material, do not apply to the design, construction, operation,
and decommissioning of Office of Civilian Radioactive Waste
Management (RW) facilities.

2 This exemption does not apply to requirements for which the NRC defers
to DOE or does not exercise regulatory jurisdiction.

DEVIATIONS. Deviations from the requirements in this Manual must be processed in

accordance with DOE M 470.4-1, Safeguards and Security Program Planning and
Management, dated 8-26-05.

DEFINITIONS. Terms commonly used in the program are defined in the S&S Glossary

located in DOE M 470.4-7, Safeguards and Security Program References, dated 8-26-05.
In addition to those in the glossary, the following definitions are provided for use in this
Manual.

a.

DOE line management refers to DOE and NNSA Federal employees who have
been granted the authority to commit resources or direct the allocation of
personnel or approve implementation plans and procedures in the accomplishment
of specific work activities.

Line management refers to DOE and NNSA Federal and contractor employees
who have been granted the authority to commit resources or direct the allocation
of personnel or approve implementation plans and procedures in the
accomplishment of specific work activities.
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DOE cognizant security authority refers to DOE and NNSA Federal employees
who have been granted the authority to commit security resources or direct the
allocation of security personnel or approve security implementation plans and
procedures in the accomplishment of specific work activities.

Cognizant security authority refers to DOE and NNSA Federal and contractor
employees who have been granted the authority to commit security resources or
direct the allocation of security personnel or approve security implementation
plans and procedures in the accomplishment of specific work activities.

Category I/11 refers to facilities or sites possessing Category | quantities of special
nuclear material (SNM) or credible rollup quantities of SNM to a Category |
quantity.

For the purposes of this Manual, the Office of Security refers to the DOE Office
of Security at 301-903-6209.

IMPLEMENTATION. Requirements that cannot be implemented within 6 months of the

effective date of this Manual or within existing resources must be documented by the
cognizant security authority and submitted to the relevant program officers; the Under
Secretary for Energy, Science and Environment or the Under Secretary for Nuclear
Security/Administrator, NNSA; and the Office of Security. The documentation must
include timelines and resources needed to fully implement this Manual. The
documentation must also include a description of the vulnerabilities and impacts created
by the delayed implementation of the requirements.

CONTACT. Questions concerning this Manual should be directed to the Office of
Security at 301-903-62009.

BY ORDER OF THE SECRETARY OF ENERGY:

CLAY SELL
Deputy Secretary

Vertical line denotes change.
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SECTION A—PHYSICAL PROTECTION
CHAPTER I. PROTECTION PLANNING

PLANNING. The implementation of graded physical protection programs required by
this Manual must be documented. Site physical protection programs must be
systematically planned, executed, evaluated, and documented as described by a Site
Safeguards and Security Plan (SSSP) or Site Security Plan (SSP). Physical protection
programs must be based on DOE O 470.3, Design Basis Threat (DBT) Policy (see

DOE M 470.4-1, Safeguards and Security Program Planning and Management) and used
in conjunction with local threat guidance.

a. In locations where an SSSP is not required due to the limited scope of safeguards
and security (S&S) interests, an SSP must be developed to describe the protection
program.

b. Departmental assets must be protected from malevolent acts such as theft,

diversion, and sabotage and events such as natural disasters and civil disorder by
considering site and regional threats, protection planning strategies, and
protection measures. Special nuclear material (SNM) must be protected at the
higher level when credible roll-up to Category | quantities can occur within a
single security area unless the facility has conducted a vulnerability assessment
that determined the failure or defeat of protection measures would not decrease
system effectiveness. The Department has the authority to impose requirements
deemed necessary to protect the safety of employees and the public and to
minimize threats to life, SNM, radiological/chemical/biological materials,
classified information or matter, Government property, the public, and the
environment.

C. Sites upgrading security measures must consider the benefits provided by security
technology by conducting a life-cycle cost-benefit analysis comparing the
effectiveness of security technology to traditional manpower-based
methodologies. However, at Category I/l facilities security technology must be
used, to the greatest extent possible, to allow protective force personnel to
concentrate on the primary mission of protecting nuclear weapons, SNM, and
designated high-value targets.

PROTECTION STRATEGIES. Protection strategies, as described in DOE M 470.4-1,
Safeguards and Security Program Planning and Management, must be selected,
developed, and implemented to protect S&S interests.

GRADED PROTECTION. Protection must be applied in a graded manner that is
commensurate with S&S interests (see DOE M 470.4-1, Safeguards and Security
Program Planning and Management).

PERFORMANCE ASSURANCE. Physical protection systems, including components,
must be tested to ensure overall system effectiveness. The effectiveness of physical

Vertical line denotes change.
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protection systems and programs must be determined through performance testing, at
least annually (at least every 12 months), as required by the performance assurance
program. A program of scheduled testing and maintenance must be implemented to
ensure an effective, fully functional security system (see DOE M 470.4-1, Safeguards
and Security Program Planning and Management).

5. PHYSICAL PROTECTION SURVEILLANCE EQUIPMENT.

a. Physical protection surveillance equipment must be used for the purposes
described in an SSSP or SSP. Procedures must be developed to prohibit misuse
of physical protection surveillance equipment (e.g., video assessment and audio
communication/recording equipment). NOTE: Physical protection surveillance
equipment, when used in accordance with this requirement, is not considered
technical surveillance equipment.

b. Signs must be posted to serve notice that physical protection surveillance
equipment is in operation.

6. SAFETY AND HEALTH. S&S programs must meet mission objectives and the DOE
safety and health objectives to protect workers (see DOE M 411.1-1C, Safety
Management Functions, Responsibilities, and Authorities).

7. TRAINING. Personnel implementing the physical protection program may meet
physical security protection competencies within the Professional Development Program
of the DOE National Training Center (NTC).
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CHAPTER Il. PROTECTION OF NUCLEAR WEAPONS, COMPONENTS, SPECIAL
NUCLEAR MATERIAL, AND CLASSIFIED INFORMATION AND MATTER

1. GENERAL REQUIREMENTS. This chapter defines requirements for protecting nuclear
weapons and Category | through 1V quantities of special nuclear material (SNM). The
priority of protection measures must be designed to prevent malevolent acts such as theft,
diversion, and radiological sabotage and to respond to adverse conditions such as
emergencies caused by acts of nature. SNM must be protected at the higher level when
credible roll-up (e.g., Category Il quantities to a Category | quantity of SNM) can occur
unless the facility has conducted a vulnerability assessment that determined that the
failure or defeat of protection measures would not decrease system effectiveness.

a. A facility must not possess, receive, process, transport, or store nuclear weapons
or SNM until that facility has been cleared commensurate with DOE M 470.4-1,
Safeguards and Security Program Planning and Management.

b. An integrated system of positive measures must be developed and implemented to
protect Category | and Il quantities of SNM and nuclear weapons. Protection
measures must address physical protection strategies of denial and containment as
well as recapture, recovery, and/or pursuit.

C. Physical protection for each category of SNM must consider the following
factors: quantities, chemical forms, and isotopic composition purities; ease of
separation, accessibility, concealment, portability; radioactivity; and
self-protecting features.

d. The protection of nuclear material production, reactors, and fuel must be
commensurate with the category of SNM.

e. SNM, parts, or explosives that are classified must receive the physical protection
required by the highest level of classification or category of SNM, whichever is
the more stringent.

f. Specific physical protection measures and protective force (PF) response
capabilities must be described in a Site Safeguards and Security Plan (SSSP) or
Site Security Plan (SSP).

g. The protection afforded SNM must be graded, according to the nuclear material
safeguards category and attractiveness level, and reflect the specific nature of the
nuclear weapons or SNM at each site.

2. ACCESS. Access controls must be in place to ensure that only appropriately cleared and
authorized personnel are permitted unescorted access to SNM and nuclear weapons.
Access authorizations must be granted commensurate with DOE M 470.4-5, Personnel
Security.
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INTRUSION DETECTION SYSTEM. Nuclear weapons and Category | and 11
quantities of SNM must be protected by an integrated physical protection system using
PF, barriers, and intrusion detection systems (IDSs) that annunciate at a central alarm
station (CAS).

DELAY MECHANISMS (BARRIERS). Delay mechanisms must be used to deter and
delay access, removal, or unauthorized use of Category | and Il quantities of SNM and
nuclear weapons. Delay mechanisms may include both passive physical barriers

(e.g., walls, ceilings, floors, windows, doors, and security bars) and activated barriers
(e.q., sticky foam, pop-up barriers, and cold smoke). Active and/or passive denial
systems must be used at site-specified target locations, as appropriate, to reduce reliance
on PF recapture/recovery operations.

PROTECTIVE FORCE. A response capability must be used to deny, neutralize, contain,
and/or perform recapture/recovery and pursuit missions within the required timelines (see
DOE M 470.4-3, Protective Force).

STORAGE CONTROLS. Each facility must have controls for nuclear weapons and
SNM consistent with the graded safeguards approach required by paragraphs 7 through
10 below. Controls for storage must:

a. be documented,

b. ensure that only authorized personnel have access to the storage repositories;
C. detect unauthorized access;

d. authenticate and document SNM movement into, or out of, a storage location;
e. include procedures for investigating and reporting abnormal conditions;

f. provide a record system to document ingress and egress; and

g. define procedures for conducting daily administrative checks.

CATEGORY | QUANTITIES OF SPECIAL NUCLEAR MATERIAL. The following
requirements apply.

a. In Use or Processing. Category | quantities of SNM must be located within a
material access area (MAA\) inside a protected area (PA). Any MAA containing
unattended Category | quantities of SNM must be equipped with an IDS or other
means of detection approved by the cognizant DOE line management.

b. Storage. Category | quantities of SNM must be stored within an MAA.

1) Category I, attractiveness level A, SNM must be stored in a vault. Storage
facilities constructed after 7-15-94 for Category I, attractiveness level A,
SNM must be underground or below grade.

Vertical line denotes change.
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2 Category I, attractiveness level B, SNM must be stored in a vault or
provided enhanced protection that exceeds vault-type room (VTR) storage
(e.g., collocated with a PF response station and/or activated barriers).

3) Category I, attractiveness level C, SNM must be stored ina VTR.
Transportation. The following requirements apply.

1) Domestic off-site SNM shipments must be made by the Office of Secure
Transportation (OST).

(2 Packages or containers containing the SNM must be sealed with tamper
indicating devices.

3) Protection measures for movements of the SNM, between PAs at the same
site or between PAs and staging areas on the same site, must be under
constant surveillance by armed PF escorts.

8. CATEGORY Il QUANTITIES OF SPECIAL NUCLEAR MATERIAL. The following

requirements apply.

a.

In Use or Processing. Category Il quantities of SNM must be located within a PA
and under material surveillance procedures.

Storage. Category Il quantities of SNM must be stored in a vault or VTR located
within a PA.

Transportation. Category Il quantities of SNM must conform to the requirements
prescribed in paragraph 7c, above.

CATEGORY 11l QUANTITIES OF SPECIAL NUCLEAR MATERIAL. The following

requirements apply.

a.

Use or Processing. Category Il quantities of SNM must be used or processed
within a limited area (LA).

Storage. Category Il quantities of SNM must be stored within a locked security
container or room, either of which must be located within at least an LA. The
container or room must be under the protection of an IDS or PF patrol physical
check at least every 8 hours.

Transportation. Category Il quantities of SNM may be transported by the
following methods unless otherwise prohibited by statute (see DOE O 460.2A,
Departmental Materials Transportation and Packaging Management).

1) Domestic off-site shipments of classified configurations of Category Il
quantities of SNM must be made by the OST.
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(2 Off-site shipments of unclassified configurations of Category Ill quantities
of SNM are not required to be made by OST. If OST is not used, such
shipments may be transported by the following authorized methods:

@) Truck or train shipment. The following requirements must be met:

1 Government-owned or exclusive-use truck, commercial
carrier, or rail may be used;

N

transport vehicles must be inspected before loading and
shipment. Cargo compartments must be locked and sealed
after the inspection and remain sealed while enroute;

(V)

shipment escorts must periodically communicate with a
control station operator. The control station operator must
be capable of requesting appropriate local law enforcement
agency (LLEA) response if needed; and

B

no intermediate stops are permitted except for emergencies,
driver relief, meals, refueling, or transfer of security
interests.

(b) Air Shipment. Shipments must be under the direct observation of
the authorized escorts during all land movements and loading and
unloading operations.

3) Movement between security areas at the same site must comply with the
locally developed shipment security plan.

10. CATEGORY IV QUANTITIES OF SPECIAL NUCLEAR MATERIAL. The following

requirements apply.

a.

In Use or Processing. The SNM must be used or processed within at least a
property protection area (PPA) and in accordance with local security procedures
approved by DOE line management.

Storage. The SNM must be stored in a locked area within at least a PPA, and
procedures must be documented in an approved SSP or SSSP.

Transportation. Category IV gquantities of SNM may be transported by the
following methods unless otherwise prohibited by statute.

1) Domestic off-site shipments of classified configurations of Category 1V
quantities of SNM may be made by the Office of Secure Transportation or
by other means when approved by DOE line management.
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11.

2 Shipments of unclassified Category IV quantities of SNM may be made
by truck, rail, air, or water craft in commercial for-hire or leased vehicles.

@) Shipments (except laboratory analysis samples or reference
materials) must be made by a mode of transportation that can be
traced and, within 24 hours of request, the last known location of
the shipment can be determined. This process must be
implemented if a shipment fails to arrive at its destination at the
prescribed time.

(b) Shippers are required to give the consignee an estimated time of
arrival before dispatch and to follow up with a written
confirmation not later than 48 hours after dispatch.

() Consignees must promptly notify the shipper by telephone and
written confirmation upon determination that a shipment has not
arrived by the scheduled time. Upon initial notification, the
shipper must report commensurate with DOE M 470.4-1,
Safeguards and Security Program Planning and Management.

PROTECTION OF CLASSIFIED INFORMATION OR MATTER. The following are

general requirements for the protection of classified information or matter. Detailed
requirements for the protection of classified information or matter can be found in
DOE M 470.4-4, Information Security.

a. Classified information or matter is any combination of documents and material
containing classified information. This includes classified parts and explosives
whose shapes are considered classified. The secure storage requirements are
described in Chapter XI.

b. Classified matter must be processed, handled, or stored in security areas that
provide protection measures equal to or greater than those present inan LA in
accordance with Chapter V.

C. Classification levels must be used in determining the degree of protection and
control required for classified matter. Custodians and authorized users of
classified matter are responsible for the protection and control of such matter.

d. Access to classified matter must be limited to persons who possess appropriate
access authorization and who require such access (need-to-know) in the
performance of official duties. Controls must be established to detect and deter
unauthorized access to classified matter.

e. Buildings and rooms containing classified matter must have the security measures
necessary to deter unauthorized persons from gaining access to classified matter.
This includes security measures to deter persons outside the facility protective
zone from viewing or hearing classified information. Conference rooms and areas
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specifically designated for classified discussions must follow Technical
Surveillance Countermeasures (TSCM) program requirements (see
DOE M 470.4-4, Information Security).

12.  VITAL EQUIPMENT. SSPs and SSSPs must define applicable threats to and protection
measures for vital equipment.
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CHAPTER Ill. RADIOLOGICAL, CHEMICAL, AND BIOLOGICAL
SABOTAGE PROTECTION

1. GENERAL REQUIREMENTS. This chapter provides the requirements for a
radiological, chemical, and biological sabotage protection program. The physical
protection of special nuclear material (SNM) must be in accordance with Chapter 1l and
this chapter. The physical protection against radiological, chemical, or biological
sabotage must adhere to DOE O 470.3, Design Basis Threat (DBT) Policy.

a. The site/facility must ensure that safeguards and security (S&S) functions for
radiological, chemical, or biological sabotage protection are coordinated and
integrated into its emergency management plan and radiation protection program.

b. Radiological, chemical, or biological sabotage targets must be provided protection
as determined by vulnerability analyses

2. ANALYSIS. Facilities with a radiological, chemical, or biological sabotage threat must
document the sabotage analysis process and the program for protection in a Site
Safeguards and Security Plan (SSSP) or Site Security Plan (SSP) commensurate with
DOE M 470.4-1, Safeguards and Security Program Planning and Management.

a. Emergency and Safety. Safety analysis reports, emergency planning hazards
assessments (see DOE O 151.1B, Comprehensive Emergency Management
System, dated 10-29-03), vulnerability assessment reports, accident scenarios,
emergency event classifications, protective actions, consequence calculations, and
any other pertinent information must be considered in the radiological, chemical,
or biological sabotage analysis. The site emergency management plans and
procedures for mitigation of events must also be considered when developing
security plans and planning documents for radiological, chemical, or biological
sabotage.

3. RADIOLOGICAL, CHEMICAL, OR BIOLOGICAL SABOTAGE. Physical protection
strategies must be developed, documented, and implemented consistent with the DBT to
protect radiological, chemical, or biological sabotage targets.

a. Radiological. Targets must be protected in a graded manner to protect S&S
interests and to mitigate consequences of a radiological sabotage event.

b. Chemical. Targets must be protected to protect S&S interests and to mitigate
consequences of a chemical sabotage event.

C. Biological. Targets must be protected to protect S&S interests and mitigate
consequences of a biological sabotage event.
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d. Mitigation. The implementation of the following prevention and mitigation
measures must be based on the results of the radiological, chemical, or biological
sabotage analysis:

1) S&S features to detect or delay adversary actions (i.e., access and
materials controls, surveillance, additional barriers/alarms, and entry/exit
inspections);

2 additional controls or equipment that would prevent a sabotage release
scenario (e.g., providing automatic shutdown if components fail, adding
backup systems, or establishing security areas); and

3) event-mitigating actions such as establishing shelters, emergency
notifications/evacuations, reducing and/or removing inventory quantities,
or changing storage locations.
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CHAPTER IV. SECURITY AREAS

1. GENERAL REQUIREMENTS. Security areas include Property Protection Areas (PPA),

Limited Areas (LAs), Exclusion Areas (EAs), Protected Areas (PAs), Vital Areas,
Material Access Areas (MAAS), and specially designated security areas [e.g., Sensitive
Compartmented Information Facilities (SCIFs) and Special Access Program Facilities
(SAPFs)].

a.

Prohibited Articles. Authorization of prohibited articles to be used for official
Government business must be documented in a Site Safeguards and Security Plan
(SSSP) or Site Security Plan (SSP). The articles listed below are not permitted in
any security area without authorization, unless identified in approved local
procedures:

1) explosives;
(2 dangerous weapons;

3) instruments or material likely to produce substantial injury to persons or
damage to persons or property;

4) controlled substances (e.g., illegal drugs and associated paraphernalia but
not prescription medicine); and

(5) any other items prohibited by law. Specific information covering
prohibited items may be found under the provisions of 10 Code of Federal
Regulations (CFR) 860 and 41 CFR 101-20.3.

Controlled Articles. Portable electronic devices, both Government- and
personally-owned, capable of recording information or transmitting data (e.qg.,
radio frequency, infrared, and/or data link electronic equipment) are not permitted
in LAs, EAs, PAs, Vital Areas, MAAs, SCIFS, or SAPFs without authorization.
DOE line management must use the following criteria in authorizing the use of
this equipment:

1) the equipment, including those electronic devices having multiple built-in
electronic recording and transmitting capabilities, is essential to the
mission;

2 the equipment is Government-owned or -leased; and

3) documented risk analysis has been performed, identifying vulnerabilities
inherent to the characteristics and operation of the device along with
defined countermeasures.

NOTE: Authorization for use of such devices in one security area does
not apply to all other security areas.



Section A DOE M 470.4-2 Chg 1
V-2 3-7-06

2. SECURITY AREA CONTROL MEASURES. The following requirements apply to
security areas other than PPAs. Security interests must be protected using a concentric
security areas approach as described below.

a. Concentric Security Areas. Layers of security requirements, beginning with the
least restrictive and moving inward to the most restrictive, must be implemented
for protecting safeguards and security (S&S) interests. Security areas designated
as LAs, EAs, PAs, Vital Areas, or MAAs must be established to protect S&S
interests. These areas must be defined by permanent barriers, and access to these
security areas must be controlled based on need-to-know and need-for-access.

b. Access. Access is controlled to limit entry to cleared and/or authorized
individuals.

1) Any person permitted to enter a security area who does not possess an
access authorization at the appropriate level must be escorted at all times
by a cleared and knowledgeable individual trained in local escort
procedures.

(2 The cognizant security authority must establish escort-to-visitor ratios in a
graded manner for each security area.

C. Entry/Exit Inspections. Entry/exit inspections are required at PAs and MAAs, as
described in paragraphs 6 and 8 of this chapter, and at other security areas as
required by DOE line management and documented in the SSSP or SSP. Entry
inspections of personnel, hand-carried items, packages, and/or vehicles must
ensure prohibited articles are detected and are not introduced without
authorization. Exit inspections must ensure S&S interests are not removed
without authorization (see Chapter VIII).

d. Emergency Personnel and Vehicles. Emergency personnel and vehicles may be
authorized for immediate entry to security areas in response to an emergency if
conditions and procedures for immediate entry are documented in the SSSP or
SSP. The protective force (PF) must maintain continuous surveillance of all
emergency vehicles that enter the PA. These personnel and vehicles must be
inspected when exiting after the emergency is over or when leaving the site. If
the emergency condition prevents an exit inspection before departing the site, an
escort must be provided, and both personnel and emergency vehicles must be
inspected as soon as the emergency is over.

e. Signs. Signs prohibiting trespassing must be posted around the perimeter and at
each entrance to a security area except when one security area is within a larger,
posted security area. Signs must be posted to convey information on the Atomic
Weapons and Special Nuclear Materials Rewards Act; prohibited and controlled
articles; the inspection of vehicles, packages, hand-carried items, and persons
entering or exiting the security area; the use of video surveillance equipment; and

Vertical line denotes change.
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trespassing. Chapter XIV provides details on posting requirements [see 42 United
States Code (U.S.C.) Section 2278a and Section 229].

Parking Areas.

(1)

(2)

If parking areas are near security areas and could interfere with intrusion
detection sensor fields, clear zones, PF operations, or pose a threat to
target areas, these parking issues must be addressed in the SSSP or SSP.

Vehicle bomb threats must be considered in determining the location of
vehicle parking areas. For all new construction, parking areas will be
located a sufficient distance from buildings to minimize the vehicle bomb
threat.

Visitor Logs. Visitor logs must be used for EAs, PAs, and MAAs.

1)

)

(3)

(4)

Site-specific requirements and procedures for visitor logs must be
developed and approved by DOE line management. The procedures must
provide for recording the following visitor information: printed name and
signature, agency or organization represented, citizenship, person to be
visited, purpose of the visit, time of entry and exit.

Automated access control system logs may be used to record visitor
information.

Information from visitor logs must be retained in accordance with local
records management procedures.

Visitor logs must plainly reflect the penalty of false personation and
representation.

@) Laws regarding the penalty for false personation are stated in
18 U.S.C. Part 1, Section 911.

(b) Laws regarding fraud and false statements are stated in 18 U.S.C.,
Part 1, Section 1001.

Permanent Physical Barriers. Permanent physical barriers must identify the

boundary of a security area and achieve the following objectives as well as meet
the requirements described in Chapter 1X.

(1)

Barriers must be capable of controlling, impeding, or denying access to a
security area. Barriers are used to:

@) direct the flow of personnel and vehicles through designated entry
control points;

(b) delay and/or deter the introduction of prohibited and controlled