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4.0 Using the System Online

4 Using the System (Online)

The Web Access Security Subsystem (WASS) consists of a Secure Connection and a
Secure Systems component. The Secure Connection includes the registration process and
the login. Once you have successfully logged in, you are managed by the Secure
Systems component of WASS.

4.1 Registration

Registration is completed online. As an external first time user, you will register online
by opening an Internet Explorer browser and going to the URL.:
www.hud.gov/offices/reac/online/reasyst.cfm. The Online System Login Screen
provides information about online systems, login, online registration, and password reset.
There are also some tools to facilitate your use of HUD subsystems. The web registration
process is only for external users.

On this screen you will click on the *Register Online’ link as shown in Figure 4.1.
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Figure 4-1 Online System Login Screen for WASS

The “Need A User ID” screen (Figure 4-2) is displayed and is the place where you need
to select one of the four applicable secure connection registration forms: Multifamily
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4.0 Using the System Online

Housing Entity, Public Housing Agency, Independent User, or Reverse Auction Program
(RAP) User. Select the applicable link to display the registration form.
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It is critical that all of the information is entered accurately. It takes approximately one
week for Coordinators to receive their IDs through their Business Partners. External
users can contact their coordinator the day after registration to have their User IDs
activated and to have access privileges assigned to them. Errors in the registration
process could delay access to systems for several weeks.

Figure 4-2 Need a User ID?

The registration form in Figures 4-3 is for Public Housing Authority registrants. This
registration form is for organizations that have a Public House Agency (PHA) ID. The
PHA ID is entered as the Organization ID. If you use the Multifamily registration form
(Figures 0-5 and 0-6), you will enter a Tax Identification Number (TIN) or Social
Security Number (SSN) for the Organization ID. For the Independent User, the
Identification Number is the user’s Social Security Number.

User’s Manual Page 4-2
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PHA Coordinator and User Registration

To apply for a System Coordinator ID, check the "Coordinator” radio button, fill out the form below, and click Send

Application when you ate through. Upon verification of the information below, an ID will be assigned and mailed to

the Executive Ditector of the FHA specified below. The password will not be disclosed, so make sure you remember
it!!!

To apply for a regular User ID, check the "Tser” radio button, fill out the form below and click Send Application when
sou ate through. Upon verification of the information below, auser ID will be assigned, and the System Coordinator
of the FHA specified below will rettieve the user ID. The password will not he disclozed, so make sure you remember

it!1!

And remember:
Warning! Misuse of Federal Information af this Web site falls under the provisions of Title 18, Unifed States Code, section 1030
This law specifies penalfies for exceeding aufhorized access, alferafion, damage or destruction of information residing on Faderal
Compufers.

Application Type Coordinator () User ()

First Mame:
Middle Initial:
Last Name:

Social Security Number:

DOrganization Information:
# Provide the name of the Public Housing Authority you represent
® Provide the Number of the Public Housing Authority you represent

Organization Mame:

Organization ID:

Provide your e-mail address.

o Include your e-mail user name, the (@ sign and [servicename com/eduforg/net/etc ] For example:

jsmithigaol.com, johndoe @adv.org, hfdh84agprodizy.com.

E-mail Address:

Cheose a Password.

o Vouwill enter your password each time youuse this service. Your password should be & characters in length
atid should be compised of letters and numbers (for example, Brad23). Do not use punctuation or special
characters. Important: Your password will be recorded EXACTLY as you type it, so make a note if you enterin
uppet and lower case.

Password:

Re-enter Password for Yerification:

Mother's Maiden Mame.

& Pleasze provide this information for future verification when processing password reset reguests.

Mother's Maiden Name:

Send Application H Clear Fields

Canlznl updalzd Apcl 7, 200E

U.5. [=partmental Hausing and Uiban Develapmant Harme | Privicy Staterment
451 Fin Shesl BW., Wasninglan, 0T 20410
Telepnane: [202) F0E-1112 TTv: [Z02) FDE-1455

Figure 4-3 Online Registration
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4.0 Using the System Online

As you are filling out the online registration form, make sure you fulfill the registration
requirements described in Table 4-1. After verifying your information, click on the
Send Application | button and a confirmation screen like Figure 4-4 will appear.

System Coordinator Registration

SYSTEM COORDINATOR REGISTRATION CONFIRMATION:

First Name: RICHARD

Midldle Inirial L

Ferse Name .‘iMl'lll 1SON

Nocial Necuritvy Number: 111-21-3333

Clrgamzation Neame! HOUSING AND COMMUNITY DEV
Chrgani zation 1T QODI00000

F-inieril Address: smithi@work.com

Muoihers Maiden Name WERR

You are registening as a Participant Coordinator for the Participant HHA Wilson
APARTMENTS PROJECT, INC. - 990300000,

Please confirm the following address for HHA WILIKINA APARTMENTS PROJECT, INC.:

67T KING 8T
HONOLULU HI 96813

Your requested Coordinator ID or activation code number will be maled to the above address associated
with the property owner, PHA or other HUD program participant yvou seek to represent as a coordinator
You will need to obtain vour IVeode number from the program participant’s CEQ or Executive Directon
at this address. If vou do not recogmze this as a current, complete or correct address associated with the
HUD program participant vou ssek to represent, please cancel thus applicabion and have the program
participant contact the approprate HUD field office representative to obtain a clanfication or correction
of the address. If you do not know the HUD field office contact for this program participant,
communicate your address concern to the REAC Customer Service Center, via the below e-mail chick
box at REAC_CSC. Please provide your name and daytime phone number,

I Confirm f Submit I Cancel Application

Figure 4-4 Registration Confirmation

If you are registering as a Coordinator, it is important to confirm the name and mailing
address of the Organization with which you are registering. Your requested Coordinator
ID or activation code number will be mailed to the address associated with the property
owner, PHA or other HUD program participant you seek to represent as a Coordinator. If
you do not recognize the information as a current, complete or correct address associated
with the HUD program participant you seek to represent, please cancel this application by
clicking on the  cancel application | button; then, have the program participant contact the
appropriate HUD field office representative to obtain a clarification or correction of the
address. If you do not know the HUD field office contact for this program participant,
communicate your address concern to the REAC Customer Service Center via E-mail at
REAC_CSC@hud.gov. Please provide your name and daytime phone number in the E-
mail.
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Table 4-1 Registration Requirements

Registration Requirement Description

The CEO or Executive Director of every trusted business partner must designate a Coordinator to serve
as his/her representative in controlling access to the system and performing other system administration
functions.

There will be a limit of two Coordinators for a particular trusted business partner.

A registration application must indicate whether application type is User or Coordinator.

Every application must provide the applicant’s first and last name. Middle initial is optional.

Every application must provide the applicant’s social security number.

A PHA application must provide the name of the PHA organization the applicant represents.

A PHA application must provide a valid PHA organization number of the organization the applicant
represents.

Every application must provide a six-character password.

Every application must provide the maiden name of the applicant’s mother.

Only one user ID may be generated for the same user. A user ID is uniquely identified by a user’s
SSN.

The Coordinator is responsible for informing Users of their user 1D.

A multifamily application must provide the name of the HUD-registered Organization or Individual the
applicant represents.

A multifamily application must provide the Tax Identification (TIN) or Social Security Number of the
HUD-registered Organization or Individual the applicant represents.

A multifamily application must specify whether the HUD-registered entity the applicant represents is
an organization or an individual.

The TIN submitted on a multifamily application must be a HUD-approved business partner.

The PHA organization number submitted on PHA application on must be a HUD-approved business
partner.

An appraiser must be a HUD-approved Single Family Appraiser in order for his/her registration
application to be valid.

An AQA contractor must be a contractor of record with HUD in order for his/her registration
application to be valid.

After carefully completing the registration form and checking it for accuracy, click on the
confirm/submit button to submit it for processing by WASS.

Coordinators should contact their Business Partner in about a week to confirm a
successful registration. The Business Partner will provide the Coordinator the User ID
necessary to access WASS and allow the Coordinator to assign user privileges for the
subsystems. While the Coordinator has extended privileges to perform system
administration functions, the Coordinators use subsystems the same way as any other
user.

Users should contact their Coordinators to inform them that their registration is complete.
The Coordinator can find and provide the User his or her User ID and make access
assignments of roles and actions the next day after the registration. After your
Coordinator assigns you your access privileges, you can login and begin work. Select
Login and the login page will appear. You are now accessing the Secure Connection
portion of WASS. Enter your User ID and password and click on the DI«{| button.
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Depending upon its configuration, your browser may ask if you would like for it to
remember your password. You should answer “no” to this question, as this feature
undermines the security of the application. In addition, some users have experienced
difficulties logging into the system when using this feature. If your computer is secure
and you decide to use this feature, please remember to update the password stored in your
browser after changing your password in the system.

The Secure System Main Menu displays links to the HUD/PIH-REAC Systems based
upon the privileges (roles and actions) assigned to you by your coordinator.

mail | help | search | home

ﬁ’ m User Login
|

Secure S&'stems UserID
Single Sign On Password

Login || Cancel
ia

Figure 4-5 User Login

A regular user does not have access to System Administration functionality except for the
Change Password function. Coordinators, individuals who work for the Help Desks,
System Administrators, and Super Administrators are the only users who see the other
system administration functions. The number of System Administration functions that
appear for users who have expanded system administration functions varies depending on
their responsibilities.
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4.2 System Administration Functions

User Maintenance is the first System Administration step for a Coordinator setting up the
privileges for a user. Groups, actions, and roles must be assigned for the different systems
before assigning contracts, property, or PHASs to a user. The User Maintenance function
is found under System Administration. See Figure 4-6.
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ﬁ'ﬁ

Secure Systems

e First - HY

system
administration
» Assistance Contract

Ascignment Maintenance
» Business Pariners
Maintenance

* EI¥ Assignments By User
* EI¥ Assignments To User
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Figure 4-6 System Administration and User Maintenance Function
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4.2.1 User Maintenance

Users depend on a Coordinator to change access privileges, as a regular user’s only
System Administration function is Change Password. Coordinators use a series of
screens to find users and assign access privileges for Business Partners, properties,
contracts, PHAS, groups, roles, and actions.

Table 4-2 User Maintenance Functions for Coordinators

Name of System Maintenance Action Description
Assistance Contract Assignment Maintenance Assign/unassigns a contract to/from a User
Business Partners Maintenance 1. Assigns a User to a Business Partner

2. Adds or deletes a Business Partner relationship

PHA Assignment Maintenance Assign/Unassign PHA to/from a User
Maintain User Information Edit the descriptive information for a User
Maintain User Profile — Actions Assigns/unassigns actions to/from a User
Maintain User Profile — Groups Assigns/unassigns a Group to/from a User
Property Assignment Maintenance Assigns/unassigns property to/from a User

4.2.2 User Maintenance - User Search/Selection

Figure 4-8 shows the initial screen after selecting the User Maintenance link. This screen
allows the Coordinator to search for a User ID. When the User completes the registration
form, the Coordinator can use information about the User to find the Regular User’s User
ID.

The Search Function only displays Regular Users to the Coordinator for those Users who
share a common Business Partner with the Coordinator. Also, all Independent Users are
displayed if the Coordinator marks the check box to search for Independent Users.

1= x|

System Administration housing | mail | hein | search | home

User Maintenance

iOn this form, you can either search for a User
¥ User ID, or search for Users by entering your search criteria.

Search by User ID
To search for a User by User ID,
enter a User ID and then click the “Search for User™ button.

User ID ‘
Search for User |

Search Users

Te search for a User, enter at least one search criteria
and then click the “Search Users” button.

First Name

Last Name

I [check here to limit search to Independent Users
Search Users Cancel |

Figure 4-7 Initial User Maintenance Screen
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Coordinators represent the business partner and monitor/assign/unassign the roles and
actions of Users associated with this Business Partner. The business practice associated
with a business partner and one or more subsystems is the concern of the business partner
and the Systems Administrators for the subsystem(s).

The list of roles and actions available for assignment to external Users is shown in
Appendix B.

Secure Systems provides the Coordinator with the online capability to update User
Information and to add/delete/modify User access privileges. WASS manages access
based on the registration process, the preferences of the business partner, and the
decisions of the Coordinator. Secure Systems is not involved in the management of the
data flows between the User and any of the other PIH-REAC or HUD
subsystems/systems.

Table 4-3 lists the Maintain User Information screens. These screens are essential for
making assignments for contracts, Business Partners, and properties.

Table 4-3 User Maintenance Screens

User Maintenance Screens Descriptions

Figure 4-10 Edit User Information
Figure 4-13 Assign/Unassign Actions
Figure 4-16 Assign/Unassign Groups
Figure 4-19 Assign/Unassign Roles
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4.2.3 Maintain User Information

To maintain a User’s information, select the Maintain User Information link under the
System Administration menu. Search/select the desired User as described in Section
4.2.2 above. The Maintain User screen is displayed with the selected User’s information.
To edit the User’s information, select the Maintain User Information from the Choose a
Function pull-down list.

Par: Fr System Administration Reusteng | el | heip | sesrch | Bome
|

Secure Systems

Maintain User MOODOO

U=er Information
Usar 10 .:'-.|IIIIIIIIII
First Nama |[olin
i dla Imitial |7
Last Maran | [oe
Uzor Biatus |Acuve
[ Coordinstor |Yes

ngslanrn
administration | User Type Business Fartner

w S i b o nGiast Chop=e a FuncHan

Buping iy Eardnar = =
. Fainienanie MWlaintain ser Infeemation ;I

» Passvrand thanne Azsistance Cordract Axzeignmerd Mainfenance
Suisiness Parnars Maintanance

Biminkain Liees Bformabion

Bdaintain Ueee Profile - Aclsans %
Saintain User Profile - Sroups
miaintain Liser Roles

Propaty Aaseynrnenl Manlananca

Figure 4-8 Maintain User Information

After clicking the Submit | button, the Edit User Information screen is displayed for your
edits. Edits can be made to the Regular User’s email address. If the User’s SSN is
incorrect, contact the TAC to provide the updated SSN; the TAC will validate your
request and contact one of the Super Administrators to make the update.

If the User is no longer associated with your Business Partner (for example, employment
is terminated), you can terminate a User’s access to Secure Systems by selecting
Terminated from the User Status pull-down box. This can only be done if the Regular
User is not working for any other Business Partner.
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ﬁ'_ System Administration housing | mall | hein | search | home | logout
e

Secure Systems

Edit User Information for User HWASSO

Please enter User Information

User ID HWASSO
First Name | First- HWASSD

arne First - Hy

system
administration
» Assistance Contract

Assignment Maintenance Middle Initial
+ Business Partners
Maintenance

* EI¥ Assignments By User !
* EI¥ Assignments To User SSMN | 123456759

Last Name ||Last-WASS

+ Extra Coordinators Report

+ Monthly Activity Report
» PHA Assignment Email Address
Maintenance

» Participant Assignment
Maintenance

«» Property Assignment -
Maintenance User Type Internal Internet

« RAP Organization
Assignment Maintenance

* TAC Report
_ . Save Cancel
* Terminate Inactive Users

* Update Message OFf The Da

Mother's Maiden Name |

User Status ACTIVE :v |

* User Mainbtenance

Figure 4-9 Edit User Information

After making the desired changes, click on the =ave | button. A transaction confirmation
screen will be displayed confirming the updates.

Successful Transaction '

You have successfully edited user HWASSO.

oK)

Figure 4-10 User Edit Transaction Confirmation
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4.2.4 Maintain User Actions

4.2.4.1 Assignment of Actions

Assignment of User Actions provides the User with the privileges necessary to
accomplish his/her work with a PIH-REAC or HUD system. Actions include such
privileges as create draft, access all screens, validate drafts, make submissions, and
approve adjustments (see Appendix B for a listing of assignable actions.)

To assign/update actions for a User, first search/select the User as described in Section

4.2.2 above. On the Maintain User Information Screen, select Maintain User Profile —
Actions from the Choose a Function pull-down list.

ﬁ' System Administration housing | mail | help | search | home | logout
= =

Secure Systems

Maintain User HWASSO

User Information

User ID HWWASS0

system . First Name FIRST - HWASS0
administration

+ Assistance Contract T Middle Initial
Assignment Maintenance
« Business Partners Last Name LAZT - WASS

Maintenance
* EI¥ Assignments By User User Status | Active

Welcome First - HW

* EI¥ Assignments To User [ User Type Tnternal Internet
* Extra Coordinators Report
* Monthly Activity Report

Choose a Function

. PHA Assignment || Maintain User Profile - Actions v
Maintenance |Assistance Contract Assignment baintenance

i W kaintain User Information

« Property Assignment kaintain User Profile - Actions
Maintenance kdaintain User Profile - Groups

« RAP Organization
Assignment Maintenance

* TAC Report

Maintain User Profile - Roles
Farticipant Assignment Maintenance
Fropery Assignment Maintenance

* Terminate Inactive Users Feset User Passward

* Update Message OF The Da

* User Maintenance

Figure 4-11 Maintain User Actions

User’s Manual Page 4-12



4.0 Using the System Online

After clicking on the = Subrmit | button, the Assign/Unassign Actions screen is displayed
for your edits to the User’s profile.

Secure SHSIEIBS

welcame First - Hi

system
administration
o Assistance Contract

Ascignment Maintenance
» B 55 Pariners
Maintenance

* EI¥ Assignments By User
* EI¥ Assignments To User
* Extra Coordinators Report

+ Monthly Activity Report
« PHA Assignment
Maintenance

«» Participant Assignment
Maintenance

» Prope Assignment
Maintenance

» RAP Organization
Ascignment Maintenance

* TAC Report

* Terminate Inactive Users

* Update Message OFf The Da

* User Maintenance

» Active Partners
Performance System
(APPS])

» Enterprise Income

oL _at__ frTun

System Administration

housing | mail | heip | search | home | logout

Assign/Unassign Actions for User HWASS0

User Information
User ID [HWWASSO
First Name |FIEST - HWASS0
Middle Initial
Last Name LAST - WASS
User Staus | Active
User Type Internal Internet

Please checkfuncheck boxes to assignfunassign actions to the user

| D Select/Deselect All
ADM - Administration of Secure Systems

ADM - Administration

ACA - Agsistance Contract Lsgmt

[0 ACTT - Contract Administrator Update

[] HPU - National Participant Update

ASG - Property Assighmett

[0 PWD - TAC - REAC Only

[0 RET - TAC -REAC Only.Reset Pazsword
MOT - Update IMessage Of the Day

] ACWY - View Assistance Contract Assignment
APPS - Active Partners Performance System

Figure 4-12 Assign/Unassign Actions for User

Assign to the User actions for the desired subsystem by clicking on the check box next to
the desired action(s) under the appropriate subsystem(s). After clicking on the

Assign/Unassign Actions

| button at the bottom of the screen, the following

transaction confirmation screen is displayed

Successful Transaction

You have successfully assignedfunassigned action{s) to user HWASS0.

Figure 4-13 Assign/Unassign Action(s) Transaction Confirmation
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4.2.4.2 Unassignment of Actions

To remove actions from a User, you follow the same steps as for the assignment of
actions, except for the last step. For the last step, you click on the checked box next to
the desired action(s), removing the existing check next to those actions. After clicking

the Assign/Unassign Actions | button, the User will no longer have the Actions
you just unassigned.

4.2.5 Maintain User Groups

Some systems (for example, M2M and MDDR) have set up Groups to which Users may
be assigned. Assignment of a User to a Group(s) is another way to provide a Regular
User a set of privileges already assigned to any member of the Group.

4.2.5.1 Assignment of Groups

To assign/unassign a User to a Group(s), first search/select the User as described above in
Section 4.2.2, User Maintenance — User Search/Selection. On the Maintain User
Information Screen, select Maintain User Profile — Groups from the Choose a Function
pull-down list.

ﬂ' System Administration housing | mal | heln | search | home | logout
= =

Secure Systems
Maintain User HWASSO

User Information

User ID HWASSO

system ; First Name FIEST - HWASS0
administration

» Assistance Contract i Middle Initial
Assignment Maintenance
. Business Partners Last Name LAST - WASS

Maintenance

* EI¥ Assignments By User User Status | Active

Welcome First - Hi

* EI¥ Assignments To User User Type Tnternal Internet
+ Extra Coordinators Report

+ Monthly Activity Report
+ PHA Assignment

Choose a Function

Assistance Contract Assignment Maintenance v

Maintenance |Assistance Cantract Assignment Maintenance
iz W kaintain User Infarmation
+ Property Assignment aintain User Profile - Actions

Maintenance haintain User Profile - Groups

+ RAP Organization

Assignment Maintenance Maintain Lser Profile - Roles

Farticipant Assignment Maintenance
Froperty Assignment Maintenance
Feset User Passward

* TAC Report

* Terminate Inactive Users

+ Update Message Of The Da:

* User Maintenance

Figure 4-14 Maintain User Groups
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After clicking on the = Subrmit | button, the Assign/Unassign Groups screen is displayed
for your edits to the User’s profile.

ﬁ_ ] System Administration housing | mall | hein | search | home | logout
= =

Secure Systems
Assign/Unassign Groups for User HWASSO

: User Information
orme First - HidAZE0

User ID HWAZSE0

system ; First Name FIRST - HWJ':‘LSSO
administration

» Assistance Contract Middle Initial
Assignment Maintenance
« Business Partners Last Name LAST - WASS

Maintenance
* EI¥ Assignments By User User Staus | Achve
* EI¥ Assignments To User User Type Tntemal Tnternet
+ Extra Coordinators Report

+ ponthly Activity Report

+ PHA Assignment D Select/Deselect all
Mainbenance — = =

« Participant Assignment M2M - Mark-to-Market
i ainte

§ Brenarhe A [] M74449 - BHAM
Maintenance

+ RAP Organization D WE7031 - BYRON BLATE.
Assignment Maintenance

* TAC Report [ MFE703 - Carel Dollar

* Terminate Inactive Users D WEGEEEA - DITSTIRECE
UlieleInec I Ex [] MC1458 - Daniel Majoros
O] M62131 - Darryl Wong
[0 M73875 - Dawid Glascoe

Please checkfuncheck boxes to assignfunassign groups to the user

* User Maintenance

Figure 4-15 Assign/Unassign Groups

Assign the User Groups for the desired subsystem by clicking on the check box next to
the desired Group(s) under the appropriate subsystem(s). After clicking on the
Assign/Unassign Groups | button at the bottom of the screen the following

transaction confirmation screen is displayed.

Successful Transaction

You have successfully assignedfunassigned group{s) to user HWASS0.

oK)

Figure 4-16 Assign/Unassign Groups Transaction Confirmation

4.2.5.2 Unassignment of Groups

To remove a User from a Group, you follow the same steps as for the assignment of
Groups, except for the last step. For the last step, you click on the checked box next to
the desired Group(s), removing the existing check next to those Groups. After clicking
the Assign/Unassign Groups | button, the User will no longer be a member of the

Groups you just unassigned.
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4.2.6 Maintain User Roles

Another approach to granting access privileges is to assign roles. Roles have associated
Actions, such as create draft and query system, as we observed in Assign Actions. The
assignment of roles and actions depends on the culture of a specific system. The
assignment of roles is a necessary first step before assigning contracts, PHAs, and
properties.

4.2.6.1 Assignment of Roles

To assign/update Roles for a User, first search/select the User as described in Section
4.2.2 above. On the Maintain User Information Screen, select Maintain User Profile —
Roles from the Choose a Function pull-down list.

ﬁ_ System Administration housing | mal | hetn | search | home | logout
-

Secure Systems
Maintain User HWASSO

User Information

User ID HWASS0
system First Mame |FIRST - HWASSE0

administration I
» Assistance Contract Middle Initial
Assignment Mainbenance
» Business Partners Last Name TAST - WASS

Maintenance

* EIV¥ Assignments By User User Status | Active

Welcome First - HWASES0

* EI¥ Assignments To User User Type Tnternal Internet
+ Extra Coordinators Report

+ Monthly Activity Report
» PHA Assignment

Choose a Function

Assistance Contract Assighment Maintenance |v

Maintenance |Assistance Contract Assignment Maintenance
i W Maintain User Information
« Property Assignment haintain User Profile - Actions

Maintenance tdaintain User Profile - Groups

RAP Organization 7 ; : "
i Assignment Maintenance Maintain User Profile - Foles
* TAC Repart Faricipant Assignment Maintenance

Property Assignment Maintenance
Reset lUser Password

* Terminate Inactive Users

* Update Message OF The Da

* User Mainbenance

Figure 4-17 Maintain User Roles
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After clicking on the = Subrmit | button, the Assign/Unassign Roles screen is displayed for
your edits to the User’s profile.

AR,

Secure Systems

wielcame First - HWASE0

system
administration

Maintenance
* EI¥ Assignments By User
* EI¥ Assignments To User
+ Extra Coordinators Report

+ Monthly Activity Report

+ PHA Assignment
Mainbenance

+ Participant Assignment
Maintenance

+ Prope Assignment
Maintenance

+ RAP Organization
Assignment Maintenance

+ TAC Report
* Terminate Inactive Users
+ Update Message Of The Da:

* User Maintenance

System Administration

housing | mail | heip | search | home | logout

Assign/Unassign Roles for User HWASSO

User Information
User ID HWASSO
First Name FIRST - HWASS0
Middle Initial
Last Name LAST - WASS
User Staus | Active
User Type Internal Internet

Please check)’uncheck-hoxes to assignfunassign roles to the user

Disabled roles cannot be unassigned until they are removed in the
appropriate Assignment Maintenance screens

D Select/Deselect All
ADM - Administration of Secure Systems

[ UaR - User Activity Report
APPS - Active Partners Performance System

[ &8UP - APPS Update
[] ce - Community Builder
[] HR - Headguarters 2530 Reviewer

Figure 4-18 Assign/Unassign Roles

Assign the User Roles for the desired system by clicking on the check box next to the
desired role(s) under the appropriate system(s). After clicking on the

AssignilUnassign Haoles

button at the bottom of the screen, the following

transaction confirmation screen is displayed.

A |

Secure Systems

armne First - HY

system
administration
» Assistance Contract

Assignment Maintenance
» Business Partners
Maintenance

* EI¥ Assignments By User
* EI¥ Assignments To User
+ Extra Coordinators Report

+ Monthly Activity Report

» PHA Assignment
Maintenance

System Administration

housing | mail | help | search | home | logout

Assign/Unassign Role Confirmation for User HWASSO

Roles to Assign to User HWASSO0

System Code Role Code Role Describtion
ADM UAR User Activity Report
WASS EDT Edit r'ights for User Maintenance
WASS 550 System S'ecurity Officer (Super &dmin)

No roles were selected to unassign.

[ Caonfirm J I Cancel I

Figure 4-19 Assign/Unassign Roles Confirmation
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After reviewing the pending assignment of roles for the User, click on the Confirm
button to accept the change. The transaction confirmation screen is displayed to confirm

the transaction.

Successful Transaction

You have successfully assignedfunassigned role{s) to user HWASS0.

oK)

Figure 4-20 Assign Roles Transaction Confirmation

4.2.6.2 Unassignment of Roles
To remove Roles from a User, you follow the same steps as for the assignment of Roles,

except for the last step. For the last step, you click on the checked box next to the desired
Role(s), removing the existing check next to those Roles. After clicking the

AssignilUnassign Haoles

| button, the User will no longer have the Roles you just

unassigned.

4.2.7 Assistance Contract Assignment Maintenance

The Assistance Contract Assignment Maintenance function provides the capability for a
Coordinator to assign a contract and an associated role or roles to a User.

4.2.7.1 Assign Contract Function
The Coordinator performs a three-step process.

Step 1: Enter the User’s ID.
Step 2: Select the Assign Contract function.
Step 3: Enter either the Property ID, Contract #, or CAID.

Secure Systems

system
administration
» Assistance Contract

Assignment Maintenance
» Business Partners
Maintenance

* EI¥ Assignments By User
* EI¥ Assignments To User
+ Extra Coordinators Report

+ Monthly Activity Report

» PHA Assignment
Maintenance

System Administration

housing | mail | help | search | home | logout

Assistance Contract Assignment Maintenance

|Please enter a User Id:
| User ID HWASE0
Enter a Function. -
| Assign Contract s
| For Assign Contract, one of the following criter;_ia must be provided.
Property ID | 800000000]

{or) Contract #
(or) CAID | |v|

[ Submit] [ Cancel ]

Figure 4-21 Assistance Contract Maintenance
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After clicking on the Submit | button, the Coordinator makes decisions on the Assign

Contract screen about the roles and contracts to assign to the User. This function cannot
be performed successfully unless appropriate roles have first been assigned to the User in
User Maintenance.

m'— System Administration mall | help | search | home | logout

Secure Systems Assign Contract

* A Pre-RFP Role can be assigned only to a Pre-RFP Contract
2 s ® A Post-RFP Role can be assigned only to a Post-RFP Contract
rst - MO0401 * A Role marked as "Both" can be assigned to either a Pre-RFP or a Post-RFP Contract
system
administration
» Assistance Contract Assign contract(s) to User{M0OO401)
Assiqimen i aiitenatice; Select a role for contract a_"ss_i_llglnll'neﬁt B .

» Business Partners

Maintenance Code Description {Pre/fPost/Both)

+ PHA Assignment T
e TTQ TRACS Tenant Query (Both)

» Participant Assignment Roles TV TRACS Youcher Query (BDth)
Maintenance

* Password Change

» Property Assignment
Maintenance Select contract{s) to assign

» RAP Organization
PP E P NI Contract Nt_lmhe_r Pruperty N_a_ml?_ (F're_!’Pust)

+ Terminste Inactive Ussrs [PAZEINT 7002 DONOPA TOWERS (Fre)

* User Mainbenance

Contracts

» Active Partners
Performance Systen
[(APPS)

«» Enterprise Income
Yerification (EI¥)

» Financial Assessment
Submission - PHA
[(FASPHA)

» Financial Assessment

Subsystem - Multifamily
» Line of Credit Control
Sustem feLDCCSY

Figure 4-22 Assign Contract

The Coordinator selects the role(s) and the Contract(s) to assign the User, and then clicks
on the Submit | button. A message is displayed confirming the assignment.

Successful Transaction

You have successfully assigned the Assistance Contract to User MO0O401.

oK

Figure 4-23 Confirmation Assignment of Contract
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4.2.8 Unassign Contract Function

The Coordinator can view or unassign contracts for a user by selecting Assistance
Contract Maintenance, entering the User’s ID, and then selecting View/Unassign
Contract from the pull-down menu.

mail | hein | search | home | logout

ﬁ_ System Administration
=

Secure Systems ; s ;
Assistance Contract Assignment Maintenance

Please enter a User Id:
e First - MOO0401 User ID k00401

Enter a Function.

system [ ; e |
azministration iewfUnassign Contract v
+ Assistance Contract For Assign Contract, one of the following criteria must B_e provided.
Assignment Mainbenance
» Business Partners Property ID
Maintenance
« PHA Assignment (DI’) Contract #
Maintenance r
» Participant Assignment (or) CAID s |
Maintenance g -
+ Password Change
+ Prope Assignment
Maintenance
+ RAP Organization
Assignment Maintenance
* Terminate Inactive Users

LSubmit] [ Cancel ]

* User Maintenance

Figure 4-24 Assistance Contract Assignment Maintenance

After clicking on the Submit button, a listing of contracts already assigned to the User is
displayed. If there are no contracts with roles assigned to the User, a message will be
displayed indicating this fact. The Coordinator can Unassign a contract(s) and role(s) by
clicking in the desired check box(es) and clicking the ~ Submit | button.

mail | help | search | home | logout

ﬂ_ _ System Administration
="

Secure Systems _ ) :
View or Unassign Contract Assignments

e First - MO040L Unassign Contract(s) for (M00401})
D Select/Deselect All
system : Property ID | Contract Number | Contract Name Role Code
e i (1800018364, PA280017002 | DONORA TOWERS| TTQ

» Assistance Contract
Ascignment Maintenance
» Business Pariners

Maintenance

« PHA Assignment
Maintenance

Figure 4-25 Unassign Contract Assignments
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After clicking on the  Submit | button, a message is displayed confirming that the
contract is Unassigned.

Successful Transaction

You have successfully unassigned the contract from User MOD401.

o8]

Figure 4-26 Confirmation of Unassignment of Contract

4.3 Business Partners Maintenance

The first Coordinator relationship with a Business Partner is an “Original” relationship. The
privilege of working for that Business Partner is assigned at the time of Coordinator registration,
when the Business Partner provides the Coordinator with the Coordinator User ID. After the
“initial” coordinator registration process, Coordinators may request/establish relationships with
additional Business Partners. The Coordinators request and establish these “Additional”
relationships through the Business Partners Maintenance screens. These additional relationships
are referred to as “BPR relationships.”

4.3.1 Business Partner Maintenance

The Coordinator first selects the Business Partner Maintenance link on the Systems
Administration section menu. When the screen in Figure 4-27 is displayed, the Coordinator
enters his/her Coordinator User ID. The Coordinator then chooses Select Request New/Delete
Existing Relationships. (This is the same screen that will be seen later for adding or deleting
Business Partners for Users.)

ﬁ" : System Administration housing | mall | hein | search | home | logout
I

Secure Systems - :
Business Partners Maintenance

e FIRST - HWASSE Please enter a User 1d:

User ID MO00D0OO

S?St?'n:l y Please enter a Function:

administration e . o r

« Assistance Contract | Add New/Delete Existing Relationships |#
Assignment Maintenance s - e e = =

» Business Pariners

Mainte, - o
e Submit | | Cancel
* EI¥ Assignments By User

Figure 4-27 Business Partner Maintenance Request
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After clicking on the  Submit | button, the Add/Delete Relationships screen is displayed.

Al

Secure Systems

e FIRET - H

system
administration

nance
* EI¥ Assignments By User
+ EI¥ Assignments To User
+ Extra Coordinators Report

+ Monthly Activity Report

+ BHA Assignment
Maintenance

+ Participant Assignment
Maintenance

+ Brope Assignment
Maintenance

+ RAP Organization
Assignment Maintenance

+ TAC Report

* Terminate Inactive Users

+ Update Message OFf The Da

* User Maintenance

System Administration

housing | mail | help | search | home | logout

Add/ Delete Relationships

For First - MOO401 null Last - WASS (MOD401)

Select relationships to delete
Status Tax ID Name Type

[ 256003384 -Washington County Housin;g Authority (Organization)

A 746003056 - Mercedes Housing Authority (Organization)

A 987654321 - Dr. Theodoara J. Harmon Il (Organization)

0: DCY77 - CARLSBURG (Organization)

AN - Housing Autharity of the City of Superior (Organization)

Relafi_i_:msl_'ui_ps to add

~ TIN/SSN/PHA ID _ Business Partner Type
123456789 | Participant (Individual) — |»]
- E:Partici_pant {Organization) V
-:Par%ici-pan{ -brgani.zétioh).é.v.-
)

(!
'-Pgmici_p ant (Organization
(!

| Participant (Organization) | |

Figure 4-28 Request/Add Business Relationships
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4.3.1.1 Requesting A Business Partner Relationship

The Coordinator enters the Business Partner’s TIN, SSN, or PHA ID under Relationships
to add and selects the Business Partner Type from the pull-down list. After clicking on
the  Submit | button, the Add/Delete Confirmation Screen is displayed. In the case of
adding a business relationship, it is important to recheck the accuracy of the information.
Specifically you should verify that the Business Partner’s mailing address is correct.
Your Activation Code will be mailed to the specified address. If this address is incorrect,
you should coordinate with this business partner to contact the HUD field office for an
address update.

housing | mail | help | search | home | logout

ﬂ_ _ System Administration
="

Secure Systems ) _ y _
Add/ Delete Relationships Confirmation

Welcome FIRSET - HWASSO
For First - MOD401 null Last - WASS (MO0401)
system
administration Relationships To Delete
» Assistance Contract 5 % i g 1
Assignment Maintenance There are no relationships to delete!
» Business Partners
Maintenance

> Relationships To Add
* EI¥ Assignments By User - —

Type Tax ID Name
* EI¥ Assignments To User E Bardén Pai:rick
* Extra Coordinators Report Individual 123456789 Bl e

Terre Haute
IM - 47803 0086

* Monthly Activity Report
« PHA Assignment
Maintenance

« Participant Assignment
Maintenance

[ Confirm ‘ ICanceI |

Figure 4-29 Add/Delete Relationships Confirmation

If you are satisfied with the information about the Business Partner, select the  Canfirm
button. Secure Systems will display a screen that confirms a successful transaction.

Successful Transaction

You have successfully completed the function.

Figure 4-30 Request Business Partner Relationship Transaction Confirmation
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4.3.2 Activation of a Requested Business Partner Relationship

The request by the Coordinator for an additional Business Partner relationship (BPR
Coordinator) will trigger a letter to be sent to the Business Partner with an Activation
Key for the relationship. Once the Coordinator obtains the Business Partner Relationship
Activation Key from the Business Partner, he/she logs into Secure Systems, and selects
Business Partner Maintenance. The coordinator enters the User ID and selects Activate
Relationships from the pull-down box.

ﬁ'_ System Administration housing | mall | heip | search | home | logout
—

Secure Systems ; :
Business Partners Maintenance

Wwelcome FIRST - HWASSO Please enter a User Id:
User ID | b00407
S“rSt?".] - Please enter a Function:

administration : —
. Assistance Contract Add MNew/Delete Existing Relationships |+
R gls.::n::;e;:r:::?name Add MNew/Delete Existing Relationships

Maintenance Activater'_'Deadivate Relationships
* EI¥ Assignments By User

Figure 4-31 Business Partners Maintenance — Activate Relationship
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After clicking on the  Submit | button, the Activate Relationships screen is displayed

ﬁ |— System Administration housing | mall | heip | search | homie | logout
=

Secure Systems

Activate / Deactivate Relationships

me FIRST - HWASSO For First - MOO401 null Last - WASS (MOO0401)
system Se'leg:t relati_o_n;hi_ps to deacti_\f_a_t_e_ - ) -
administration Participant Type | TINFSSN/PHA I Name
+ Assistance Contract i — : - 3 : :
ﬁ:::;m:::t ,::in:;name Organization : 266003384 -Washington County Housing Autharity
« Business Partners Organization : 746003056 - Mercedes Housing Authotity
Maintenance Organization : 987854321 - Dr. Theodora J. Harmon |l
~ELV.Assianments By User Organization : DCT77 - CARLSBURG
* EIV Assignments To User Organization : WI001 - Housing Authority of the City of Superior
* Extra Coordinators Report
* Monthly Activity Report
« PHA Assignment
Maintenance
«» Participant Assignment . ——— - .
Maintenance Select relationships to activate =
e et Botticipont fyne L PN/ S Maing

Maintenance T
« RAP Organization Individual : 123456789 - Barder, Patric

Assignment Maintenance |
* TAC Report

* Terminate Inactive Usars
+ Update Message OFf The Da

* User Maintenance

Figure 4-32 Activate Relationships
The Coordinator enters the Activation Key provided in the letter from his requested
Business Partner and clicks on the = Submit | button. A message will be displayed
confirming the successful completion of the transaction.
Successful Transaction

You have successfully completed the function.

Figure 4-33 Business Partner Relationship Activation Transaction Confirmation

Once the Coordinator has obtained privileges for a business partner, the assignment of
privileges for the Users can be done.
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4.3.3 Deactivate a Business Partner Relationship

A Coordinator may Deactivate his/her Coordinator relationship with any of his/her
Business Partners, with the exception of the relationship with the Original Business
Partner for which he/she registered. To Deactivate a Coordinator relationship with a
Business Partner, the Coordinator selects Business Partner Maintenance from the
Systems Administration menu, enters his/her User ID, and selects Activate/Deactivate
Relationship from the pull-down box.

housing | mail | heip | search | home | logout

ﬁ” System Administration
=

Secure Systems ; :
Business Partners Maintenance

Welcome FIRST - HWASS0 Please enter a User Id:

User ID  MM0O0401

S?St?'"f' - Please enter a Function:

administration P ot e - [

« Assistance Contract | Activate/Deactivate Relationships bt
Assignment Maintenance . — - = -

» Business Pariners

Maintenance Submit | Cancel J

* EI¥ Assignments By User

Figure 4-34 Business Partner Maintenance — Deactivation Request

After clicking on the  Submit | button, the Deactivate Relationships screen is displayed.

ﬁ'_

Secure Systems

housing | mail | heip | search | home | logout

System Administration

Activate / Deactivate Relationships

ame FIRST - Hi 0 For First - MO0401 null Last - WASS (MOD401)
system Select relationships to deactivate —-=
adninistratiun Participant Type _ TIN/SSN/PHA ID Name
o i [individual : 123456780 - Barder, Patrick
+ Business Partners COrganization : 256003384 -\Washington County Housing Authority
Maintenance Organization : 746003056 - Mercedes Housing Authatity

*EDE-Assignments By User Organization : 987654321 - Dr. Theadara J. Harman |l

Organization : DCY?7 - CARLSBURG
Organization : WI00T - Housing Autharity of the City of Superior

* EIV¥ Assignments To User
# Extra Coordinators Report

+ Monthly Activity Report

+ PHA Assignment
Maintenance

« Participant Assignment
Maintenance

+ Prope Assignment
Maintenance

:Selia_i:l; i'elqi_:_ii:lnsl"lips_tc_l_al;i:'i_[.ra_te_
There are no relationships to activate!

Figure 4-35 Business Partner Relationship — Deactivate Relationships
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The Coordinator selects the Business Partner relationship to deactivate and clicks on the
Submit | button. A message is displayed confirming the successful transaction.

Successful Transaction

You have successfully completed the function.

Figure 4-36 Business Partner Deactivation Transaction Confirmation

4.3.4 Deleting A Business Partner Relationship

In order to delete a business partner relationship, the Coordinator first selects the desired
Business Partner Relationship to delete. Then, the Coordinator scrolls to the bottom of
the screen and clicks on the = Submit | button.

Al

Secure Systems

Welcarne FIRST - Hw

system
administration
» Bssistance Contract

Assignment Maintenance
» Business Partners
Maintenance

* EI¥ Assignments By User
* EI¥ Assignments To User
* Extra Coordinators Report

* Monthly Activity Repart
« PHA Assignment
Maintenance

«» Participant Assignment
Maintenance

« Property Assignment

Maintenance
«» RAP Organization
Assignment Maintenance

* TAC Report
* Terminate Inactive Users
* Update Message Of The Da

* User Maintenance

housing | mail | heip | search | home | logout

System Administration

Add/ Delete Relationships

For First - MO0401 null Last- WASS (MO0401)

Select relationships to delete

____Status __Tax ID __Name Type
10 123466789 - Barder, Patrick (Indiridual)
A 25B003384 -YWashington County Housing Authority (Organization)
A 746003056 - Mercedes Housing Authority (Organization)
A 987654321 - Dr. Theodora J. Harmon Il {Organization)
0. DC777 - CARLSBURG (Organization)
AI00T - Housing Authority of the City of Superior (Organization)

Relationships to add

TIN/SSN/PHA ID Business Partner Type
| Participant (Organization) | v |

5-Par1i|:ipant(Organization |
-.Par-tici:panf -brgani.za.tiuh ¥|

)

( )|

'-PﬁmiCi_p ant (Organizﬁlﬂgn) '._-v
( )

| Participant (Organization) (v |

Figure 4-37 Delete Business Partner Relationships
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The Add/Delete Relationships Confirmation Screen is displayed.

housing | mail | heip | search | home | logout

ﬁ'_ System Administration
|‘

Secure Systems : ’ . ;
Add/ Delete Relationships Confirmation

Welcorme FIRET - HW

For First - MO0401 null Last - WASS (M0O0401)
system
administration

* Astimman Hainianance Type | TaxID  Name  Status

+ Business Pariners Individual 123456788 Barder , Patrick Mon-Active Additional (D)

Maintenance

Relationships to Delete

i Bemmes Dy Hene Re-lai':ioﬁ's'liips To Add

* EIY Assignments To User There are no relationships to be added

+ Extra Coordinators Report

+ Monthly Activity Report

» PHA Assignment
Maintenance

[ Confirm l [ Cancel ]

Figure 4-38 Delete Business Partner Relationship Confirmation

The Coordinators reviews the Business Partner Relationship that is to be deleted, and
completes the deletion by clicking on the = Canfirm | button. Each successful transaction
is rewarded with a confirmation message shown in Figure 4-39.

Successful Transaction

You have successfully completed the function.

Figure 4-39 Confirmation of Business Relationship Maintenance
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4.4 PHA Assignment Maintenance

4.4.1 Assign PHA

The Coordinator assigns PHAs and applicable roles to the User by selecting the PHA
Assignment Maintenance link under Systems Administration and filling in the
information on the PHA Assignment Maintenance screen. Follow these steps:

Step 1: Enter the User ID of the User.

Step 2: Indicate whether the action is to assign or unassign a PHA.

Step 3: Enter the PHA ID. If you do not know the PHA ID, you can select the name of
the state to display a listing of all the state’s PHAs, and then sort the PHAs in that state
by PHA ID number or by name.

A Coordinator can assign PHAs and applicable roles only if applicable privileges have
already been assigned to the User in User Maintenance.

housing | mail | heip | search | home | logout

ﬁ-_ System Administration
=

Secure Systems . ;
PHA Assignment Maintenance

Please enter a User Id:

Welcome FIRST - HWASSD User ID

Choose a Function:

system i 7 Tig]
administration _ASSlgn PHA " ___ =]

» Assistance Contract For Assign PHA, provide one of the following:

Ascignment Maintenance
+ Business Partners PHA ID
Maintenance ;

* EI¥ Assignments By User State |
« EIV Assignments To User If selected criterion is St.ate.,. for!:l h"y
PHAID |+

+ Extra Coordinators Report

+ Monthly Activity Report

» PHA Assignment
Maintenance

Submit

Figure 4-40 PHA Assignment Maintenance
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After clicking on the button, the Assign PHA screen is displayed. Select the
role(s) and applicable PHA(S).

ﬁ" : System Administration housing | mail | help | search | home | logout
=

Secure Svsli.ms

Assign PHA for User M0O0401

Choose a Role: T

Role Pescaplion Cavstem I Fale ¢ode)
FPASSE Engineer [PASS - PAE)
system PHA Coordinator (MASS - PHC)
administration PHA Submitter (RASS - PSE)

+ fissistance Gontrack: PHA User (MASS - PHL)

Wy oo PEAC Financial Analyst (FASPHA - RFA)

Maintenance .__lEHc_mse_ at_-l'ea_s_t_ one PHA:
+ EI¥ Assignments By User PHA ID - PHA Name
* EI¥ Assignments To User DC???-CARLSBURG o
* Extra Coordinators Report

+ Monthly Activity Report

» PHA Assignment
Maintenance

» Participant Assignment
Maintenance

» Prope Assignment
Maintenance

» RAP Organization
Assignment Maintenance

* TAC Report

‘Welcome FIRST - H

* Terminate Inactive Users

+ Update Mescage OFf The Da

Figure 4-41 Assignment of PHA and PHA Roles
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After clicking on the button, the Assign PHA Confirmation Screen is
displayed.

housing | mail | help | search | home | logout

= System Administration
ﬁ

Secure Systems
Assign PHA Confirmation for User M0O0401

User Information

User ID 00401

system . First Name First - 100401
administration i

+ Assistance Contract Middle Initial
Assignment Maintenance

+ Business Partners Last Name Last- WASS
Maintenance 1

orme FIRST - Hi

* EI¥ Assignments By User

EI¥ Assi s To U 7
e | PHAS to Assign to User M0O0401 for Role PSB.

PHA ID PHA Name
DCFTT CARLSBURG

+ Extra Coordinators Report

+ Monthly Activity Report

+ BHA Assignment
Maintenance

+ Participant Assignment
Maintenance

+ Brope Assignment
Maintenance

+ RAP Organization
Assignment Maintenance

l Confirm l [ Cancel ]

Figure 4-42 Confirmation of PHA Assignment

4.4.2 View or Unassign PHA

The Coordinator may view or unassign PHAs with associated roles for a User by using
the PHA Assignment Maintenance screen (Figure 4-43). Enter the User ID, select View
[Soami]

or Unassign PHA, and click on the button. The Unassign PHA screen is

displayed, showing the current PHASs assigned to the user.

ﬁ'_ System Administration housing | mall | heln | search | home | logout
=

Secure Systems : :
View /Unassign PHA for User M0O0401

To unassign a PHA, check the box and click submit.

Welcome FIRST - Hi 0 D Select/Deselect All
PHA IT) | PHA Name Role Code | Role Dlesciiption
system : F ; EO
administration DC??? CARLSBURG | PAE PASS Englneer
+ Assistance Contract [1DC777 CARLSBURG | PSB PHA Submitter

Assignment Maintenance
» Business Partners

Maintenance :
* EI¥ Assignments By User Subimit Cancel

Figure 4-43 View or Unassign PHA for a User
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To unassign PHAS, select the check-marked box(es) next to the applicable PHA(s) and

click on the button. A confirmation screen will be displayed, confirming the
unassignment of PHA(S).

Update Results

2 unassigns have completed successfully.

[Becure Svstems Menu] [PHA Maintenance]

Figure 4-44 Unassignment Confirmation Screen
4.5 Participant Assignment Maintenance

4.5.1 Assign Participant

The Coordinator assigns Participants and applicable roles to the User by selecting the
Participant Assignment Maintenance link under Systems Administration and filling in the
information on the Participant Assignment Maintenance screen. Follow these steps:

Step 1: Enter the User’s ID.
Step 2: Indicate whether the action is to assign or unassign a Participant.

A Coordinator can assign Participants and applicable roles only if applicable privileges
have already been assigned to the User in User Maintenance.

ﬁ'_ System Administration housing | mail | help | search | home | logout

Secure Systems - . ;
Participant Assignment Maintenance

Please enter a User Id:

Welcome FIRST - HWASSO User ID | 00401
Choose a Function:
system e f
administration / _Ass.gr_.] el el Lo
+ Assistance Contract For Assign Participant, Please enter the Tax ID
Assignment Maintenance |
» Business Partners Taz ID

Maintenance
* EI¥ Assignments By User

Figure 4-45 Participant Assignment Maintenance

* EL¥ Assignments To User
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After clicking on the button, the Assign Participant screen is displayed. Select
the role(s) and applicable Participant(s).

ﬁ'__ System Administration housing | mall | heln | search | home | logout
E

Secure Systems

Assign Participant for User M0O0401

Choose a Role: -
S S R T
FAE - PASS Engineer
system PHC - PHA Coardinatar
administration FSE - FPHA Submitter
» Assistance Contract

Assignment Mainbenance
+ Business Partners

Maintenance Choose at -I:e_ast one Participant:
* ELV Assignments By User Participant Name - TIN - Participant Type
* EI¥ Assignments To User Barder, Patrick -123456789 - Individual
+ Extra Coordinators Report

+ Monthly Activity Report

» PHA Assignment
Maintenance

» Participant Assignment
Maintenance

» Property Assignment
Maintenance

» RAP Organization
Assignment Maintenance

* TAC Report

Welcome FIRST - Hy

* Terminate Inactive Usars

* Update Message OFf The Da

Figure 4-46 Assignment of Participant and Participant Roles

After clicking on the button, an Update Results screen will appear confirming
that all updates have been completed successfully.

Successful Transaction

You have successfully assigned the Participant to User MOD401.

Figure 4-47 Assignment Confirmation Screen
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4.5.2 View or Unassign Participant
The Coordinator may view or unassign Participants with associated roles for a User by
using the Participant Assignment Maintenance screen (Figure 4-48). Enter the User ID,

select View or Unassign Participant, and click on the button. The Unassign
Participant screen is displayed, showing the current Participants assigned to the user.

housing | mail | help | search | home | logout

ﬁ' System Administration
=

Secure Systems . . e
View /Unassign Participant for User M0O0401

To unassign a participant, check the box a_nl:i_ click submit.

me FIRST - H S0 I:‘ Select/Desalact All

Participant Role
[1Een Ton Presbyterian AT EEMS Post-EFP Contract
Aillage, Tac 161127014 Crgamration Ch I st

Mainte: .
SRR [(ercedes Housing
+ EI¥ Assignments By User i
Authority

[ Barder , Patrick 123456789 Individual PHC  PHA Coordinator
[JBarder, Patrick 123456789 Individual PSB | PHA Submitter

Figure 4-48 View or Unassign Participant for a User

system Participant Name TIN/SSIN Role Description

administration

T46003026) Orgamzation E:B PHA Submtter

+ EI¥ Assignments To User

+ Extra Coordinators Report

+ Monthly Activity Report
+ PHA Assignment
Maintenance

+ Participant Assignment
Maintenance
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To unassign Participants, select the check-marked box(es) next to the applicable

Participant(s) and click on the button. A confirmation screen will be displayed,
confirming the unassignment of Participant(s).

Successful Transaction

You have successfully unassigned the Participant from User MOD401.

Figure 4-49 Unassignment Confirmation Screen

4.6 Password Change

4.6.1 Changing Password

For the user, changing your password is the only system administration function
applicable. The frequent changing of passwords is an important step in increasing
security. You can change your password at anytime; however, if you have not changed
your password for over 21 days you will be prompted after login to change your
password. To change your password, select the Change Password link under System
Administration. Enter your old password. Then enter a new password, reenter it to

verify it, and click on the Sawe | button.

mail | help | search | home | logout

iﬁ-ﬂ,. Password Change

Secure Systems
Change User Password M00401

Please enter your old and new passwords

User ID 1100401
old Password ||
New Password

Verify New Password

Save Cancel

Content updated September 22, 2006 o Back to To
@ U.S, Departrnent of Housing and Urban Development Home | Privacy Statement
451 7th Street S.W., Washington, DC 20410

Telephone: (202) 708-1112 TTv: [(202) 708-1455

Figure 4-50 Change Password
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4.6.2 Forgotten Password
Have you forgotten your password? Go to the URL address:
www.hud.gov/offices/reac/online/reasyst.cfm on the REAC-PIH Online web page and
select | rassworo reset | to display the Reset Password page, Figure 4-51.

Seenre Systems ———-—-

HUD

RESET PASSWORD
*Please note that all of the following fields are required.

User ID I

First [Name I

Last Name I
Social Security Number I N I—— I
Mother's MMaiden Name I

Reset Password I

Figure 4-51 Reset Password

The information that you provide is compared to the data in Secure Systems that was
obtained during your registration process. If you have provided information that
corresponds to the information in Secure Systems, your password will be reset to a
randomly generated 6 character alphanumeric password. This new password will be E-
mailed to the E-mail address Secure Systems has as part of your User Information. Make
sure to keep your Coordinator informed of all changes in your User Information.
Otherwise, Secure Systems will rely on the information provided at registration.

If you encounter any problems during the Forgotten Password process and receive an
error message from the system, please contact the Technical Assistance Center (TAC) at
(888) 245-4860. A TAC User has the capability to reset passwords. Before the TAC
User will issue your password, he or she needs to verify your identity. The TAC User
will ask for your User ID, first name, last name, last four digits of your SSN, and your
mother’s maiden name. If you have correctly answered these security questions, then the
TAC User will reset your password to “password”.
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4.7 Property Assignment Maintenance

4.7.1 Property Assignment

Property Assignment Maintenance is used by the Coordinator to assign properties with
applicable roles to a User. Assignments of properties with roles to a User can only be
performed if the Coordinator has first assigned the applicable roles and actions to Users
using User Maintenance under System Administration.

The Coordinator selects the Property Assignment Maintenance link from the sidebar and
sees the screen shown in Figure 4-52. In order to assign a property to a User, enter the
User ID for the user who is to have access, and then enter one of the other items of
information — Property ID, FHA Number, Contract Number, or servicing site — and click

on the Submit | button.

housing | mail | heip | search | home | logout

ﬁ'_ System Administration

Secure Systems

Property Assignment Maintenance

|Please enter a User 1d:
User ID |MOD401|

Choose a Function:

system
administration
» Assistance Contract

Assignment Maintenance
» Business Partners
Maintenance

* EIV¥ Assignments By User
* ELV¥ Assignments To User
* Extra Coordinators Report

+ Monthly Activity Report

« PHA Assignment
Maintenance

» Participant Assignment
Maintenance

+ Prope Assignment
Maintenance

+ RAP Organization
Assignment Maintenance

* TAC Report
* Terminate Inactive Users
+ Update Message OFf The Da

* User Maintenance

Assign Property s
For Yiew or Unassig_n_Pruperj_:y._dbt_ionally provide Servicing Site:|

|For Assign Property, provide one of the following:

Property ID 300000011
FHA Number
Contract Number |
Servicing Site | I
For Assig_ﬁ Proberty, s.ﬁ!?.w Pr'op'erty DW.I.'IEI‘lS:
| Current Chmers |+ |
Show:
| Active Pru_penies i

Sort by:

Property Marme :_.V.

[For UnAssign Property, Dptionélly_ er_l_ter'_a role

Role Code

Cancel

Figure 4-52 Initial Property Assignment Maintenance Screen
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Next you will see the Assign Property screen as shown in Figure 4-53.

A

Secure Systems

Welcome FIRST - Hs

system
administration
» Assistance Contract

Assignment Maintenance
+ B 55 Partners
Maintenance

* EI¥ Assignments By User
* EI¥ Assignments To User
+ Extra Coordinators Report

+ Monthly Activity Report
» PHA Assignment
Maintenance

» Participant Assignment
Maintenance

«» Property Assignment
Maintenance

« RAP Organization
Assignment Maintenance

* TAC Report

* Terminate Inactive Users

* Update Message OFf The Da

* User Mainbtenance

System Administration

housing | mail | heip | search | home | logout

Assign Property for User M0O0401

Choose a Role: ] }
Role Description - (System ID - Role Code)
Generic MZM Role (M2 - MZM)
PASS Engineer (PASS - PAE)
PHA Coordinator (MASS - PHC)
TRACS Tenant Querny (TRACS - TTO)
TRACS Youcher Query (TRACS - TWQ)
Choose at least one Property:

Current property owners are shown below.
Properties with no TIN listed have not been assigned owner information.

Only active properties are shown.

Property ID -- Property Name --TIN
(800000071 — BETHANY PLACE APT - /309526719%

Figure 4-53 Assign Property Screen

First, select one or more properties. Then, select the applicable user role(s). Finally, click
on the Submit | button. A transaction confirmation screen will be displayed.

Successful Transaction

You have successfully assigned the Property to User MOD401.

Figure 4-54 Property Assignment Transaction Confirmation
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If you want to assign properties from a list of Servicing Site’s properties, select the
Property Assignment Maintenance link from the System Administration menu. Enter the
User ID and select the Servicing Site from the Servicing Site pull-down box.

housing | mail | heip | search | home | logout

System Administration

T

Secure Systems

Welcome FIRSET - HWASEO

system
administration
» Assistance Contract

Ascignment Maintenance
» Business Pariners
Maintenance

* EI¥ Assignments By User
* EI¥ Assignments To User
* Extra Coordinators Report

+ Monthly Activity Report

« PHA Assignment
Maintenance

o Participant Assignment
Maintenance

» Prope Assignment
Maintenance

» RAP Organization
Ascignment Maintenance

* TAC Report

* Terminate Inactive Users

* Update Message OF The Da

* User Maintenance

Property Assignment Maintenance

Please enter a User Il:i_:

User ID k00407

|Choose a Function:

| Assign Property ™

For ¥iew or Unass._ign Property, optionally provide Servicing Site:

For Assign Property, provide one of the following:

Property ID
FHA Number

Contract Mumber

Servicing Site |
'Fm;'.nssign Prlz.lpertjr,'sho-w Proper't_y'ljwnl_e'r's

| Current Owmers [%|

Show:

| Active Fropetties v

Sort by:

Propery Name |»
For UnAssign Property.:l:lptionally enter a role
Role Code

Figure 4-55 Property Assignment within a Servicing Site
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After clicking on the  Submit | button, the Assign Property for User screen is displayed
with the listing of properties associated with the selected Servicing Site.

housing | mail | help | search | home | logout

System Administration

A |

Secure Systems

arme FIRS

system
administration

Maintenance
* EL¥ Assignments By User
* EI¥ Assignments To User
* Extra Coordinators Report

* Monthly Activity Report
« PHA Assignment
Maintenance

«» Participant Assignment
Maintenance

«» Property Assignment

Maintenance
« RAP Organization
Assignment Maintenance

* TAC Report

* Terminate Inactive Users

* Update Message OF The Da

* User Maintenance

Assign Property for User MO0401

Choose a Role: 2 ) 3 e
Role Description - (System ID - Role Code)
Generic M2 Role (M2h - M2R)
FASS Engineer (PASS - PAE)
PHA Coordinator (MASS - PHC)
TRACS Tenant Querny (TRACS -TTQ)
TRACS Youcher Query (TRACS - TVQ)
Choose at Iea_st one P'I"operty:
Current property owners are shown below.

Properties with no TIN listed have not heen assigned owner information.
Only active properties are shown.

Property ID -- Property Name -- TIN

['800003741 = 1330 710 Street Apartments — 770594072 %

800210663 — 636 COOPERATIVE APARTMEMNTS — 521919730 *
800009344 — AIMCO — 521145205 *

8000536811 — ALDEN FPARK AFTS — 510266754 *

AO0003669 — ALLEN HOUSE — 521300286 *

800003671 — ANCHOR HOUSIMNG —521181447 *

800009086 — AMDOVER GROUP HOME — 521158064 *

800009083 — ARMOLD GARDENS APTS — 526102507 *

800003673 — ATLANTIC GARDEMS — 042752720 *

| BO0025410 — ATLANTIC TERRACE — 0430282393

Subrit Cancel

Figure 4-56 Assign Property for User from a Listing of Servicing Site Properties

Proceed as described above to assign properties with associated roles to the User.
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4.7.2 View or Unassign Properties

A Coordinator can view or unassign properties for a User by selecting the Property
Assignment Maintenance link under System Administration.

First, enter the User ID. Then, select the View or Unassign Property option. Finally,
click on the Submit | button.

housing | mail | help | search | home | logout

ﬁ'_ System Administration
=

Secure Systems

Property Assignment Maintenance

|Please enter a User 1d:
User ID | O0407

Choose a Function:

system
administration
+ Assistance Contract For ¥iew or Unassign Property, optionally provide Servicing Site:
Assignment Maintenance For Assign Property, provide one of the following:
+ Business Partners 7 o
Maintenance Property ID

* EIV¥ Assignments By User

[Biew oy Unassign Properhy +

FHA Number
* EIV¥ Assignments To User

+ Extra Coordinators Report Contract Number |

+ Monthly Activity Report
» PHA Assignment
Maintenance

«» Participant Assignment
Maintenance

«» Property Assignment

Maintenance
« RAP Organization
Assignment Maintenance

* TAC Report
* Terminate Inactive Users
* Update Message OFf The Da

* User Mainbtenance

Servicing Site |
'Fc'n-l;'nssig_n' Prnherty. éijig'!u_i’l;opeﬂy'l]w_heﬁs:
| Current Owners |+ |

Show:

| Active Properties  |%

Sort by:

Property Name :_.v'

[For UnAssign Property, Dptionéllv. en_.ter'.a role

Role Code

Cancel

Figure 4-57 View or Unassign Property
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The View/Unassign Property screen is displayed with a listing of properties with
associated roles currently assigned to the User. To unassign a property, click on the check
box next to the property to unassign (as shown in Figure 4-58 below).

housing | mail | help | search | home | logout

ﬂ System Administration
E

Secure Systems : _
View /Unassign Property for User M0O0401

To unassign a property, check the box and click submit.
ne FIRST - HW o Select/Deselect All

Owner | Role

system Property ID Property Name TIN Code Role Description
administration e ! . i =
+ Assistance Contract 800000011 BETHANWY FLACE APT LHC PHA Coordinator
Assignment Maintenance ' A 3 : ' TRt
+ Business Partners 1800000011 BETHANY FLACE APT | TTO TRACS Tenant Query
I:Ia‘;n:en-ante e 1200000011 BETHANY FLACE APT VQ RACS Voucher Query
* SSIqINEn Y User = 3
g |EEN-TOH EEMSE Post-EFF Contract
* EIV Assignments To User I
L ASTORMents 16 Uoer D800000040PRESBYT'ERIAN 161127014 | CA A

+ Extra Coordinators Report

+ Monthly Activity Report

+ PHA Assignment
Maintenance

Figure 4-58 View/Unassign Property for User

After clicking on the Submit | button at the bottom of the screen, a transaction
confirmation screen is displayed.

Successful Transaction _

You have successfully unassigned the Property from User MO0401.

oK)

Figure 4-59 Property Unassignment Transaction Confirmation
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4.8 Reverse Auction Program (RAP) Bidder Assignment
Maintenance

4.8.1 RAP Assignment

RAP Assignment Maintenance is used by the Coordinator to assign RAP Organizations
with applicable roles to a User. Assignments of RAP Organizations with roles to a User
can only be performed if the Coordinator has first assigned the applicable roles and
actions to Users using User Maintenance under System Administration.

The Coordinator selects the RAP Organization Assignment Maintenance link from the
sidebar and sees the screen shown in Figure 4-60. In order to assign a RAP Organization
to a User, enter the User ID for the user who is to have access, then enter the

Organization Tax ID and click on the =ubmit | button.

) pap Organization Assignment Maintenance Menu - Mozilla Firefox
Fle Edit View History Bookmarks Tools Help

[ ahil <': - - @j @‘g ﬁ o' https:/hwvauad426.hud. gov: 4431 /wassforganizationforgn-menu.do E1RdN S ' =,
0 RAP Organization Assignment M... [.J 0 Business Partner Add Delete Confirma. .. -

ﬁ_ 1 System Administration mall | help | search | home | logout
I

Secure Systems

RAP Organization Assignment Maintenance

Please enter a User Id:

User ID [M00407

Choose a Function:

Business Partners N . -
* Maintensnce Assign RAP Qrganization v

® Password Change For Assign Organization, provide one of the following or leave blank for all:
« BAP Organization ORGANIZATION TAX ID ‘333594—4421

Assignment Maintenance
Submit Cancel

* User Maintenance

« Financial Assessment
Subsystem - Multifamily
Housing (FASSUB

« Physical Assessment
Subsystem (PASS)

« IPA Roster Application
{0ASS)

Content updated June 15, 2007 ° Back to Top

U.S. Departmant of Housing and Urban Development Home | Privacy Statement
451 7th Street 5.W., Washington, DC 20410
Telephone: (202) 708-1112 TTY: (202) 708-1455

Done hwvauad426.hud.gov: 4431 (& | (@

F
Adva... | AdobeFir.. | Dw AdobeDr... | []mnbox-M.. %) 3Frefox | OfSaeens.. & BB P a45pM
- L

Figure 4-60 Initial RAP Organization Assignment Maintenance Screen
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Next you will see the Assign RAP Organization screen as shown in Figure 4-61. First,
select one or more Organizations. Then, select the applicable user role(s).

2 Assign RAP Organization To User - Mozilla Firefox

Eile Edit View History Bookmarks Tools Help

[ ar <ﬁ - - @ &é ﬁ ‘G https:/hwvauad426.hud. gov:4431/wassforganizationforgn-brancher.do 3| - ‘ Eb] "| | b ]
¢ Assign RAP Organization To User Q ¢ Business Partner Add Delete Confirma. .. -
-~
i System Administration mall | help | search | home | logout
S
Secure Systems
Assign RAP Organization for User M00407
Choose a Role:
T Role Descr.lptlon (Syfstem 1D - Role Code)
administration Direct Pay Bidder (PASS - DPE)
« Business Partners Direct Pay Inspector (PASS - DPI
, Uaintenance EHS Edit Extemal (PASS - EEE
Bassword Change EHS Mitigation Reporter (PASS - EHE)
. %%memme Physical Inspection Viewer (PASS - PIV)
* User Maintenance Choose at least one Organization:
TAX ID - Organization Name
« Financial Assessment
Subsystem - Multifamily
Housing (FASSUB
« Physical Assessment
Subsystem [PASS)
« IPA Roster Application
1QASS)
Content updated June 15, 2007 (4] Back to Top 2
Done hwvauad426.hud.gov: 4431 (&% @

— = ;
14 start = QLAdva... | "W AdobeFir.. | w AdobeDr.. | [@]Inbox-M.. ®)2Frefox -| O Saeen .. /& L P adspm
p

Figure 4-61 Assign RAP Organization Screen

After clicking on the button, the Assign RAP Organization Confirmation
Screen is displayed.

User’s Manual Page 4-44



4.0 Using the System Online

3 Assign RAP Organization Confirmation - Mozilla Firefox

Fle Edit Wew Higtory Bookmarks Tools Help

[ i <ﬁ - - @ E“g ﬁ ‘o https:/hwvauad426.hud. gov: 4431 /wass organization/assign-orgn. do

0 Assign RAP Organization Confirm... .3 0 Business Partner Add Delete Confirma. .. -
] System Administration mall | help | seareh | home | logout
A
Secure Systems
Assign RAP Organization Confirmation for User M00407
User Information
system
administration User ID (MO00407
« Business Partners
Maintenance First Name |FIRST - M00407
* Password Change - —
+ RAP Organization Middle Initial
Assig t Maint: -
it T Last Name [LAST - WASS
* User Maintenance
Organizations to Assign to User MOD407 for Role EEE.
« Financial Assessment TAX ID | Organization Name
Subsystem - Multifamily : =
Housing (FASSUB 383594442 | Sharpe Environmental Testing & Consulting Inc.
« Physical Assessment
Subsystem (PASS)
« IPA Roster Application
{0ASS)
Content updated June 15, 2007 Opack oo
U.S. Department of Housing and Urban Development Home | Privacy Statement
451 7th Street 5.W., Washington, DC 20410
Telephone: (202) 708-1112 TTY: (202) 708-1455
Done hwvauad426.hud.gov:4431 (& @

¥ AdobeFir... | Ow AdobeDr.. | [B] Inbox-M...

Figure 4-62 Assign RAP Organization Confirmation Screen

After clicking the “‘Confirm’ button, a transaction confirmation screen will be displayed.
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ccess Page - Mozilla Firefox

Fle Edit View History Bookmarks Tools Help

)

[ i <ﬁ - - @ E“g ﬁ ‘o' https:/hwvauad426.hud. gov: 4431 /wassforganization /assign-orgn. do

0 Success Page 5} 0 Business Partner Add Delete Confirma... -

ﬁ_ ™ System Administration mall | help | search | home | logout
I

Secure Systems

ou have successfully assigned the RAP Organization to User MO0O407.

system

* Password Change

« RAP Organization
Assignment Maintenance

* User Maintenance

« Financial Assessment
Subsystem - Multifamily
Housing (FASSUB

« Physical Assessment
Subsystem (PASS)

« IPA Roster Application
{0ASS)

Content updated June 15, 2007 ° Back to Top

U.S. Departmant of Housing and Urban Development Home | Privacy Statement
451 7th Street 5.W., Washington, DC 20410
Telephone: (202) 708-1112 TTY: (202) 708-1455

Done hwvauad426.hud.gov: 4431 (5§ @

Figure 4-63 RAP Organization Assignment Transaction Confirmation
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4.8.2 View or Unassign Reverse Auction Program (RAP) Organizations

A Coordinator can view or unassign RAP Organizations for a User by selecting the RAP
Organization Assignment Maintenance link under System Administration.

First, enter the User ID. Then, select the View or Unassign RAP Organization option.
Finally, click on the Submit | button.

"_) RAP Organization Assignment Maintenance Menu - Mozilla Firefox

File Edit View History Bookmarks Tools Help

[ o '<'j = :‘> = @ &a E o' https://hwvauad426.hud. gov:4431/wass forganizationforgn-menu.do = v B ' by
° RAP Organization Assignment M... Q QBusiﬂess Partner Add Delete Confirma... -

m_ ™ System Administration mall | heip | search | home | logout
|

Secure Systems

RAP Organization Assignment Maintenance

Please enter a User Id:

User ID [M00407

administration Choose a Function:
Business Partners - —
* Maintenance View or Unassign RAP Organization %

* Password Change For Assign Organization, provide one of the following or leave blank for all:
» BAE Organization ORGANIZATION TAX ID “

Assignment Maintenance
Submit Cancel

* User Maintenance

« Einancial Assessment
Subsystem - Multifamily
Housing (FASSUB

« Physical Assessment
Subsystem {PASS)

« IPA Roster Application
{QAss)

Content updated June 15, 2007 2] Back to Top
U.S. Department of Housing and Urban Development Home | Privacy Statement

451 7th Street 5.W., Washington, DC 20410
Telephone: (202) 708-1112 TTY: (202) 708-1455

Done hwvauad426.hud.gov: 4431 &3 @
——

- — - L
‘s Start & 7 [Bdsquadva.. [P adobeFir.. | OwAdobeDr.. | Elnbox-M.. %) 2Frefox - | D) Soeens... QI)IE'::-? 4:54PM

Figure 4-64 View or Unassign RAP Organization

The View/Unassign RAP Organization screen is displayed with a listing of RAP
Organizations with associated roles currently assigned to the User. To unassign a RAP
Organization, click on the check box next to the RAP Organization to unassign (as shown
unchecked in Figure 4-65 below).
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iew/Unassign RAP Organization From User - Mozilla Firefox

Fle Edit View History Bookmarks Tools Help

G-

&) [G-]

- @j E“g ﬁ ‘o' https:/hwvauad426.hud. gov: 4431 /wassforganizationforgn-brancher.do

0 View[Unassign RAP Organization ...[.J 0 Business Partner Add Delete Confirma. ..

ﬁ' System Administration
I

Secure Systems

mail | heip | search | home | logout

View /Unassign RAP Organization for User M00407

To ign a RAP Organization, check the box and click submit.

[ select/Deselect Al
Organization Role
Business Partners Organization Name Role Description
* Maintenance 1D = Code 4
* Password Change Sharpe Environmental Testing &
. RAP Orqanization 383594442 Consulting Inc. DPI Direct Pay Inspector
Assignment Maintenance Sharpe Environmental Testing & :
+ User Mai - [383504442 | i o Ine. EEE EHS Edit External
@ Sharpe Environmental Testing & EHB EHS Mitigation Reporter
383594442 Consulting Inc. g P
Sharpe Environmental Testing & Physical Inspection
+ Financial A Dlag3504442 Consulting Inc. (A Viewer
Subsystem - Multifamily
Housing (FASSUB
« Physical Assessment
Subsystem (PASS)
« IPA Roster Application
{0ASS)
Content updated June 15, 2007 [~ ] Back to Top

U.S. Departmant of Housing and Urban Development
451 7th Street 5.W., Washington, DC 20410
Telephone: (202) 708-1112 TTY: (202) 708-1455

Home | Privacy Statement

Done

W AdobeFir... | Dw Adobe

hwvauad426.hud.gov: 4431 (5§ @

Figure 4-65 View/Unassign RAP Organization for User

After clicking on the Submit | button at the bottom of the screen, a transaction

confirmation screen is displayed.
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ccess Page - Mozilla Firefox

Fle Edit View History Bookmarks Tools Help

)

[ i <ﬁ - - @ E“g ﬁ ‘o' https:/hwvauad426.hud. gov:4431/wassforganization/unassign-orgn.do

0 Success Page 5} 0 Business Partner Add Delete Confirma... -

ﬁ_ ™ System Administration mall | help | search | home | logout
I

Secure Systems

ou have successfully unassigned the RAP Organization from User MDD407.

system

* Password Change

« RAP Organization
Assignment Maintenance

* User Maintenance

« Financial Assessment
Subsystem - Multifamily
Housing (FASSUB

« Physical Assessment
Subsystem (PASS)

« IPA Roster Application
{0ASS)

Content updated June 15, 2007 ° Back to Top

U.S. Departmant of Housing and Urban Development Home | Privacy Statement
451 7th Street 5.W., Washington, DC 20410
Telephone: (202) 708-1112 TTY: (202) 708-1455

Done hwvauad426.hud.gov: 4431 (5§ @

Figure 4-66 RAP Organization Unassignment Transaction Confirmation
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4.9 IPA Assignment Maintenance

4.9.1 IPA Assignment

IPA Assignment Maintenance is used by the Coordinator to assign IPAs with applicable
roles to a User. Assignments of IPAs with roles to a User can only be performed if the
Coordinator has first assigned the applicable roles and actions to Users using User
Maintenance under System Administration.

The Coordinator selects the IPA Assignment Maintenance link from the sidebar and sees
the screen shown in Figure 4-67. In order to assign an IPA to a User, enter the User ID
for the user who is to have access, then enter the Office Ull Number and click on the

submit | button.

") IPA Assignment Maintenance Menu - Mozilla Firefox

Fle Edit View History Bookmarks Tools Help

[ i <j - C> - @ E“g ﬁ ‘o' https:/hwvauad426.hud. gov: 4431 /wassfipafipa-menu.do 3|“ B‘] "| |\]

0 IPA Assignment Maintenance Me... [.J 0 Business Partner Add Delete Confirma...

ﬁ_ 1 System Administration mall | help | search | home | logout
I

Secure Systems

TPA Assignment Maintenance

Please enter a User Id:
systen User ID |MDD4-D4 |

administration Choose a Function:
« Assistance Contract
Assignment Maintenance Assign IPA
« Businass Partnars For Assign IPA, provide one of the following or leave blank for all:

OFFICE UII NO. |00001 |

. -
« Participant Assignment

Maintenance
* Password Change
« Property Assignment

v

Maintenance
« RAP Organization
Assignment Maintenance
* Terminate Inactive Users

* User Maintenance

« Active Partners
Performance System
(apPPS)

« Enterprise Income
Verification (EIV)

o Financial Assessment

igsis - DHA

Done hwvauad426.hud.gov: 4431 (5§ @

v

- - - L
72 start @O E ” [Eisaadva.. | adobeFir.. | Dwadobedr.. [ [BImbox-Mi.. %) 2Fiefox | D Saeen_sh... Q‘)l,r_f 3:51PM

Figure 4-67 Initial IPA Assignment Maintenance Screen
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Next you will see the Assign IPA screen as shown in Figure 4-68.

¥ Assign IPA To User - Mozilla Firefox

Fle Edit View History Bookmarks Tools Help

[ i <ﬁ - - @ E“g ﬁ ‘o' https:/hwvauad426.hud. gov: 4431 /wassfipafipa-brancher.do 3|“ B‘] "| |\]

4 Assign IPA To User [ 4 Business Partner Add Delete Confirma... -

ﬁ_ 1 System Administration mall | help | search | home | logout
I

Secure Systems

Assign TPA for User M00404

| Choose a Role:

system Role Description (System ID - Role Code)
administration ndependent Public Accountant (QASS - IPA
Assistance Contract

Assignment Maintenance
« Business Partners
Maintenance

« IPA Assignment
Maintenance
« PHA Assignment Choose at least one Office UII No.:

Maintenance Office UIL No. - IPA Name
Participant Assignment = =
* Maintensnce 03550 - Clark 8. Koller -
* Password Change

« Property Assignment
Maintenance

« RAP Organization
Assignment Maintenance

* Terminate Inactive Users

* User Maintenance

« Active Partners

« Enterprise Income
Verification (EIV)
« Financial Assessment 2
i - DHA

Done hwvauad426.hud.gov: 4431 (5§ @

P — - - . o 3
4 start @Y E ” [Edsaadva.. | adobefir.. [ Owadobedr.. [ [Bmnbox-Mi.. %) 2Frefox  v| Df Soeensh.. @& =L 3:52pM

Figure 4-68 Assign IPA Screen
First, select one or more IPAs. Then, select the applicable user role(s). After clicking on
the button, the Assign IPA Confirmation Screen is displayed.
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¥ Assign IPA Confirmation - Mozilla Firefox

Fle Edit Wew Higtory Bookmarks Tools Help

[ i <ﬁ - - @ E“g ﬁ ‘o https:/fhwvauad426.hud. gov: 4431 /wass/fipa/assign-ipa.do o~ '| B‘] "| |\]

4 Assign IPA Confirmation [ 4 Business Partner Add Delete Confima... -

ﬁ_ System Administration mall | help | search | home | logout
I

Secure Systems

Assign IPA Confirmation for User M00404

User Information

system
administration User ID |MO00404

« Assistance Contract =
Assignment Maintenance First Name |First - M00404

o Business Partners
Maintenance Middle Initial

« IPA Assignment
Maintenance W

e Last Name |Last - WASS
Maintenance

« Participant Assignment
Maintenance

* Password Change

+ Property Assignment Office UII No. | Organization/IPA Name
Maintenance

e 03550 I Clark & Koller
Assignment Maintenance

* Terminate Inactive Users

IPAs to Assign to User M00404 for Role IPA.

* User Maintenance

« Active Partners
Performance System
{aPPS)
« Enterprise Income
Verification (EIV)
« Einancial Assessmant a3
- PHA
Done hwvauad426.hud.gov:4431 (& @

P —
ts Start Fal - ] oL Adva... | B AdobeFir.. | Dw AdobeDr... x-Mi.. )2 Firefox

Figure 4-69 Assign IPA Confirmation Screen
After clicking the ‘Confirm’ button, a transaction confirmation screen will be displayed.
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ccess Page - Mozilla Firefox

Fle Edit View History Bookmarks Tools Help

[ i <ﬁ - - @ E“g ﬁ ‘o' https:/hwvauad426.hud. gov:4431/wass/ipa/fassign-ipa.do

0 Success Page 5} 0 Business Partner Add Delete Confirma... -

ﬁ_ ™ System Administration mall | help | search | home | logout
I

Secure Systems

ou have successfully assigned the IPA to User MOD404,

system

« Business Partners
Maintenance

« IPA Assignment
Maintenance

« PHA Assignment
Maintenance

« Participant Assignment
Maintenance =

* Password Change

« Property Assignment
Maintenance

« RAP Organization
Assignment Maintenance

* Terminate Inactive Users

* User Maintenance

« Active Partners
Performance System
(apPPS)

« Enterprise Income
Verification (EIV)

o Financial Assessment

- DHA

s
Done hwvauad426.hud.gov: 4431 (5§ @

Figure 4-70 IPA Assignment Transaction Confirmation
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4.9.2 View or Unassign IPA

A Coordinator can view or unassign IPAs for a User by selecting the IPA Assignment
Maintenance link under System Administration.

First, enter the User ID. Then, select the View or Unassign IPA option. Finally, click on
the Submit | button.

") IPA Assignment Maintenance Menu - Mozilla Firefox

File Edit View History Bookmarks Tools Help

[ i <j - C‘> - @ &‘a ﬁ ‘o' https:/hwvauad426.hud. gov:4431/wass/ipa/ipa-menu.do j|“ D‘] "| |\]

° IPA Assignment Maintenance Me_a ° Business Partner Add Delete Confirma. ..

ﬁ' ™ System Administration mall | heip | search | home | logout
|

Secure Systems

IPA Assignment Maintenance

Please enter a User Id:

system User ID |MDD4—D4 |
administration Choose a Function:
Assistance Contract o : :
* Assignment Maintenance | View or Unassign IPA f+ |
« Business Partners For Assign IPA, provide one of the following or leave blank for all:
Maintenance
 IPA Assignment OFFICE UII NO. | |

Maintenance
Submit Cancel

« PHA Assignment

e

* Password Change

+ Property Assignment
Maintenance

« RAP Organization
Assignment Maintenance

® Terminate Inactive Users

* User Maintenance

« Active Partner
Performance System
(APPS)

« Enterprise Income
Verification (EIV)

« Financial Assessment

5501 - PHA

Done hwvauad426.hud.gov: 4431 &3 @
—

-

- - ety v ;
'4 start CTEBYOE 7 |[BHsaade.. | W adbefir.. | Owadobedr.. [ [Bmbox-Mi.. %) arrefox | DY Saeensh... QIJIL': 403 PM

Figure 4-71 View or Unassign IPA

The View/Unassign IPA screen is displayed with a listing of IPAs with associated roles
currently assigned to the User. To unassign an IPA, click on the check box next to the
IPA to unassign (as shown in Figure 4-72 below).
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) View/Unassign IPA From User - Mozilla Firefox

Fle Edit View History Bookmarks Tools Help

[ i <ﬁ - - @ E“g ﬁ ‘o' https:/hwvauad426.hud . gov: 4431 /wassfipafipa-brancher.do

0 ViewUnassign IPA From User 5} 0 Business Partner Add Delete Confirma. .. -

ﬁ System Administration mall | help | search | home | logout
I

Secure Systems
View /Unassign TPA for User M00404

To i an IPA, check the box and click submit.

system [ select/pesetect an

administration Office UII No. | Organization/IPA Name |Role Code Role Description
« Assistance Contract

Assignment Maintenance o3ss0 Clark & Koller IPA Independent Public Accountant
« Business Partners

Maintenance i¥ioz770 DIXON, WALLER & CO., INC.| IPA Independent Public Accountant

« IPA Assignment
Maintenance

« PHA Assignment Submit Cancel

tenance
« Participant Assignment

Maintenance =
* Password Change
« Property Assignment

Maintenance
o RAD Organization

Assignment Maintenance
* Terminate Inactive Users

* User Maintenance

« Active Partners
Performance System
(apPPS)

« Enterprise Income
Verification (EIV)

o Financial Assessment

- DHA

Done hwvauad426.hud.gov: 4431 (5§ @

v
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Figure 4-72 View/Unassign IPA for User

After clicking on the Submit | button at the bottom of the screen, a transaction
confirmation screen is displayed.
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") Success Page - Mozilla Firefox

Fle Edit View History Bookmarks Tools Help

[ i <ﬁ - - @ E“g ﬁ ‘o' https:/hwvauad426.hud. gov:4431/wass/ipafunassign-ipa. do 3|“ B‘] "| |\]

0 Success Page 5} 0 Business Partner Add Delete Confirma...

ﬁ_ 1 System Administration mall | help | search | home | logout
I

Secure Systems Successful Transaction
ou have successfully unassigned the IPA from User MO0404.

system
administration
Assistance Contract
Assignment Maintenance

o Business Partners
Maintenance

« IPA Assignment
Maintenance

o PHA Assignment
Maintenance

« Participant Assignment
Maintenance

* Password Change

« Property Assignment
Maintenance

o RAD Organization
Assignment Maintenance

* Terminate Inactive Users

* User Maintenance

« Active Partners
Performance System
(apPPS)
« Enterprise Income
Verification (EIV)
o Financial Assessment e
i - DHA

Done hwvauad426.hud.gov: 4431 (5§ @
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Figure 4-73 IPA Unassignment Transaction Confirmation

4.10 User Activity Report

This report is only available to a Super Administrator. If the Coordinator needs some
additional information about User activity, a request can be made through the appropriate
Help Desk.
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4.11 Special Instructions and Caveat

4.11.1 Special Instructions for Error Correction

WASS employs error codes to provide timely alerts of the need for corrective action.
Below is a list of some error messages you may encounter as a Coordinator and a
description of what you need to do, as well as where you can expect to encounter the
message. Error messages provide Coordinators information about requirements for
information and actions that violate one or more business rules. See Appendix A for

many of the Business Rules.

Table 4-4 Error Messages

Error Messages
At least one criteria must be provided

User Action
Provide at least one
criteria

When Occurs
On those screens that
require more
information than the
User ID

User MXXXXX not found

Enter correct ID

When incorrect User
ID has been entered

This function is not applicable to user
MO00000

Check User ID or leave
system administration
function

When Coordinator is
in functional area
with no privileges for
User ID

4.11.2 Caveats and Exceptions

Access to government computer systems and information can be misunderstood. This
access is a privilege. Abuse of the privilege is punishable. It is in your better interest to
protect your access by not leaving your computer unattended while you are logged on.
Also, only use the information acquired from the HUD systems as set forth in your
relationship with your business partner and by the managers of the system or systems you

access.

Before working on any particular system, you should determine if there are any
restrictions on how you may use the systems. It is your responsibility to appropriately
interact with your Coordinator and the systems.

Misuse of Federal Information through the HUD Secure Connection web site falls under
the provisions of title 18, United States Code, Section 1030. This law specifies penalties
for exceeding authorized access, alterations, damage, or destruction of information

residing on Federal Computers.
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