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Summary of Enhancements

VPSX

The following table contains the fix numbers assigned to magjor VPSX enhancements

and/or fixes.

VPSX V1 R1.0 Fixes
VPSX V1.0.001 page viii
VPSX V1.0.002 page viii
VPSX V1.0.003 page viii
VPSX V1.0.004 page ix
VPSX V1.0.005 page ix
VPSX V1.0.006 page ix
VPSX V1.0.007 page x
VPSX V1.0.008 page x
VPSX V1.0.009 page xi
VPSX V1.0.010 page xii
VPSX V1.0.011 page xiii
VPSX V1.0.012 page xiv
VPSX V1.0.013 page xv
VPSX V1.0.014 page xvi
VPSX V1.0.015 page xvi
VPSX V1.0.016 page xvii
VPSX V1.0.017 page xviii

VPSX V1.0.018

page xix

vii



VPSX V1.0.001

Enhancements:

Support for 64bit execution and large file support (file sizes > 2GB).

Additional validation of SERVROOT keyword to ensure an fully qualified directory
name s specified.

Additional checks added for STOP-IMMEDIATE and CANCEL printer commands
to ensure prompt response.

Performance improvement for spool re-route requests when processing largefiles.
Correctly handle incomplete L PR requests and delete partially complete files.

LRSQ query response enhanced to return additional device status information for
SAP originated queries.

Spool re-route requests rejected if spool file incomplete.

Sort argument added to spool queue list functionsto enablelist to be sort by any spool
attribute. (RequiresLRS/NETX & VMCFX V1R1.0.001).

New printer samples added for LRS data conversion filters.

Use Lexmark PJL code descriptions for IBM rebadged Lexmark printers.
PCL dataincorrectly identified as HPGL by auto detection routine.
Support added for HP-UX executing on Itanium based servers.

Support added for Linux on Intel based servers.

Note: Note large file support is not provided for HP-UX on PA-Risc architecture due

to errorsin the pread and pwrite functions.

VPSX V1.0.002
Bugs Fixed

Storage corruption in the VPSX process when using a printer with
COMMTY PE=TCPIP/LRSQ and compression enabled.

VPSX V1.0.003
Bugs Fixed

Segment violation in printer thread using filter processing.

A segment violation can occur in a printer thread that is using filter processing dueto
afile close request being issued twice for the samefile. This problem will only occur
if multiplefilesare processed in asingle session and only some of thefilesrequirefilter
processing. The printer thread was not resetting the file pointer used for the filter
output file which can cause the file to be closed more than once.

Module VPSPRTR has been updated to reset the filter file pointer during close
processing.

Prerequisite

LRXAPI Library V1R1.0.002

Sour ce File Changes:

vpsprtr.c
vpscmn.h

viii
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VPSX V1.0.004
Enhancements:

» VPSX license checking has been extended with the addition of alicense file that will
identify licensed hosts.

* New startup keywords: KEY PCL2PDF, KEY TIFF2AFP

¢ SOAP method VPSX_PrtQuel.ist returnsinvalid response if QueType argument is
not specified.

» Added new PILOPTS flag to printer configuration to disable use of the page range
keywordsin the PJL JOB START command. These commands were found to cause
aproblem on some IBM InfoPrint 21 printers.

* If aproduct license key was removed viathe Web interface or SOAP AP it was then
impossible to specify akey again until VPSX was recycled. The key processing has
been modified to correct this error.

» Thespool file datatype detection processing has been changed to inspect the spoal file
contents irrespective of the file extension. Prior to this change VPSX could indicate
the wrong datatype for files with an extension that didn't relate to their contents.

* Filter configuration parameters not returned in SOAP API responseif filter command
isnot specified. Reguest has been updated to always return al filter keyword values.

* SNMP thread terminates if TCP/IP send requestsfails. Send errors No-route-to-
network and No-route-to-host will be handled as recoverable error conditions.

Prerequisites; LRXAPI Library V1R1.0.003
VMCFX Library V1R1.0.002

VPSX V1.0.005
Enhancement:
* Support added for Intel based SuSe and RedHat Linux.

VPSX V1.0.006
Enhancements:

» The processing of inbound spooal files has been changed to attempt to detect the data
type of al spool files (Previously data detection was only active for files submitted as
binary.)

It is now possible to submit all files without indicating whether the data should be
processed as binary or text. VPSX will attempt to detect the data type and process
accordingly. If VPSX does not detect a binary data type then the file will be processed
astext.

Note: LRSQ fix level 1.0.21 is required to enable submission of any file type without
specifying /bin=y. Older versions may report an error counting lines when processing
some binary filesif the /bin=y argument is not specified.

 The outbound LRSQ communication has been enhanced to pass the page count, line
count, priority and format name to the receiving system.

* Filter processing has been updated to automatically detect the data type of the output
file after conversion. The new data type will then be available for inclusionin
separators viathe & datatype symbolic variable.

» The LRSLP command has been updated to accept the -¢ argument. This was added
to support PeopleSoft which generates this argument. The processing of the print
submission request is unchanged.

 Support has been added for Solaris 10 on Intel based hardware.

Prerequisites: LRXAPI Library V1R1.0.003




VPSX V1.0.007

Bugs Fixed
« Error sending large fileswith COMMTY PE=TCPIP/LPD.

When processing outbound LPR requests it is necessary for VPSX to create a
temporary file containing the outbound datato cal culatethetotal byte count. With very
large files this can add a delay which causes the receiving LPD to timeout the
connection and the printer will go EDRAINED. To correct this problem VPSX will
now check the status of the connection after staging the spool data and will reconnect
if the connection has been closed. This problem is more likely to occur for very large
text filesasVPSX hasto scan theentirefilefor newline and formfeed sequences before
transmission.

Enhancements:

* The spool file JOBNAME is now included in the LPR control file for outbound
LPR/LPD requests.

» The byte count is now displayed in the log for all spool files that are created.

 Product expiration messages would display incorrect information if the product was
running on an unlicensed host and the expiration date in the product key was less than
the 30 day grace period.

Prerequisites; LRXAPI Library V1R1.0.003

VPSX V1.0.008

Bugs Fixed
 Output from filter printsincorrectly using COMMTY PE=TCPIP/PJL.

Output from afilter processwill print incorrect when using COMMTY PE=TCPIP/PJL
after fix level 6. Fix 6 included an enhancement to detect the data type returned from
thefilter routine. This processing moved the current file position in the output file and
caused the PJL printer driver to bypass the first 1K of datain thefile.

Thefilter processing has been corrected to reposition to the start of file after data
detection.

Enhancements:

* ACCT and ACCTSIZE keyword values updated dynamically when changed without
reload.

« Add support for RETAINS value specified viaLRSQ client.
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VPSX V1.0.009

Enhancements:

* |PP inbound support.

« Email printer type added for spool file delivery via email.

« Email natification of spooal file and device events.

» Send PJL ENTER LANGUAGE for PCL and PS.

* Ignore printer stop command if already drained.

 Display PostScript interpreter error messages returned by printer.
* New PRTROPTS.

 Return both waiting and retained jobs to | PP Get-Jobs requests unless explicitly
specified by client.

« Enable IPP clientsto change printer status.
* Ignore spool file separator attribute and always use value defined in printer definition.

* Spool attributes not flushed to disk after re-route. Can cause file to return to the
retained queue if VPSX is restarted.

 Printer Group-name and Long-name not displayed correctly if nameis blanked out.

« Page count value incorrect for binary files submitted without the binary option.

» New device natification (SAP & EMAIL) generated for printer Intervention Required.
» Add support for afilter datatype of ALL indicating al files.

» Added version display with -v option.

* When adding a new printer using a hostname, the I1P-address was not being resolved
which will cause SNMP requeststo fail.
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VPSX V1.0.010

Enhancements
 Page counting.

Asprint filesarereceived VPSX will dynamically detect the document format and then
analyze the data to determine the number of pages a document contains.

The page count will be displayed in the output queue and will enable VPSX to write
correct accounting information irrespective of the delivery protocol being used.

Document formats supported:

PCL5

PDF

Postscript - Conforming to the Document Structure Conventions (DSC).
SAP GOF

AFPDS

Text

The page count is calculated as the data buffers are written to the spool and does not
requirethefileto bere-read. Thisfeature should cause no noticeableincreasein CPU
or processing time.

» The output queue displays can how be sorted in ascending or descending order by
clicking on the column headings.

» Accounting changes:

The accounting function will now accumulate accounting records into an active
accounting file and will only switch when the file exceeds the user configured size or
a‘Close account file' command isissued. (Previously VPSX would create a new
accounting file each time it was started.)

The account file can be switched using the WEB interface or the vpscmd (command
line interface).

The active accounting file will have a fixed name and will be renamed to indicate the
date and time of the last accounting entry when it is closed.

Accounting fileswill be retained and expired as before.

A new symbolic spool file attribute called & TOTPAGES has been added which
contains the total page count including copies. (The & pages variable contains the
number of pagesin asingle copy.) Thisnew variable will be used in the default
accounting record layout asit saves the reporting program from having to calculate the
total pages based on the page and copy counts.

« Collated copies for Windows | PP clients.

When multiple copies are requested, the Windows I PP client does not pass the copy
count in the I PP attributes. Instead, it sets the number of copiesin the printer
datastream which will cause the printer to create uncollated copies (i.e. Pagel Pagel,
Page 2 Page 2).

VPSX will detect the copy command in PCL and Postscript documents, replaceit with
acopy count of 1, and then set the spool file copy count. Thiswill enable VPSX to
print collated copies by sending the data to the printer multiple times (i.e. Page 1 Page
2, Page 1 Page 2).

* Support added for dynamic encryption keys when using the LRSQ protocol. This
basi cally meansthat you can use the LRSQ client to submit output to VPSX and specify
/enc=y and the data will be encrypted using adynamic key. You can aso define a
printer using COMMTY PE=TCPIP/LRSQ and specify an encryption key of
‘dynamic’. VPSX will then generate a dynamic encryption key when sending data to
DRS, AnyQueue or VPSX.

Xii VPSX Installation and Operation Manual S800-0100-1 Revision Date: March 3, 2006



 Support for HP Tru64 platform. (Note: LRS WEB Connect is not currently available
for this platform. Any customerswishing to trial this version will need to use a Web
server on one of the currently supported platforms.)

« When executing under Windows, VPSX will generate DOS format log and accounting
files (i.e. records terminated with CRLF). The System and printer configuration files
area so supported in UNIX or DOS format and will be savedin DOSformat if updated.

* New PILOPTS to disable VPSX sending the ENTER LANGUA GE command.

* During shutdown if a SAP callback thread does not terminate within 10 seconds the
thread will be terminated and shutdown will continue. (A customer reported aproblem
with VPSX not shutting down sometimeswhen alarge number of SAP callback servers
were active.)

* Inbound LPD requests would fail if multiple copies were requested via multiple filter
records in the control file. Thiserror has been corrected.

VPSX V1.0.011
Bugs Fixed

* A segment violation (SIGSEGV) can occur in aclient requester thread when
processing an API or |PP request that displays the current status of a printer.

* A copy of the spool object ischained from the Printer Control Block while printing and
isreleased when thefileisdeselected. Dueto atimingissue, itispossiblein some cases
for the client threads to attempt to access the spool object information after it has been
released.

» Theprinter and spool processing routines have been updated to correctly set the printer
status and release the spool object while the appropriate lock is being held.

Enhancements

* New PRTROPT Sflag added to enable customersto disablethe printer RETRY interval
increment. Normally theretry interval isincremented after every 5 consecutive failed
attempts.

» The VPSCMD command lineinterface has been modified to enable execution by users
other thanroot. Customerscan now control accessto thiscommand using standard file
permissions.

 The authorization required to run the VPSCFG command line interface has been
modified to allow access to users other than root. A new VPSX system keyword
(CFGUSERS) has been added that enables administratorsto specify one or more local
users that are authorized to use the vpscfg command.

 Socket selection masks have been removed from the printer control block to reduce
storage requirements when activating a very large number of printers. The socket
selection fields on some platforms can be aslarge as 4K.
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VPSX V1.0.012

Enhancements
» Accounting Data

The VPSX accounting feature has been enhanced to record the accounting datain a
standard format supported by most commonlog analysistools. The accounting records
now comply with the W3C (Extended Log Format). The ELF standard defines a
consistent way of recording log datain aformat that can be extended without having to
redesign the log analysistool.

Extended-L og-Format compliant files contain a common set of directives at the
beginning of the data that identify the application that created the data and the fields
present in the following records. The ‘fields” directiveisused by log analysistoolsto
parse the data records and associate a name with each field. If the accounting recordis
modified anew ‘fields' directive will be written and the log analysis toolswill process
all subsequent data using the new format.

Details of the “Extended Log Format” standard can be found on the World Wide WEB
Consortium site HTTP://WWW.W3C.ORG

« |n addition to the new accounting format it is now possibleto include VPSX system or
printer keyword values in the accounting record template, e.g., & sys keyword or
&prt_keyword.

Where:

keyword isaVPSX system or printer keyword name. For example, & prt_location
& prt_dept will include the printer department and location in the accounting data.

These new symbolic variables are also available for filter command templates or for
inclusion in separator page templates.

The default accounting record now contains the follow information:

& date &time & printer & sys vpssysid & owner & host & filename & stime & ptime
& totpages & bytes

 Additional spooal fileinformation has been added to the * Selected, purged and expired’
log messages to enable easy identification of the document and owner.

* The SOCKETSdelivery protocol (COMMPTY PE=TCPIP/SOCK) has been enhanced
to ensure all data has been confirmed by the remote device when closing the printer
connection. Prior to thischangeit was possiblefor datalossto occur in some situations
without generating an error message.

« Errors corrected in LRSQ Query response:

- Dates displaying month incorrectly.
- Spool file retention period missing.
- Devicefield could contain garbage characters after name.
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VPSX V1.0.013
Bugs Fixed

» Segmentation violation in printer and client threads.

After fix 12 a segmentation violation can occur in printer threads when deselecting a
spool fileif aretention period has not been specified. Fix 12 added additional
information to the spool file status message VPSX 02031 and the modification to the
PURGED message will attempt to access the spool file control block after it has been
freed.

This problem has only been seen in the Windows implementation of VPSX but could
effect users on any platform.

Segmentation violation in client thread when processing an L PD cancel request (LPRM
command). If an LPRM command is issued without specifying a specific spooal file
number, the currently active spool file should be cancelled. Aninvalid check wasbeing
made to determine if the printer was actively printing which can cause a SIGSEGV
error when an attempt is made to access the active spool file.

* Missing.MAL record reported when using the LRSQ protocol to send adocument from
VPSX to DRS or AnyQueue after fix 9. The .BDS control record was incorrectly
indicating that a.MAL record would follow the .BDS.

* When printing large documentsto Lexmark printersusing the PJL communication type
it is possible that the printer will close the connection before printing has completed.
VPSX will send a keep-alive message to prevent the printer network card from timing
out a connection when there is no activity on the connection. In this case the printer
was generating status responses as the pages printed but Lexmark network cards do not
count outbound datafrom the printer astraffic so it was not resetting the timeout period.
The PJL communication type has been changed to send a keep-alive message every 60
seconds if no datais being sent from VPSX even if datais being received from the
device.

» The TCPIP/LPD communication type has been enhanced to send the (C)lassification
control record in the LPD control file for outbound connections.

« Xerox DocuPrint printer hung with Intervention-Required status but no error
description. The PJL USTATUS response from some Xerox printers can contain
keyword value pairs encoded as ‘' KEYWORD = VALUE' instead of the normal
‘KEYWORD=VALUE'. Thiswas causing VPSX to incorrectly parse the printer
ONLINE status value.

« Printer configuration keyword TCPPRTR will default to the printer name if not
explicitly specified.

» LRSQ protocol inbound processing corrected to ensureall dataisflushed to disk before
sending final acknowledgement.

Enhancements:
 Support added for Windows platform.
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VPSX V1.0.014
Enhancements:

Outbound IPP support and external event notification.

Support added for outbound printing using I PP protocol. Thisincludes new featuresto
display jobs queued on remote devices or serversand commandsto delete, hold, release
and restart remote jobs.

Externa Event Notification facility added to enable job and device related status
notification to be passed to an external process. The externa event handler can usethis
information to generate notifications to externa system management tools, provide
feedback to external applications or simply record the event information for further
anaysis.

New document-created email notification event.
Spool id added as symbolic spool file variable.

IPP inbound supported updated to add job-media-sheets-compl eted attribute to Job-
List response. Thiswill allow Windows clients to display document-pages and pages-
completed values in the print manager displays.

Printer and system symbolic variables not resolved correctly in filter argument
template (i.e. &prt_xXxxx or &sys Xxxx).

VPSX system stats showing incorrect values for file open count when using filter
routines.

Prerequisitess LRXAPI Library V1R1.0.007

VMCFX Library V1R1.0.008
ServerX V1R1.0.006

VPSX V1.0.015
Enhancements:

Errors printing to Lexmark printers using | PP communication. The |PP standard
requires support for HTTP/1.1 and specifically chunked content-encoding. The
Lexmark network cards only support HTTP/1.0 although some firmware levels do
support chunked encoding. To support all Lexmark printers, VPSX will check the
HTTP version supported by the device and use content-length encoding if HTTP/1.0is
reported. (Note: Thiswill require VPSX to stage the data before delivery to calculate
the entire content-length).

Errors querying and printing to Xerox DocuSP printers using | PP communication.
VPSX was reporting errors because some | PP attributes were not returned or had an
unknown value when the DocuSP attached printer entered power-saver mode. VPSX
has been enhanced to handle this condition without reporting an error.

Support added to allow SAP system specific login credentials. Thisenablescustomers
that have multiple SAP systems to use different login credentials for callback
notification. A new saplogin configuration file has been added containing system
specific login details. If present, the user ID, password and client number specified in
thisfilewill overridethe VPSX default value specified viathe SAPUSER, SAPPSWD,
and SAPCLNT system keywords.

A sample saplogin file has been provided in the vpsx/samples directory. To enablethis
feature, the saplogin file must be copied to the directory containing the vpsstart system
configuration file.

The LRSQ query information has been enhanced to provide additional detailsabout the
printer status and spool file information. These changes apply to both the /query
keyword and the SAP query.

(Note: Thisrequiresfix level 26 of the LRSQueue client.)
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 Enable support for IPP printing from Apple Mac platforms. Some versions of the Mac
operating system automatically append /ipp/prtnameto an | PP printer URL. VPSX has
been enhanced to handle thisformat and will only usethe last element of the URL path
to identify the VPSX printer name.

» Added new extended connect function to enable atimeout to be specified for TCP/IP
connection requests (system default is normally 2 minutes). Printer connect requests
will now use atimeout of 20 seconds and client |PP queries will use atimeout of 10
seconds.

» New message added to display primary email recipientin VPSX log when sending files
using COMMTY PE=TCPIP/MAIL. (Note: Full recipient information can be written
to the VPSX accounting file or external command notification feature.)

* New message added to display details of spool file browse requests.

e IPPerror “ATTRIBUTE VALUE LENGTH INVALID FOR TYPE” reported when
attempting to display ‘ Remote Complete’ queue on some older HP printers. The IPP
response from these devices contains malformed I PP attributesif the queue is empty.
VPSX has been updated to ignore this specific error and display an empty job list.

» New symbolic spool file variable added to indicate the number of pages printed.
Pages count variables:

PAGES - Number of pagesin document.
TOTPAGES - Total number of pagesincluding copies.
PRTPAGES - Number of pages physicaly printed (NEW).

Thedefault accounting record has been updated to includethisnew variable in addition
to the TOTPAGES value.

* New symbolic spooal file variable ‘' IPPJOBID’ added that contains the job identifier
returned by the remote | PP server or device.

» New device event added to indicate when an EDRAINED printer isretried. This new
event isavailable for EMAIL, SAP, and XCMD event notification.

Prerequisitess LRXAPI Library V1R1.0.008
LRSQueue Client V1R1.0.026

VPSX V1.0.016

Enhancements:

* LPR requestsrejected if control file attribute values exceed maximum length defined
in RFC1179. VPSX will now truncate any control file attribute that exceeds the
maximum allowable value.

« Automatic spool file data detection support added for XML documents.

* The SEPNAME printer keyword has been modified to allow symbolic system, printer,
or spool file attribute values to be specified.

Prerequisitess LRXAPI Library V1R1.0.008
LRSQueue client V1R1.0.026
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VPSX V1.0.017

Enhancements:

» The TCPIP/LRSQ communication type has been enhanced to enable the remote queue
name to be specified at the individual filelevel. This enhancement enablesasingle
VPSX printer definition to route documentsto any queue on aremote VPSX, DRS, or
AnyQueue server. A new spool file attribute, RmtQueue, has been added to specify
the remote queue name and will be used when sending thisfile using an LRSQ printer
definition. The Remote Queue attribute can be specified when submitting thefileusing
the LRSQ submission command with the following syntax:

Irsg /queue=local printer.remotequeue
Where:
Localprinter - Identifiesthelocal printer definition on the target VPSX.

remotequeue - Specifiesthe remote queue to receive this output whenit is
transmitted by the local printer definition.

A remote queue name can also be specified for inbound LPD and I PP requests by
qualifying the printer name using the same syntax.

If aspool file explicitly specifies aremote queue name, this value will override the
remote queue defined in the VPSX printer definition (TCPPRTR keyword).

 Timeout waiting for LPD final acknowledgement when driving network attached
matrix printer. Some network printersthat implement the LPD protocol cantakeavery
long time to send the final acknowledgement to a print request.

VPSX has been modified to not timeout while waiting for the final acknowledgement
and will now wait for aindefinite period. During thiswait the printer can be manually
stopped using the Stop-Immediate or Cancel printer commands.

* TheVPSX SNMP displays have been enhanced to show details of the Marker Supplies
levels (i.e. toner, fuser etc.).

» The performance of LRSQ connections has been improved by removing a delay
introduced by the TCP/IP Nagle algorithm.

» Two new symboalic attributes have been added that can be used in accounting records,
filter commands and separator pages.

&rmtqueue - Containsthe remote queue attribute for a spool file.
& rmtjobid - Containstheremotejob identifier returned by aremote | PP or LRSQ
server.

 Printer communication type TCPIP/SOCK has been updated to attempt reconnecting
to adeviceif the connection times out because of along running filter.

Prerequisitess LRXAPI Library V1R1.0.008
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VPSX V1.0.018
Bugs Fixed

« Anerror in the processing of text fileswill causeindividual charactersto belost. This
problem will only occur with plain text filesand will only effect files that are larger
than 32k in size.

 Accounting records were not written if the spool file was deleted while printing.
» Spooal file attributes for PP originated documents displayed incorrect if they contain
national characters.

» The spool filetotal pages count wasincorrectly updated when a PJL controlled
document was cancelled. The page count will now only be updated if the entire
document printed successfully.

Enhancements:

« Email support has been enhanced to alow body text included from a separator file to
contain Text, HTML or any other standard datatype. The printer DEVTY PE
keyword value will be used to determinethe correct MIME type for the separator data.

* All printer types changed to use non-blocking TCP/IP requests to enable prompt
response to printer Cancel and Stop-1mmediate commands.

* New TCPOPTS flag added to instruct VPSX to treat DNS resolution failures as
retryable errors.

* New TCPOPTS flag added to instruct VPSX to renew the ip-address associated with
aDNS name every hour. The name resolution will occur the next time the printer has
something to print.

» To provide easy accessto the currently activelog file, VPSX will now createalink in
the log directory called active log_file that will reference the currently active log.
Thelink will only exist while VPSX is executing.

 Performance enhancements for very large configurations:

- Printer activation moved to separate thread to enable server to compl eteinitialization
and begin processing work.

- Printer DNS hostname resolution not performed during activation. Host name will
now be resolved asynchronously by the SNMP system thread for SNM P enabled
devices or during first print request.

- Spool expiration processing optimized by saving earliest file expire time in queue
control blocks. Scan of queue elementsis only performed when at least onefileis
known to have expired.

* Filter support enhanced to enable filter programs to communicate with VPSX via
filter feedback commands written to STDOUT or STDERR. These feedback
commands enable the filter processto control error processing, provide an error
description and indicate progress.

* SOAP complex type schema moved from WEBSVC library.
Prerequisites:  LRXAPI Library V1R1.0.010
WEBSVC Library V1R1.0.005
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LRS NetX

The following table contains the fix numbers assigned to major LRS NetX enhancements
and/or fixes.

LRSNetX V1 R1.0 Fixes
LRS NetX V1.0.001 page xxi
LRS NetX V1.0.002 page xxi
LRS NetX V1.0.003 page xxi
LRS NetX V1.0.004 page xxi
LRS NetX V1.0.005 page xxii
LRS NetX V1.0.006 page xxii
LRS NetX V1.0.007 page xxii
LRS NetX V1.0.008 page xxii
LRS NetX V1.0.009 page xxiii
LRS NetX V1.0.010 page xxiii
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LRSNetX V1.0.001

Enhancements

All code reviewed and updated for 64 bit execution and support for file sizes > 2GB.

Buttons to access VPSX log and configuration screens added to VPSX summary
display.

Spool browse limit added to user preferences. When browsing largefilesthisenables
users to specify alimit on the amount of datathat is downloaded.

AUTOEJICT and ACCT printer keywords lost during printer copy operation.

Sort options added to VPSX Output and Retained queue displaysto enable the list to
be sorted by any column.

Output queue reordered based on printer selection criteria. The output queueissorted
to display filesin the order they will be selected. Files not eligible for selection will
have a status of ‘Non-Selectable’.

Support added to enable customers to add additional CUSTOM tabs to the VPSX
spool queue display screens showing any chosen spool attributes.

Support added for HP-UX executing on Itanium based servers.
Support added for Linux on Intel based servers.

LRS NetX V1.0.002
Bugs Fixed

Incorrect SOAP method definitionsin WSDL file.

Remove incorrect user 1D argument from SOAP WSDL file definitions. The user ID
argument is provided automatically by LRS/ServerX.

Cleanup of code to conform with latest ‘C’ standards.

LRS NetX V1.0.003

Add support for Solaris 10 on Intel based hardware.
Support has been added for execution under Solaris 10 running on Intel based servers.

VPSX wsdl definitions updated to add new PRTROPTS printer configuration
keyword.

LRS NetX V1.0.004

Changesto VPSX system and printer configuration screens.

» WSDL file has been updated to include new MAIL and I PP attributes.
» Added -v option to NetX executable to display version.
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LRS NetX V1.0.005
» The VPSX SOAP WSDL definitions have been updated to reflect changes made to
VPSX API functions.
 Page and copy count fields added to Spool queuelist 1 array.

» New SortOrder argument added to Spool queue list methods to specify ascending to
descending sort order.

* New VPSX_SystemCloseAcct method added to instruct VPSX to close the currently
active accounting file.

 Support added for Tru64 platform.
» Generatefilesin DOS format when executing under Windows.

LRS NetX V1.0.006

» ADMINUSR keyword modified to allow multiple administrator user IDs to be
specified separated by spaces.

¢ Updatesto ADMINUSR and SY SDESC keywords no longer require LRS/NetX to be
restarted to implement the change.

» Ensure al keywords are written to the system configuration file with a correct new
line sequence. After fix 5 some keywords' records may not be correctly terminated
with anew line sequence.

LRS NetX V1.0.007

+ Enhancements for | PP outbound and External event notification.

VPSX WSDL definitions updated for new |PP outbound methods and changes for
External command notification keywords.

Error writing system configuration keywords after fix 005. Yes/No keyword values
were written without a newline sequence.

Sour ce File Changes:

vpsx.wsdl
Intcint.c
Intkwd.c
Intmsgs.h
Intkwd.h
Intnet.h
Inthtml.h
Intfunc.c

LRS NetX V1.0.008

 After fix 7, the WSDL file had increased in size and exceeded the default send buffer
size. LRS/NetX hasbeen modified to usealarger send buffer when serving up WSDL
file.

e Errorsin WDSL encoding corrected.
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LRS NetX V1.0.009

o VPSX WSDL file updated for API changes.

The following methods have been updated to add the RmtQueue and RmtJobl D
attributes.

VPSX_Spool Set
VPSX_Spool Attr
VPSX_Spool Config

* The VPSX_PrinterMIB method has been updated to return printer marker supplies
details.

Sour ce File Changes:

vpsx.wsdl
Intcmn.h

LRSNetX V1.0.010

« Segment violation using encryption from LRS/Web Connect.

A segment violation can occur in the LNTX_SendResponse() function due to an error
calculating the storage required for the send buffer. The size used for the send buffer
was not accounting for the fact that encrypted data must be a multiple of 16 bytes.

Enhancement:

* To provide easy access to the currently active log file, LRS/NetX will now create a
link in the log directory called active log_file that will reference the currently active
log. Thelink will only exist while LRS/NetX is executing.

Prerequisitess LRXAPI Library V1R1.0.010
WEBSVC Library V1R1.0.005

New message: LNTX8080E

Sour ce File Changes:

Intfunc.c
Intfunc.h
Intcint.c
Intx.h
Intcmn.h
Intlog.c
Intmain.c
Intfile.h
Intfile.c
Intmsgs.h
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LRS ServerX

The following table contains the fix numbers assigned to magjor LRS ServerX
enhancements and/or fixes.

LRS Server X V1 R1.0 Fixes
LRS ServerX V1.0.001 page xxv
LRS ServerX V1.0.002 page xxv
LRS ServerX V1.0.003 page xxv
LRS ServerX V1.0.004 page xxv
LRS ServerX V1.0.005 page xxvi
LRS ServerX V1.0.006 page xxvi
LRS ServerX V1.0.007 page xxvi
LRS ServerX V1.0.008 page xxvii
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LRS Server X V1.0.001

Bugs Fixed

» User security permissionsincorrect due to an error reading the security database
records. An areain the security database key was not being initialized correctly and
in some circumstances could contain garbage values which will cause the read for the
user security record to fail.

After applying this update the profile database will be upgraded on first execution to
correct an error in the index definitions. The old database files will be renamed and
kept to enable recovery should the update fail.

Prerequisite.  LRXAPI Library (LIBX) V1R1.0.001
L RS ServerX V1.0.002

Enhancements

 All code reviewed and updated for 64 bit execution and support for file sizes > 2GB.
* New VPSX spool queue function added to support customized queue displays.

* Support added for HP-UX executing on Itanium based servers.

 Support added for Linux on Intel based servers.

LRS ServerX V1.0.003

Bugs Fixed
 Duplicate Group security rules processed incorrectly.

If auser is connected to multiple security groups that contain duplicate security rules
the user is only assigned the permissions associated with the first rule processed. This
processing has been modified to merge the permissions associated with duplicate rules
so that the user receives the combined authority of all duplicate group rules.

The permissions associated with specific user rules are not merged as user specific
rules override any authority defined in connected security groups.

Enhancements

» SOAP responses contained atrailing NULL which can cause problems for some
SOAP API clients. ThisNULL terminator has been removed.

Prerequisite:  LRXAPI Library V1R1.0.002
LRS Server X V1.0.004

» The ServerX process was loading the incorrect PAM authentication libraries for
HPUX (Itanium), Intel Linux, Interix (Windows) and Intel Sun 10.

* Support added for VPSX_PrinterURL function.
 Printer group name and long name not updated correctly if value is blanked out.
» Added -v option to VSV X executable to display version.
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LRS Server X V1.0.005

» Add support for VPSX Close accounting file command.

e Add support for Tru64 platform.

» Generatefilesin DOS format when executing under Windows.
Prerequisite: LRXAPI Library V1R1.0.006

LRS ServerX V1.0.006

Bugs Fixed:
New SOAP methods added for I1PP outbound support.

VPSX_IPPJobList
VPSX_|PPPrtPause
VPSX_| PPPrtResume
VPSX_| PPPrtPurgelobs
VPSX_|PPJobCancel
VPSX_IPPJobHold
VPSX_|PPJobRelease
VPSX_|PPJobRestart

Prerequisite:  LRXAPI Library V1R1.0.007
VPSX V1R1.0.014
Sour ce File Changes:

vsvxdist
vsvapi.c
vsvemn.h

LRS Server X V1.0.007

* The ServerX process may incorrectly terminateaVv PSX monitor connection believing
aninactivity timeout hasoccurred. Thisconditionwill only occur if the VPSX server
has no printers defined and has previously had a connection to the ServerX process.

Prerequisite:  LRXAPI Library V1R1.0.007
Sour ce File Changes:

vsvvmon.c
vsvemn.h
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LRS ServerX V1.0.008

» To provide easy accessto the currently active log file, ServerX will now create alink
inthe log directory called active log_filethat will reference the currently activelog.
Thelink will only exist while ServerX is executing.

» SOAP complex type schema definition removed from WEBSVC library.
Prerequisitess LRXAPI Library V1R1.0.010

WEBSVC Library V1R1.0.005
Sour ce File Changes:

vsvlog.c
vsvfile.c
vsvfile.h
vsvmain.c
vsvmsgs.h
vsvx.h
vsvsoap.h
vsvemn.h
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Section 1
Overview

VPSX Product Overview

The VPSX software provides a complete Output Management solution for the UNIX
environment. The product is a completely new development built around current
technology standards (POSIX, XML, SNMP, UNICODE, SOAP, etc.) to bring
sophisticated print management to the Open System environment. The VPSX product
implementsahighly scalable architecture designed to accommodate all environments, from
single server solutionsto theworld' slargest corporations. All elementsof the product suite
implement a single process, multi-threaded design to ensure efficient use of system
resources and enable VPSX serversto handle a very large number of printers and users.

The core component of the VPSX product suite isthe VPSX Print Server.

Filters

LPR

IPP Delivery
LRSQ

SAPR/3

User Interface

« SOAP API

*Web
*Command Line__
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The VPSX Print server implements the following core features:
* Sophisticated print delivery.
Multiple communication options.
Guaranteed delivery.
Checkpoint restart of failed requests.
- Automatic error recovery.
» Multipleinput protocols.
IPP (Internet Printing Protocol)
- LPR
- LRSQ
- SAPR/3
 Sophisticated spooling.
Queue management.
Data recognition.

Automatic page counting for PCL, PS, PDF, AFPDS, SAPGOF and text
documents.

- Print retention and reprint.
- Automatic spool file expiration.
 Data Transformation.
- Simple filter processing.
- LRS provided data transforms.
- Customer written filters.
» Simple configuration.
- Web interface.
- Command line interface.
- SOAPAPI.
- Text editor.
» Email support.
- Email delivery of documents.
- Email notification of document or device status information.
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VPSX Components

The VPSX solution consists of the following components:

LRS/NetX

LRSWEE
Connect

WEE Server

WEB SOAP
Interface API

VPSX

An organization’ s printing environment can consist of one or more VPSX print servers. As
each print server is capabl e of managing avery large number of printers, thedecisiontorun
multiple serversis normally dictated by geographical location or operational units. Each
print server is capable of independent operation but is managed by one or more
LRS/ServerX servers. Each VPSX print server can register with one or more LRS/ ServerX
serversto enable central control and asingle view of all printers across the enterprise.

LRS/Server X

The LRS/ServerX component provides a central directory of all VPSX servers and their
associated printers. All VPSX print serversthat are registered with LRS/ServerX provide
continual updates on the status of all devices. This enables LRS/ServerX to build asingle
view of all printersthroughout the enterprise. LRS/ServerX then acts asthefocal point for
al accessto VPSX servers and printers. Before accessing any resources, all users must
authenticate with the LRS/ServerX process, which then controls access to all printers and
servers based on the user’s security profile. The LRS/ServerX process supports internal
user authentication or can integrate with external security serversviathe PAM (Pluggable
Authentications Modules) interface to implement a single sign-on across all platforms.

LRS/NetX

The LRS/NetX component is a multi-threading Web application server that provides a
common execution environment for the VPSX Web applications.
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LRS/Web Connect

The LRS/Web Connect component isinstalled in the customer’s Web server and provides
a connector from the Web server to the LRS/NetX Web application server. HTML and
SOAP requests are routed to the LRS/NetX server for processing, and the responseisthen
returned to the Web server for delivery to the requesting client. This architecture enables
customers to present the VPSX Web interface viatheir existing Web servers but enables
the LRS Web applications to execute in a consistent execution environment.
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Scalable Architecture

The modular design of the VPSX server architecture enables the solution to scale from a
single server solution, to a complex configuration spread across many hosts. |Irrespective
of the size of the configuration, users and system administrators are still provided with a
single view of all printers across al platforms.

EURGPE
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SAP R/3 Integration

The optional VPSX/OutputManager feature provides a SAP certified external output
management solution for the SAP R/3 application suite. This component implements the
SAPBC-XOM (eXterna Output Management) interface that enables VPSX to seamlessly
integrate with the SAP R/3 environment and handle al printing and output delivery while
providing full feedback and control to SAP R/3 users.

VPSX/OutputManager implements the following features of the BC-XOM standard:
» Report submission.

Callback interface for output status notification.

Callback interface for device status notification.

Operations Supplement (queue query, output query, and report cancellation).

Multilingual support.
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Section 2
Installation

VPSX Installation

This section will guide you through theinstallation of the various components of the VPSX
print server. Theinstallation process can be executed from a standard telnet session to the
target host. If you areinstalling the Windows version please refer to “VPSX for Windows
Installation” on page A.1 for details.

The VPSX product-set consists of the following components:

e VPSX - Print server.
* LRS/ServerX - Security manager and central printer directory server.
* LRS/NetX - Web application server.

*  LRS/Web Connect - Router from customer Web server to LRS/NetX Web application
server.

e LRSQueue - Print submission command line interface.

WEB
Server

WERB
Connect

1.!'1|I'E{r S\GIF

LRS Queue
Client

Each of the above components communicate via TCP/IP so they could be installed on
different hosts. To keep theseinstallation instructions simpleit will be assumed that the
three major components (VPSX, LRS/ServerX, and LRS/NetX) will initially be installed
on the same host.

Common Function Library (LRXLIB)

In addition to the above major components, a common function library (LRXLIB) must
also beinstalled on the platforms running the VPSX, LRS/ServerX, or LRS/NetX
components. LRXLIB isashared library that contains common functions and operating
system interface routines.
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Distribution M aterial

Each of the above components will be supplied as a compressed TAR file and can be
shipped on CD or distributed electronically using the LRS EFT shipping system.

The CD and the zipped EFT download file will contain the following directory structure:

Irsinst Common Product installation processor
/LRXLib Common LRXLIB librariesfor all platforms.
IVPSX_for_AlIX VPSX installation material for AlIX.
IVPSX_for HPUX VPSX installation material for HPUX.
/VPSX_for SUN VPSX installation material for SUN.

IVPSX _for_zLinux VPSX installation materia for zLinuz.

/LRS_ ServerX ServerX installation material for al platforms.
/LRS_NetX LRS/NetX installation material for all platforms.
/LRSQueue LRSQueue client for all platforms.

/LRS WebConnect LRS/Web Connect router for all Web servers.
/VPSX_for True4 VPSX installation material for Tru64.

Each product TAR file has acommon naming standard where the first character of thefile
name indicates the execution platform.

* A - AlX 4.3 or above.
* C- SuSeor RedHat Linux for Intel platforms. (Kernel version 2.4.19 or above.)
* H-HP-UX 11.
e L - SuSeLinux for Z series.
R - Tru64 platform.
* S-Sun Solaris5.8 or 5.9.
e T-HP-UX 11 for Itanium.
* X - Solaris 10 for Intel platform.
For example, the installation material for the HP-UX platform will be named:
* hvpsx.tar.Z
* hvsvx.tar.Z
* hnetx.tar.Z
hirxlib.tar.Z
hweb2.tar.Z
* hlrsqueue.tar.Z
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Product Name Abbreviations
Throughout the installation instructions the following abbreviated product names will
appear in file names and sel ection menus:
* VVPSX - VPSX
* VSVX - LRS/ServerX
* NETX - LRS/NetX
* WEBC - LRS/Web Connect
¢ LRSQ - LRSQueue print submission client.
| ¢ WEB2- LRSWeb Connect Release 2
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Product I nstallation

The product installation process is controlled via the LRSINST common installation
routine that is supplied in the root directory of the installation CD or the EFT download
package. The LRSINST routine will inspect your system and |ocate the appropriate
installation material for your platform and will guide you through the install ation process.

| nstallation from CD

If you have a product installation CD then it is possible to mount the CD and execute the
installation process directly from the CD.

Installation from EFT Download

If you have downloaded an EFT distribution package you will need to unzip thedistribution
files and copy the required installation material to atemporary directory on the target
system. For example, if you plan to install on an AlX system, you will need to create a
temporary directory on the target system and copy the following installation material from
the EFT package using aBINARY file transfer.

Installation File Location in EFT package
Irsinst Install/

keyvpsx.lic Install/

avpsx.tar.Z Install/VPSX_for_AlX
avsvx.tar.Z Install/LRS_ServerX
anetx.tar.Z Install/LRS NetX
arxlib.tar.Z Install/LRXLib
arswc.tar.Z Install/LRS_WebConnect
arsgueue.tar.Z Install/LRSQueue
aweb2.tar.Z Install/LRS WebConnect

Note: Itisnot necessary to preserve the directory structure when copying the required
filesto thetarget host. Theinstallation processwill search for product installation
material in the current working directory and any subdirectories below this
location.
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| nstallation Process

Once the product installation CD has been mounted or the required installation files have
been copied to atemporary directory, you are now ready to run the install ation process, but
please read the remainder of this section before continuing. The LRSINST routineisavery
flexible installation tool and can be used to install product sets (groups of related product
components) or individual product components. The following text describes the

installation of the VPSX product set, which includes LRXLIB, VPSX, LRS/ServerX,

LRS/NetX, and LRSQueue. If you wish toinstall individual product components please
execute LRSINST with the -h option for detailed usage information.

| nstallation Directories

The LRSINST process will install all selected products under a common installation
directory with a separate subdirectory for each component. The default installation

locationis/opt/Irsfor install ations that run under the root user 1D and /tmp/Ir sfor non-root
users. Theinstallation process will prompt for the installation location on execution.

If the default locations are used, the installation process will create the following directory
structure when installing the VPSX product set.

lopt/Irg/libx
/opt/Irs/vpsx
/opt/Irs/vpsx/pcmd
lopt/Irs/ivpsx/samples
/opt/Irs/vpsx/separ
lopt/Irsivsvx
lopt/Irs/vsvx/samples
/opt/Irs/netx
{opt/Irs/netx/html
lopt/Irs/netx/html/net
[opt/Irsg/netx/html/vmcfx
/opt/Irs/netx/resources

/opt/Irs/netx/resources/vmcfx

[opt/Irs/netx/sample
{opt/Irs/netx/vmcfx
/opt/Irs/manl
lopt/Irg/lrsq
/opt/Irsiweb2
lopt/Irg/slib

Common function library.
VPSX executables.

Sample printer command files.
Sample configuration files.
Sample banner page templ ates.
LRS/ServerX executables.
Sample configuration files.
LRS/NetX executables.

HTML page template directory.

LRS/NetX common HTML page templates.

VMCFX HTML page templates.

Web page resources files.

VMCFX Web interfaces resources.
Sample configuration files.

VMCFX Web interface executables.
Manual pages for all components.
LRSQueue print submission client.
LRS/Web Connect executables.
Shared libraries for LRSQ and WEBC.
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Runtime Directories

After executing the installation, you will be asked if you wish to execute the LRS Fast-
Configure (Irsfast) routineto createinitial configuration filesand directoriesfor theruntime
environment. Each component of VPSX requires a separate server root directory that will
be used to contain files created during execution (spool files, logs, accounting, etc.). The
LRSFAST routine will prompt you for aruntime directory location and will create
subdirectories below thislocation for each component installed. The default directory root
location will be /var/Irsfor installations that run under the root user ID and /tmp/Ir sr oot
for non-root users.

If the default locations are used, the Fast-Configure process will create the following
directory structure for the runtime environment:

Ivar/lrsivpsxroot/ VPSX server root directory.
/spool Spool directories and files.
/log Log files.

[separ Sample separator page templates.
/pecmd Sample printer command files.

Iprtr Printer configuration files.

/acct Accounting files.

/entl Checkpoint database.

/snap SNAP dump diagnostic files.

tmp Temporary files.
Ivar/lrsivsvxroot/ LRS/ServerX root directory.

/entl User profile and security database.

/log Log files.

/snap SNAP dump diagnostic files.

tmp Temporary files.
Ivar/lrs/netxroot/ LRS/NetX root directory.

/log Log files.

/snap SNAP dump diagnostic files.

tmp Temporary files.

Note: Itisrecommended that you create a separate file system for the server runtime files
and mount this file system as /var/Ir s before beginning the installation process.
Thiswill isolate the storage used for the VPSX products from other users of the /var
file system.
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Required I nformation

Before starting the installation process the following information is required:

Installation L ocation

Described in the previous section.

Runtime Directories

Described in the previous section.

VPSX Product key

Thisisa 60 byte key that is required to execute the VPSX
product. Thisinformation is provided with the installation
material or viae-mail.

VPSX/OutputManager
product key

Thisisa60 byte key that is required to execute the
VPSX/OutputManager interface for SAP R/3 (optional).

SAP RFC API library

To execute the optional VPSX/OutputManager interface for
SAP R/3, VPSX requires access to the SAP RFC AP
communication library (librfccm). If thislibrary isnot already
available on the target system, pleaserefer to “Install SAP R/3
RFC Communication API” on page 3.77.

Web Server

To present the Web interface for VPSX aWeb server is
required. If an Apache based Web server is available on the
target host the installation process will provide you with the
following options:

1. Create a separate dedicated Web server instance for the
VPSX Webinterface. ThisWeb server will beindependent
of any other Web servers running on the machine and will
be started automatically with the other VPSX components.

2. Ingtall the LRS/Web Connect router on an existing Web
server instance on the target machine.

To enabletheinstallation process to determine the attributes of
the Web server installed on the target host, you will need to
provide the fully qualified location of the httpd executable. |If
you are unsure of the location, the installation process will
provide an option to explore the system for available Web
servers.

Alternately, the LRS/'Web Connect component can beinstalled
on any supported host running a supported Web server. Refer
to “Installing the Web Interface” on page 2.9 for details of
supported servers.
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Executing the Installation Process

Y ou now have all the information required to start the installation process. To begin
installation change directory to the CD root directory or the temporary directory containing
theinstallation material. Execute the following command:

Jlrsinst vpsx

Installation steps:

1. Youwill be asked to provide the directory under which the products will be installed
(default /opt/Irs).

2. Theingtllation routine will then install each of the product componentsinto a
subdirectory below the specified location.

3. Oncetheinitial installation is complete you will be asked if you want to execute the
Fast-Configure routine (Irsfast) to build initial configuration files and create the
runtime directories required for each component.

4. Youwill next beaskedif youwanttoinstall LRS/Web Connect. If you have an Apache
based Web server available on this host reply *Yes'. If you do not have a Web server
available on this host, or want to use aWeb server on another platform, reply ‘No’ and
refer to “Installing the Web Interface” on page 2.9.

5. If you have chosen to install LRS/Web Connect you have two options:
* Create adedicated Web server.

a. Follow the promptsto create afully configured Web server that will be started
automatically with the other VPSX server components.

* Install onto an existing Web server.

a. Theingallation routine will create a customized sample file containing the
statements that must be added to the Web server configuration.

b. httpd.conf-Sample - Thissample configuration file contains the statements that
must be added to the httpd.conf configuration file to enable execution of the
LRS/Web Connect router.

c. After updating the Web server configuration it will be necessary to re-start the
server to recognize the changes.

d. Before accessing the VPSX Web interface, some common HTML resources
need to be available on the Web server. For details on how to load these
resources, please refer to “Load VPSX HTML Resources onto Web Server” on
page 2.13.

6. You will be prompted to start the VPSX servers.

After completing all of the above stepsit is now possible to accessthe Web interface using
the URL displayed at the end of the installation process and the installation is complete. 1f
you did not install the LRS/Web Connect component then proceed to “Installing the Web
Interface” on page 2.9 for details on installing this component on your chosen platform.

Note: If an error occurs during the installation process, or you need to quit before
completing all steps, itis possible to re-run the installation process at any time. |If
you want to review the installation process, or any errors reported, the installation
routine will write detailed information to alog file named LRSINST.LOG in the
installation directory.
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Installing the Web Interface

Thisstep isonly required if you did not install the LRS/Web Connect component during
the installation of the VPSX product-set described previously.

To provide access to the VPSX Web interface it is necessary to install the LRS/Web
Connect router onto a Web server running on one of the supported platforms. The
LRS/Web Connect client acts as arouter, sending inbound browser requests to LRS/NetX
for processing and returning the response to the Web server for delivery back to the
reguesting client. Installation of the LRS/Web Connect client involvesloading the product
executable and making it available to the Web server.

The LRS/Web Connect router is available for all platforms supported by VPSX and has
been tested with the default Apache based Web server supplied with UNIX and Linux
platforms and the Microsoft | SS server for Windows. LRS/Web Connect usesthe CGI 1.1
interface and will work with any Web server that supportsthis standard interface. TheLRS
installation routine will provide the option to configure a dedicated Web server instance for
known versions of the Web server software. For unknown Web serversit will be necessary
to manually configure the Web server to execute the LRS/Web Connect executable.

| nstallation of a Windows Based Web Server

If you plan to install LRS/Web Connect on a Windows based I1S server refer to the
LRS/Web Connect documentation for details of the installation process.

| nstallation on a UNI X Based Web Server

Theinstallation processfor UNIX based Web servers uses the same LRSINST installation
process that was used to install the VPSX components. If you have a product installation
CD you can run the installation process directly from the disk. Alternatively, if you have
downloaded an EFT software package you will need to extract the contents of the software
package and transfer the LRSINST installation script and the appropriate LRS/Web
Connect tar fileto atemporary directory on the target system.
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LRS/Web Connect Installation M aterial

e |[rsinst - Common installation routine.

e aweb2tar.Z -AIX

* hweb2tar.Zz -HPUX

e sweb2tar.Z -Sun

e lweb2tar.gz - zLinux

e xweb2.tar.Z - Solaris10 for Intel
e cweb2tar.Z -Linux for Intel

e rweb2tar.Z -Trucd

Required Information

Before starting the installation process the following information is required:

HTTPD executable

Target LRS/NetX Server

To enable the installation process to determine the attributes
of the Web server installed on the target host, you will need to
providethefully qualified location of the httpd executable. If
you are unsure of the location, the installation process will
provide an option to explore the system for available Web
servers.

If the installation process does not detect that LRS/NetX has
been installed on thelocal host it will be necessary to provide
detailsfor the LRS/Web Connect connection profileto enable
communication with the target LRS/NetX server.

The information required for the LRS/Web Connect
connection profile consists of:

1. A symbolic server namethat isused to route Web requests
to this specific server (example: vpsx).

2. Thehost name or |P-address of the system running the
target LRS/NetX server.

3. The TCP/IP port number that has been opened by the
LRS/NetX server to accept inbound connections (default:
5700).

The port number used by LRS/NetX for inbound Web
regquestsis specified viathe TCPPORT keyword in the
LNTSTART configuration file. The LNTSTART
configuration file is normally located in /opt/Ir s/netx.
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Executing the Installation Process

Y ou now have al the information required to start the installation process. To begin
installation change directory to the CD root directory or the temporary directory containing
theinstallation material. Then execute the following command:

| Jlrsinst web2

Installation steps:

1. Theinstallation process will ask for the installation location. If other LRS products
have been installed on this system, use the same installation directory (i.e. /opt/Irs).

2. Enter thelocation of the Web server httpd executable or use the explore option to locate
available servers. After entering thisinformation, the installation routine will
automatically detect the version of the Web server executable.

3. After the Web server software has been validated, the installation will prompt to
configure aseparate dedicated instance of a Web server solely for the use of LRS/Web
Connect or would you prefer to use an existing Web server.

* Dedicated Web server.
a. Provide adirectory name that will be used as the DocumentRoot directory for

C.

b.

C.

d.

thisWeb server. Thisisthedirectory that will be used to server local documents
and must contain the HTML resources required for the VPSX Web interface.
Refer to “Load VPSX HTML Resources onto Web Server” on page 2.13 for
details.

Provide details of the target LRS/NetX server to build a connection profile
definition.

Y ouwill beasked if you want to start the dedicated Web server using thewebcctl
script that has been created in the WEB2 installation directory.

* Existing Web server.
a. Theinstallation routine will create a customized sample file containing the

statements that must be added to the Web server configuration.

httpd.conf-Sample - This sample configuration file contains the statements that
must be added to the httpd.conf configuration file to enable execution of the
LRS/Web Connect router.

After updating the Web server configuration it will be necessary to re-start the
server to recognize the changes.

Before accessing the VPSX Web interface, some common HTML resources
need to be available on the Web server. For details on how to load these
resources, please refer to “Load VPSX HTML Resources onto Web Server” on
page 2.13.

The above installation process will create an LRS/Web connect configuration file called

| Irswe.cfginthe WEBZ2 installation directory that contains the customized connection
profile definition based on your responses. The LRS/Web Connect connection profile
should identify the host name or | P-address of the host running the LRS/NetX process and
the port number that LRS/NetX is using to accept inbound LRS/Web Connect connections
(default: 5700).
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Example LRS/Web Connection configuration file (Ir swc.cfg).

LRSWC LOGFILE,/Irs/lIrswc.lo0g,0
vpsx, 199. 96. 1. 218, 5700 <-- VPSX Connection profile

The connection profile nameis used as the last part of the Web URL to identify the server
that should process the HTML request.

Example:
| http://webser ver/Ir swebconnect/vpsx

Where: vpsx isthe name of the connection profile define in the Irswc.cfg configuration
file created during installation.
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Load VPSX HTML Resourcesonto Web Server

Finally, before accessing the VPSX Web interface via your newly configured LRS/Web
Connect connection profile, it is necessary to load afew common resource files onto your
Web server. Theresourcefilesincludeimages and help filesthat are referenced by VPSX
HTML pages and are served up directly from the Web server.

The resource files are supplied in the LRS/NetX installation directory:
lopt/Ir s/netx/r esour ces’'vmcfx

These resource files need to be made available in adirectory called vmcfx which must be
created as a subdirectory of the DocumentRoot directory being used by your Web server.

Y ou must either, create the vmcfx directory on your Web server and copy the resources
across from the installation directory or, if the Web server is running on the same host as
LRS/NetX, you can create a soft link to the installation resource directory from your Web
server’s DocumentRoot directory, i.e.

In -s/opt/Ir s/netx/r esour ces/'vmcfx vmcfx
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Starting the VPSX Servers
A control script called Irsctl is provided in the LRS installation directory that can be used
to control the execution of the VPSX server components.
To start the VPSX servers using the Ir sctl shell script enter:
Irsctl start
To display the status of the server processes enter:
Irsctl status
To terminate the server processes enter:
Irsctl stop

Thelrsctl shell script can also be used to start and stop individual processes and can be
configured, using environment variables, to control multiple instances of the server
processes. For full details on thelr sctl shell script please refer to the main page or enter
Irsctl -h for usage information.

To display the product version levels for the server components, execute the Ir sctl script
with the -v option.

If an error occurs starting any of the servers please check the contents of the log file for
details. Each server will create alog sub-directory in the directory defined as the server
root for the process.
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Accessing the Web Interface

After completing the previous steps it should now be possible to access the VPSX Web

interface. Below is an example of the URL required to access the LRS/NetX application
index page.

Using a UNIX based Web server:

| http://webser ver /Ir Swebconnect/vpsx
Using aWindows I1S Web server:

| http://webserver/L RS/nlrswc2.exe/vpsx

Where:
webserver - Isthe name or ip-address of the host running the Web server.
VpSX - Isthe name of the LRS/Web Connect connection profile defined in

| lopt/Irs/iweb2/Irswc.cfg.
Note: Thevauesinthe URL are case sensitive.

Oncethelogin page is displayed you can log on using the administrative user 1D specified
during the LRS/ServerX configuration (default: admin) and a password of “password”.
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Section 3
VPSX

VPSX System Configuration

The VPSX system configuration parameters are specified via atext configuration file
normally called VPSSTART intheVPSX installation directory. The configuration options
can be changed manually using atext editor or can be updated online using one of the
following interfaces:

* Web interface.
* VVPSCFG command line interface.
¢ SOAP Application Programming Interface.

It is expected that most users will modify the VPSX configuration values using the Web
interface, therefore the descriptions of the system keywords have been organized based on
the screen layouts. Each configuration option is described using the system keyword name
that will appear in the configuration file, and the Web page field asit appearsin the Web
interface.

Syntax of System Configuration Files

* Comments may be included in configuration files by specifying an * in thefirst
character position.

* Only asingle keyword can be specified per line.
¢ All keywords must be followed by an equal (=) sign and a keyword value.
* White space around keywords is ignored.

Selecting the Configuration File
The VPSX system configuration file is specified when the processis started via
the -f argument.
Example:
/opt/Irs/vpsx/vpsx -f /opt/Irs/vpsx/vpsstart
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General Parameters

VPSX Print Server ) ferenc
VPSX Print Server Configuration

Return

e1:-11=16:1 Directories Decryption Servers Product Keys Advanced XCMD Trace

ndate cel

* - Indicates Restart Required for Field Change
YPS5X Name: =|MGYPSI

Description: =|LRS Frint server

General Parameters

TCP{IP APl Port: = 5501 TCF{IP IPP Port: = B3

TCP{IP LPD Port: 5515 TCP{IP LRSQ Port: = 5500

Expire Interval: 10 minutes Snap Expire Interval: |43 haurs
SHNMP Poll: 30 seconds Termination Recovery (RTM):
YPSX Key: POP00.0.9.0.0.0.0.0. 060600 EEE59.9.9:1

WEB Interface URL: |hitp://Irsecmil:8888/webconnectivpsxMrid=logon
Logging Parameters

Logging: System Logging: i

Log Expiration: |48 hours Log Size: 4 ¥]=

Web pagefield: VPS Name
System keyword:  VPSSYSID

Specifies a unique identifier for thisinstance of VPSX. Each VPSX print server that
connects to acommon LRS/ServerX process must have a unique name which is used
to qualify referencesto individua printers. The LRS/ServerX processwill build a
directory of al printers known to the attached VPSX print servers and the combina-
tion of printer name and VPSX server identifier must be unique in the configuration.

Valid Values: 1 to 8 aphanumeric characters without embedded spaces.
Default: VPS1
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Web pagefield: Description
System keyword:  SYSDESC
Specifies a short text description of this VPSX server. Thisdescription will appear in
the VPSX server list display.
Valid Values:  1to 79 characters.
Default: None.

Web pagefield: TCP/IP API Port
System keyword:  TCPPORT
Specifies the local TCP/IP port that VPSX will open for inbound API requests. The
LRS/ServerX process will communicate with VPSX viathis port number.
Valid Values:  1- 65536
Default: 5501

Web pagefield: TCP/IP PP port

System keyword:  TCPPORT]I

This keyword specifies the local TCP/IP port that VPSX will open for inbound | PP
regquests. ThelPP specification (RFC2911) definesport 631, which isthe default value
for this parameter. To use port 631, the VPSX server must execute with root authority
asthis port isin the range of well known ports (1-1023).

Valid Values: 0- 65536
Default: 631

Web pagefield: TCP/IP LPD port

System keyword:  TCPPORTL
This keyword specifies the local TCP/IP port that VPSX will open for inbound LPD
requests. The LPD specification (RFC1179) defines port 515, which is the default

value for this parameter. To use port 515, the VPSX server must execute with root
authority asthis port isin the range of well known ports (1-1023).

Note: If an LPD daemon isaready running on this system, it will be necessary to
shutdown this process to enable VPSX to open port 515.

Valid Values: 0 - 65536
Default: 515
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Web pagefield: TCP/IP LRSQ port
System keyword:  TCPPORTQ

This keyword specifies the local TCP/IP port that VPSX will open for inbound
LRS/Queuerequests. The LRSQUEUE protocol isused to transfer files between LRS
servers providing data compression and encryption support. An LRSQ command line
interfaceisalso avail ablethat enabl es submission of documentswith additional control
over spool file attributes. The LRSQ command lineinterfaceisavailablefor all major
platforms providing secure, efficient submission of documents from any supported
platform.

Valid Values; 1 - 65536
Default: 5500

Web pagefield: Expireinterval
System keywor d: EXPINTVL

This keyword specifiesthe interval, in minutes, that VPSX should scan the spool
gueues looking for expired files that can be removed from the system. The minimum
retention period for aspooal fileisone hour so it isrecommended to specify avalueless
that 60 minutes to ensure prompt removal of expired files.

Valid Values:; 10 - 9999
Default: 10

Web pagefield: SNAP ExpirelInterval
System keyword:  SNAPEXPR

This keyword specifies the expiration period, in hours, for diagnostic SNAP dump
files. SNAP dumps are generated in the event of a severe error and contains system
diagnostic information that will help LRS determine the cause of the failure. SNAP
dumps are created in the directory identified by the SNAPDIR system keyword and
will be removed automatically when the specified expiration period has expired.
Specifying avalue of zero will disable automatic expiration of SNAP files.

Valid Values; 0 - 9999 hours
Default: 48 hours

Web pagefield: SNMP Pall
System keyword:  SNMPPOLL

This keyword specifies the interval, in seconds, that VPSX will poll SNMP enabled
printers to determine their current status. VPSX constantly monitors the status of all
printersthat have been defined with SNMP support enabled (SNMP=Y esin the printer
configuration). Thisis done even when VPSX is not actively sending output to a
printer to enable the Web interface to always show the current status of devices, even
when they are being used by another host. The main device status indicators are
retrieved using asingle SNMP GET request that is sent to each device at the specified
interval. Setting the poll interval isatrade-off between network traffic and maintaining
up to date device status information. Each SNMP GET packet consists of
approximately 42 bytes and will not cause excessive network load even when using a
small poll interval.

Valid Values: 0 - 99999 seconds
Default: 10 seconds
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Web pagefield: Termination Recovery
System keyword: RTM

This keyword controls whether VPSX should attempt to recovery from severe errors
that generate hardware context signals that would normally terminate the process
(i.e. SIGSEGV, SIGBUS, etc.). VPSX isamulti-threaded server but SIGNALS only
operate at the processlevel. If asignal isgenerated by any thread, the default operating
system action will beto terminate the entire VPSX process. With recovery termination
enabled, VPSX will capture the signal, take a diagnostic SNAP dump and only
terminate the currently active thread.

Note: If the terminating thread holds any locks at the time of the error, these will not
be released as this could compromise the integrity of the internal process data
structures. In this event it may be necessary to restart the VPSX process.

Valid Values; Yes/No
Default: Yes

Web pagefield: VPSX Key
System keyword: KEYVPSX
Thiskeyword specifiesthe product licensekey for VPSX. A licensekey will have been

provided by LRS with the installation material and additional license keys can be
obtained by contacting your LRS marketing representative.

Note: All VPSX license keysaretimelimited and will issue warning messages when
the license period remaining isless than one month. A new license key can be
obtained by contacting your LRS marketing representative.

Valid Values:  Thelicense key consists on 60 alphanumeric characters and must be
entered exactly as provided by LRS.

Default: None.

Web pagefield: Web Interface URL
System keyword:  WEBURL

This keyword identifies the URL that can be used to access the VPSX Web interface.
Thisvaluewill be used in email notification messagesto direct usersto the VPSX Web
interface and isalso used to re-direct userswho click on an IPP printer URL to the WEB
interface.

Note: If thedefault isnot changed or no valueis specified, email notification will not
contain alink to the Web interface.

Valid values: Any valid HTTP URL.
Default: http://www.lrs.com/eom
Example: http://hostname/webconnect/vpsx rid=logonv
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Web pagefield: L ogging

System keyword:  LOG
This keyword specifies whether the VPSX process should write all messagesto a
VPSX log file. Log fileswill be generated in the directory specified viathe LOGDIR

system keyword and will be actively managed and removed from the system when the
log expiration period has expired.

Valid Values: Yes/No
Default: Yes

Web pagefield: System Logging
System keyword:  SYSLOG
This keyword specifies whether the VPSX process should write all messages to the
UNIX system log daemon.
Valid Values: Yes/No
Default: No

Web pagefield: LOG Expiration

System keyword: LOGEXPR
This keyword specifies the expiration period, in hours, for log files. Log filesare
created in the directory identified by the LOGDIR system keyword and will be

removed automatically when the specified expiration period has expired. Specifying a
value of zero will disable automatic expiration of log files.

Valid Values: 0 - 9999 hours.
Default: 48 hours.

Web pagefield: LOG size
System keyword: LOGSIZE
This keyword specifies the maximum size of asinglelog file. When the log size limit
isreached, VPSX will close the current log file and start logging to a new file.
Valid Values: 1-999 MB
Default: 4MB

3.6 VPSX Installation and Operation Manual S800-0100-1 Revision Date: March 3, 2006



Runtime Directories

VPSX Print Server

Eeturn

* - Indicates Restart Required for Field Change
YPSX Name: = wPSTESTI

Description: = TestPrint Server

I Directory Parameters

Server Root Directory: = /prodpvpsxpvpstest]

Accounting Directory: = acct

Control Directory: =|cntl
Log Directory: =|log
PCMD Directory: = pemd
Printer Directory: = prir

Separator Directory: = separ

Snap Directory: =|snap
Spool Directory: =|spool
Temp Directory: =tmp

Web pagefield: Server Root Directory
System keyword:  SERVROOT
This keyword specifies the root working directory for thisinstance of VPSX. This

keyword must specify afully qualified directory name and will be used asthe root for
all subsequent directory definitionsunlessafully qualified directory nameis specified.

Default: [Irs/vpsx
Valid values: 1-99 character directory name.
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Web pagefield: Accounting directory

System keyword:  ACCTDIR
This keyword specifies the directory that will be used as the output |ocation for
accounting files generated by thisinstance of VPSX. Unlessafully qualified directory

nameis specified, thisdirectory will be created below the server root directory defined
viathe SERVROOT keyword.

Valid Values.  1-99 character directory name.
Default: acct

Web pagefield: Control directory

System keyword:  CNTLDIR
This keyword specifiesthe directory that will be used as the output location for control
information used to maintain status between executions of VPSX. Unlessafully

qualified directory name is specified, this directory will be created below the server
root directory defined viathe SERVROOT keyword.

Valid Values:  1-99 character directory name.
Default: cntl

Web pagefield: Log directory

System keyword: LOGDIR
Thiskeyword specifiesthedirectory that will be used asthe output location for log files
generated by thisinstance of VPSX. Unlessafully qualified directory nameis

specified, this directory will be created below the server root directory defined viathe
SERVROOT keyword.

Valid Values:  1-99 character directory name.
Default: log

Web pagefield: PCMD directory

System keyword: PCMDDIR
This keyword specifies the directory that will contain printer command files used to
control the presentation of text documents. Unless afully qualified directory nameis

specified, this directory will be created below the server root directory defined viathe
SERVROOT keyword.

Valid Values.  1-99 character directory name.
Default: pcmd
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Web pagefield: Printer directory

System keyword:  PRTRDIR
This keyword specifies the directory that will contain printer configuration files.
During startup, VPSX will activate al printer definitions contained in this directory.

Unlessafully qualified directory nameis specified, thisdirectory will be created below
the server root directory defined viathe SERVROOT keyword.

Valid Values.  1-99 character directory name.
Default: prtr

Web pagefield: Separ ator directory
System keyword:  SEPARDIR
Thiskeyword specifiesthe directory that will contain separator page templates. Unless

afully qualified directory name is specified, this directory will be created below the
server root directory defined viathe SERVROOT keyword.

Valid Values:  1-99 character directory name.
Default: separ

Web pagefield: SNAP directory

System keyword:  SNAPDIR
This keyword specifies the directory that will be used as the output location for
diagnostic SNAP files generated by this instance of VPSX. Unlessafully qualified

directory name is specified, this directory will be created below the server root
directory defined viathe SERVROOT keyword.

Valid Values:  1-99 character directory name.
Default: snap

Web pagefield: SPOOL directory

System keyword:  SPOOLDIR
This keyword specifies the directory that will be used as the spool directory for this
instance of VPSX. The spool directory will contain a spool index file and a separate
subdirectory for each printer queue. Unlessafully qualified directory nameis

specified, the spool directory will be created bel ow the server root directory defined via
the SERVROOT keyword.

Note: Each instance of VPSX requires a separate spool directory.
Valid Values:  1-99 character directory name.
Default: spool

VPSX : VPSX System Configuration 3.9



Web pagefield: Temp directory
System keyword:  TMPDIR
This keyword specifies the directory that will be used as the output |ocation for

temporary files generated by thisinstance of VPSX. Unlessafully qualified directory
nameis specified, thisdirectory will be created below the server root directory defined

viathe SERVROOT keyword.
Valid Values.  1-99 character directory name.
Default: tmp
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Decryption Parameters

VPSX Print Server Freferences | Close | Help

VPSX Print Server Configuration

Eeturn

General Directories Bl % a4l Servers Product Keys Advanced XCMD Trace

* - Indicates Restart Required for Field Change
WYPSX Name: =|VPSTESTI

Description: = Test Print Server

Decryption Parameters

Decrypt Key: (11010101010101071010101010107101010101010101

Web pagefield: Decryption Key
System keywor d: DKEY
This keyword specifies the decryption key that will be used to decrypt inbound

LRS/Queue print requests from other LRS products. If encryption is being used, this
key must match the encryption key used by the sending client.

The decryption key is specified as 16, 24, or 32 character HEX bytesto indicate
whether 128, 192, or 256 bit decryption is to be used.

Valid Values.  The value must be specified in character hex format (i.e. 2B =
0x2B) and must consist of 16, 24, or 32 character hex bytes.

Default: 0102030405060708090A 0BOCODOEOF
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L RS/Server X Connection Parameters

VPSX Print Server Preferent
VPSX Print Server Configuration

Return

* - Indicates Restart Required for Field Change
WYPSX Name: = vPSTESTI

|Description: =|TestPrint Server

Server Parameters

Serverl: =|loophack:5600
Server2: *
sServerd: =
Serverd: =
Serverh: =
Serverb: *
Server’: =
Serverd: =

Server9: =
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Web pagefield: Server1-9
System keyword:  SERVER1-9

The server keywordsidentify up to nine LRS/ServerX processesthat this VPSX server
should establish a VPSX monitor connection. The monitor connection is used to
register thisinstance of VPSX with the LRS/ServerX process and identify all printers
definedtothisserver. The LRS/ServerX processdynamically buildsacentral directory
of all printers and their associated VPSX servers and is used as the focal point for all
user access to the printers and VPSX servers. VPSX will notify the LRS/ServerX
process of all printer status changes enabling the Server to provide asingle view of all
printers across al VPSX servers.

If no LRS/ServerX connections are defined, VPSX will still operate although the
printers will not be visible viathe Web and SOAP API interfaces. The VPSX process
can still be controlled and configured using the VPSCFG and VPSCMD command line
interfaces.

Valid Values: A LRS/ServerX instanceisidentified by the TCP/IP hostname or
ip-address where the processis running and optionally the remote
port number that is being used by the LRS/ServerX processto
accept inbound VPSX monitor connections.

Default: None.
Format: Hostname: port
Examples:

SERVER1=127.0.0.1

This specification indicates that the LRS/ServerX processis running on the local host
and is using the default TCP/IP port for inbound VPSX monitor connections (5600).

SERVER2 = myhostname: 6601

This specification indicates that the LRS/ServerX processis running on ahost called
myhostname and isusing TCP/IP port number 6601 to receive inbound VPSX monitor
connections.

Note: The TCP/IP port number used by the LRS/ServerX processfor inbound VPSX
monitor connectionsis specified viathe TCPPORTV keyword in the
LRS/ServerX system initialization parameters.
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Optional Product Keys

VPSX Print Server Prefere
VPSX Print Server Configuration

Return

General Directories Decryption Servers [giih [IT= 8 £:1%:1 Advanced XCMD Trace

Update | Cs
* - Indicates Restart Required for Field Change
YPS5X Name: =|"'PSTEST1

Description: = TestFrint Server

Product Keys

YFPSX Output Manager:

LCDS to PCL:
LCDS to PDF:
LCDS to P5:
LCDS to AFP:
AFP to PDF:
AFP to P5:
PCL to AFP:
PS-PDF to AFP:
AFP to PCL:
OTF to AFP:
OTF to PCL:
OTF to P5:
OTF to PDF:
PCL to PDF:

TIFF to AFP:

3.14 VPSX Installation and Operation Manual S800-0100-1 Revision Date: March 3, 2006



Web pagefield: VPSX OutputM anager
System keyword: KEYOMGR

Thiskeyword specifiesthe product license key for the V PSX/OutputM anager interface
for SAPR/3. A license key will have been provided by LRS with the installation
material and additional license keys can be obtained by contacting your LRS marketing
representative.

Note: All VPSX license keysaretime limited and will issue warning messages when
the license period remaining isless than one month. A new license key can be
obtained by contacting your LRS marketing representative.

Valid Values:  Thelicense key consists of 60 alphanumeric characters and must be
entered exactly as provided by LRS.

Default: None.

Web pagefield: LCDSto PCL
System keyword: KEYLCDS2PCL

Thiskeyword specifiesthe product license key for the LCDSto PCL conversionfilter.
If requested, alicense key will have been provided by LRS with the installation
material and additional license keys can be obtained by contacting your LRS marketing
representative.

Note: All VPSX licensekeysaretime limited and will issue warning messages when
the license period remaining isless than one month. A new license key can be
obtained by contacting your LRS marketing representative.

Valid Values:  Thelicense key consists of 60 alphanumeric characters and must be
entered exactly as provided by LRS.

Default: None.

Web pagefield: LCDSto PCL
System keyword:  KEYLCDS2PDF

Thiskeyword specifiesthe product license key for the LCDSto PDF conversion filter.
If requested, alicense key will have been provided by LRS with the installation
material and additional license keys can be obtained by contacting your LRS marketing
representative.

Note: All VPSX licensekeysaretime limited and will issue warning messages when
the license period remaining isless than one month. A new license key can be
obtained by contacting your LRS marketing representative.

Valid Values:  Thelicense key consists of 60 alphanumeric characters and must be
entered exactly as provided by LRS.

Default: None.
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Web pagefield: LCDSto PS
System keyword:  KEYLCDS2PS

This keyword specifies the product license key for the LCDS to Postscript conversion
filter. If requested, alicense key will have been provided by LRS with the installation
material and additional license keys can be obtained by contacting your LRS marketing
representative.

Note: All VPSX license keysaretimelimited and will issue warning messages when
the license period remaining isless than one month. A new license key can be
obtained by contacting your LRS marketing representative.

Valid Values:  Thelicense key consists of 60 alphanumeric characters and must be
entered exactly as provided by LRS.

Default: None.

Web pagefield: LCDSto AFP
System keyword:  KEYLCDS2AFP

Thiskeyword specifiesthe product license key for the LCDSto AFP conversionfilter.
If requested, alicense key will have been provided by LRS with the installation
material and additional license keys can be obtained by contacting your LRS marketing
representative.

Note: All VPSX licensekeysaretimelimited and will issue warning messages when
the license period remaining isless than one month. A new license key can be
obtained by contacting your LRS marketing representative.

Valid Values:  Thelicense key consists of 60 alphanumeric characters and must be
entered exactly as provided by LRS.

Default: None.

Web pagefield: AFP to PDF
System keyword:  KEYAFP2PDF

This keyword specifies the product license key for the AFP to PDF conversion filter.
If requested, alicense key will have been provided by LRS with the installation
material and additional license keys can be obtained by contacting your LRS marketing
representative.

Note: All VPSX license keysaretimelimited and will issue warning messages when
the license period remaining isless than one month. A new license key can be
obtained by contacting your LRS marketing representative.

Valid Values:  Thelicense key consists of 60 alphanumeric characters and must be
entered exactly as provided by LRS.

Default: None.
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Web pagefield: AFPto PS
System keyword:  KEYAFP2PS

This keyword specifies the product license key for the AFP to Postscript conversion
filter. If requested, alicense key will have been provided by LRS with the installation
material and additional license keys can be obtained by contacting your LRS marketing
representative.

Note: All VPSX license keysaretime limited and will issue warning messages when
the license period remaining isless than one month. A new license key can be
obtained by contacting your LRS marketing representative.

Valid Values:  Thelicense key consists of 60 alphanumeric characters and must be
entered exactly as provided by LRS.

Default: None.

Web pagefield: PCL to AFP
System keyword:  KEYPCL2AFP

This keyword specifies the product license key for the PCL to AFP conversion filter.
If requested, alicense key will have been provided by LRS with the installation
material and additional license keys can be obtained by contacting L RS sales and
support.

Note: All VPSX licensekeysaretime limited and will issue warning messages when
the license period remaining isless than one month. A new license key can be
obtained by contacting your LRS marketing representative.

Valid Values:  Thelicense key consists of 60 alphanumeric characters and must be
entered exactly as provided by LRS.

Default: None.

Web pagefield: PS-PDF to AFP
System keyword:  KEYPSPDF2AFP

This keyword specifies the product license key for the Postscript/PDF to AFP
conversion filter. If requested, alicense key will have been provided by LRS with the
installation material and additional license keys can be obtained by contacting your

L RS marketing representative.

Note: All VPSX licensekeysaretime limited and will issue warning messages when
the license period remaining isless than one month. A new license key can be
obtained by contacting your LRS marketing representative.

Valid Values:  Thelicense key consists of 60 alphanumeric characters and must be
entered exactly as provided by LRS.

Default: None.
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Web pagefield: AFPto PCL
System keyword:  KEYAFP2PCL

This keyword specifies the product license key for the AFP to PCL conversion filter.
I requested, alicense key will have been provided by LRS with the installation
material and additional license keys can be obtained by contacting your LRS marketing
representative.

Note: All VPSX licensekeysaretimelimited and will issue warning messages when
the license period remaining isless than one month. A new license key can be
obtained by contacting your LRS marketing representative.

Valid Values:  Thelicense key consists of 60 alphanumeric characters and must be
entered exactly as provided by LRS.

Default: None.

Web pagefield: OTFto AFP
System keyword: KEYOTF2AFP

This keyword specifies the product license key for the SAP OTF to AFP conversion
filter. If requested, alicense key will have been provided by LRS with theinstallation
material and additional license keys can be obtained by contacting your LRS marketing
representative.

Note: All VPSX licensekeysaretimelimited and will issue warning messages when
the license period remaining isless than one month. A new license key can be
obtained by contacting your LRS marketing representative.

Valid Values:  Thelicense key consists of 60 alphanumeric characters and must be
entered exactly as provided by LRS.

Default: None.

Web pagefield: OTF to PCL
System keyword: KEYOTF2PCL

This keyword specifies the product license key for the SAP OTF to PCL conversion
filter. If requested, alicense key will have been provided by LRS with theinstallation
material and additional license keys can be obtained by contacting your LRS marketing
representative.

Note: All VPSX license keysaretimelimited and will issue warning messages when
the license period remaining isless than one month. A new license key can be
obtained by contacting your LRS marketing representative.

Valid Values:  Thelicense key consists of 60 alphanumeric characters and must be
entered exactly as provided by LRS.

Default: None.
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Web pagefield: OTFtoPS
System keyword: KEYOTF2PS

This keyword specifies the product license key for the SAP OTF to Postscript
conversion filter. If requested, alicense key will have been provided by LRS with the
installation material and additional license keys can be obtained by contacting your
LRS marketing representative

Note: All VPSX license keysaretime limited and will issue warning messages when
the license period remaining isless than one month. A new license key can be
obtained by contacting your LRS marketing representative.

Valid Values:  Thelicense key consists of 60 alphanumeric characters and must be
entered exactly as provided by LRS.

Default: None.

Web pagefield: OTF to PDF
System keyword: KEYOTF2PDF

This keyword specifies the product license key for the SAP OTF to PDF conversion
filter. If requested, alicense key will have been provided by LRS with theinstallation
material and additional license keys can be obtained by contacting your LRS marketing
representative.

Note: All VPSX licensekeysaretime limited and will issue warning messages when
the license period remaining isless than one month. A new license key can be
obtained by contacting your LRS marketing representative.

Valid Values:  Thelicensekey consists on 60 al phanumeric characters and must be
entered exactly as provided by LRS.

Default: None.

Web pagefield: PCL to PDF
System keyword:  KEYPCL2PDF

This keyword specifies the product license key for the PCL to PDF conversion filter.
If requested, alicense key will have been provided by LRS with the installation
material and additional license keys can be obtained by contacting your LRS marketing
representative.

Note: All VPSX licensekeysaretime limited and will issue warning messages when
the license period remaining isless than one month. A new license key can be
obtained by contacting your LRS marketing representative.

Valid Values:  Thelicense key consists of 60 alphanumeric characters and must be
entered exactly as provided by LRS.

Default: None.
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Web pagefield: TIFF to AFP
System keyword:  KEYTIFF2AFP

This keyword specifies the product license key for the TIFF to AFP conversion filter.
If requested, alicense key will have been provided by L RS with the installation
material and additional license keys can be obtained by contacting your LRS marketing
representative.

Note: All VPSX license keysaretimelimited and will issue warning messages when
thelicense period remaining isless than one month. A new license key can be
obtained by contacting your LRS marketing representative.

Valid Values:  Thelicense key consists of 60 alphanumeric characters and must be
entered exactly as provided by LRS.

Default: None.
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Advanced System Parameters

VPSX Print Server i 11
VPSX Print Server Configurlation

Return

General Directories Decryption Servers Product KeysXCMD Trace

Update 2

* - Indicates Restart Required for Field Change
YPS5X Name: = | MGYPSI

Description: *=|LRS Print server

Advanced Parameters

TCP{IP Domain: Irsinc.org

Filter UID: 1] Filter GID: 0
YPSCFG users: root

Accounting Parameters

Accounting: Account Expiration: |43 haurs
Account Size: z bAB

Account Record: |&printer &owner &host "&filename" &stime &ptime &totpages &by

Mail Notification Parameters

Mail Notification: Mail Server: Iresp3

SAP Rf3 Parameters

SAP User: WRSH SAP Password: [T 1]
SAP Client number: (000 SAP Trace: F]

Note: If different login credentials are required for specific SAP systems, a ‘ saplogin’
configuration file can be used. Please refer to the description of the SAPUSER system
keyword on page 3.25 for details.
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Web pagefield: TCP/IP Domain
System keyword:  TCPDMN

This keyword specifies the default TCP/IP domain name that should be used when
resolving TCP/IP hostnames. VPSX will append the specified domain name to all
hostnames that are not fully qualified before attempting to resolve the hosthame to an
| P-address.

Valid Values.  1-99 character domain name qualifier.
Default: None.

Web pagefield: Filter UID
System keyword: FILTUID

This keyword specifies an aternate user identification number that should be used
when executing external filter processes. By default, filter processeswill execute with
the UID associated with the VPSX main process. This could present a potential
security exposure if users are authorized to specify their own filter processes. If anon-
zero value is specified, VPSX will switch to the specified UID before executing the

filter program.
Valid Values: 0 or any valid UID number.
Default: 0

Web pagefield: Filter GID

System keyword:  FILTGID
This keyword specifies an aternate group identification number that should be used
when executing external filter processes. By default, filter processes will execute with
the GID associated with the VPSX main process. This could present a potential
security exposure if users are authorized to specify their own filter processes. If anon-

zero value is specified, VPSX will switch to the specified GID before executing the
filter program.

Valid Values:  0or any valid Group ID number.
Default: 0

Web pagefield: VPSCFG Users
System keyword: CFGUSERS
This keyword specifies one or more local user names that will be authorized to use the

VPSCFG command line interface to modify the VPSX system and printer
configuration.

Valid Values:  One or more local user names separated with spaces.
Default: root
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Web pagefield: Accounting
System keyword:  ACCT

This keyword specifies whether the accounting feature of VPSX should be enabled. |If
enabled, the accounting thread will open an accounting file in the directory specified
viathe ACCTDIR keyword. Accountingiscontrolled at the printer level viathe ACCT
keyword inthe printer definition and an account record will bewrittenfor all successful
print requests. Accounting files are actively managed and removed from the system
when the account file expiration period has expired.

Valid Values; Yes/No
Default: No

Web pagefield: Account Expiration

System keyword: ACCTEXPR
This keyword specifies the expiration period, in hours, for accounting files.
Accounting files are created in the directory identified by the ACCTDIR system
keyword and will be removed automatically when the specified expiration period has

expired. Specifying avalue of zero will disable automatic expiration of accounting
files.

Valid Values: 0 - 9999 hours.
Default: 48 hours.

Web pagefield: Account size
System keyword:  ACCTSIZE
This keyword specifies the maximum size of a single accounting file. When the

account size limit isreached, VPSX will close the current accounting file and start
recording to anew file.

Valid Values; 1-999 MB
Default: 2MB
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Web pagefield: Account Record
System keyword: ACCTREC

This keyword specifies the template for the accounting file records. The accounting
records are written in aformat that is consistent with the W3C (Extended L og Format)
to enable simple analysis using commonly available log analysis tools. For details of
the “ Extended Log Format” standard please refer to the World Wide Web Consortium
site http://www.w3c.org. The accounting record template iscompletely customizable
and can contain symbolic variables that represent spool file attributes, VPSX system
keywords or VPSX printer keywords. The record template symbolic variables are
substituted when the accounting record is written using data from the currently active
spool file. A separate accounting record is written for each spool filethat is
successfully printed.

For acompletelist of symbolic variablesthat can be included in the accounting record
template, please refer to page B.1.

Valid Values:  1-255 characters consisting of VPSX symbolic spool attribute vari-
able names, system keyword names, or printer keyword names.

Default: &date &time & printer & sys vpssysid & owner & host & filename
& stime & ptime & totpages & bytes

Web pagefield: Mail notification
System keyword:  MAIL

This keyword specifies whether the VPSX email notification feature should be
enabled.

The email notification feature enables users to receive notification of document and
device events and can be enabled/disabled without restarting. 1f mail notification is
enabled, the MAILHOST keyword must specify the host name of thetarget SMTP mail
server.

Default: No
Valid Values: Yes/No

Web pagefield: Mail server

System keyword: MAILHOST
This keyword specifies the host name of the SMTP mail that will be used for email
event notification delivery.
Default: None.

Valid Values:  The TCP/IP hostname or ip-address where the SMTP mail server is
executing and optionally the remote port number that is being used
by the mail server for inbound SMTP connections (default 25).

Format: Hostname: port
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Web pagefield: SAP User
System keyword:  SAPUSER

This keyword specifiesa SAP R/3 user D that will be used by VPSX/OutputM anager
tosign-onto SAPR/3 serversto deliver job and device status callback information. For
full details of how to define this user ID to the SAP R/3 environment, please refer to
the VPSX/OutputManager installation section on page 3.76.

If different login credentials are required for specific SAP systems, an external
‘saplogin’ configuration file can be created to specify system specific login values.
When connecting to a SAP system, VPSX will check for the existence of a‘saplogin’
configuration filein the same directory asthe ‘vpsstart’ system configurationfile. If a
‘saplogin’ fileexists, and contains an entry for the SAP system, thelogin credentialsin
the saplogin file will override the default values specified viathe SAPUSER,
SAPPSWD and SAPCLNT system configuration keywords. A sample ‘saplogin’
configuration file is provided in the vpsx/samples installation directory.

Valid Values:  Any valid SAP R/3 user ID.
Default: VPSX

Web pagefield: SAP Password

System keyword:  SAPPSWD
Thiskeyword specifiesthe password for the SAP R/3 user I1D that was specified viathe
SAPUSER keyword. Thisuser ID and password combination will be used by
VPSX/OutputManager to sign-on to SAP R/3 serversto deliver job and device status
callback information. For full details of how to define VPSX to the SAP R/3

environment, please refer to the VPSX/OutputManager installation section on
page 3.76

Valid Values.  Any valid SAP R/3 password.
Default: VpSX

Web pagefield: SAP Client number

System keyword:  SAPCLNT
This keyword specifies the SAP R/3 client number that should be used by
VPSX/OutputManager to sign-on to SAP R/3 servers to deliver job and device status

callback information. For full details on the SAP R/3 interface, please refer to the
VPSX/OutputManager installation section on page 3.76.

Valid Values:  000-999
Default: 000

Web pagefield: SAP Trace

System keyword: SAPTRACE
This keyword specifies whether tracing should be requested for all communication
reguests using the SAP R/3 Remote Function Call (RFC) API library. For full details

onthe SAP R/3interface, pleaserefer to the VPSX/OutputM anager install ation section
on page 3.76.

Valid Values: Yes/No
Default: No
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XCMD System Parameters

VPSX Print Server (MGvsvit) Preferences | Close | Help

VPSX Print Server Configuration

Return

General Directories Decryption Servers Product Keys Advanced p{®¥[y Trace

Update | Cancel

* - Indicates Restart Required for Field Change

VPSX Name: » IMGVPSH

Description: * ISuSe Linux

I External Command Parameters I

Enable: r

Command Path:

!
Command Arquments: I
!

Job Events:

Device Events: I

Job Event Variables: I&spunlid &prt_name &bytes &lines &pages &origin &ov

Device Event Variahles: I&prt_name &prt_text

Execution UID: IU
Execution GID: IU

The XCMD system configuration values specify options to define an external event
notification routinethat will be attached as a co-process and passed notification events. For
details of how to write an external event notification routine please refer to page 3.122.
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Web pagefield: Enable
System keyword:  XCMD
This keyword specifies whether the external command notification feature should be
enabled and the event notification routine started as a co-process.
Valid Values:  Yes/No
Default: No

Web pagefield: Command Path
System keyword: XCMDPATH

Thiskeyword specifiesthe name of the external command notification routine that will
be executed by VPSX as a co-process. The path can identify abinary executable or a
shell script and should specify the fully qualified path to the executable, unless
available in the PATH for the VPSX process. |If the executable requires any shared
librariesit will be necessary to export the library path in the VPSX shell script or build
awrapper shell script around the command that exports the required environment

variables.
Valid Values.  1-255 character path name.
Default: None

Web pagefield: Command Argument
System keyword: XCMDARGS

This keyword specifies the command line argumentsthat will be passed to the external
command co-process at startup.

Valid Values.  1-511 character argument string.
Default: None

Web pagefield: Job Events
System keyword: ~ XCMDJOBEVENTS

This keyword specifiesalist of job events that should be passed to the external
command notification routine. For alist of available job event numbers, please refer
to page 3.124.

Valid Values:  One or more job event numbers separated by commas or spaces, or
theword ‘al’.

Default: None
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Web pagefield: Device Events
System keyword:  XCMDDEVEVENTS

This keyword specifiesalist of device events that should be passed to the external
command notification routine. For alist of available device event numbers pleaserefer
to page 3.124.

Valid Values.  One or more device event numbers separated by commas or spaces,
or theword ‘al’.

Default: None

Web pagefield: Job Event Variables
System keyword:  XCMDJOBVARS

This keyword specifies the information that will be passed to the event natification co-
process for all job related events. The event notification information is passed to the
external command via standard input in the form of arecord. Each event record will
consist of an event-token, the event number, and the information defined by this
keyword. The event variables field specifies atemplate consisting of constant text,
spool file symbolic variables, and system or printer symbolic keyword variables that
will be resolved when the event record is generated. A complete list of spool file
related symbolic variables can be found in Appendix B. The value of any VPSX
system or printer configuration keyword can be specified using the following syntax
(&sys _keyword or & prt_keyword) wherekeywordisany valid VPSX system or printer
keyword name.

Additional symbolic variables:
& prt_name - Printer name
&eventname - Event name
Valid Values:  1-511 character variable datatemplate

Default: & eventname & spoolid & prt_name & filename & bytes & pages
& owner & host
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Web pagefield: Device Event Variables
System keyword: XCMDDEVVARS

This keyword specifies the information that will be passed to the event notification co-
process for all device related events. The event notification information is passed to
the external command via standard input in the form of arecord. Each event record
will consist of an event-token, the event number, and the information defined by this
keyword. Theevent variablesfield specifiesatemplate consisting of constant text and
system or printer symbolic keyword variables that will be resolved when the event
record isgenerated. The value of any VPSX system or printer configuration keyword
can be specified using the following syntax (& sys_keyword or & prt_keyword) where
keyword is any valid VPSX system or printer keyword name.

Additional symbolic variables:

&prt_name - Printer name

& eventname - Event name

&prt_text - Event specific text string
Valid Values:  1-511 character variable data template.
Default: &eventname & prt_name & prt_text

Web pagefield: Execution UID
System keyword:  XCMDUID

This keyword specifies an alternate UID that should be used to execute the external
command. Thiskeyword isonly valid if the VPSX processis executing with root
authority and allows the system administrator to limit the privileges granted to the
external command.

Valid Values:  Any vaid UID.
Default: 0

Web pagefield: Execution GID

System keyword: XCMDGID
This keyword specifies an aternate Group ID that should be used to execute the
external command. Thiskeywordisonly validif the VPSX processis executing with

root authority and allows the system administrator to limit the privileges granted to the
external command.

Valid Values:  Any valid GID.
Default: 0
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Diagnostic Parameters

VPSX Print Server ences | Close | Help
VPSX Print Server Configuration

Eeturn

* - Indicates Restart Required for Field Change
YPSX Name: = vPSTESTI

Description: = TestPrint Server

. Server Connection threads:
Compression:

Weh- Mail Motification thread:

Memory: - Ln-g thre-ad: r
File /O - ClIB-llt [-)lspat[:her threads: [
Communication: r Explratu?n thread: L
Locking: - Accounting thread: r
Condition Variables: [ letpm Mfmager thread: L
Thread: - Printer Dispatcher threads: T
SNMP thread: r

System: r
- I
- r
-

External Command thread:

Disable Request Encryption: [F

Disable Request Compression: []

Only detect data type of binary files: [ ]
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Web pagefield: Trace options

System keyword:  TRACE
Thiskeyword specifies the tracing flags that control the level of trace information that
is generated by VPSX. The trace options are specified as 1-8 hex bytes and each bit
relates to a specific trace flag or tracing mask. The tracing flags control the level of

tracing required and the system mask bits limit the tracing options to specific system
threads.

Tracing flags:
00000001 - Memory.
00000002 - Filel/O.
00000004 - Communication.
00000008 - Lock and Mutex processing.
00000010 - Condition variables.
00000020 - POSIX thread functions.
00000040 - System level trace events.
00000080 - Compression.
00000100 - Web Services API.
00000200 - Database functions.
System Thread Masks:
00010000 - System log thread.
00020000 - Client threads.
00040000 - Expiration thread.
00080000 - Accounting thread.
00100000 - SAP Callback threads.
00200000 - Printer dispatcher thread.
00400000 - SNMP thread.
00800000 - Server communication threads.
01000000 - Email notification thread.
02000000 - External command notification thread.
Valid Values: 00000000 - FFFFFFFF
Default: 00000000
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Web pagefield: User option flags
System keyword:  USEROPTS

The USEROPT S keyword specifies option flags to control specific VPSX processing
options.

User option flags:

0x00000001 - Disable request encryption. This option flag disables encryption
of requests passed between VPSX and the other product
components.

0x00000002 - Disable request compression. This option flag disables
compression of requests passed between VPSX and the other
product components.

0x00000004 - Only detect datatype of binary files. This option will tell VPSX
to only attempt to detect the data type of print files that have been
explicitly submitted asBinary (i.e. LPR command with the-| filter
or LRSQ command with /BIN=Y). Note: Thisfeature can also be
enabled at the individual printer level using the PRTROPTS
printer keyword.
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VPSX Printer Configuration

The VPSX printer configuration files are created in the directory identified viathe
PRTRDIR system configuration keyword. Each printer configurationissaved in aseparate
filewith the same name asthe printer. The printer configuration files are text files that can
be edited manually using atext editor or can be updated online using one of the following
interfaces.

* Web interface.
* VVPSCFG command line interface.
* SOAP Application Programming Interface.

It is expected that most users will modify the VPSX printer configuration values using the
Web interface. The description of the printer keywords is organized based on the screen

layouts. Each configuration option is described using the keyword name that will appear
in the printer configuration file, and thefield description asit appearsin the Web interface.

Syntax of Printer Configuration Files
* Comments may be included in configuration files by specifying an * in the first
character position.
* Only asingle keyword can be specified per line.
¢ All keywords must be followed by an equal (=) sign and a keyword value.
* White space around keywords is ignored.
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Basic Printer Parameters

VPSX Print Server Admin | Preferences | Logoff | Help

Printer Configuration
Feturn

Basics Fresentation Encrypt Filters Advanced Mail Trace

Update | Cancel

* - Indicates Printer Reactivation Required for Field Change

Printer Name: LE=TR1A YPSX1D: E]

Printer Long Name: Printer Group:

Basic Parameters

CommType: TCFIF/FIL b

Host{IP Address: (1096160103

Remote Port: 9100 Remote Queue:
SHNMP: SNMP Community Name: Publid
Retain Time: 8 hours

Windows Driver:

Contact: John Doe
Department: Development
Location: Ground Floor

Web pagefield: Printer name

The printer name specifies a unique name for a printer within the VPSX print server.
Printer names do not need to be unique across VPSX servers as the printer nameis
gualified with the VPSX System Identifier to uniquely identify a printer within the
enterprise. The printer name is used as the file name for the printer configuration
parameterswhich are saved in the printer directory identified viathe PRTRDIR system
keyword.

Valid Values:  1-32 alphanumeric characters, the underscore or hyphen symbols.
Name cannot contain embedded blanks.

Default: None.
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Web pagefield: Printer Long Name
Printer keyword: = PRTLNAME
The printer long name parameter allowsalonger descriptive nameto be associated with

aprinter definition. Thisnameisdisplayed inthe Web interface printer list display and
can be used to sort or locate a printer.

Valid Values; 1-50 characters.
Default: None.

Web pagefield: VPSX ID
Printer keyword:  None
Specifies the name of the VPSX server that is the target for the printer add request.
(Printer Add screen only.)
Valid Values.  1-8 character VPSX system identifier.
Default: None.

Web pagefield: Printer Group
Printer keyword: = GRPNAME

The printer group provides a method to group together printers of asimilar typeor in
the same geographic area. The group name does not need to be predefined and can be
usedinthe Web interfaceto mask thelist of printersdisplayed. For example, you might
want to define all the printersin the Accounts Department with a group name of
ACCOUNTS. Itispossibleto mask the printer list display to only show printersin the
ACCOUNTS group.

Valid Values; 1-23 characters.
Default: None.
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Web pagefield: Comm Type
Printer keyword: COMMTYPE

The communication type is the most important parameter when defining a printer. It
definestheway that VPSX will communicate with the remote printer or host. The choice
of communication type will depend on the destination device, its capabilities, and the
level of control and feedback required from the device.

Communication types:

None - Specifying a communication type of None provides the ability to
define anull printer definition that will only be used to feed files
to afilter process. After executing the filter process no further
processing will occur. The output from the filter process will not
be delivered and the filter process does not need to create an
output file. Thiscan be used to automatically feed print filesto a
filter routine that will passthe datato an archival or other external
solution. If afilter processis not defined for the input data type,
the action specified for the Error Action will betaken (by default
the file will be held and the error indication set).

TCPIP/IPP - Thisvalue instructs VPSX to use the Internet Printing Protocol
(IPP) to deliver documentsto | PP enabled devicesor servers. The
| PP standard was developed by an internet working group,
consisting on all major printer manufacturers, and defines a
sophisticated protocol for communication with network-attached
printersor | PP enabled servers (such asVPSX). ThelPP protocol
provides more sophistication than the LPD or SOCKETS
communication types and enables VPSX to retrieve information
about the device status before delivery. This means that VPSX
will detect printer problems and set the printer status to
intervention-required if the device is offline due to a paper-jam,
no-paper, or other conditions requiring attention. The IPP
protocol also includes commands that enable VPSX to start or
stop the remote device and query pending or completed jobs
gueued remotely on the device or server. The VPSX Web
interface provides additional queue displays for |PP connected
devices to display the remote printer status and manipulate jobs
gueued on the remote device. Remote jobs can be held, released,
restarted, or deleted. PP does not provide the guaranteed
delivery to the output hopper that PJL communication offers, but
it will give improved performance when printing large numbers
of small documents and still provide feedback of device errors.

TCPIP/LPD - Thisis the most common communication type used in TCP/IP
environments to send print data between hosts and to deliver
output to devices. The LPR/LPD protocol was defined in
RFC1179, although it was never formally accepted as a standard.
The LPD (Line Printer Daemon) protocol wasoriginally intended
as a mechanism to transfer print files between hosts although it
has been implemented by all printer network card manufactures
as asimple protocol to deliver output to adevice. This protocol
is the lowest common denominator and can be used for most
devices or hosts but it provides very limited feedback from
devices about the success of a print request and provides no
facilities for checkpoint restart of afailed request.
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TCPIP/LRSQ -

TCPIP/MAIL -

TCPIP/PJL -

TCPIP/SECURE -

TCPIP/SOCK -

Valid Values:

Default:

The LRSQUEUE protocol isimplemented by all LRS products
and provides a sophisticated mechanism for transferring print
filesbetween L RS print management products. The LRSQUEUE
protocol provides data compression and encryption between LRS
print servers and provides more direct control over the print
attributes at the destination host.

The Mail protocol enables spooal files to be routed to email
recipients viaamail server using the Simple Mail Transfer
Protocol (SMTP). Text documents can be sent in the body of the
email or as atext attachment controlled viathe MAILSIZE
keyword. Binary fileswill aways be delivered as mail
attachments. This communication type can be used in
combination with filter processing to enable documents to be
transformed into areadable format. (For example, the PCL to
PDF conversion.)

This protocol uses the same direct sockets connection as the
TCPIP/SOCK communication type but implements a bi-
directional communication channel with the printer engine using
the PJL (Printer Job Language) job management language. PJL is
ajob management language supported by most HP compatible
printers, that resides over the Page Description Languages like
PCL and postscript. Using PJL commands, it is possible to
establish atwo-way conversation with the printer and receive
direct feedback about the device status, job status, and current
pages printed. The TCPIP/PJL communication type providesthe
most sophisticated control of print delivery, including guaranteed
delivery of each page to the output hopper, checkpoint restart in
the event of afailure, and full device statusinformation (i.e. page
jam, load paper, €etc.)

The Secure protocol providesfor the encryption of print datafrom
VPSX to printers supporting decryption. This protocol uses the
same PJL control commands as the TCPIP/PJL communication
type but with the added benefit on data encryption. (Note: The
printer must be fitted with a suitable decryption feature.)

Thedirect sockets protocol isonly supported by network-attached
printers and provides a simple direct communication channel
between VPSX and the printer engine. A connection is
established to a specia TCP/IP port (commonly 9100) supported
by the network card and all data sent by VPSX is passed through
directly to the printer. This protocol provides the same limited
feedback as the LPD protocol.

None
TCPIP/IPP
TCPIP/LPD
TCPIP/LRSQ
TCPIP/MAIL
TCPIP/PJL
TCPIP/SECURE
TCPIP/SOCK
TCPIP/LPD

VPSX : VPSX Printer Configuration 3.37



Web pagefield: Host/I P address

Printer keyword: TCPHOST
This keyword defines the TCP/IP host name or | P-address associated with the remote
host or printer. Host names that are not explicitly qualified with a domain name will

be qualified with the default domain name specified viathe TCPDMN system keyword
(if specified).

Valid Values: A dotted decimal |P address or symbolic host name.
Default: None.

Web pagefield: Remote Port
Printer keyword:  TCPRPORT
This keyword defines the TCP/IP port number that the remote device or host isusing

for inbound connections. The remote port number specified will depend on the
communication type selected and the configuration of the remote devices or host.

Common port numbers:

COMMTYPE Devicetype Port
TCPIP/IPP All 631
TCPIP/LPD All 515
TCPIP/SOCK Lexmark 9100, 9102
TCPIP/PJIL
HP 9100,9101,9102
IBM 2501
TCPIP/MAIL 25

Web pagefield: Remote Queue
Printer keyword: TCPPRTR

This keyword defines the remote queue name when using the LPD or LRS/Queue
communication types or the path component of the URL for PP devices. In both cases
this represents the destination printer name asit is known at the receiving host.

For I PP devices, the keyword specifies only the path component of the device URL.
For example, when defining a printer with URL http://hostname:631/ipp/portl, the
TCPPRTR keyword should specify ipp/port1.

Valid Values: 1-63 characters.
Default: Printer name for communication type LPD; otherwise ‘None'.

Note: For printers using the LRSQ protocol to transfer filesto another
LRS server. This keyword defines the default remote queue to
receive documents. Thisvalue can be overridden at theindividual
document level using the remote-queue spool file attribute. The
remote queue name can be specified at document submission time
by qualifying the local printer name with the remote queue name
(e.g., localprt.remaotequeue).
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Web pagefield: SNMP
Printer keyword: SNMP

This keyword defines whether the remote device supports SNMP and specifically the
Printer MI1B (Management Information Base). The Printer MIB (RFC1759) defines a
standard set of management information that should be maintained by the SNM P agent
inaprinter. The printer MIB was standardized in 1995 and has been implemented in
most network cards and network attached printers. SNMP support enables VPSX to
continually monitor the device, even when it is not actively printing, and display the
status in the VPSX log and the Web interface. Detailed information about the current
device status, console message, input trays, output hopper, language interpreters, and
total pages printed can also be retrieved in response to a user request.

Note: If VPSX detectsthat adevice does not support one of therequired printer MIB
fieldsit will disabled SNMP support for this device and issue a message to the
LOG.

Valid Values; Yes/No
Default: No

Web pagefield: SNM P Community name

Printer keyword: SNMPCOMM
Asasimple form of security, all SNMP devices can be configured with a Community
name that must be specified to retrieve information from the MIB. The default

Community Nameis“public”. If the devices have been configured to use a different
Community Name, that Community Name must be specified to be used for the devices.

Valid Values: 1-31 characters.
Default: public

Web pagefield: Retain time
Printer keyword: @ RETAIN

The keyword specifies the time, in hours, that files printed on this device should be
retained after successfully printing. This keyword defines the default retention period
for the device. Thisvalue can be overridden for individual spool files by specifying a
retention period when creating the file using the LRSQ print submission command or
by modifying the spool file attributes viathe Web or SOAP API interfaces.

A retention period of zero will cause the spool file to be deleted immediately after
successfully printing.

Valid Values; 0-9999 hours.
Default: 0
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Web pagefield: Windows Driver
System keyword:  DRIVER

This keyword specifies the name of the Windows printer driver that should be used by
Windows IPP clients. The Windows Add-Printer-Wizard will query VPSX for the
driver name during installation and will use this value to select the appropriate printer
driver. If adriver nameis not specified, or the driver is not avail able on the requesting
system, the user will be prompted to select adriver from alist, or provide an alternate
location to search for the driver files. Printer driver names are case sensitive and a
complete list of the printer drivers provided with Windows 2000 and above can be
foundinfilentprint.inf. Thisfileislocated inthe Windowsdirectory in asubdirectory

named inf.

Default: None.

Valid Values: Any valid Windows printer driver name.
Example: HP LaserJet 5

The above example will select the HP LaserJet 5 printer driver.
Note: Thedriver nameis case sensitive and must be entered as
shown.

Web pagefield: Contact
Printer keyword: = CONTACT

The keyword enables the administrator to identify aprimary contact for the device that
will be displayed viathe Web interface.
Valid Values: 1-63 characters.

Default: None.

Web pagefield: Department
Printer keyword:  DEPT

The keyword enables the administrator to identify the department the printer belongs

to.
Valid Values: 1-63 characters.
Default: None.

Web pagefield: L ocation

Printer keyword: LOCATION

The keyword enables the administrator to identify the location of this printer for
documentation purposes.

Valid Values: 1-127 characters.
Default: None.

3.40 VPSX Installation and Operation Manual S800-0100-1 Revision Date: March 3, 2006



Presentation Parameters

VPSX Print Server Admin | Preferences | Logoff| Help

Printer Configuration

Return

Basics QEeEEGULELE Encrypt  Filters Advanced Mail Trace

Il a] date | Canc

* - Indicates Printer Reactivation Required for Field Change

Printer Name: LEXTE1E
Printer Long Name: Printer Group:

Presentation Parameters
Device Type: pcl

PCMD Start:  |landscape PCMD End: reset

Separator: start b Separator Name: |default

Web pagefield: Devicetype
Printer keyword: @ DEVTYPE

The device type keyword is used to identify ageneric device type for thedeviceand is
used to qualify the file nameswhen sel ecting printer command files and separator page
templates. For example, if adeviceisdefined with adevicetype of PCL and separator

age LRSisselected, VPSX will usethe devicetypeto qualify the separator page name
(i.e. LRS.PCL).

This enables multiple resource files to be created for devices supporting different
languages and commands.

Valid Values: 1-4 alphanumeric characters.
Default: txt
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Web pagefield: PCMD Start
Printer keyword: = PCMDSTRT

The Printer Command (PCM D) keywords can be used to send simple printer command
seguences to a device before and after a document to provide simple presentation
control (i.e. landscape, portrait, duplex, etc.). The PCMD processing only occurs for
text spool files as binary files are assumed to already contain formatting controls. The
PCMDSTRT keyword identifies a printer command file, in the directory specified via
the PCMDDIR system keyword, that should be sent to the device immediately before
the spool file print data. The file name specified is qualified with the printer device
type (DEVTY PE keyword) to select the appropriate printer command file for the
destination device.

Example:
DEVTYPE =PCL
PCMDSTRT =LANDSCAPE

Thiswill cause VPSX to load the contents of file landscape.pcl and send it to the
device before the print data. Note: The file name is converted to all lowercase.

After sending the print data, if no specific PCMDEND file has been defined, VPSX will
attempt to load afile with the same name as the PCMDSTRT file but with .end
appended to the file name. In the example above, VPSX will look for afile called
landscape.pcl.end and, if found, will send it to the printer after the print data.

This enables definition of start command specific reset files to possibly delete a
resource downloaded by the PCMDSTRT file.

The printer command file sel ected can be overridden for individual spool filesusing the
FORMAT spool fileattribute. Thiscan be specified when submitting aprint file using
the LPR or LRSQ command by qualifying the printer name with the format name
(i.e. lpr -P PRTY/LANDSCAPE).

Web pagefield: PCMD End

Printer keyword: = PCMDEND
The PCMDEND keyword identifies a printer command file, in the directory specified
viathe PCMDDIR system keyword, that should be sent to the deviceimmediately after
the spooal file print data. The file name specified is qualified with the printer device

type (DEVTY PE keyword) to select the appropriate printer command file for the
destination device.

Example:
DEVTYPE =PCL
PCMDEND =RESET

Thiswill cause VPSX toload the contents of filer eset.pcl and send it to the device after
the print data. Note: The file nameis converted to all lowercase.
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Web pagefield: Separ ator
Printer keyword:  SEPAR

The SEPAR keyword indicatesif banner pages are required for this printer by default.
Individual spool files can override this default with the SEPAR spool file attribute.

Valid Values: N - No separators.

S - Start separator.

E - End separator.

B - Both, start and end separators.
Default: N

Note: This keyword can be specified using VPSX symbolic variables that will be
resolved at print time. Refer to Appendix B for alist of availablevariables.

Web pagefield: Separator name
Printer keyword: SEPNAME

The SEPNAME keyword identifies the separator page template file, in the directory
specified viathe SEPARDIR system keyword, that should be used to generate a
separate page for thisdevice. The file name specified is qualified with the printer
device type (DEVTY PE keyword) to select the appropriate separator template for the
destination device.

Example:
DEVTYPE =PCL
SEPNAME =DEFAULT

Thiswill cause VPSX to load the separator page template with filename default.pcl.
Note: The file nameis converted to lowercase.

When generating an End separator page, VPSX will attempt to locate a separate
template file qualified with .end (i.e. sepname.pcl.end). If aspecific end separator
template has not been defined for the specified separator name, VPSX will use the
default separator template for the end banners (i.e. default.devtype.end).
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Encryption Parameters

VPSX Print Server Admin | Preferences | Logoff | Help

Printer Configuration
Feturn

Basics Fresentation g&il=ta8 Filters Advanced Mail Trace

Lpdate | Cancel

* - Indicates Printer Reactivation Required for Field Change

Frinter Name: LEXTE1E YPSX 1D: E]
Printer Long Name: Printer Group:
Encrypt: rl Device Type: LRSOUELE

Encrypt Key: (0102030405060708090A0B0COD0EDF

Web pagefield: Encrypt
Printer keyword: ENCRYPT

The ENCRY PT keyword specifies whether encryption is required for this device.
Encryption is supported for COMMTY PE of TCPIP/SECURE and TCPIP/LRSQ.

Valid Values: Yes/No
Default: No

Web pagefield: Device Type
Printer keyword: EDEVICE

The EDEVICE keyword indicatesthe type of device VPSX iscommunicating with and
controls the type of encryption that is used.

Valid Values: HP
ISPP
LEXMARK
LRSQUEUE
Default: LRSQUEUE
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Web pagefield: Encrypt key
Printer keyword: EKEY

This keyword specifies the encryption key that will be used to encrypt outbound print
datato the device or host. The keyword can specify an explicit encryption key value
or specify ‘dynamic’ inwhich case VPSX will dynamically generate an encryption key
for each file. If an explicit key is specified, the key must match the key that has been
configured in the device or LRS product that will receive the data.

The encryption key is specified as 16, 24, or 32 character HEX bytes to indicate 128,
192, or 256 bit encryption isto be used.

Valid Values: To use an explicit encryption key the value must be specified in
character hex format (i.e. 2B = 0x2B) and must consist of 16, 24,
or 32 character hex bytes. To request dynamic encryption specify

‘dynamic’.
Default: Dynamic
Example: EKEY = 0102030405060708090A 0BOCODOEOF
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Filter Parameters

VPSX Print Server Admin | Preferences | Logoff | Help

Printer Configuration
Feturn

Basics Presentation Encrypt glGLER Advanced Mail Trace

* - Indicates Printer Reactivation Required for Field Change

Printer Name: LE=TR1A YPSX1D: []

Printer Long Name: Printer Group:

Filter Parameters

Click Link to expand filter options
Error Action: |HOLD ~

Filter 1: Data Type: |ps sapgof pcl

Command: |cp

Arguments: |Linfile $outfila

Filter Z: Data Type:
Filter 3: Data Type:
Filter 4: Data Type:
Filter 5: Data Type:
Filter b: Data Type:
Filter #: Data Type:
Filter 8: Data Type:
Filter 9: Data Type:

3.46 VPSX Installation and Operation Manual S800-0100-1 Revision Date: March 3, 2006



VPSX provides the ability to define up to nine data filter processes for each printer. The
filter processes are triggered by the data type of the active spool file and will be executed
as aseparate process. Thefilter process will be passed an input file and will be expected
to create an output file that will be delivered by VPSX to the printer. VPSX will monitor
the status of the filter process and handle recovery in the event of afailure or if the filter
process returns a non-zero return code. All messages issued by the filter process will be
captured and issued to the VPSX log.

Web pagefield: Error Action
Printer keyword: ERRACTN
The error action keyword indicates the action that should be taken if afilter process
fails or returns a non-zero return code.
Valid Values: EDRAIN - Stop the printer and set the status to error drained.
HOLD - Hold the current spool file and continue processing.
DELETE- Delete the current spoal file and continue processing.
Default: Hold

Web pagefield: Data Type
Printer keyword: FNDTYPE

Thefilter datatype keyword specifies the input spool file data types that should be
processed by the datafilter. VPSX will auto detect the data type of all spoal files and
will indicate the data type in the spool queue displays. Thefilter datatype can specify
one or more data types separated by a space (i.e. PCL PS). Specifying a data type of
‘ALL’ will cause al filesto be passed to the filter process.

Valid Values: 1-63 charactersindicating the data types that should be passed to
thisfilter separated by spaces.

Default: None.

Web pagefield: Command
Printer keyword: FILTERN

Thefilter command keyword specifies the name of the executable that should be
invoked by VPSX when the input data type matches one of thefilter datatypes. The
filter command can specify a binary executable or ashell script and should specify the
fully qualified path to the executable, unlessthe command isavailablein the PATH for
the VPSX process. If the executable requires any shared libraries, it will be necessary
to export thelibrary pathin the VPSX shell script or build awrapper shell script around
the filter command that exports any required environment variables.

Valid Values: 1-255 character command string including full path.
Default: None.
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Web pagefield: Arguments
Printer keyword: FNARGS

Thefilter arguments keyword specifies a template that will be used to build the
arguments that will be passed to the filter command. The argument template can
contain constant text and VPSX symbolic variablesthat will be substituted at execution
time.

The argument templ ate must contain the symbolic variables & infile and & outfile that
identify the names of the input datafile that is being passed to the filter command and
the output file name that the filter must use when generating the output file.

If afilter process requires disk space for temporary work files during execution, the
&tmpdir symbolic variable can be used to pass the location of the VPSX temporary
directory that has been defined in the VPSX System configuration.

Theargument templ ate can al so contain symbolic variablesthat provide accessto spool
file attributesfor the currently activefile or to VPSX system or printer keyword val ues.

For acomplete list of the spool file and other symbolic variables available please refer
to page B.1.
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Advanced Parameters

VPSX Prlnt SENEI’ ||‘1 [ :.'|| Admin | Freferences | |_|:||;1|:|1"f| HE!|F|

Printer Configuration

Return

Basics Fresentation Encrypt Filters EOUGETTELE Mail  Trace

Update

* - Indicates Printer Reactivation Required for Field Change

Printer Name: LEXTE1R
Printer Long Name: Printer Group:

Advanced Parameters
Accounting:  [] Auto Eject:
Compress: Drained: = |l
FF Sequence: |(0D0COD NL Sequence: 0D0A
Queue: Queue Time: |0 hours
Retry Interval: 20 seconds

TCP{IP Options

Disconnect: 0 seconds
Use Standard LPR Forls: [ send physical copies: C]
Close Connection after each file:[ ] Send Data file before Control file: Fl

Retry DNS resolution errors: [] Refresh ip-address from DNS hourly:[]

PJL Options
Display All JOB Events: [ | Display PAGE Ewvents:

Don't Send Keepalive: []Disable page range commands: [ ]

Display Information Codes:[ |
Don't send ENTER LANGUAGE command: [ ]
Only detect data type of binary files: [ ]

Return all jobs to IPP Get-Jobs requests: [ |
Enable IPP clients to change printer status: [ ]

Ignore spool file separator attribute: [ ]

Do not increment retry interval: C]

Selection Criteria

Class: Form:
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Web pagefield: Accounting
Printer keyword: ACCT
The ACCT keyword indicates whether accounting is active for this printer. 1f

accounting is enabled, VPSX will write an accounting record for every successfully
printed document.

Valid Values; Yes/No
Default: No

Web pagefield: Auto Eject

Printer keyword: AUTOEJCT
The AUTOEJCT keyword indicates whether VPSX should automatically generate a
formfeed sequence if the current document does not contain afinal formfeed. This
option only applies to text documents as binary documents are assumed to contain
formatting controls.

Web pagefield: Compress

Printer keyword: COMPRESS

The COMPRESS keyword applies only to printers defined with a communication type
of TCPIP/LRSQ and indicates whether VPSX should compress the data sent to the

remote host.
Valid Values; Yes/No
Default: Yes

Web pagefield: Drained
Printer keyword: = DRAINED
The DRAINED keyword indicates whether VPSX should set the initial status of the

printer to DRAINED during startup. VPSX will not select any work for drained
printers until the printer is explicitly started with a START command.

Valid Values: Yes/No
Default: No

Web pagefield: FF Sequence
Printer keyword: FFSEQ

The FFSEQ keyword defines the character sequence that should be sent to a device to
gject the current page. This keyword only applies to text documents and VPSX will
scan the input document for formfeed characters (OxOC) and replace them with the
defined formfeed sequence. For most laser printersthe formfeed character (0xOC) will
causethe printer to gject the current page but will not return the cursor to theleft margin
on the next page. For these devicesit is necessary to send a carriage return (0x0D) in
addition to the formfeed character to return the cursor to the left margin on the next
page.

The formfeed sequence is specified as 1-3 character hex bytes.
Valid Values: 1-3 character hex bytes.
Default: 0DOCOD
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Web pagefield: NL Sequence
Printer keyword: NLSEQ

The NLSEQ keyword defines the character sequence that should be sent to adevice to
move to the next line. This keyword only applies to text documents and VPSX will
scan the input document for newline characters (0xOA) and replace them with the
defined newline sequence. For most laser printers the newline character (0x0A) will
causethe printer to moveto the next line but will not return the cursor to theleft margin.
For these devicesit is hecessary to send a carriage return (Ox0D) in addition to the
newline character to return the cursor to the left margin on the next line.

The newline sequence is specified as 1-3 character hex bytes.
Valid Values: 1-3 character hex bytes.
Default: ODOA

Web pagefield: Queue
Printer keyword: QUEUE

The QUEUE keyword specifies the queue name that this printer should select work
from. By default each printer hasits own spool queue with the same name as the
printer. The QUEUE parameter makes it possible to define two or more printers that
share acommon queue. Any output sent to the shared queue can be selected by any
printer using thisqueue. Queue names must be uniquewithinthe VPSX configuration.
If you plan to define apool of printers, it isagood ideato define thefirst printer using
the default queue name (printer name) and then define the additional printers
specifying the QUEUE parameter with the name of the first printer. No two printers
can have the same name and this ensures that the queue name is unique.

Valid Values: 1-8 alphanumeric characters
Default: Printer name

Web pagefield: Queuetime

Printer keyword: QTIME
The QTIME keyword specifies a maximum time limit that a spool file should remain
in aqueue without printing. Thisfeatureisintended to stop obsolete queues or queues
where the printer is no longer available from gradually filling up with spool files that

will never print. By default output will remaininaqueue until it isprinted or explicitly
purged.

Valid Values: 0-9999 Hours.
Default: 0
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Web pagefield: Retry Interval
Printer keyword: RETRY

The RETRY keyword defines the interval, in seconds, between retries of recoverable
printer error conditions. When a printer error occurs, VPSX will set the printer status
to EDRAINED and will flag the error as retryable or non-retryable. EDRAINED
printers with retryable error conditions will be automatically re-started after the retry
interval.

To avoid excessive retry attempts, VPSX will doubletheretry interval after every five
consecutive retry attempts.

Valid Values: 0-99999 seconds. A value of zero will disable retries.
Default: 20 seconds.

Web pagefield: Disconnect Interval
Printer keyword: TCPDISC

The TCPDISC keyword specifies adelay, in seconds, between disconnecting from a
device and attempt to establish a new connection. Using the LPD protocol itis
necessary to disconnect from the device after each print request. Some printer network
cardswill not accept anew connectionimmediately after aconnectionisclosed and can
cause the printer to go error drained. The TCPDISC keyword makesit possible to
specify an artificial delay after disconnecting to circumvent this problem.

Valid Values: 0-300 seconds.
Default: 0

Web pagefield: TCP/IP option flags
Printer keyword:  TCPOPTS

The TCPOPTS keyword specifies option flags to control specific TCP/IP processing
options.

TCP/IP option flags:

0x00000001 - Use standard LPR ports. The LPD protocol (RFC1179) definesa
standard range of port numbers that should be used by the sending LPR
client (721-731). Standard client port numbersare not required for most
LPD servers and impose an artificial restriction on the number of
consecutive print requests (11) that can be sent to an LPD server within
a2 minute period.

0x00000002 - Send physical copies. This option instructs VPSX to physically send
multiple copies of the document, when copies are requested, as the
receiving LPD or |PP server does not honor the copies attribute.

0x00000004 - Close connection after each file. This option flag requests that VPSX
close the TCP/IP connection after every individual file.

0x00000008 - Send data file first. Thisflag instructs VPSX to send the LPD datafile
before sending the LPD control file.

0x00000010 - Retry DNS resolution errors. This option instructs VPSX to treat DNS
resolution errors as aretryable error condition.

0x00000020 - Refresh ip-address from DNS hourly. Thisflag instructs VPSX to
refresh the printer’ s ip address from the DNS server every hour. DNS
resolution will only occur when the printer has work to process.
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Web pagefield: PJL option flags
Printer keyword: PJLOPTS

The PILOPT Skeyword specifies option flagsto control specific PJL processing options.
PJL option flags:

0x00000001 - Display al job events. VPSX will issue amessage to thelog for all PJL
job events.

0x00000002 - Display page events. VPSX will issue amessageto thelog each time a
pageis printed.

0x00000004 - Display information codes. VPSX will issue amessageto thelog for all
device eventsincluding informational codes.

0x00000008 - Don't send keep aive. When using the TCPIP/PJL communication type,
it is possible that the connection to a printer will be idle for a period of
timeif the printer goes of fline because of apaper jam, etc. Some printer
network cards will timeout any connection that isidle for a configured
period. To prevent thistimeout from occurring VPSX will periodically
send akeep alive signal to a PJL printer to keep the connection active.
This option flag will disable this keep alive signal.

0x00000010 - Disable page range command. This option will disable the use of the
PJL page range keywords in the PJL START JOB command. The
commands have been found to cause problems with some IBM NP21
printers. Note: Disabling these commands will disable page level
checkpoint restarting of jobs and page range printing.

0x00000020 - Do not send the PIL ENTER LANGUAGE command to explicitly set
the printers active Page-Description-Language (PDL).
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Web pagefield: Printer Options
Printer keyword: = PRTROPTS

The PRTROPTS keyword specifies option flags to control printer specific features.
Printer option flags:

0x00000001 -

0x00000002 -

0x00000004 -

0x00000008 -

0x00000010 -

0x00000020 -

Only detect datatype of binary files. Thisoptionwill tell VPSX to only
attempt to detect the data type of print files that have been explicitly
submitted as Binary (i.e. LPR command with the -I filter or LRSQ
command with /BIN=Y).

Return all jobsto IPP Get-Jobs requests. This option tells VPSX to
return jobs in both the output and retained queues to an 1PP Get-Jobs
request (if the requester doesn’'t explicitly specify the queue). Thisis
primarily intended for Windows I PP clients and will cause the Windows
queue display to show both waiting and retained jobs. This enables
Windows users to reprint documents that have been retained after
printing.

Enable | PP clients to change printer status. This option will enable |PP
clients to stop and start the VPSX printer.

Ignore spool file separator attribute. This option instructs VPSX to
ignore the separator attribute associated with aspool file and always use
the separator page option defined in the printer definition.

Do not increment retry interval. This option instructs VPSX to not
increase the printer retry interval after successive failed retry attempts.
By default VPSX will increase the retry period after every five
unsuccessful retry attempts.

Do not pass eventsto external command. Thisoption instructs VPSX to
not generate external command events for this device or jobs queued to
this printer. By default, VPSX will generate device and job external
eventsfor al printers and files if external command notification is
enabled.
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Web pagefield: Class
Printer keyword: @ CLASS
The CLASS keyword specifiesthe classes of spool filesthat should be selected by this

device. By default, VPSX will select the next availablefile for aprinter. This option
limits the selection to files matching the specified class(es).

Note: The printer SELECT command can be used to change the selection criteria.

Valid Values: 1-8 spooal file classes that should be selected by this printer.
Default: None.

Web pagefield: Form

Printer keyword: FORM
The FORM keyword specifiesaFORM selection criteriafor aprinter. VPSX will only
select spooal files for this printer that match the specified form name.
Note: The printer SELECT command can be used to change the selection criteria.
Valid Values: 1-8 character form name.
Default: None.
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Mail Parameters
The MAIL parameters are divided into two separate sections.
* Spool filedelivery defaults - These provide default mail parametersfor printers using
the TCPIP/MAIL communication type to deliver spool filesto amail server.

* Device event notification parameters - Apply to all printer types and indicate an
email recipient to receive email notification of device eventsfor this printer.

VPSX Print Server (o ) Admin | Preferences | Lagoff | Help

Printer Configuration
Feturn

Basics Fresentation Encrypt Filters Advanced LETE Trace

* - Indicates Printer Reactivation Required for Field Change

Printer Name: COMTSAMP
Printer Long Name: Printer Group: |SAMPLES
Spool File Delivery Defaults

Ta: Delivery Status Notification
MNoti hen deli d:

- otify when delivere []
Motify when failed: Fl

Reply to:

Motify when delayed: o

e e = 0085815 Muotify with full message: [ |or headers:[ ]

Max inline text (KB): |0 Other Mail Options

Attachment file name: Show server commands and replies:[]

Device Event Notification Parameters

Recipient:

Level: Intervention required +
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Web pagefield: To
System keyword:  MAILTO

The MAILTO keyword specifies the default email recipient for spool filesthat do not
have an explicitly MAILTO attribute value. Individual spool files can override this
valueusing the LRSQ /mailto argument. Refer to“LRSQ Command” on page 3.61 for
details

Valid Values: One or more email addresses separated by a semi-colon.
Default: None.

Web pagefield: From

System keyword:  MAILFROM
The MAILFROM keyword specifies the default sending email address for spool files
that do not have an explicitly MAILFROM attribute value. Individual spool files can

overridethisvalue using the LRSQ /mailfrom argument. Refer to“LRSQ Command”
on page 3.61 for details.

Valid Values: One or more email addresses separated by a semi-colon.
Default: None.

Web pagefield: Reply to

System keyword: REPLYTO
The REPLY TO keyword specifies the default reply address for spool files that do not
have an explicitly REPLY TO attribute value. Mail clients will use the sending
(FROM) email address when replying if an explicit replyto value is not specified.

Individual spooal files can override this value using the LRSQ /mailreply argument.
Refer to “LRSQ Command” on page 3.61 for details.

Valid Values: One or more email addresses separated by a semi-colon.
Default: None.

VWeb pagefield:  Text character set

System keyword:  MAILCSET
The MAILCSET keyword identifiesthe default character set that should be used by the
receiving mail client when displaying text in the body of an email. Individua spool

files can override this value using the LRSQ /mailchar set argument. Refer to “LRSQ
Command” on page 3.61 for details.

Valid Values: Any valid character set name.
Default: SO-8859-1
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Web pagefield: Max inline text
System keyword:  MAILSIZE

TheMAILSIZE keyword appliesonly to text spool filesand definesthe maximum size,
in Kilobytes, that should beincluded inline (inthe body of the email). Text documents
over this size will be sent as an attachment. Specifying a value of zero will cause dll
text files to be sent as attachments.

Valid Values: 0 - 99,999 Kilobytes
Default: 0

Web pagefield: Attachment file name
System keyword:  MAILFNAM

The MAILFNAM keyword specifies the default name that should be used for file
attachments. This keyword can specify a constant value or a symbolic spooal file
variable that will be dynamically replaced by the value of the spool file attribute

(i.e. &title will be replaced with the Title attribute associated with the current spool
file). Individual spool files can explicitly set this value using the LRSQ /mailfile
argument. Refer to“LRSQ Command” on page 3.61 for details. If the spool file does
not specify afile attachment name, and no default is defined for the printer, the
originating file namewill be used or the spool file number if nofilenameisavailable.

Valid Values: 1-60 byte constant or symbolic spool file variable (refer to
Appendix B, “Spool Attribute Substitution Variables” on
page B.1 for details).

Default: None (spool file originating file name or spoolid will be used).

Web pagefield: Delivery Status Notification
Printer keyword: MAILOPTS

The MAILOPTS keyword specifies option flags to control specific MAIL processing
options. Thefirst five option flags control Mail Delivery Status Notification (DSN).
Thisis an optional feature that is implemented by most MAIL servers and allows the
sender to indicate that they would like to receive status feedback from the MAIL server
of the delivery status of their emails. Delivery statusinformation will be returned in
the form of an email to the sender and can include either the mail headers or the entire
contents of the original email.

MAIL option flags:

0x00000001  Notify when delivered. Indicatesthat the sender would liketo receive
notification when the email has been delivered.

0x00000002  Notify when failed. Indicates that the sender would like to receive
notification if delivery fails.

0x00000004  Notify when delayed. Indicates that the sender would like to receive
notification if the email is delayed.

0x00000008  Notify with full message. Indicates that status notifications should
include the full contents of the original email.

0x00000010  Notify with headersonly. Indicates that status notifications should
include only the headers of the original email.

0x00000020  Show server commands and replies. Indicates that the SMTP
commands and responses should be displayed in the VPSX log for
diagnostic purposes.
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Web pagefield: Recipient (Device event notification)
System keyword:  NOTMAIL

The NOTMAIL keyword specifies an email address that should receive status
notifications for device related events. Device event notification can be requested for
any printer type and is not related to the email delivery of spool files keywords
described above. The email notification recipient will receive status information for
this device irrespective of the owner of the spooal files being printed and isintended to
enablethe primary printer operator to receive notification of device specific problems.
Users submitting spool files can also request job related event notifications using the
L RSQ submission command (/notmail keyword) or IPPinterface whichisindependent
of the device notification options.

Note: The email notification feature must be enabled in the VPSX system
configuration options (MAIL and MAILHOST keywords).

Valid Values: 1-60 byte email address.
Default: None.

Web pagefield: L evel (Device event notification)
System keyword:  NOTLEVEL

The NOTLEVEL keyword specifies the event notification level requested for this
device. Email notification of device eventsisrequested viathe NOTMAIL keyword
and can be requested for any printer type. Status events are categorized into 5 event
levelswith higher levelsincluding all lower level events.

Notification levels:

1 - Errors requiring operator action (i.e. load paper, paper jam).
2 - Error not requiring operator action (i.e. retryable errors).

3 - Print Completion.

4 - Status changes (i.e. printer stop/started, etc.).

5 - All status events.

Note: The email notification feature must be enabled in the VPSX system
configuration options (MAIL and MAILHOST keywords).

Valid Values: 1-5
Default: 1 (error requiring operator action).
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Trace Parameters

VPSX Print Server Adrmin | Preferences | Logoff | Help

Printer Configuration

RFeturn

Basics Fresentation Encrypt Filters Adwvanced Mail gIGT=:

Update | C

* - Indicates Printer Reactivation Required for Field Change

Printer Name: LEXTRE1E YESX 1D: E]
Printer Long Name: Printer Group:

Memory: [F]

File I/O: L

Communication:

Locking: [F]

Condition Yariables: [ ]

Thread: ]

System: [F]

Compression: []

Web pagefield: Trace options
Printer keyword: TRACE

This keyword specifies the tracing flags that control the level of trace information that
isgenerated by VPSX for this printer. The trace options are specified as 1-8 hex bytes
and each bit relatesto aspecific traceflag. Thetracing flags control thelevel of tracing
required.
Tracing flags:

00000001 - Memory.

00000002 - File 1/O.

00000004 - Communication.

00000008 - Lock and Mutex processing.

00000010 - Condition variables.

00000020 - POSIX thread functions.

00000040 - System level trace events.

00000080 - Compression.

00000100 - Web Services API.

00000200 - Database functions.
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LRSQ Command

LRSQ isacommand line interface that can be used to submit, query, and delete print
requeststo the VPSX print server. The LRSQ command isavailablefor most platformsand
provides additional control over the spool file attributes assigned to print requests. The
LRS/Queue interface also provides data compression between the client and the VPSX
print server.

The LRSQ command for UNIX platformsis executed viathe LRSQ shell script located in
theinstallation directory; for Windows platformsthe NL RSQ.EXE executableisprovided.

LRSQ command arguments can be specified directly via the command line or can be read
from aparameter file. Installation defaults can also be specified in aspecial parameter file
called LRSQDFLT located in the product installation directory. An alternate location for
the LRSQDFLT file can be specified by setting the fully qualified pathin the LRSQDFLT
environment variable.
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L RSQ Keywords

All LRSQ command keywords must begin with a“‘/” character and are delimited with ‘=’
or ‘.’ to separate the keyword from the assigned value. Any value that contains embedded
spaces must be enclosed in double quotes.

General Syntax:
LRSQ /S:host /P:port { Spooal file attribute keywords}
{Query or Cancel keywords}

LRS/Queue keywords can be saved in a parameter file with one keyword per line and
referenced via the /parmfile=xxx keyword. Any keywords specified inthe LRSQDFLT
parmfile in the installation directory will be used as keyword defaults unless explicitly
overridden viathe command line.

Required Keywords

Name Alias |Description

/port p Specifies the remote port number that VPSX has opened for inbound
LRS/Queue connections (TCPPORTQ system keyword).

/server /s Specifies the |P address or host name of the target VPSX print server.
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Operational Keywords

Name

Alias

Description

1?

None

Display help information.

[AItServer

IAS

Alternate | P address or host name of a machine executing VPSX.
If LRSQueue cannot connect to VPSX that is listening on the IP
address or host name specified by the /Server keyword, it will try
to connect to this alternate 1P address or host name.

JAltPort

IAP

Specify an alternate TCP/IP port number which is being used by
VPSX for connection requests. If LRSQueue cannot connect to
VPSX that is listening on the port number specified by the /Port
keyword, it will try to connect to this alternate port number.

/Compress

/cmp

Indicates whether the print data should be compressed for
transmission to the VPSX server.

Valid value.  Y/N
Default: Y

/Encrypt

/enc

Indicates whether the print data should be encrypted for
transmission to the destination. (DRS V1 R3.4 fix level 90 with
DRS Secure, VPSX V1R1.0fix level 10, or AnyQueue 1.2.50 with
AnyQueue Secure.)

Valid value  Y/N
Default: N

[File

None

Specifies the file to be submitted.
Valid value:  Input file path.
Default: None

/Lodfile

/Log

Specifies the name of alog file that should receive all messages
from the LRS/Queue execution.

/Par mfile

/pfl

Specifies the name of a parameter file that contains additional
LRS/Queue keywords that should be processed in addition to the
command line arguments.

When coding LRS/Queue keywords in a parameter file, the
keyword syntax is exactly the same, but only one keyword can be
specified per line.

LRS/Queue will look for adefault parmfile called LRSQDFLT in
the installation directory. If an LRSQDFLT file exists, any
keywordsinthedefault parmfilewill be processed first but they can
be overridden by supplying the same keyword on the command
line. The name and location of the default parmfile can be
overridden by specifying an environmental variable of

L RSQDFL T=<full path to parmfile>.

Valid value:  Parameter file path.
Default: None
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Name

Alias

Description

/Queue

/Que

This keyword specifies the name of the VPSX printer that will
receive the document. The printer name can be qualified with a
remote queue name if the target VPSX printer definition has been
configured to forward documents to another LRS server. The
remote queue nameis specified in theform *local prt.remotequeue’.
If youwishto control the printed presentation of text documentsthe
printer name can also be qualified with aVPSX format name. This
name will be used to select the printer command file that should be
used to control the presentation of the output.

Example: /Queue=PRT1
VPSX printer name.

/Queue=PRT1.RMTQUEUE
Name qualified with remote queue.

/Queue=PRT /LANDSCAPE
Name qualified with format name.

Valid value:  1-32 character printer name with optional remote
gueue and format name.

Default: None.

/Removelff

IrIff

If theinput file has ASA carriage control or LRSQueue is creating
ASA carriage control from ANS| carriage control (/CC=C) and the
last byte of the datais an ASA form feed then by setting
/Removelff=Y thislast form feed will not be sent.

Valid value  Y/N
Default: N

/TabSize

None

This keyword is not supported in VPSX.

/TabStop

None

This keyword is not supported in VPSX.
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Spooal Attribute Keywords

Name Alias Description

/IAFPDS None Specifiesto input the print file as AFPDS.
Valuevalue: Y/N
Default: N

/Binary /Bin Specifies that the input file contains binary data which
should not be translated. VPSX will auto detect the data
type unless the /filetype keyword is explicitly specified.
Valid value:  Y/N
Default: N

/Class Ic Spooal file class.
Valid value:  Single apha-numeric character.
Default: A

/Copies lcpy Specifies the number of copies required.
Valid value:  1-255
Default: 1

[Filetype ffityp Identifies the spool file data type of the binary file (i.e.
PCL, PS, AFP, etc.). If thiskeyword is not specified,
VPSX will automatically detect the data type.
Valid value:  1-3 characters.
Default: None.

/Form If Form name used to control selection of spool files.
Valid value:  1-8 characters.
Default: None.

/IFORMDEF /[FMD AFP FORMDEF name.
Valid value:  1-6 characters.
Default: None.

/Hold /hid Indicate the initial hold status of the spool file.
Valid value:  Y/N
Default: N

/Jobname /j Job name.
Valid value:  1-8 characters.
Default: None.

/Mailbcc /mbcc Specifies 1-32 email addresses that will receive blind

copies of this document.

Note: Thisparameter isonly valid when sending
documentsto aVPSX printer defined for email
delivery.

1-32 email addresses separated by a semi-

Valid value:

Default:

colon.
None.
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Name

Alias

Description

/Mailcc

/mcc

Specifies 1-32 email addresses that will receive copies of
this document.

Note: This parameter isonly valid when sending
documentsto aVPSX printer defined for email
delivery.

Valid value:  1-32 email addresses separated by a semi-
colon.

Default: None

/M ailchar set

/mcset

Specifies the character set that should be used by email
clients when displaying text in the body of an email.

Note: Thisparameter isonly valid when sending
documentsto aVPSX printer defined for email
delivery.

Valid value:  1-40 byte character set name.

Default: 1SO-8859-1 (Default charset will betaken
from VPSX printer definition.)

/Mailfile

/mfile

Specifies avaue that will be used as the attachment file
name.

Note: Thisparameter isonly valid when sending
documentsto aVPSX printer defined for email
delivery.

Valid value:  1-60 byte file name.

Default: None. (Default file name will be taken
from VPSX printer definition.)

/Mailfrom

/mfrom

Specifiesan email addressthat should be used asthe email
sender’ s address for this document.

Note: This parameter isonly valid when sending
documentsto a VPSX printer defined for email
delivery.

Valid value:  1-60 byte email address.

Default: None. (Default sender will be taken from
VPSX printer definition.)

/Mailreply

/mrply

Specifiesan email addressthat should be used asthe email
reply-to address for this document.

Note: Thisparameter isonly valid when sending
documentsto a VPSX printer defined for email
delivery.

Valid value:  1-60 byte email address.

Default: None. (Default reply-to will be taken
from VPSX printer definition.)
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Name

Alias

Description

/Mailto

/mto

Specifies 1-32 email addresses that will be used asthe
primary recipient for this document.

Note: Thisparameter isonly valid when sending
documentsto aVPSX printer defined for email
delivery.

Valid value:  1-32 email addresses separated by a semi-

colon.

Default: None. (Default recipient will be taken
from VPSX printer definition.)

/Notlevel

/nlevi

Specifies the event notification level requested for this
document. Email event notification is requested viathe
/notmail keyword and can be requested for any printer
type. Status events are categorized into 5 event levelswith
higher levelsincluding all lower level events.

Notification levels:

1 - Errorsrequiring operator action (i.e. load paper,
paper jam). _

2 - Error not requiring operator action.

3 - Print completion.

4 - Statuschanges (i.e. document held, released, etc.).

5 - All status events.

Valid value: 1-5
Default: 1 (Errorsrequiring operator action.)

/Notmail

/nmail

Specifies an email address to receive job status
information asVPSX isprocessing adocument. Thelevel
of notification received is specified via the /notlevel
keyword and defaultsto eventsrequiring operator action.
Email job status notification can be requested for all
VPSX printer types as long as the notification feature has
been configured by the system administrator.

Valid value:  1-60 byte email address.
Default: None.

/Pagecount

None

Explicitly specifies the number of pagesin the document
being submitted. If specified, thisvaluewill override any
page count calculated by VPSX.

Valid value: 0 - 4294967295
Default: 0

/Prty

None

Spool file priority.
Valid value:  1-255 (255 = high).
Default: 10

/Retains

[rts

Specifies the number of hours this document should be
retained in the spool after printing. Retained documents
can be re-printed or re-queued to other devices.

Valid Value:  0- 9999 hours

Default: The default retention period is defined in
the VPSX printer definition.
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Name Alias Description
/Separ ator /Sep Indicates whether separator pages are required for this
output.
Validvalue: N - No separators.
S - Start separators.
E - End separators.
B - Both start and end separators.
Default: None. Printer defined separator valuewill
be used.
[Title ttl Spool filetitle to be displayed on the separator page.
Valid value:  1-60 characters.
Default: None.
/UDATAL1-16 |/UD1-16 |16 user datafieldscontaining any text information.

Valid value:  0-64 characters.
Default: None.
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Query and Cancel Keywords

Name

Alias

Description

/Query

None

This keyword is used to query the status of a previously
submitted print request or to query the entire output queue
for a specified printer. To query the status of a specific
print request, the Query keyword must specify a VPSX
report tracking token. This consists of the VPSX printer
name and the VPSX spool file identifier assigned to the
report (e.g., PRINTER:123).

Thespool fileidentifier isreturned by the submit request or
can be displayed by querying the entire output queue. To
display the output queue, the Query keyword must specify
the VPSX printer name.

/Cancdl

/Can

Thiskeyword isused to cancel apreviously submitted print
request. The Cancel keyword must specify aVPSX report
tracking token. This consists of the VPSX printer name
and the VPSX spool fileidentifier assigned to the report
(e.g., PRINTER:123). The spool fileidentifier is returned
by the submit request or can be displayed by querying the
output queue.
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LRSLPR Command

The LRSLPR command isasample LPR client that can be used to submit print requeststo
the VPSX print server using the LPR/LPD protocol. The command implements the
standard L PR arguments but has the advantage that aremote LPD port other than 515 can
be specified.

Syntax:

[rslpr -P <print queue>
[-S <server:port>]
[-C <cl assification>]
[-J <job name>]
[-1]
[-h]

Fi | enane

Argument Description

-P Name of printer on the VPSX server. The printer name can also be
qualified with the format name to indicate the printer command file that
should be used to control the presentation of text output

(i.e. PRT1/LANDSCAPE).

-S Remote server name or |P address and port number. If the server nameis
omitted, 127.0.0.1 will be used; if port is omitted, 515 will be used. If the
port is specified, it is separated from the server name by a colon.

-C Classification to be printed on the separator page.

-J Job name to be printed on the separator page.

-l Indicates a binary file which will not be formatted before printing.
-h Displays usage only.

Filename Name of the file to be printed.
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Controlling the Presentation of Text Reports

VPSX provides atechniqueto control the presentation of text based reports during delivery
to the printer. The PCM D (Printer Command) printer definition keywords provide the
ability to identify afile containing printer initialization commandsthat should be sent to the
device before and after the print data.

Any number of printer command files can be created in the directory identified by the
PCMDDIR system initialization keyword and can be selected via a combination of the
DEVTYPE and PCMDSTRT or PCMDEND printer keywords.

The DEVTY PE printer keyword identifies ageneric devicetypethat isused to qualify the
file names when selecting printer command files for this device.

For example, if adeviceis defined with adevice type of PCL and printer command file
landscape is requested, VPSX will use the device type to qualify the printer command file
name (i.e. landscape.pcl).

The PCMDSTRT and PCM DEND printer keywordsidentify the default printer command
files that should be used when delivering text reportsto a printer. The PCMDSTRT
keyword in combination withthe DEVTY PE valueidentifiesthe commandsthat should be
sent immediately before the print data, and the PCMDEND keyword defines any reset
commands that should be sent immediately after the print data.

The printer command file used for an individual spool file can be overridden by specifying
the FORMAT spooal file attribute. The FORMAT attribute can be specified during print
submission by qualifying the printer name with the required format.

Example:
Irsq /queue=PRT1/LANDSCAPE /file:print.txt
or
Irslpr -P PRTY/LANDSCAPE print.txt
The format attribute can also be modified viathe Web interface.
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The following sample printer command files are provided to control the presentation of

output on PCL compatible devices.

PCMD file name

Description

1s132x60a4.pcl Landscape, Simplex, 132 characters by 60 lines A4 paper.
1d132x60a4.pcl Landscape, duplex, 132 characters by 60 lines A4 paper.
1s132x66a4.pcl Landscape, Simplex, 132 characters by 66 lines A4 paper.
1d132x66a4.pcl Landscape, Duplex, 132 characters by 66 lines A4 paper.
1s132x60Itr.pcl Landscape, Simplex, 132 characters by 60 lines Letter paper.
1d132x60ltr.pcl Landscape, duplex, 132 characters by 60 lines L etter paper.
1s132x66ltr.pcl Landscape, Simplex, 132 characters by 66 lines Letter paper.
1d132x66ltr.pcl Landscape, Duplex, 132 characters by 66 lines L etter paper.
ps85x60a4.pcl Portrait, Simplex, 85 characters by 60 lines A4 paper.
pd85x60a4.pcl Portrait, Duplex, 85 characters by 60 lines A4 paper.
ps85x66a4.pcl Portrait, Simplex, 85 characters by 66 lines A4 paper.
pd85x66a4.pcl Portrait, Duplex, 85 characters by 66 lines A4 paper.
ps85x60Itr.pcl Portrait, Simplex, 85 characters by 60 lines Letter paper.
pd85x60ltr.pcl Portrait, Duplex, 85 characters by 60 lines L etter paper.
ps85x66ltr.pcl Portrait, Simplex, 85 characters by 66 lines Letter paper.
pd85x66ltr.pcl Portrait, Duplex, 85 characters by 66 lines Letter paper.
reset.pcl PCL reset sequence.

Example:

To set adefault presentation for text reports to Portrait, Simplex, 85 characters by 60 lines

on A4 paper the following printer keywords should be specified:
DEVTYPE=PCL
PCMDSTRT=ps85x60a4
PCM DEND-=r eset

To print an individual spool file using an aternate presentation of Landscape, duplex, 132
characters by 66 lines on A4 paper the required format can be selected by qualifying the

printer name with the format name (i.e. prtl/1d132x66a4).
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Defining Command Specific End Commands

If the printer command file used to initialize a printer downloads any resources it may be
necessary to send specific commands to delete the resources and reset the printer
environment. To handle this requirement it is possible to create a specific end command
fileto be used in combination with the start command file. Before using the reset file
defined viathe PCM DEND keyword, VPSX will first check for a printer command file
with the same name as the start file name but with *.end’ appended.

For example: If aprinter command file called download.pcl is specified for the start file,
VPSX will first look for afile called download.pcl.end before using the default reset
sequence defined viathe PCM DEND keyword.
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Separator Pages

VPSX providesthe ability to generate separator pages before and after each document. The
separator pages are generated using templates located in the SEPARATOR directory
defined viathe SEPARDIR system initialization keyword. VPSX provides two sample
separator templates for PCL and TEXT devices.

Sample Separ ator templates

Name Description.

Default.txt Sample text based separator page.

Default.pcl Sample PCL separator page.

The separator template used by a printer is selected viathe SEPNAM E printer keyword.
Thisnameisthen qualified with the value of the DEVTY PE keyword to build the full file
name.

Example:
DEVTYPE=PCL
SEPNAM E=default

The above printer definition keywords will select a separator page template called
default.pcl.

The types of separators generated are controlled viathe SEPAR printer keyword which
defines the default separators required for this device (None, Start, End or Both).
Individual spool files can then override this value viathe SEPAR spool file attribute that
can be specified using the LRSQ command or can be modified viathe Web interface.

When building an end separator page, VPSX will check for a special end template by
appending ‘.end’ to thefile name (i.e. default.pcl.end). If aspecific end separate template
isfound, it will be used to create the separator page; otherwise the same template will be
used to generate both the start and end separators.

Customizing Separ ator Page Templates

The separator page templates contain constant data and VPSX symbolic variables that are
replaced dynamically with the associated spooal file attributes at print time. The symboalic
variables can occur anywhere within the template.
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Example Separator Template File

*

*  VPSX Print server

*

Jobnane : <?JOBNAME>

Omner ;. <?0MNNER>
Host . <?HOST>
Title . <?TITLE>

Fi | enanme: <?FI LENAMVE>
Cl ass . <?CLASS>
Form . <?FORWH

Byt es . <?BYTES>
Copies : <?COPlI ES>
Prty ;. <?PRI ORI TY>

Created : <?CTI ME>
Printed : <?STI ME>
Printer : <?PRI NTER>

Ret ai ned for: <?RETAI N> Hours

EE R R R R R R R R R R R R R R R R R R R R R I R S I I I

*

*

*

EE R R R R R R R R R R R R R R R I R R I I R I S R I

TheVPSX symbolic variablesimbedded in the template must be prefixed with theless-than
and question mark characters (<?) and terminated with the greater-than symbol

(i.e. <?owner>).

For acomplete list of symbolic variablesthat can beincluded in a separator page template,

please refer to page B.1.

The exampl e separate templ ate shown above containsonly simpletext databut it ispossible
to create separator page templates containing PCL, Postscript, or any other printer

language.
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VPSX/OutputManager for SAP R/3

VPSX/OutputManager for SAP R/3 is a SAP certified external output management
solution for the SAP R/3 application suite. This product implements the SAP BC-XOM
(eXternal Output Management) interface that enables VPSX to integrate with the SAP R/3
environment and handle all printing and output delivery while providing full feedback and
control to SAP R/3 users.

VPSX/OutputManager implements the following features of the BC-XOM standard:
* Report submission.
¢ Callback Interface for Output status notification.
* Callback Interface for Device status notification
* Operations Supplement (Queue Query, Output query, and report cancellation).
e Multilingual support.

VPSX/OutputManager for SAP R/3 has been designed to provide a highly scalable print
server for the SAP R/3 environment supporting any number of SAP R/3 systems and
servers. The product architecture enables SAP R/3 systems running on any platform to
exploit the full power of the VPSX print server without the requirement to install print
management software on each server.

The only software requirement on the SAP R/3 serversisasingle executable that is used to
submit print requests to VPSX and to process query and cancel requests. All
communication back to the SAP R/3 environment is achieved remotely using the SAP R/3
client API.

Once a print request is submitted to VPSX/OutputM anager, no further processing is
required on the SAP R/3 server. VPSX will asynchronously update the status of all output
requestsin the SAP R/3 spool, and users can monitor the status of their print requests using
the standard SAP R/3 output management interface (SP01). Users can also request pop-up
status windows that will provide notification when major events occur (output printed,
error printing, output cancelled, etc.). These pop-up windows are independent of the
application being used and will keep the usersinformed of the status of their print requests
without having to access the output management interface. VPSX/OutputManager also
relays al device status information back to the SAP R/3 environment, enabling users and
administrators to access the current status of all devices even while they are not actively
printing.
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|nstall SAP R/3 RFC Communication API

VPSX/OutputManager implements the callback interface to asynchronously deliver status
information back to the SAP R/3 environment. To enable callback communication, it is
necessary to install the SAP R/3 Remote Function Call (RFC) communication API. This
API isa SAP-provided library of *C’ functions that enable advanced communication
between VPSX and SAP R/3 servers.

The SAP RFC APl isavailable as a shared library called LIBRFCCM and it is required
that this library be available on the host that will execute the VPSX process. The
installation material for the SAP RFC API software development kit is provided on the
‘Presentation CD2’ that is shipped with the SAP R/3 installation material. The latest
RFCAPI libraries are also available for download from the SAP Service Marketplace.

To download the latest RFC API software devel opment kit:

* Log onto the SAP Service Market Place SAP Support portal.

* Choose the downloads link to access the SAP Software Distribution Center.
Support Packages and Patches.
Entry by Application Group
SAP NetWeaver.
SAP NetWeaver components.
SAPWeb AS.
SAPWeb AS 6.20.
SAP RFC SDK.

The download files are packaged as SAP Archive files ((SAR). After downloading the
appropriate Software Development Kit for your execution platform the package can be
expanded using the SAPCAR utility. (SAPCAR isaSAP-provided utility that can also be
downloaded from the Web site.)

Example:
sapcar -xvf RFC_32-10002220.SAR

After executing the above command an RFCSDK directory will be created. The
LIBRFCCM library can be found in the /rfcsdk/lib subdirectory. To makethislibrary
accessibleto the VPSX process, the appropriate library path must be exported in the VPSX
execution shell script. If you usethe Fast-Configure shell script to createthe VPSX runtime
environment you will be prompted for the SAP RFC API library location and the VPSX
execution shell script will be updated automatically.
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Definea SAP R/3User ID

VPSX/OutputManager requires a SAP R/3 user ID and password that can be used to
remotely connect to the SAP R/3 servers to update the status of output requestsin the
SAP R/3 database. Thisuser ID must be authorized to establish an RFC connection to the
SAP R/3 system and to log on to the System Management Interface XOM (External Output
Management) application.

The required permissions can be granted by adding the S_XMI_XOM_A security profile
to the user.

To define anew SAP R/3 user ID:
1. From the SAP R/3 main menu select:
Tools
Administration
User Maintenance
Users (SUOL)
2. Enter auser ID for VPSX/OutputManager and press F8 to create a new user.
Enter VPSX/OutputManager in the Last Name field.
Select the L ogon Data tab and enter an initial password.

Select aUser Type of System.
Select the Profilestab and add the S XMI_XOM_A profile.
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Maintain User

%2 &I Licence Data @ References

User YPSK
Last Changed DDIC 20 09 2004 14:23:686 Status  Saved

Address k Logaon datak Defaultsk Parametersk Roles Prnﬂlesk Gruups“imm

| [Profile Ty [Teut

S_KMI_XOM_& [ muthorization for external management interfaces (4O

[ ]

D] [ <[]

With some versions of SAP, theS XMI_XOM_A security profile is missing arequired
authority. By clickingonthe S SMI_XOM_A profile namein the previous user
administration display, it is possible to expand the permissions granted by this profile.
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Maintain User

@ Expand subtree | Selectiexpand subtree | Collapse subtree

[Frofile
E= 5 _XMI_XOM_A <PRO=futhorization for external management interfaces (XOM)
—= 5_RFC =0BJ>= Luthorization Check Tor RFC Access

LE S_RFC_X0OM <AUT= RFC Authorization for CCMS-SMAPI XOM

—CEa ACTHT <FLD= Aoctiwity
—&] RFC_NAME  <=FLD= Mame of RFC to he protected

——SHWOR
———5%MI
——SX0M
——E5YET

—H RFC_TYPE <FLD= Type of RFC object to he protected

—8 S5 _KMI_PROD <0BJ= Auth. Tor external management interfaces (XMI)

If your security profileismissing the SY ST - RFC_NAME then it will be necessary to
manually add this RFC name to the profile.

The SY ST RFC name can be added as follows:
* Enter transaction SUO3 “Maintain Authorizations. Object Classes”.

¢ Select ‘AAAB’ “Cross-Application Authorization Objects’ and click “List
authorizations”.

* Select 'S _RFC’ from the object list.
* Locate‘'S RFC_XOM'’ in the authorization list and double-click.

* |Inthe“Maintain Authorizations” screen it will display the current RFC names
(SWOR,SXMI,SXOM); double-click on the names to add the SY ST RFC name.

* Return to the “Authorizationslist” and select the*'S RFC_XOM’ object that isn't
flagged as active and click on the Activate button (F7).
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Update the VPSX Configuration

After defining the SAP user ID and password that will be used by VPSX/OutputM anager
for callback notification, it isnecessary to update the VPSX System Configuration with the
user details.

To access the VPSX System Configuration screen:
¢ Select ‘Admin’ from the VPSX printer list display and choose ‘VPSX Admin’.
* Check the box next to VPSX server in the VPSX List display.
* Click on the ‘Configure’ link.

VPSX Print Server Freferences | Close |
VPSX Print Server Configuration

Return

General Directories Decryption Servers Product Keys EGEETUTRGE Tra

Update | Cancel
* - Indicates Restart Required for Field Change
YP5X Name: = WFSTESTT

Description: =| Test Printer serser

Advanced Parameters

TCF{IF Domain: Irs.com
Filter UID: 0 Filter GID: 1]

Accounting Parameters

Accounting: Account Expiration: |43 hours
Account Size: 8 ¥

Account Record: | &printer &owner &host "Afilename" &.stime &ptime &pages &lntes

SAP BRf3 Parameters

SAP User: WS SAP Password: sk
SAP Client number: |000 SAP Trace: []

Note: If different login credentials are required for specific SAP systems, a* saplogin’
configuration file can be used. Please refer to the description of the SAPUSER system
keyword on page 3.25 for details.
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Installing the LRS/Queue Client

The LRS/Queueclientisacommand lineinterface that is used to communicate with VPSX
to process report submission, output queries, and cancel requests. Thisistheonly software
component that must be installed on the SAP R/3 spool servers that will be using the
VPSX/OutputManager interface.

The LRS/Queue client is available for most execution platforms and is distributed on CD
or can be downloaded from the LRS Web site http://www.Irs.com/eom. Sincethe
installation process for each supported platform is dightly different, please refer to the
README file supplied with each version for details of the installation process. The
installation procedure will extract the LRS/Queue executables to a user specified directory
that must be accessible to all SAP R/3 spool servers using the VPSX/OutputM anager
interface. (By default the LRS/Queue client will be installed in to directory /usr/Irsg/irsg.)

The LRSQ command must also be accessible to any server defined asa Tasking Target in
the Logical OMS definition. Refer to the next section for details. For complete details of
the LRS/Queue client please refer to “LRSQ Command” on page 3.61.
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Define VPSX/OutputM anager to SAP R/3

The VPSX/OutputM anager for SAP R/3 interfaceis defined to SAP R/3 using the standard
Spool Administration transaction (SPAD). The SAP R/3 definitionsfor an external output
Mmanagements system consist of:

* A ROMSdefinition: ThisisaRea Output Management System definition and
identifies a specific VPSX print server and defines the basic characteristics of the
external output management system.

* Oneor moreLOM Sdefinitions: The Logical Output Management System
definitions are related to the ROM S definition but enable you to specify different sets
of processing options for different groups of printers. For example, you may want to
disable specific functions for agroup of printers or use a different set of processing
options when submitting the print requests for these devices.
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Import Sample OM S Definitions

To simplify the installation process, the Fast-Configure shell script will have created a
customized set of OM S definitions that can be imported directly into SAP. Theimport file
iscalled SAPOMS.TXT and will have been created in the directory identified as the
Server-root directory for thisinstance of VPSX.

Spool: Saving and Loading of Definitions
@

ImportfExport info.

File system info.

Exportilmpaort file name citemplsapoms bt
Server [l

Frontend computer (- 1]
Qperation

Export Y
Oplinps

| Execute import

[ ] Execute export
Generate log

Ohjects for export
Logical OmMs
Real OmM35
L] AIl LOMs for ROMs

0]
ele
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To import the sample definitionsinto SAP R/3:

3.

4.
5.

Transfer the SAPOM S file onto a PC running the SAP R/3 GUI interface using a text
transfer.

Logon to SAP R/3 using an administrator user 1D.
Select:
Tools
CCMS
SPOOL
SPOOL ADMINISTRATION (SPAD)
On the command bar at the top of the window select:
UTILITIES
FOR OUTPUT MANAGEMENT SYSTEMS
IMPORT
In the Import/Export utility transaction:

A. Enter thefully qualified name of the SAPOM S export file you transferred from the
VPSX installation directory.

B. Select Frontend Computer.
C. Select Import in the Operation section.
D. Select Execute Import in the Options section.

E. PressF8to execute the import operation.

After importing the sample definitions, return to the Spool Administrationinitial screenand
select Full Administration or press F7. Then select the Output M anagement Systems
tab to access the Real (ROMS) and Logical (LOMS) output management definitions.
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Real Output Management System Definition
(ROMYS)

The import process will have created a single ROM S definition with a name that matches
the VPSX print server system identifier. (Note: The ROMS name must match VPSX
System Identifier for callback communication to work correctly.) The ROMS definition
contains basic details of the functions supported by VPSX/OutputManager for SAP R/3.

The diagram below shows the ROM S definition.

Spool Administration: Real Output Management System (Display)
2| 8| 8=

...............

iReal OMS; VPEX1
Description WS Print Server - WP Sk
OmME Aftributes
Tasking Job Status Device Status Cutput Types
W\ Cluery ¥| Clueue gquery
¥| Command line ¥| Deletable Fax
RFC serer Faolling
¥| Callback ¥| Callback

il

Host Spool Attribiute Record
QOMS Canfiguration fs:hosthame fp:a500

SAP Configuration
Initialization Instance

Initialization Command
Feconfiguration Request 30a Sac ¥| Reconfiguration Required

The*OMS Configuration’ field identifiesthe host name or | P address of the server running
VPSX and the port number that the VPSX server is using to accept inbound LRS/Queue
connections. Update the hostname and port number to match the VPSX hostname and port
number defined for inbound LRS/Queue connections (TCPPORTQ Keyword).
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L ogical Output Management System Definition

(LOMYS)

The import process will create asingle Logical OM S definition athough additional
definitions can be created if you wish to use different processing optionsfor specific groups
of printers. The Logical OMS definitions consist of general processing options and an
associated set of command templates that are used to define the commands that will be
executed to Submit, Query, and Cancel requestsin the external output management system.

Spool Administration: Logical Qutput Management System (Display)

Real OMS
Tasking target
Target for callhack
Command group
Ewvent report [evel

2% | &,
Logical OMS}  VPSX
Description YESR Print serer

SAP configuration | OMS configuration |

WP SR Print Server - YPSX1
UKSERYER3I_LRS_GGQ
UKSERYER3I_LRS_GGQ

All available information

[

il

Tazking
® Commands

Devices
¥ | CILRLE guery

¥| Callback

Jobs
| Cluary
¥| Can be deleted
¥| Status dialog boxes
® Callback

Before using this definition you will need to update the following fields to identify valid
serversin your SAP R/3 configuration.

¢ Tasking Target
* Target for Callback
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Description of Logical OMS Fields

Field Description

Real OMS Thisfield relatesthe Logical OM S definition to the associated Real
OMS definition.

Tasking Target Thisfield specifies the name of a SAP R/3 application server that

will execute the Query and Cancel commands issued by users.
The Submit command will always be executed on the Spool server
processing the print request. Note: The LRS/Queue client must be
available on any server defined as a tasking target and all Spool
servers using the VPSX/OutputM anager interface.

Target for callback

Thisfield identifies a SAP R/3 server that should be used as the
primary target for callback event notifications. Thisfield does not
need to specify the same host as the tasking target as callback
events can be directed to any SAP R/3 application server within the
same system. For recoverability it isagood ideato define two
Logical OMS definitions that specify different callback targets. If
one callback target is unavailable, VPSX/OutputM anager will
automatically route callback requests to another callback target for
the same system.

Note: The LRS/Queue client is not required on servers defined as
callback targets unless they are also used as a spool server or
tasking targets for Query and Cancel requests.

Command Group

Thisfield is used to specify whether the command template
definitions associated with this LOM S are specific to this host only
(LOCAL). Normally SAP will select the command templates
automatically based on the execution platform (i.e. AIX, HP-UX
etc.)

Event Report Level

Thisfield specifiesthe level of detail that isrequired for output and
device events for this Logical OMS.

SAP R/3 supports 6 levels of events:

Final M essages - Thislimits event notification to only completion
events (i.e. printed, cancelled, etc.)

Also Problems (I nteraction Required) - Requests events defined
above plus problems that require operator intervention.

Also War nings- Requests events defined above plus problemsthat
don’t require operator intervention.

Also Status changes - Requests events defined above plus any
event that changes the status of the output request.

Also Information - Requests events defined above plus
informational events.

All Available Information - Requests all output events. Defining
alower report level will decreasethelevel of information available
to SAP R/3 users but will reduce the number of callback
transactions.

Queue Query

Indicates whether the Queue Query option should be available for
printers associated with this Logical OMS definition. The Queue
Query enables users to query the external output queue for a
specific printer and will display the status of all output requests
(SAP and non-SAP) queued to this device.
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Field

Description

Query

Indicates whether the output query option should be available for
output requests associated with this Logical OMS. Normally, the
output status displayed in the SAP R/3 spool will show the current
status of all output requests. If along callback delay has been
specified, the status shown may be several seconds out of date.
This option enables users to actively issue a query request to
VPSX/OutputManager to retrieve the current status.

Can bedeleted

Indicates whether users can delete output requests associated with
this Logical OM S after submission to VPSX/OutputM anager.

Status Dialog boxes

Indicates whether pop-up status messages should be issued to users
for major output events (printed, cancelled, error, etc.). The status
messageswill appear in apop-up window that isindependent of the
application the user is currently executing.
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Thefigure below showsthe Logical OMS ‘OMS Configuration’ screen. Note: To display

all configuration options shown, you may need to select the Extended Config icon or press
CTRL+F1.

Spool Administration: Logical Output Management System (Display)

2% | &%
Logical OMS}  VPSX
Description YESR Print server

SAP configuration ~ OMS configuration |

QS Callback Cache

Print Regquests COmMS Devices
Send Period 3 Sec Send Period 3 Sec
Mumber of Events 10 Mumber of Events 10

Restart After Failure of Callback Target
Interval 90 Sec

Attribiute Record
COME configuration

fird

¥| Reconfiguration of Device List
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Field

Description

Send Period

Thisfield definesadelay period that should be applied to output
event callback requests. When an output event occurs,
VPSX/OutputManager will delay the callback transaction by the
delay specified in thisfield. Delaying the callback transaction
enables VPSX/OutputManager to accumulate additional event
notifications and deliver these events with a single callback
transaction, reducing the overhead on the callback server. A
value must be chosen which balances the requirement for prompt
event notification with the overhead of processing callback
transactions.

Number of events

This field defines the maximum number of notification events
that can accumul ate before automatically triggering a callback
transaction. The maximum queue depth will override the delay
specified in the Send Period field and will trigger an immediate
callback transaction.

Interval

Thisfield defines the retry interval for connections to failed
callback servers.

OMS Configuration

Thisfield specifies configuration keywords that are common to
al VPSX/OutputManager commands (Submit, Query, Cancel,
etc.). Thisfieldisused to specify the VPSX/OutputM anager
server | P address or host name and the TCP/IP port number used
by VPSX/OutputManager for connection requests (TCPPORT
System Initialization parameter). Note: These keywords are
substituted into the command templates using the & E2 variable
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Logical OMS Command Templates

After reviewing the Logical OM S definitions, it is necessary to update the OM S command
templates associated with thisLogical OM S definition. The command templates definethe
VPSX/OutputManager commands that will be executed to submit reportsto VPSX, query

the output queue, cancel a previously submitted print, or query the status of a specific
output request.

The command templates can be displayed by selecting the Commandsicon in the logical
OMS definition or by pressing F6. SAP R/3 will display alist of command definitions for
each supported execution environment. Y ou will need to review the command templates

for al environments applicable to your installation. During the initial instalation, the
Command Path information should be the only configuration option that requires
modification and must specify the location of the LRS/Queue client executable.

Spooi Administration: Real Cutput Management System (Dsplay)

‘Logical OMS: WPSX YPSX Print server
Real OmM3S WPSX1 WPEH Print Server - WP SH1
Cperating system HF - 1%

Command path
fusrdlrsdlrsg!

OMS commands

Submit Treg fSAP:"&P &ED,&EG &Es &ES &0, '&T' &5 &L, &C &Y 0,0 &R.
Falling

CIUeUE guUerny lrsg &E4 /SAPOUERY : &F

Joh cancel lrsg &E4 fSAPCANCEL:“"&EL"

Job gueny Trsg &E4 (SAPOUERY :&EL
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Each command template consists of constant values and SAP R/3 system variablesthat are
substituted when the command isissued to pass the required information to the command.
All SAP R/3 system variables begin with a‘&’ character, and a completelist of available
variables can be found in the following section

Field

Description

Command Path

Thisfield definesthefully qualified path to thedirectory that contains
the LRS/Queue client executable. Note: The path must include the
final ‘/".

Submit

Thisfield defines the command template for the report submission
command. The report submission process uses the LRSQ command
lineinterface. For detailsof available parameters, pleaserefer to page
“LRSQ Command” on page 3.61

Polling

This command is not used by VPSX/OutputManager as the callback
interface is used for event notification.

Queue Query

Thisfield defines the command template for the
VPSX/OutputManager Queue Query command.

Job Cancel

Thisfield defines the command template for the
VPSX/OutputManager Cancel command.

Job Query

This field defines the command template for the
VPSX/OutputManager Job Query command.
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Define a SAP R/3 Output Device

Thefina step in the installation of VPSX/OutputManager is to define an Output device.
Todothis:

* Return to the Spool Administration initial screen.

* Select the Devices/Ser ver s tab.

¢ Select Output Devices.
Thiswill display alist of currently defined output devices.

* Select the Changeicon or press F8 to enter update mode.

* Select the Createicon or press Shift+F1 to create a new output device.

Below is an example output device definition which is suitable for a HP PCL printer with
printer name VPSXPRT1.

Spool Administration: Create Output Device
T

Cutput Device YPSXPRT Short name FRT1

DeviceAttributes | Access Method | OutputAttributes | TrayInfo |

Cevice Type HPLJS HP Laserjets  Rd4.x+ ORLY g
Spool Server UKSERYERZ2 LRS 00 LIKSERY ..

Device Class Standard printer |
HostSpoolAttribute Rec. g

Authorization Group

hlodel
Location
hessane

[ ] Lack Printer in SAP System

After specifying the printer name, select an appropriate Device type and specify the
SAP R/3 spool server that should process print requests. Next select the Access M ethod
tab.
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The Output Device 'Access M ethod' options define the connection between the SAP R/3
device and VPSX/OutputManager. The Host spool access method field must specify
E:External output management system. TheLogical OMSfield relatesthisdevicetothe
VPSX/OutputManager Logical OMS definition that will be used for this device. Finaly,
the Host-Printer field specifies VPSX printer name that will process output requests for
this printer.

Spool Administration: Create Output Device
T

Cutput Device YPSXPRT1 Shart name PRT1

DeviceAftributes — Access Method | OutputAttributes | Trayinfo |

Host Spool Access ethod E: External output management system g
Host printer vpsxprt
Host Mame UESERYE ..
Logical OS5 YRS Print server |

cilery status through callback

After completing the above definitions, it is now possibleto print to thisnew output device,
and the output will be routed to the specified VPSX printer queue.
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Upload National Language M essage Templates

VPSX/OutputManager for SAP R/3 supports the National Language feature of the BC-
XOM interface. Thisfeature enables the SAP R/3 GUI interface to display all
VPSX/OutputManager messages in the language selected by the user during logon.

All messagesissued by VPSX/OutputManager have aunique message I D, in addition to the
default English message text. When SAP displays these messages, it will first check the
SAP R/3 database to seeif alanguage specific version of the message text is available. If
amessage template is found that matches the user’ slogon language, then the appropriate
message template will be substituted in place of the default English text.

To enable thisfeature, it is necessary to upload the VPSX/OutputManager multi-lingual
message templates into the SAP R/3 database. Thisis done by using the ‘vpsxmsgl’
command that is provided in the VPSX installation directory.

The National Language message templates are supplied in ‘ sapmsgs.txt’ in the samples
directory. The supplied file contains message templatesfor German and Spanish, although
additional templates can be created for any supported language and uploaded using the
vpsmsgl command.

Command syntax:

vpsmsgl -h hostname
-u userid
-p password
[-£f filename]
[-c client]
[-s sysnumber]
[-t Yes | No]

Where:
-h  Specifies the host name of the SAP R/3 application server.
-u Specifiesthe user ID used to log onto the SAP R/3 application server.
-p Specifies the password used to log onto the SAP R/3 application server.

-f Specifies the file name containing the message templates to upload to the SAP R/3
database (default value is “ sapmsgs.txt”).

-c Specifiesthe client number used to log onto the SAP R/3 application server (default
valueis“000").

-s Specifiesthe system number used to log onto the SAP R/3 application server (default
vaueis“00").

-t Specifiesif tracing should be turned on for communication with the SAP R/3
application server.

Note: Asthe message templates are loaded into the SAP database, it is only necessary to
execute this command once for each SAP system.
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SAP R/3 Command Variables

Thefollowing table contains alist of al available SAP R/3 command variablesthat can be
used in the Logical OM S command templ ates.

Attribute Variable Description

SAP Spool id &El Internal SAP R/3 spool identifier.

Reply M essage Group &EG The reply message group relates directly to the
originating Logical OM S definition and is used
to group callback events with specific configu-
ration values ready for delivery via a callback
transaction.

Destination &P This value specifies the printer member name
defined in VPSX that should receive this out-
put. Thisvalueistaken from the SAP R/3 Out-
put device definition (Host-Drucker field).

Document &F This value specifies the name of the file that
contains the print data.

System 1D &Es System identification of the submitting
SAP R/3 system.

SAP callback server &ES Specifies the name of the SAP R/3 callback
server that will receive event notifications for
this output request.

Interval &ET Specifiesthe callback delay interval that will be
applied to events for this output request.

Amount &EA Specifies the maximum number of notification
events that can accumulate before triggering a
callback transaction.

SAP Client &M Client number of user who owns the job.

SAP Client &m Client number of user who is printing.

SAP User &0 SAP R/3 user who owns the output request.

SAP User &0 SAP R/3 user who created the output request.

SAP User &R SAP R/3 user defined as recipient of the output
request.

Department &D Department of user defined as recipient for the
output request.

Job Name &l Job name (SAP Internal) without Database I1D.

Job Name &J Job name (SAP Internal) including Database
ID.

Title &T Report title.

SAP Printer &S SAP internal name for the printer.

Format &L SAP format name associated with the output
request.

Copy count &C Number of copies.
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Attribute Variable Description
Priority &Y SAP priority (1-99) (1 meaning high).
Title page &U Title page (X=Y es, N=No).
Fax number &t Valid telephone number for LOMS.
Fax Person &EP Name of fax recipient (future enhancement).
R3LOMS Flags &E1 R/3 flags of LOMS.
L OM S config options &E2 Logical OMS configuration options.
R3ROM S Flags &E3 R/3 flagsfor ROMS.
ROM S config options &E4 Real OM S configuration options.
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VPSX Product License Processing

Licensing of the VPSX server is controlled viaa 60 character product key that must be
specified in the system configuration file (vpsstart) and a separate product licensefile. The
license file works in combination with the product key to identify the licensed server
names. Thelicensefileisasimpletext file that lists the specific host machines that are
licenseto execute VPSX and may also specify the number of printerslicensed to each host.
Thislicensefile can be viewed and copied but must not be modified asthiswill invalidate
the license.

Note: If you are transferring the license file between systems you must use a BINARY
file transfer to avoid corrupting the file.

Example Product Key:
KEYVPSX=ABCDEF123456789012345678901234567890123456789012345678901234

Example Product License File:

Version 2

B I I I S I S S I I S I S I S I S I S I S
* LRS Product license file *
K o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e .- *
* Product nane: VPSX *
* *
* Custoner 1D 1LO000 *
* *
* Customer Name: Levi, Ray & Shoup Inc. *
* *
* Date created: 01/25/2005 *
* *
* License: VPSX is licensed for execution on the hosts |isted bel ow. *
* *
K o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e .- *
* WARNING If this fileis nodified it will invalidate the |icense and *
* the product will be disabled. *
EE R IR I R I I R R I R S I I R S I R R I R R I R R I R R R R R I I R I R S S S R R I Ik I I R S S R R I
host a 10

hostb 20

host c 5

Note: The host name specified in the license file must match the value returned by the
‘hostname’ command.
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Installing a New Product License

The product license file (keyvpsx.lic) will be provided in the root directory of the product
distribution material and must be copied to the product installation directory

(i.e. /opt/Irsivpsx). If thisisafirst timeinstallation the FastStart (Irsfast) routine will
prompt you for the product key and will automatically copy the licensefile to the
appropriate directory. If you have been sent anew product key and licensefilethenit is
necessary to implement the new key and licensefile at the sametime. (Thekey and license
file are linked and must be used in combination.)

Install a New Product License

1. Copy the new licensefile (keyvpsx.lic) into the product installation directory using a
binary copy/transfer.

2. Update the product license key using the WEB interface, the vpscfg command or by
manually updating the vpsstart configuration file.

Note: If you update the license key viathe WEB interface or using the vpscfg command
the key and licensefile will be validated before updating the system configuration
and it is not necessary to restart VPSX. If you manually update the vpsstart
configuration file then you will need to restart VPSX for the change to take effect.

Execution on Unlicensed Hosts

If VPSX is executed on a host that is not named in the product license file awarning
message will be issued and VPSX will continue to operate for a period of 30 days.

License File Changes

If you wish to modify the list of licensed hosts define in the product license file, please
contact your LRS marketing representative and they will be happy to send you an updated
license file and key.
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Configuring Email Support

VPSX implements two separate email features:
* Email delivery of documents.
* Email naotification of job and device status events.

These two email features both use the SMTP (Simple Mail Transfer Protocol) to deliver
information viaamail server but are completely independent of each other and address
different requirements.

Email Delivery of Documents

This feature adds a new delivery channel for business documents enabling any output
submitted to the VPSX print server to be delivered to one or morerecipientsviaemail. The
email delivery featureisimplemented asa special printer typethat selectsdocumentsinthe
normal way and delivers these documents using the SMTP protocol to an email server.
Documents can be queued to an email printer using any of the supported inbound protocols
(LPR, LRSQ or IPP) and all document types are supported.

If the document to be emailed contains a printer-ready datastream, it is possible to use the
standard filter processing support in VVPSX to execute atransformation to an email friendly
format. For example the LRS PCL to PDF conversion filter can be used to transform a
printer-ready PCL datastream into a PDF document that can be easily viewed by the email
recipient.

Document recipient information can be specified at theindividual spool filelevel using the
L RSQ submission command or default values can be defined inthe email printer definition.
As aminimum requirement all files must have at least one recipient and must identify a
sending email address. Recipients can be specified using the standard TO, CC and BCC
mail attributes and the spool file ‘title’ attribute will be used as the email subject. If atitle
attributeis not specified, the email subject will contain the sending VPSX server name and
spool file number.
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Defining an Email Printer

The following screen shows an example email delivery printer.

VPSX Print Server Admin | Preferences | Logoff | Help

Printer Configuration

Feturn

Presentation Encrypt Filters Advanced Mail Trace

* - Indicates Printer Reactivation Required for Field Change

Printer Name: bAILSARP
Printer Long Name: Printer Group: | SAMFLES

Basic Parameters

CommType: TCFIFMAIL hd
Hos#/IF Address: |mai|server

Remote Port; |25 Remote Queue:
SNMP: ] SNMP Community Name: public
Retain Time: 24 hours

Windows Driver:

Contact:
Department:

Location:

The important parameters when defining an email printer are:

e CommType - Indicates this printer should use the mail (SMTP) protocol.
* Host/IP Address- Specifies the host name or | P address of the target mail server.
* RemotePort - Specifiesthe TCP/IP port that the mail server isusing for SMTP

connections (normally 25).
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The MAIL tab on the printer configuration screen enables the administrator to specify
default values for mail related document attributes including a default sender and primary
recipient. This screen aso provides access to other mail specific options.

VPSX Print Server it A1) Adrin | Preferences | Logoff | Help

Printer Configuration
Feturn

Basics Presentation Encrypt Filters Adwvanced [T Trace

Update | Cancel

* - Indicates Printer Reactivation Required for Field Change

Frinter Name: bAILE AP
Printer Long Name: Printer Group: |SAMFLES
Spool File Delivery Defaults
Tao: defaulti@myorg.com Delivery Status Notification
From: SRR Motify when delivered: [+
Motify when failed: []

Reply to: admin(@it rmyarg.org
Motify when delayed: ]

Text character set:  ||50-8853-15 Motify with full message: [ |or headers:[¢

Max inline text (KB): |10 Other Mail Options

Attachment file name:| AFILENAME | Show server commands and repliesj v

Device Event Notification Parameters

Recipient:

Level: Intervention required +

All documents will normally be sent as mail attachments with the MIME type and file
extension set to indicate the data type. Text documents can optionally be sent in the main
body of the email. Thisfeatureiscontrolled viathe ‘Max inline text’ configuration value
that defines the maximum text document size that should be sent in the body of the email
(specifying avalue of zero will cause all documents to be sent as attachments). The name
giventofileattachmentsiscontrolled viathe‘ Attachment file name’ value. Thiscan either
specify a constant value or can use asymbolic spool file attribute that will resolved from
the active spool file (e.g., & owner). If no valueisdefined for the attachment file name, the
originating document filename will be used.

The Delivery Status Notification (DSN) options can be used to request notification of mail
delivery events from the remote mail server. Y ou can request notification of successful
delivery, failures or delays and can indicate whether you would like the notification
response to contain the entire contents of the original mail or just the mail headers. To
receive delivery notifications the remote mail server must support the DSN feature.
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Specifying Email Delivery Attributes

The LRSQ client provides the ability to specify email delivery attributes to identify
document recipients and processing options.

LRSQ Email Delivery Attributes:

/Mailto /mto Specifies 1-32 email addresses that will be used as the
primary recipient for this document.

/Mailfrom /mfrom Specifies an email address that should be used as the
email sender’s address for this document.

/Mailcc /mcc Specifies 1-32 email addressesthat will receive copies of
this document.

/Mailbcc /mbcc Specifies 1-32 email addresses that will receive blind
copies of this document.

/Mailreply /mrply Specifies an email address that should be used as the
email reply-to address for this document.

IMailfile /mfile Specifies avalue that will be used as the attachment file
name.

/mailcharset |/mcset Specifies the character set that should be used by email
clients when displaying text in the body of an email.

Example LRSQ Command:

I rsq / s: host name
/ p: 5500
/ queue: enai |
[file:test.txt
/mailto: x@.com
/mail fromy@.com
/title:"email subject”
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Adding Body Text Using Separators

As most documents will be sent as attachments, the body of the email will normally be
blank. To add text to the body of the email, describing the contents of the attachment, it is
possible to use the separator page processing. A separator page template can be created for
use with email printers containing static text and symbolic spool file variables that are
automatically replaced and included into the body of the email.

For details on creating separator page templates please refer to “ Separator Pages’ on
page 3.74.

Tracking Email Delivery

Each document successfully received by the mail server is acknowledged with a mail
acceptance message that is displayed in the VPSX log and is also saved as a spoal file
attribute. The acceptance message contains a unigque messageidentifier that can be used by
the mail administrator to track the email. The spool file attributes can be displayed by
selecting a spooal filein the spool queue display and clicking on the ‘attributes button.
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Email Notification of Job and Device Status

The event notification feature enables users to monitor the status of their documents or
devicesviaemail. VPSX provides two separate event notification features:

Job notification - Provides notification of events relating to a specific document.
Device notification - Provides notification of events relating to a specific printer.

All notification events are categorized into one of five event levels. When requesting
notification, the user can specify the level of eventsthey would like to receive. If the
notification level is not specified, only ‘ Errors requiring operation action (1)’ will be sent.

Event Notification Levels

1 |Errorsrequiring operator action.

2 |Errorsthat do not required operator action.
3 |Print completion.

4 | Status changes.

5 |All events.

Note: Higher eventslevelsinclude all lower level events.
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Configuring Email Notification

The email notification facility is configured viathe VPSX system configuration screen
(Advanced Tab).

VPSX Print Server Freferences | Close | Help
VPSX Print Server Configuration

Feturn

General Directories Decryption Servers Product Keys EGESEUTR: | Trace

Update | Cancel
* - Indicates Restart Required for Field Change
YP5x Name: =| MGYWFSTE

Description: = LRSS Frint server

Advanced Parameters

TCPAF Domain: Irsinc.org

Filter UID: 1] Filter GID: 0

Accounting Parameters

Accounting: [] Account Expiration: 48 haurs

Account Size: é [¥]=]

Account Record: | &printer &owner &host "&filename" &stime &ptime &pages &byvtes

Mail Notification Parameters

Mail Notification: Mail Server: Iresp3
SAP Rf3 Parameters

SAP User: WRSE SAP Password:

SAP Client number: 000 SAP Trace: []
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Mail Server The mail server configuration value must specify the TCP/IP address
or host name of aSMTP mail server. Thisvalue may be qualified with
aport number if the server is not using the standard SMTP port 25
(e.g., host:1234).

Mail Notification Enables or disables email notification.

TCP/IP Domain If adomain nameis specified, this value will be used to qualify the
email sender’s address; otherwise, the hostname will be used.

Theemail sender addresswill be constructed using the printer name and the host or domain
name.

Example:
PRINTER1@Irsinc.org
Or
PRINTER1@hostname

Note: If your company uses a spam filter it may be necessary to identify this host or
domain asavalid sender.

Note: Changesto the notification parameters do not require arestart of the VPSX server.

Email notifications will contain alink to the VPSX Web interface if the VPSX system
configuration has been updated to specify the Web interface URL. Thislink enables users
who receive a notification email to gain direct access to the full VPSX Web interface to
monitor and control their output.
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Job Event Notification

Job event notification is requested by the user at document submission time by providing a
notification email address and, optionally, a notification level. These values can be
provided viathe LRSQ client using the /notmail and /notlevel keywords or can be
specified for PP print requests by adding the notmail and notlevel attributesto the printer
URL.

LRSQ Example:

Irsg /s:host /p:5500 /queue:prtl /filestest.txt /notmail :joe@x.org /notlevel:3
I PP Example:

http://host:631/prt1?notmail=joe@Xx.org& notlevel =3

Note: With some IPP clients it may be necessary to encode the @ symbol using URL
encoding, i.e. http://host:631/prt1?notmail=jo0e%40x.org& notlevel=3

Job Notification Events Event Level
Document created. 4
Document printing. 4
Error printing. lor2

(Recoverable errors will have event level 2 unless the error has been
retried 10 times.)

Error printing operator action required. 1
(i.e. load paper, paper jam, etc.)

Filter processing error printer stopped.

Filter processing error document held.

Filter processing error document del eted.

Printing stopped by operator command.

Printing cancelled by operator command

Printing cancelled from printer control panel.

Document printed successfully and deleted.

Document printed successfully and retained.

Document deleted without printing.

Document held.

Document rel eased.

Document re-routed to another printer.

Document delayed. Printer has been stopped by operator command.

[N [N NG [N SN (LY Y0 [ Y R Y RN RN IR TN
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Device Event Notification

Devicelevel event notification is primarily intended to enable the main printer operator to
receive status notifications for events relating to a specific device. Unlikejob level events
which relate to specific documents, device level events will be generated irrespective of
whose documents are printing on the device.

Therecipient for devicelevel event notificationisdefined in the printer configuration under
the MAIL tab.

VPSX Print Server i ; Adrmin | Prefe

Printer Configuration
Feturn

Basics Presentation Encrypt Filters Adwvanced [T Trace

Update

* - Indicates Printer Reactivation Required for Field Change

Frinter Name: HF 4250
Printer Long Name: Printer Group:
Spool File Delivery Defaults
Tao: Delivery Status Notification
MNoti hen deli d:
From: otify when delivere o
Motify when failed: []
Reply to:

Motify when delayed: ]
Text character set:  ||50-8853-15 Motify with full message: [ |or headers:[ |

Max inline text (KB): [0 Other Mail Options

Attachment file name: Show server commands and replies:[ ]

Device Event Notification Parameters

Recipient: |joe(@operators.com

Level: Intervention required +
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Device Notification Events Event Level

Printing. 4

Error printing. lor2

(Recoverable errors will have event level 2 unless the error has been
retried 10 times.)

Error requiring operator action. 1
(load paper, paper jam, etc.)

Printer stopped by operator command. 4
Printer started by operator command. 4
Printer warning. 5
(paper-low, toner-low)

Printer Offline. 1
(no-paper, no-toner, paper-jam, door-open, device-not-responding)

Printer online. 4
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Internet Printing Protocol (IPP) Support

VPSX implements support for the Internet Printing Protocol as an IPP server. The IPP
protocol was devel oped by an |ETF working group called the * Printer Working Group’ that
consisted of members from most of the major printer and software manufacturers. 1PP/1.0
was first published in 1999 as RFC2566 and was | ater superseded by 1PP/1.1 published in
2000 as RFC2911.

The IPP protocol was designed to provide a sophisticated architecture for exchanging print
related requests between printing clients and servers or devices. The IPP protocol uses
HTTP asthe transfer protocol and also uses the URL naming scheme to reference printers
and jobs. All IPP printers have asimple URL that can easily be published on the
Intranet/Internet and can also be emailed or included in a document.

The IPP URL for VPSX printers consists ssimply of the hostname that is executing VPSX
and the printer name:

HTTP://hostname:63/PRINTER

Y ou will notice that the hostnameis qualified with the port number 631. |PP URLsusethe
HTTP schemaand, unless explicitly specified, the port would default to 80. The IPP
standard defines port 631 as the well-known port for IPP although any port number can be
used.

Documents submitted to an PP printer are also assigned a URL that can be used after
submission to query and control the job status. The JOB URLs created by VPSX consist
of the printer URL qualified with the spool file number:

HTTP://hostname:631/PRINTER/123
Supported | PP Operations

The IPP protocol defines a set of operations that can be performed against aprinter or job.
VPSX implements the following PP operations:

* Print-Job

¢ Get-Printer-Attributes
¢ Get-Jobs
Get-Job-Attributes
Pause-Printer

* Resume-Printer
Purge-Jobs
Cancel-Job

Hold-Job
Release-Job
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Configuring I PP Support

The IPP interface is configured by simply providing a server port to be used for IPP
connections in the VPSX system configuration.

VPSX Print Server Freferences | Close | Help

VPSX Print Server Configuration

Feturn

61111551 Directories Decryption Servers Product Keys Advanced Trace

Update | Cancel
* - Indicates Restart Required for Field Change
YPSX Name: = MGVFSTZ

Description: *| LRSS Frint server

General Parameters |

TCPAIP APl Port: =/ 5601 TCP{IP IPP Port: = EE3
TCFPAIF LPD Port: =|5515 TCFP{IF LRSQ Port: = Rh00
Expire Interval: 10 minutes Snap Expire Interval: |45 haurs
SHMP Foll: 30 seconds Termination Recovery (RTM): v
YPSX Key:

WEB Interface URL: | hitp://Irsserverl fwvebconnectivpsx?trid=logony

Logging: System Logging: [
Log Expiration: 48 hours Log Size: 4 kB

Note: The default port for IPPis 631 and will require VPSX to run with root authority. |If
you do not want to execute VPSX as root you must specify a port number above 1023.

When configuring PP support you should also update the *“WEB Interface URL’ to specify
the URL required to access the VPSX Web interface. If auser attempts to open an IPP
printer URL using a standard browser, they will be redirected to the VPSX user interface.
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Printing from Windows

Windows users can define VPSX printers using the IPP interface. These printerswill
appear as standard Windows printers and can be used from any application. Users can
interact with VPSX printers using the normal Windows dialogs and can access and control
the printer and documents as they would any other Windows defined printer. |PP support
isastandard feature of Windows 2000 and above and is available to download for some
earlier versions of Windows.

OnceaVPSX printer isdefined to Windows, it will appear inthe* Printersand Faxes' folder
along with other printers.

BT

File Edit ‘iew Favorites Tools  Help | ﬂ'
KBk~ gd = | ﬂ‘ P | Search ||~ Folders -
Address | Printers and Faxes | e
A | Mame = I Documents I Skatus
Printer Tasks E ;; ackiveTouch Document Loader i Ready
. _ Elj HP Laserlet 1100 (M3) 1] Ready
=l Add 3 printer “AHP4250 an htkp: fflrseomt2: 1631 1 Paused
12l See what's printing £2a Microsoft OFfice Document Image Writer 0 Peady
Select printing L2 P243 on Irsukil n Ready
preferences L= P244 on Irsukl 0 Ready
23 Resume printing L= P245 on Irsuki o Ready
{2 Share this prinker 22 p273 on Irsukl 0 Ready
¥ Delete this printer
o Set prinker properties =

g

See Also

o ko manufackurer's
‘Web site

@ Go ko printer's Web site

vlql I ;l

The Windows display will show the current status of the printer and the number of
documents waiting to print. Thisinformation is retrieved directly from the VPSX print
server and reflects the current status of the printer and the output queue. From this screen
the user can stop and start the printer, if authorized, and can double click on the printer to
display the documents queued to this device.

3.114 VPSX Ingtallation and Operation Manual S800-0100-1 Revision Date: March 3, 2006



Users can also gain direct access to the VPSX Web interface by selecting a printer and
choosing the * Go to printer’s Web site’ task on the left of the screen.

ﬁ HP4250 on http:/ /IrseomtZ:1631 - Processing ;lgjgl
Printet Docurment  View Help
Document Mame | Status | CIner | Pages | Size | Submitted |
8] Test Page Printing ~ GODDARD  MJA 91.0 KE 11:05:21 16/06/2005
4] | i
1 document(s) in queus | o

The Windows output display will show all documents waiting to print and can optionally
show documentsthat have been retained after printing. The Windows user can manage his
print requests using this screen and can cancel, hold, release, or reprint a document. Al
commands are passed directly to the VPSX server and the status will be reflected in the
displays.

Note: TheVPSX printer configuration contains printer optionsto enable IPP clientsto start
and stop a printer and to return both waiting and retained jobs in the queue display.

VPSX : Internet Printing Protocol (IPP) Support 3.115



Defining a VPSX Printer to Windows

VPSX printers can be defined to Windows using any of the following methods:
* VPSX ‘Connect’ dialog.
* Windows Add Printer Wizard.
* Windows command line interface.

During the printer definition process Windowswill query VPSX for the name of the printer
driver to be used for this device. The printer driver name can be specified in the VPSX
printer configuration and consists of a simple string that identifies the make and model of
the printer.

VESX Print Server Adrin | Preferer

Printer Configuration
Feturn

Advanced Mail

Trace

Filters

Presentation Encrypt

* - Indicates Frinter Reactivation Required for Field Change

Printer Name: HPS VPSX ID: MevesTz | [

Printer Long Name: FPrinter Group:

Basic Parameters

CommType: TCFIFFIL hd

HostfIP Address: | 1096160107

Remote Port: 5100 Remote Queue:
SHMP: SNMP Community Name: Fublic
Retain Time: a8 haurs

Yindows Driver: |HP Laserleth

Contact:

Department:

Location:

Printer driver names are case sensitive and a complete list of the printer drivers provided
with Windows 2000 and above can be found in file ntprint.inf. Thisfileislocated in the
Windows directory in a subdirectory named inf.

If adriver nameis not configured in the VPSX printer definition, or the Windows client
does not have the required driver, the user will be prompted to select the printer type from
alist.
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Windows Connect Dialog

The easiest way to add aVPSX printer to Windowsisto usethe‘ Connect’ dialog provided
with the VPSX Web interface. The*Connect’ buttonisavailableinthe VPSX ‘Printer list’
display and can be used by selecting a printer from the list and clicking the * Connect’
button.

3 http://127.0.0.1 - Printer List - Microsoft Internet Explorer provided by LRS

VPSX Print Server v

Printer List
=GRS Printer Info . Print Server Location
| F:'Eu;]E! E'll T | Enl ittam |
Kalay ctivat I_|:|r|r|E-|:T| ShME Info | Log | Select All
Find:l Eo | Command: |Se|ec:ta Cornrnan J GDl
Frinter Mask: | Group Mask: | VS
Printer Name Status Queued Retained Type
W HP4280 Idle a 1 TCRIF/FIL Faper-Low
[T LEXTR1E Crained & a TR ERAL

Note: The connect button is only available when using Internet Explorer.
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Thefollowing window will be displayed asking the user to confirm the action and will also
provide the option to receive email status notifications for documents printed on this
device. Note: The‘Advanced options' will only be displayed if the email notification
feature has been configured in the VPSX system configuration.

3 http://127.0.0.1 - Add Windows Printer - Microso

VEPSX Print Server 2) Close | Help

Add Windows Printer

Add HFP4250 as a local Windows printer ?

Advanced options

It vouwould like to be informed about the status of wvou print requests via email,
please enter your email address:

Specity the level of event detail:

IErrn:lrs requiring operatar action j

Continue | Cancel |

\&] Done I_ I_ I_ I_ I_ |4 Internet -

The VPSX connect dialog requires an ActiveX control to add the Windows printer
definition. The ActiveX control hasbeen digitally signed by LRS and will be automatically
installed thefirst timethe connect dialog isused. Depending ontheusers’ Internet Explorer
security settings, they may receive awarning message and be prompted to accept or reject
the ActiveX control. Thiswarning can be bypassed by adding the VPSX Web server to the
trusted-siteslist.
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Windows Add Printer Wizard

The standard Windows dialog can be used to add a VPSX printer. Simply open the
‘Printers and Faxes folder and click on ‘Add printer’. Then indicate that you want to add
a network printer.

Add Printer Wizard .

Local or Network Printer
The wizard needs to know which type of printer o set up.

Select the option that describes the printer pou want to use;

i~ Lacal printer attached to this computer

[T Automatically detect and install my Plug and Play printer

+ & nebwork printer, or a printer attached to another computes

- To zet up a network printer that iz not attached to a prnt server.
\11) Lze the "Local printer’’ option.

< Back I Mest » I Cancel
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To identify the printer ssimply enter the IPP URL.

Add Printer Wizard s

Specify a Printer

[f you don't know the name or addresz of the printer, pou can zearch far a printer
that meetz your needs.

YWhat printer do you want to connect to?
£~ Find a printer in the directony

™ Connect to this printer [or to browse for a printer, select this option and click Mest]

MHarne:; I

Example: “\serverspnnter

& Connect to a printer on the Internet or on a home or affice netwark:;

LIFL: |http:.-".-"hu:ustname:531 Zprinked

Ewxample: https A fzerverd printersmyprinter. printer

¢ Back I Hest » I Caricel

Note: The IPP URL for all VPSX printersis availablein the Web interface * Printer list’
display under the ‘ Print Server’ tab.
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Windows Command Line Add

VPSX printers can be defined to Windows using a command line interface that can be
executed from a batch file or from a user login script. The command line interfaceisa
Windows provided administration tool that can be used to perform various printer related

functions.

Below is an example of the command required to add aVVPSX printer:
rundl [ 32 printui.dll,PrintUEntry

Where:
/b

Ix
/n
fif
If

Ir
/m

Iw

/u

/b "\\'http://host nane: 631\ hp5"
/X

/'n nane

[if

[T %indir%inf\ntprint.inf
[r "http://host name: 631/ hp5"
/m"HP LaserJet 5"

/'w

/u

Specifies the base printer name (this is the name displayed in Windows).

For IPP printers, this must be specified in pseudo UNC format with two back
dlashes before the URL and the forward slash before the printer name replaced
with a back slash.

Specifies that thisisa‘Web point and print’ device.

Required by the /x argument but not used for |PP printers.
Specifies that the printer driver should be installed using an inf file.
Specifies the name of theinf file.

In this example we are using the Windows provided ‘ntprint.inf’ but this
could reference a user provided printer driver inf file (in this case you would
need to specify the /I argument with the location of the printer driver files).

Specifies the IPP URL for the printer.

Specifies the printer model name and is used to select the appropriate printer
driver.

Indicates that the user should be prompted to select a driver if the requested
driver can not be found.

Indicates that the existing printer driver should be used if already installed.

Note: A completelist of arguments can be displayed by specifying /2.
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External Event Notification

During normal processing the VPSX print server generates internal notifications of major
eventsin thelife cycle of adocument. Notifications are also generated for status changes
inVPSX printersor remotely managed devices. Theexternal command notification feature
(XCMD) provides amechanism to externalize these events and pass thisinformation to an
external processfor further processing. The external event handler can usethisinformation
to generate notificationsto external system management tools, provide feedback to external
applications, or ssimply record the event information for further analysis.

The external command process can be a customer written routine or an OEM supplied tool,
providing integration of the VPSX print server with an external application. The command
can be asimple shell script or abinary executable and is attached as a co-process by the
VPSX server during initialization. Event information is then passed to the command
handler via standard input and event confirmation and messages are passed back to VPSX
via standard output and standard error.

The external command processor is a simple command line routine that is executed by
VPSX when the external notification feature is enabled. Event notifications are passed to
the external command as simple text records via standard input and must respond with a
confirmation message written to standard output. The confirmation message provides
feedback to VPSX of the processing state of each event. Note: The external command is
not executed separately for each event and is expected to continue reading and processing
events from standard input until an EOF is received, indicating that VPSX wants the co-
process to terminate.

Sample External Command processor logic:

Initialize
Process command line arguments
While (read event from STDIN != EOF)
{
Parse event data
Process event information
Write confirmation to STDOUT
}

Terminate

The external command process is continually monitored by VPSX and any messages
writtento STDOUT or STDERR will berecorded inthe VPSX log. Inabusy VPSX server
it is possible that alarge number of events will be generated and it is essential that the
external event handler process each event as quickly as possible. If events are generated
faster than they are processed, a backlog will build up in the VPSX server. If the backlog
exceeds 2000 events, further notificationswill be discarded until the queue dropsbelow this
threshold. In addition, if the event handler takes more than 30 seconds to process asingle
event, it will be assumed it has stalled or islooping and will be terminated.
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Event Notification Records

Each event is passed to the external command processor as asimple text record terminated
with a newline sequence. The event record has the form:

<event-token> <event-number> <variable event data> <NL >
Where:
¢ <gvent-token> is a unique string which must be returned with the event confirmation.
* <event-number> isanumeric value that identifies the event type.
¢ <variable-event-date> Customizable event related data.
¢ <NL> Newline sequence 0x0A.

Theeventsare categorized as Job or Devicerelated events and the variabl e data passed with
each event type can be customized viaVPSX system configuration statements. For details
of external command configuration options, please refer to “XCMD System Parameters’
on page 3.26.

Event data encoding rules.

* Event data fields that can contain embedded spaces will be enclosed in double quotes
and embedded quotes will be repeated.

¢ Text vauesthat cannot contain embedded spaceswhich have no value will be replaced
by ahyphen ‘-,

Event Confirmation Records

After processing each event the command processor must respond with a confirmation
record written to STDOUT. The confirmation record has the form:

<event-token> <return-code> <NL >
Where:
¢ <event-token> is the token associated with the input event data.
* <return-code> Event processing return code.
* <NL> Newline sequence Ox0A.
Event processing return codes:
* 0 - Event data processed successfully.
¢ 1 - Error processing event, discard event data, and send next event.
e 2 - Temporary error processing event. Retain event data and retry after retry interval.

¢ All other return codes will be treated as fatal errors and external notification will be
disabled.
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External Events Types
Job Related Events

Event number Event name Description

1 JOB_CREATED Job created successfully.

2 JOB_PRINTING Job has started printing.

3 JOB_PRTERROR Printing stopped due to an error.

4 JOB_INTREQ Printing paused; intervention required.

5 JOB_CONVERROR Filter conversion processing failed.

6 JOB_CONVERRORHOLD |Filter conversion processing failed;
output held.

7 JOB_CONVERRORDEL Filter conversion processing failed,;
output deleted.

8 JOB_STOPOPER Printing stopped due to operator
command.

9 JOB_CANOPER Printing cancelled by operator.

10 JOB_CANPRTR Prin(;i ng cancelled from printer control
panel.

11 JOB_PRINTED Job printed successfully.

12 JOB_PRINTED_RET Job printed successfully and retained.

13 JOB_PURGED Job deleted without printing.

14 JOB_HELD Job held by operator command.

15 JOB_RELEASED Job released by operator command.

16 JOB_ROUTED Job routed to alternate printer by
operator command.

17 JOB_PRTDRAINED Job processing delayed as printer is
currently stopped.

18 JOB_DELETED Job expired from retained queue or
deleted after successful processing.

Device Related Events

Event number Event name Description

100 DEV_PRINTING Device started printing.

101 DEV_IDLE Printer idle.

102 DEV_EDRAINED Printer stopped due to error.

103 DEV_INTREQ Printer intervention required.

104 DEV_DRAINED Printer stopped by operator command.

105 DEV_READY Printer started by operator command.

106 DEV_WARNING Printer has reported warning condition.

107 DEV_OFFLINE Printer has gone offline due to an error
condition.

108 DEV_ONLINE Error condition hascleared and printer is
online and ready to process jobs.

109 DEV_RETRY Printer has been restarted after a

previoudy failed print request.
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Sample External Command Shell Script

Below is an example of avery simple shell script that can be executed as an external
command notification routine. Thisroutinewill simply writethe event notification datato
afile.

xcmd.sh

#!/bin/sh

rc_ok=0

while read token event number event_data

do
echo $event number $event data >> /tmp/event.dat
echo "$token $rc_ok"

done

echo "Terminating"

exit O

For details of external command configuration options, please refer to “XCMD System
Parameters’ on page 3.26.
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External Filter Support

The VPSX external filter support is a general purpose feature that enables an external
routine to be executed to interrogate or modify print data before delivery to its destination.
The execution of the filter routine occurs as part of the print delivery processand is
triggered by the data type of the input spoal file (i.e. PCL, PS, TEXT, etc.). Filtersare
commonly used to transform documents to a format suitable for the receiving device or to
enhance the document by adding additional formatting controls.

A filter isasimple command line routine that can be abinary executable or shell script. In
itsmost basic form afilter must accept an input file and generate an output file with aname
specified by VPSX. On successful execution, VPSX will deliver the output file to the
printer destination. Each printer can have up to nine separate filter commands that are
associated with specific spool file data types.

Defining a Filter

The Printer FNDTY PE configuration keyword defines the spool file data type(s) that will
be passed to a specific filter routine. The FILTERN keyword specifies the location of the
filter executable and the FNARGS keyword defines the arguments that will be passed to
thisroutine. (Note: The ‘n’ in the keyword names indicate the filter number 1-9.)

Example:

FIDTYPE = PCL

FILTERL = /ust/bin/cp
FIARGS = &infile&outfile

Please refer to page 3.46 for full details of the filter keywords.

The above printer configuration statementsinstruct VPSX to passall PCL documentsto the
/usr/bin/cp executable. Thefilter will be passed two argumentsthat contain the name of the
input spool file and the name of the output file to be created by thefilter routine. Thisvery
simple example usesthe UNIX cp command to copy the spool dataunchanged to the output
file. VPSX will then deliver the output file to the printer destination. (Note: Thefilter
output file will be deleted automatically by VPSX after processing.)

The filter arguments definition provides enormous flexibility in building the input
parametersto the filter routine and can consist of static values and VPSX symbolic
variables that will be resolved at execution time. All filters must accept the &infile and
&outfile arguments to indicate the input spool file name and the output file that must be
created on successful execution. If afilter completes with a zero return code and does not
create an output file thiswill be treated as an error.

(Please refer to the description of the FNARGS keyword on page 3.48 for a complete list
of symbolic variables.)

Note: Printersdefined using acommunication type of None (COMMTY PE=None) do not
need to create an output file as VPSX will perform no further processing on thisfile. If a
fileis created using the & outfile name it will be del eted.

The output file from afilter routine will be processed by VPSX as binary data and will be
sent unchanged to the destination device asit is assumed that the filter process has
performed any necessary formatting. This means that PCMD formatting controls will not
beinserted to control the presentation of the output but separator pageswill be generated if
requested.
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Filter Error Handling

VPSX will monitor the status of all filter routines and will write messages generated by the
filter processto the VPSX log. On successful execution, the filter routine must complete
with an exit code of zero. All none zero exit codes will be treated as an error.

The printer configuration keyword ERRACTN (Error action) defines the default action
that will be taken when afilter processfails. The default value for this keyword isHOLD
and instructs VPSX to hold the current file and continue processing the next file in the
printer queue. Please refer to page 3.47 for full details of the ERRACTN keyword.
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Filter Feedback Commands

VPSX supports severa filter feedback commands that can be used by the filter process to
communicate processing options and status back to VPSX. These commands are simple

text strings that can be written by the filter processto STDOUT or STDERR and will be

intercepted and processed by VPSX.

Filter feedback commands have the following syntax:
<IVPSX-command>value

Where:
Command - Identifies the VPSX feedback command.
Value - Specifies avalue associated with the feedback command.

Feedback commands must appear at the start of aline written to either STDOUT or
STDERR and the command value must be terminated with alinefeed character.

Feedback command Description

<IVPSX-Error> This feedback command returns a text description of the
error condition that has caused the filter to fail. This
description will be displayed in the VPSX user interface
when the filter exits with a non-zero exit code.

<IVPSX-ERRACTN> Specifiesthe error action that VPSX should useif thefilter
processfails.
Valid values:. HOLD, DELETE or EDRAIN
<IVPSX-RETRY> Indicates whether VPSX should process afailure asa

retryable condition.
Valid values: Yesor No

Default: No

<IVPSX-RETRYTIME> |Specifiestheretry interval in seconds that should be used
instead of the printer defined RETRY interval.

<IVPSX-PAGE> Indicates the current page being processed by the filter
routine. For COMMTY PE=None this value will be
displayed in the VPSX user interface to indicate the
progress of thefilter. Onfailurethisvaluewill be saved as
the last page processed (& LASTPAGE symbolic variable)
and could be used by subsequent executions of thefilter to
provide a checkpoint restart facility.
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Section 4
ServerX

LRS/ServerX System Configuration

The LRS/ServerX system configuration parameters are specified via a text configuration
filenormally called VSVSTART in the VSV X installation directory. The configuration
options can be changed manually using atext editor or can be updated online using one of
the following interfaces:

* Web interface.
e SOAP Application Programming Interface.

Most users will modify the LRS/ServerX configuration values using the Web interface,

therefore the descriptions of the system keywords have been organized based on the page
layouts. Each configuration option is described using the system keyword name that will
appear in the configuration file, and the Web page field as it appearsin the Web interface.

Syntax of System Configuration Files

* Comments may be included in configuration files by specifying an* in the first
character position.

* Only asingle keyword can be specified per line.
* All keywords must be followed by an equal (=) sign and a keyword value.
* White space around keywords isignored.

Selecting the Configuration File

The LRS/ServerX system configuration file is specified when the processis started viathe
-f argument.

Example:

lopt/Irsivsvx/vsvx -f /opt/Irsivsvx/vsvstart
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General Parameters

VPSX Print Server Freferences | Close | Help

Server Configuration
Feturn

General Directories

Update | Cancel

* - Indicates Restart Required for Field Change

System ID: =541 Administrator: * admin

Description: | Test%5Yx System
. GeneralParameters

Session Expire Interval: k0 minutes T ermination Recovery (RTM):

Security Type: =|FaAM (Externall ¥ | Snap Expire Interval: 15 hours

| Logging Parameters
Logging: System Logging:
Log Expiration: |48 hours Log Size: 2 b

I TCP/P Parameters
TCP/IP APl Port: =|GE0T TCPAP VP5X Port:  =|GR00

Web pagefield: System 1D
System keyword:  VSVSYSID

The VSV SY SID keyword defines a unique identifier for thisinstance of LRS/Serv-
erX. The server identifier is used when multiple LRS/ServerX processes are defined
to asingle LRS/NetX process. Users of the Web interface or the SOAP Application
Programming Interface will use this name to identify the target for their requests.

Valid Values: 1 to 8 aphanumeric characters without embedded spaces.
Default: VSV1
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Web pagefield: Description
System keyword:  SYSDESC

Specifies a short description of the LRS/ServerX process. This description will
appear in the Web interface server list display.

Valid Values: 1to 79 characters.
Default: None.

Web pagefield: Administrator
System keyword:  ADMINUSR

The ADMINUSR keyword identifies an initial administrative user 1D that will be cre-
ated during initialization of the security database. Thisuser ID will be granted all
privilegesto administer the LRS/ServerX and VPSX server configurations and will be
granted security administration authority. If you are using internal security this user
ID will be created with aninitial password of “password”. If you are using external
security then this user ID must match a user 1D that is defined to the external security

server.
Valid Values; 1-31 character user identifier.
Default: admin

Web pagefield: Session Expiration Interval
System keyword:  SESSEXPR

The Session Expiration Interval defines atime-out value for inactive users. User ses-
sionsthat areidle for the interval specified will be automatically logged off. Specify-
ing avalue of zero will disable session time-out processing.

Valid Values: 0-9999 minutes.
Default: 60 minutes.

Web pagefield: Termination Recovery
System keyword: RTM

This keyword controls whether LRS/ServerX should attempt to recover from severe
errors that generate hardware context signals that would normally terminate the pro-
cess(i.e. SIGSEGV, SIGBUS, etc.). LRS/ServerX isamulti-threaded server but SIG-
NALS only operate at the process level. If asignal is generated by any thread the
default operating system action will be to terminate the entire process. With recovery
termination enabled LRS/ServerX will capture the signal, take a diagnostic SNAP
dump and only terminate the currently active thread.

Note: If the terminating thread holds any locks at the time of error, these will not be
released as this could compromise the integrity of theinternal process data structures.
In this event it may be necessary to restart the LRS/ServerX process.

Valid Values: Yes/No
Default: Yes
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Web pagefield: Security type
System keyword:  SECURITY

The security keyword defines the security interface that will be used to authenticate
user |Ds and passwords during logon.
Supported security interfaces:

Internal - User IDsand passwordswill be authenticated against the internal security

database.

PAM - User IDs and passwords will be authenticated using the Pluggable
Authentication Modules interface to an external security server.

LAM - User IDs and passwords will be authenticated using the L oadable Authen-

tication Modules interface (AIX Only).

The PAM security interface is supported by most platforms and provides a standard
interface to arange of external security servers. Before attempting to use the PAM
interface, verify that the PAM interface library is available (libpam) and the PAM
interface has been configured. The PAM configuration can be found in /etc/pam.conf.

Example: pam.conf

#

# PAM configuration

#

# Aut henti cati on managenent

#

 ogin auth required /usr/lib/security/libpamunix.1

OTHER auth required /usr/lib/security/libpamunix.1
#
# Account managenent

#

 ogin account required lusr/lib/security/libpamunix.1
OTHER account required lusr/lib/security/libpamunix.1
#

# Sessi on managenent

#

l ogin session required lusr/lib/security/libpamunix.1
OTHER session required lusr/lib/security/libpamunix.1
#

# Password nanagenent

#

 ogin password required /usr/lib/security/libpamunix.1

OTHER password required /usr/lib/security/libpamunix.1

The PAM configuration file definesthe security interface modul esthat should be called
to authenticate user |Ds and passwords for the indicated service. The example above
contains definitions for two services (login and OTHER). Thelogin serviceisthe
normal UNIX login authentication and the OTHER service definition is a general
catch-all that processes authentication requests for al other services.

LRS/ServerX uses a PAM service name of LRS. In the example above, sincethereis
no explicit definition for the LRS service, the security module associated with the
OTHER service will be used.

Refer to the PAM documentation for your platform for full details on the configuration
options.
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Web pagefield: SNAP ExpirelInterval

System keyword:  SNAPEXPR
This keyword specifies the expiration period, in hours, for diagnostic SNAP dump
files. SNAP dumps are generated in the event of a severe error and contain system
diagnostic information that will help LRS determine the cause of the failure. SNAP
dumps are created in the directory identified by the SNAPDIR system keyword and

will be removed automatically when the specified expiration period has expired.
Specifying avalue of zero will disable automatic expiration of SNAP files.

Valid Values; 0 - 9999 hours.
Default: 48 hours.

Web pagefield: L ogging

System keywor d: LOG
This keyword specifies whether the LRS/ServerX process should write all messages
toaLRS/ServerX log file. Log fileswill be generated in the directory specified via

the LOGDIR system keyword and will be actively managed and removed from the
system when the log expiration period has expired.

Valid Values: Yes/No
Default: Yes

Web pagefield: System Logging
System keyword:  SYSLOG
This keyword specifies whether the LRS/ServerX process should write all messages
to the UNIX system log daemon.
Valid Values:  Yes/No
Default: No

Web pagefield: L OG Expiration

System keyword: LOGEXPR
This keyword specifies the expiration period, in hours, for log files. Log files are cre-
ated in the directory identified by the LOGDIR system keyword and will be removed

automatically when the specified expiration period has expired. Specifying avalue of
zero will disable automatic expiration of log files.

Valid Values: 0 - 9999 hours
Default: 48 hours

Web pagefield: LOG size
System keyword: LOGSIZE

This keyword specifies the maximum size of asinglelog file. When thelog size limit
isreached LRS/ServerX will close the current log file and start logging to a new file.
Valid Values:  1-999 MB

Default: 4 MB
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Web pagefield: TCP/IP API port
System keyword:  TCPPORTA

Thiskeyword specifies the local TCP/IP port that LRS/ServerX will open for inbound
API requests. The LRS/NetX server will communicate with LRS/ServerX viathis

port number.
Valid Values:  1- 65536
Default: 5601

Web pagefield: TCP/IP VPSX port

System keyword:  TCPPORTV
Thiskeyword specifies thelocal TCP/IP port that LRS/ServerX will open for inbound
VPSX monitor connections. VPSX servers will communicate with LRS/ServerX via
this port number. Note: The VPSX server definition keyword must explicitly specify

this port number unless the default port (5600) is being used
(i.e. SERVER1=host:8888).

Valid Values; 1- 65536
Default: 5600
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Runtime Directories

VPSX Print Server Freferences | Close | Help

Server Configuration

Return

General Directories

Update | Cancel
* - Indicates Restart Required for Field Change
System ID: = 541 Administrator: = admin

Description: | Test WS System

Directory Farameters

Server Root Directory: = |/nfs/mcifservengroot

Control Directory: = |cnt]
Log Directory: = |ag
Snap Directory: *|shap
Temp Directory: = fmp

Web pagefield: Server Root Directory

System keyword:  SERVROOT
This keyword specifies the root working directory for thisinstance of LRS/ServerX.
This keyword must specify afully qualified directory name and will be used as the
root for all subsequent directory definitions unless afully qualified directory nameis
specified.
Valid Values:  1-99 character directory name.
Default: lrslvsvx

ServerX @ 4.7



Web pagefield: Control directory

System keyword: CNTLDIR
This keyword specifies the directory that will be used as the output location for con-
trol information including the security and user profile database. Unlessafully quali-

fied directory name is specified, this directory will be created below the server root
directory defined viathe SERVROOT keyword.

Valid Values.  1-99 character directory name.
Default: cntl

Web pagefield: Log directory

System keyword: LOGDIR
This keyword specifies the directory that will be used as the output location for log
files generated by thisinstance of LRS/ServerX. Unlessafully qualified directory

nameis specified, thisdirectory will be created below the server root directory defined
viathe SERVROOT keyword.

Valid Values:  1-99 character directory name.
Default: log

Web pagefield: SNAP directory

System keyword:  SNAPDIR
This keyword specifies the directory that will be used as the output location for diag-
nostic SNAP files generated by thisinstance of LRS/ServerX. Unlessafully qualified

directory name is specified, this directory will be created below the server root direc-
tory defined viathe SERVROOT keyword.

Valid Values:  1-99 character directory name.
Default: snap

Web pagefield: Temp directory

System keyword: TEMPDIR
This keyword specifies the directory that will be used as the output location for tem-
porary files generated by thisinstance of LRS/ServerX. Unlessafully qualified direc-

tory name is specified, this directory will be created below the server root directory
defined viathe SERVROOT keyword.

Valid Values.  1-99 character directory name.
Default: temp
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Diagnostic Parameters

VPSX Print Server Freferences | Close | Help

Server Configuration
Feturn

General Directories

Update | Cancel

* - Indicates Restart Required for Field Change
System 1D: = 541 Administrator: *= admin

Description: | TestWEYx System

Memory: Log thread: o

File 1/O: Client Dispatcher thread: []
Communication: Expiration thread: [F]
Locking: YPS5X Monitor thread: o
Condition ¥Yariables:
Thread:

System:

E B E B B E B B

Compression:

Web:

] &

Data Base:

Disable Request Encryption: o

Disable Request Compression: o

PAM password change - send old password first: [ ]
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Web pagefield: Trace options
System keyword: TRACE

Thiskeyword specifies the tracing flags that control the level of trace information that
is generated by LRS/ServerX. The trace options are specified as 1-8 hex bytes and
each bit relates to a specific trace flag or tracing mask. The tracing flags control the
level of tracing required and the system mask bits limit the tracing options to specific
system threads.

Tracing flags:

00000001 - Memory.

00000002 - File 1/O.

00000004 - Communication.

00000008 - Lock and Mutex processing.
00000010 - Condition variables.
00000020 - POSIX thread functions.
00000040 - System level trace events.
00000080 - Compression.

00000100 - Web Services API.
00000200 - Database functions.

System Thread Masks:

00010000 - System log thread.
00020000 - Client threads.
00040000 - Expiration thread.
00080000 - VPSX monitor threads.

valid Values: 00000000 - FFFFFFFF
Default: 00000000

Web pagefield: User option flags
System keyword:  USEROPTS

The USEROPTS keyword specifies option flags to control specific LRS/ServerX pro-
cessing options.

User option flags:

0x00000001 - Disable request encryption. This option flag disables encryption
of requests passed between LRS/ServerX and the other product
components.

0x00000002 - Disable request compression. This option flag disables
compression of requests passed between LRS/ServerX and the
other product components.

0x00000004 - PAM password change - send old password first. Thisoption flag
indicates that, while processing aPAM change password request,
the PAM interface module should provide the old password first
before providing the new password.
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LRS/ServerX Security Administration

The LRS/ServerX process acts as a central directory of al printers and VPSX servers and
isa so responsiblefor controlling access to these resources. The LRS/ServerX process sits
between the end users and the VPSX print servers and controls al access to system
resources based on a user’ s security profile. Before accessing the system, all users must
authenticate with the LRS/ServerX process and establish a session.

The LRS/ServerX process provides three options for user authentication:

¢ |nternal user authentication.

* External user authentication using the PAM (Pluggable Authentication Modules)
interface.

» External user authentication using the LAM (L oadable Authentication Modules)
interface (AIX only).

The authentication method used is specified viathe SECURITY system configuration
keyword and will default to Internal if not specified.
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Authentication Using PAM

The PAM (Pluggable Authentication Modules) interface is supported by most UNIX
platforms and provides a single interface to a range of authentication services. The PAM
interface is configured via the /etc/pam.conf configuration file, which enables users to
define authentication services and one, or more, ‘pluggable’ authentication modules that
should be called to perform the authentication checks on behalf of the service. Pluggable
authenti cation modules are commonly available to authenti cate against the standard UNIX
user definitions, NIS, LDAP servers or Windows active directory. Using the PAM
interface, it is possible to implement a single sign-on for VPSX and other services.

To use the PAM interface you must first confirm that PAM has been installed and
configured on your system. To initialize the PAM interface LRS/ServerX requires access
to the PAM function library (libpam) and must also be executing with root authority.

The PAM interface provides the ability to define different authentication modules for

specific services. The P