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computerized key security system indi-
cating all transactions performed to 
determine whether any unusual table 
games drop and count key removals or 
key returns occurred. 

(iii) At least quarterly, review a sam-
ple of users that are assigned access to 
the table games drop and count keys to 
determine that their access to the as-
signed keys is adequate relative to 
their job position. 

(iv) All noted improper transactions 
or unusual occurrences are inves-
tigated with the results documented. 

(4) Quarterly, an inventory of all 
count room, table game drop box re-
lease, storage rack and contents keys 
is performed, and reconciled to records 
of keys made, issued, and destroyed. 
Investigations are performed for all 
keys unaccounted for, with the inves-
tigations being documented. 

(v) Emergency drop procedures. Emer-
gency drop procedures shall be devel-
oped by the Tribal gaming regulatory 
authority, or the gaming operation as 
approved by the Tribal gaming regu-
latory authority. 

(w) Equipment standards for gaming 
machine count. (1) A weigh scale cali-
bration module shall be secured so as 
to prevent unauthorized access (e.g., 
prenumbered seal, lock and key, etc.). 

(2) A person independent of the cage, 
vault, gaming machine, and count 
team functions shall be required to be 
present whenever the calibration mod-
ule is accessed. Such access shall be 
documented and maintained. 

(3) If a weigh scale interface is used, 
it shall be adequately restricted so as 
to prevent unauthorized access (pass-
words, keys, etc.). 

(4) If the weigh scale has a zero ad-
justment mechanism, it shall be phys-
ically limited to minor adjustments 
(e.g., weight of a bucket) or physically 
situated such that any unnecessary ad-
justments to it during the weigh proc-
ess would be observed by other count 
team members. 

(5) The weigh scale and weigh scale 
interface (if applicable) shall be tested 
by a person or persons independent of 
the cage, vault, and gaming machine 
departments and count team at least 
quarterly. At least annually, this test 
shall be performed by internal audit in 
accordance with the internal audit 

standards. The result of these tests 
shall be documented and signed by the 
person or persons performing the test. 

(6) Prior to the gaming machine 
count, at least two employees shall 
verify the accuracy of the weigh scale 
with varying weights or with varying 
amounts of previously counted coin for 
each denomination to ensure the scale 
is properly calibrated (varying weights/ 
coin from drop to drop is acceptable). 

(7) If a mechanical coin counter is 
used (instead of a weigh scale), the 
Tribal gaming regulatory authority, or 
the gaming operation as approved by 
the Tribal gaming regulatory author-
ity, shall establish and the gaming op-
eration shall comply with procedures 
that are equivalent to those described 
in paragraphs (u)(4), (u)(5), and (u)(6) of 
this section. 

(8) If a coin meter count machine is 
used, the count team member shall 
record the machine number denomina-
tion and number of coins in ink on a 
source document, unless the meter ma-
chine automatically records such infor-
mation. 

(i) A count team member shall test 
the coin meter count machine before 
the actual count to ascertain if the me-
tering device is functioning properly 
with a predetermined number of coins 
for each denomination. 

(ii) [Reserved] 

[67 FR 43400, June 27, 2002, as amended at 70 
FR 23024, May 4, 2005; 70 FR 47107, Aug. 12, 
2005] 

§ 542.32 What are the minimum inter-
nal control standards for internal 
audit for Tier B gaming operations? 

(a) Internal audit personnel. (1) For 
Tier B gaming operations, a separate 
internal audit department must be 
maintained. Alternatively, designating 
personnel (who are independent with 
respect to the departments/procedures 
being examined) to perform internal 
audit work satisfies the requirements 
of this paragraph. 

(2) The internal audit personnel shall 
report directly to the Tribe, Tribal 
gaming regulatory authority, audit 
committee, or other entity designated 
by the Tribe in accordance with the 
definition of internal audit in § 542.2. 

(b) Audits. (1) Internal audit per-
sonnel shall perform audits of all major 
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gaming areas of the gaming operation. 
The following shall be reviewed at 
least annually: 

(i) Bingo, including but not limited 
to, bingo card control, payout proce-
dures, and cash reconciliation process; 

(ii) Pull tabs, including but not lim-
ited to, statistical records, winner 
verification, perpetual inventory, and 
accountability of sales versus inven-
tory; 

(iii) Card games, including but not 
limited to, card games operation, cash 
exchange procedures, shill trans-
actions, and count procedures; 

(iv) Keno, including but not limited 
to, game write and payout procedures, 
sensitive key location and control, and 
a review of keno auditing procedures; 

(v) Pari-mutual wagering, including 
write and payout procedures, and pari- 
mutual auditing procedures; 

(vi) Table games, including but not 
limited to, fill and credit procedures, 
pit credit play procedures, rim credit 
procedures, soft drop/count procedures 
and the subsequent transfer of funds, 
unannounced testing of count room 
currency counters and/or currency 
interface, location and control over 
sensitive keys, the tracing of source 
documents to summarized documenta-
tion and accounting records, and rec-
onciliation to restricted copies; 

(vii) Gaming machines, including but 
not limited to, jackpot payout and 
gaming machine fill procedures, gam-
ing machine drop/count and bill accep-
tor drop/count and subsequent transfer 
of funds, unannounced testing of weigh 
scale and weigh scale interface, unan-
nounced testing of count room cur-
rency counters and/or currency inter-
face, gaming machine drop cabinet ac-
cess, tracing of source documents to 
summarized documentation and ac-
counting records, reconciliation to re-
stricted copies, location and control 
over sensitive keys, compliance with 
EPROM duplication procedures, and 
compliance with MICS procedures for 
gaming machines that accept currency 
or coin(s) and issue cash-out tickets or 
gaming machines that do not accept 
currency or coin(s) and do not return 
currency or coin(s); 

(viii) Cage and credit procedures in-
cluding all cage, credit, and collection 
procedures, and the reconciliation of 

trial balances to physical instruments 
on a sample basis. Cage accountability 
shall be reconciled to the general ledg-
er; 

(ix) Information technology func-
tions, including review for compliance 
with information technology stand-
ards; 

(x) Complimentary service or item, 
including but not limited to, proce-
dures whereby complimentary service 
items are issued, authorized, and re-
deemed; and 

(xi) Any other internal audits as re-
quired by the Tribe, Tribal gaming reg-
ulatory authority, audit committee, or 
other entity designated by the Tribe. 

(2) In addition to the observation and 
examinations performed under para-
graph (b)(1) of this section, follow-up 
observations and examinations shall be 
performed to verify that corrective ac-
tion has been taken regarding all in-
stances of noncompliance cited by in-
ternal audit, the independent account-
ant, and/or the Commission. The 
verification shall be performed within 
six (6) months following the date of no-
tification. 

(3) Whenever possible, internal audit 
observations shall be performed on an 
unannounced basis (i.e., without the 
employees being forewarned that their 
activities will be observed). Addition-
ally, if the independent accountant 
also performs the internal audit func-
tion, the accountant shall perform sep-
arate observations of the table games/ 
gaming machine drops and counts to 
satisfy the internal audit observation 
requirements and independent account-
ant tests of controls as required by the 
American Institute of Certified Public 
Accountants guide. 

(c) Documentation. (1) Documentation 
(e.g., checklists, programs, reports, 
etc.) shall be prepared to evidence all 
internal audit work performed as it re-
lates to the requirements in this sec-
tion, including all instances of non-
compliance. 

(2) The internal audit department 
shall operate with audit programs, 
which, at a minimum, address the 
MICS. Additionally, the department 
shall properly document the work per-
formed, the conclusions reached, and 

VerDate Aug<31>2005 08:39 Apr 28, 2008 Jkt 214082 PO 00000 Frm 00998 Fmt 8010 Sfmt 8010 Y:\SGML\214082.XXX 214082rf
re

de
ric

k 
on

 P
R

O
D

1P
C

67
 w

ith
 C

F
R



989 

National Indian Gaming Commission, Interior § 542.33 

the resolution of all exceptions. Insti-
tute of Internal Auditors standards are 
recommended but not required. 

(d) Reports. (1) Reports documenting 
audits performed shall be maintained 
and made available to the Commission 
upon request. 

(2) Such audit reports shall include 
the following information: 

(i) Audit objectives; 
(ii) Audit procedures and scope; 
(iii) Findings and conclusions; 
(iv) Recommendations, if applicable; 

and 
(v) Management’s response. 
(e) Material exceptions. All material 

exceptions resulting from internal 
audit work shall be investigated and 
resolved with the results of such being 
documented and retained for five years. 

(f) Role of management. (1) Internal 
audit findings shall be reported to 
management. 

(2) Management shall be required to 
respond to internal audit findings stat-
ing corrective measures to be taken to 
avoid recurrence of the audit excep-
tion. 

(3) Such management responses shall 
be included in the internal audit report 
that will be delivered to management, 
the Tribe, Tribal gaming regulatory 
authority, audit committee, or other 
entity designated by the Tribe. 

(g) Internal Audit Guidelines. In con-
nection with the internal audit testing 
pursuant to paragraph (b)(1) of this sec-
tion, the Commission shall develop rec-
ommended Internal Audit Guidelines, 
which shall be available upon request. 

[67 FR 43400, June 27, 2002, as amended at 70 
FR 47107, Aug. 12, 2005] 

§ 542.33 What are the minimum inter-
nal control standards for surveil-
lance for Tier B gaming operations? 

(a) The surveillance system shall be 
maintained and operated from a staffed 
surveillance room and shall provide 
surveillance over gaming areas. 

(b) The entrance to the surveillance 
room shall be located so that it is not 
readily accessible by either gaming op-
eration employees who work primarily 
on the casino floor, or the general pub-
lic. 

(c) Access to the surveillance room 
shall be limited to surveillance per-
sonnel, designated employees, and 

other persons authorized in accordance 
with the surveillance department pol-
icy. Such policy shall be approved by 
the Tribal gaming regulatory author-
ity. The surveillance department shall 
maintain a sign-in log of other author-
ized persons entering the surveillance 
room. 

(d) Surveillance room equipment 
shall have total override capability 
over all other satellite surveillance 
equipment located outside the surveil-
lance room. 

(e) The surveillance system shall in-
clude date and time generators that 
possess the capability to display the 
date and time of recorded events on 
video and/or digital recordings. The 
displayed date and time shall not sig-
nificantly obstruct the recorded view. 

(f) The surveillance department shall 
strive to ensure staff is trained in the 
use of the equipment, knowledge of the 
games, and house rules. 

(g) Each camera required by the 
standards in this section shall be in-
stalled in a manner that will prevent it 
from being readily obstructed, tam-
pered with, or disabled by customers or 
employees. 

(h) Each camera required by the 
standards in this section shall possess 
the capability of having its picture dis-
played on a monitor and recorded. The 
surveillance system shall include suffi-
cient numbers of monitors and record-
ers to simultaneously display and 
record multiple gaming and count 
room activities, and record the views of 
all dedicated cameras and motion acti-
vated dedicated cameras. 

(i) Reasonable effort shall be made to 
repair each malfunction of surveillance 
system equipment required by the 
standards in this section within sev-
enty-two (72) hours after the malfunc-
tion is discovered. The Tribal gaming 
regulatory authority shall be notified 
of any camera(s) that has malfunc-
tioned for more than twenty-four (24) 
hours. 

(1) In the event of a dedicated camera 
malfunction, the gaming operation 
and/or surveillance department shall 
immediately provide alternative cam-
era coverage or other security meas-
ures, such as additional supervisory or 
security personnel, to protect the sub-
ject activity. 
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