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Enhanced Tabletop Exercise, Intentional Contamination, 

Public Health Notification Scenario

Scenario #1

Background:  It is summer.  The Zenith City baseball team’s record is 30-21, and the City has just emerged from a summer heat wave.  The National Threat Advisory Level is yellow, indicating a significant risk of terrorist attacks.  Three months ago, WaterISAC reported that the FBI had received unconfirmed intelligence reports that terrorists were considering contaminating a major city’s water supply.  For most Americans, it is just another summer.

The Event:  On July 14th, at 10:30 AM, three men (clad in work clothes) in a white cargo van park behind the Deluxe apartment building at 22 Boulder Road in The Village.  They unload several cardboard boxes.  They enter the building from the rear entrance, and use the service elevator to reach the 3rd floor.  Once there, they take the cardboard boxes and enter apartment 3G, which has been rented by a student for the summer.  Once inside, the men unpack the boxes containing chemical feed pumps and hoses.  Their goal is to contaminate the Village borough’s water distribution system with Shigella bacteria mixed in water with a chlorine suppressant.  After confirming that their system is successfully delivering the contaminant to the distribution system, the three men exit the apartment, take the service elevator back down to the ground floor, and drive away in the van.

On July 15th, the neighbor in apartment 3H calls building management to complain of constant running water from the apartment next door.  An answering machine picks up and the neighbor leaves a message.  The next day, after receiving no reply from building management, the neighbor calls the Zenith City Police to complain of the running water.  The police advise the neighbor to call building management again.  On July 17th, the neighbor leaves for summer vacation.  The water is still running.

The Results:  On July 18th, St. Michael’s Hospital notes a rise in emergency room (ER) visits.  Many patients have watery or bloody diarrhea, abdominal pain, fever, and general malaise.  ER staff note that most patients are from The Village borough.  On July 19th the Zenith City Police receive a written threat that tells them “You cannot control the oppressed”, and that they should “Go and see apartment 3G” in the Deluxe apartment building on Boulder Road.

