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Summary of Topics:

Increasing societal dependence on large-scale, distributed information systems amplifies the
consequences of intrusions and compromises.  It is vital that these critical systems survive to
provide essential functions even when operating under adverse circumstances. The objective of
this tutorial is to describe practical techniques for survivability analysis and design that attendees
can apply in their own environments.  In particular, the tutorial introduces the Survivable
Network Analysis (SNA) method developed by the SEI’s CERT/CC, as a means to assess and
improve survivability and security characteristics of planned or existing information systems.
The SNA method introduces concepts of mission survivability, essential services, intrusion
scenarios, intrusion resistance, recognition and recovery (the three R’s), and Survivability Maps.
The tutorial will present a case study of survivability analysis, and will discuss survivability
research activities.
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