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Background — COM

Microsoft COM (Component Object Model) is a
Windows technology that allows for communication
between software components.

« Most Windows applications are built with COM objects
as components.

« COM is present in Windows 95 and newer and Windows
NT and newer.

CERT ‘ =_-_;= Software Engineering Institute | Carnegie Mellon 3



Background — ActiveX

Beginning with Internet Explorer 3, COM objects
could be used in web pages.

« COM objects, referred to as ActiveX controls, could
provide additional functionality to web pages.

« ActiveX controls are native code, as opposed to
interpreted scripting languages, such as JavaScript and
VBScript.
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ActiveX and Internet Explorer

Through use of the <OBJECT> HTML tag, Internet
Explorer can utilize COM objects that reside on a
Windows sytem.

<HTML>

<OBJECT ID="WMP1ayer"
CLASSID="CLSID:6BF52A52-394A-11D3-B153-00C04f79FAAG" >
</OBJECT>

</HTML>
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Attacking ActiveX with Internet Explorer
COM objects give Internet Explorer a large attack
surface.
« Microsoft Windows XP comes with over 2500 COM
objects pre-installed.

— As more software is installed on a Windows computer, the
number of installed COM objects will increase.

« Any COM object can by default be instantiated by any
web page on the internet.

« A flaw in any single COM object may be exploitable,
using Internet Explorer as an attack vector.

 Scripting technologies, such as JavaScript or VBScript

give an attacker a better chance of exploiting flaws in
COM objects.
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How To Discover Vulnerable Controls?

The Dranzer tool provides fast, automated fuzz
testing of COM objects:

« Load Faults

« Properties and Methods
« Parameter Initialization
« Dangerous Methods

e+ Dranzer Prompt

Uzage: Dranzer.exe <optionsl
Options:
—0o Youtputfilel — Output Filename
—i {inputfile’> — Use input file CLSID list
—d <notestfilel — Use don't test CLSID List
—q — Generate haze COM list
-k — Generate Kill Bit COM list
-1 — Generate Interface Listings
-hb — Load In Brouwser (IE>
i — Test Interfaces Propertiez and Methods

- — Test PARAMS {PropertyBag)> in Internet Explorer
-5 — Test PARAMS <Binary Scan> in Internet Explorer

C:s»Program FilessDranzersDranzer-Releaser>
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Load Faults

COM objects that cause Internet Explorer to crash
merely upon referencing the object.

Example:
Vulnerability Note VU#89824 1

Microsoft BInMgr Proxy (binmgrps.dil) COM object
fails to implement required methods
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Properties and Methods

COM obijects that crash when passed “unexpected”
values to methods or properties.

Example:
Vulnerability Note VU#649289

Retro64 / Miniclip CR64Loader ActiveX control buffer
overflow
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Parameter Initialization

COM objects that crash when passed unexpected
values to initialization parameters.

Example:
Vulnerability Note VU#225217

Sky Software FileView ActiveX control buffer overflow
vulnerability
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Dangerous Methods

COM objects that expose methods that are inherently
dangerous, but fail to restrict access by 3rd parties.
(Repurposing)

Example:
Vulnerability Note VU#221/700

Acer LunchApp ActiveX Control fails to properly
restrict access to methods
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Dranzer vs. Other ActiveX Fuzzers

Time to test object
Exceptions found

Vulnerability classes covered:

Class |

Class Il (methods)
Class Il (params)

Class Ill
Output

User interaction required

Test multiple objects
Test sequences
Crash details reported

Dranzer axfuzz
1 sec. 4 sec.

3 2

yes no

yes yes
yes no

yes no

text text
none medium
yes yes
yes yes
yes no
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COMRaider
140 sec.
3

no
yes

no

no
database
high

no

no

yes

AxMan
660 sec.
’

no

yes

no

no

none
very high
yes

yes

no
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Example Dranzer Output

Ak A A A R A AR A AR A AR AR A A A A AR A A A A A A A A A AR A A A A A A A A A A A A A A AR A A A A A A A A A A A A A A A A A A A A A A A A A Ak Ak hh k%

{288C5F13-7E52-4ADA-A32E-F5BF9D125F99}-CR64Loader Object
ERROR - Access violation (0xc0000005)

iR R b b b b b b b b b A b b b A b b A b b b b b b b b b S b b d b b b b b b i b b A b b I i b b b b b b b b b b b 4 b b b b b b b b b i b b b b b b i b g 4

Ak A A A R A AR A AR A AR AR A A A A AR A A A A A A A A A AR A A A A A A A A A A A A KA A AR A A A A A A AR A A AR A A A A A A A A A A A A A Aok hh k%

Testing COM Object - {288C5F13-7E52-4ADA-A32E-F5BFI9D125F99} CR64Loader Object

iR R b b b b b b A b b A b b b d b b A b b b b b b b b b b b b d b b b b b b b b b A b b I i b b b b b A b b A b b b b b i b b i b b i b b b b b b b g 4

COM Object Filename : C:\miniclipGameLoader.dl1l

Major Version 1

Minor Version 0

Build Number 0

Revision Number 1

Product Version : 1.0.0.1

Product Name il 1000 =Proeimet menss
Company Name : TODO: <Company name>
Legal Copyright : TODO: (c) <Company name>. All rights reserved.
Comments : not found

File Description : TODO: <File description>
File Version : 1.0.0.1

Internal Name : retro64_loader.dll

Legal Trademarks : not found

Private Build : not found

Special Build : not found

Language : not found

Ak A A A R A AR A A A A AR A A A A AR A A A A A A A A A A A A A A A A A A A A A KA A A A AR A A A A A A AR A A A A A A A A A A A A A A A A A Ak hk k%
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Example Dranzer Output (cont.)

KA AR A AR A A AR A A A A A A A AR A AR A A A A AR A AR A AR A I AA A A A I A A I A A I A A I A A A AR I AR A AR A AR A AR A AR A AR A A KKK

Invoking Property Get
Ak Ak kA hkkhhkrkhkkhkAhkkhkhkrhk kA rkhk rxkxk*x*%

* Kk Access Violation i
kA hkhkhhkhkhhkhkdrkhkrkhkhhkhkhkhkhhkhkhkxkhkxk*xk*
Invoked - VariantClear 1
Access violation at 0x77124874

KAk AIA AR AA I AR I AR KA XA AR A A XA A XAk

Invoking Property Put
khkAk Ak kA hkAhhkrkkhkhkAhkkhhkrhkhkhrkhk,rxkxk*x*%

x A K Access Violation x A K
R R I I A b b b b b db S I 2 b b b b Ih Sh S 2 b b b b (b 4
Invoked Property Put

Access violation at 0x008E134E
kA Ak kK khkhkhkrkhkrkhkhhkhkhkhkhkhkhkhxkhkxk*xk*x

KAk AIAA I AR I AR KA XK AR A AR A A XA A KKK

* Kk Access Violation * Kk
XN hkhkhkhkhkkhkhkhkhkhkhkhkhkhhkkhkkhkkhkkkkkxkx

Access viiolatbion ab 0x008E8749
KA KK A KA A KR AR AKA A A A AR A KA A KR KK,k h K

— IR64Loader::BSTR filename ()

:Bad read on OxXFFFFFFFF

— IR64Loader::void filename ([in] BSTR<K"XXXX..... {10240} ">)

— IR64lLoader::void filename([in] BSTR<"XXXX..... {10240} ">)
:Bad write on 0x008FEOQ0O

:Bad read on 0x78787880

AR KR A AR A A AR AR A AR A A A A A A A A A A A A AR A A AR A A A A A A A A A A A AR A A A AR A A AR A AR A AR A A A A AR A AR A AR ARk kKK

Number of COM Objects

Number of COM Objects With Kill Bit
Number of COM Objects Without Kill Bit
Number of COM Objects Not Script Safe

Number of COM Objects Failed Test
Number of COM Objects Hung During Test

0
1
0
Number of COM Objects Passed Test 0
1
0
0

Number of COM Objects with No Type Info

Number of COM Objects Misc Errors 0
R R b I b S I S b I 2 dh b b 2h b b 2 SR b b 2R b b 2 Sh b b SR b b 2 Sh S b 2R Sh b 2 SR b b 2 b b 2 2R b b 2R b b 2 Sh b b 2R Sh b 2 Sh Sb I 2 ah b 2 Sh Ib I 2h Sh b b 2h S 4
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Vulnerability Verification

‘2 http:/fxcat.mallab.cert.orgltools/activex/ - Microsoft Internet Explorer

B[(=]e3

X|
'l;r

File Edit ‘iew Favorites Tools Help

@Back - & |£| |EL| ;\] /'__‘,' Search {:(‘ Favarites @)‘. =L k,& 'ii

Address |:Ej http: ffxcat. mallab, cert. argftoalsfactivesx) VI Go Lirks >
Spray Heap | @ Tiny O Small OMed OBig O Huge slide char: 0290 fx 02 - 8x89

Enter COM object ClassID: [Imtialize with parameter?
i{ZBBCEH3-7E52-4ADA—A32E-F5EIF9D125F99} |
[ Create Object l

I‘.-Ie-thml:imename |

| -
Parameter(s): | Change number of parameters: ot
ihigstring |
(Character:UX!UE | Size;iml?dD )
property put

L property get
& TawaZenpt O VBsoript

Explott template Edlbat generator

=pray size: 150, shde: 90

The object {288C5F13-TES2-4ADA-ASPE-FSEFSD125F 29}

| £

@ Dane

ﬂ Inkernet
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Sources of ActiveX Controls

« Installed with Windows applications
— Requires user interaction
 Installed by a web page in |IE
— Automatable

A Apple - Trailers - Zombie Strippers - Trailer - Microsoft Internet Explorer |Z||E|E|

File Edit ‘iew Favoribes Tools  Help -"f
o — i - im |
- ] .I - o il [ L - 'Js
Qe - @  [¥] [B] G P Jrrovries &) (2- 2 3
. ) ; - d . L - >
Address |:§| hitbp: § i, apple.comytrailers)sony _pictures/zombiestrippers b ailer) V| G0 Links
@ This site might require the following Activer control: 'QuickTime' from ‘apple Inc.', Click here to inskall, ., »

1T

P

(£

&
@ Daone ® Internct
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Finding Downloadable ActiveX Controls

HijackThis

F: Trend Micro HijackThis - v2.0.2

Below are the results of the HijackThis scan. Be careful what wou delete with the 'Fix
checked' button. Scan resulks do not determine whether an item is bad or nok. The
best thing ko do is to "&nakvzeThis' and show the log File to knowledgeable Folks,

RO - HECUY SofbwareiMicrosoftiInkernet ExploreriiMain, Start Page = http:ffxcat.mallab, cert.org)

24 - HELMY, \Run: [WRware Tools] Ci\Program Files\YrMwarelvMware Tools\YrmareTray exe

4 - HELMY, \Run: [WRware User Process] CiiProgram Files\YMwaretMware Tools\YMimarelser, exe

- HELMY, \Run: [QuickTime Task] “C\Program Files\ QuickTimegttask, exe” -atboottime

2 - HECLU, \Rune [MErSES] "2 Program Files\Messengerimsmsgs. exe” /background

29 - Extra button: Messenger - {FBSF1910-F110-11d2-BEIE-00CO4F7O56583} - Ci\Program Files\Messengermsmsgs. exe

29 - Extra 'Tools' menuitern: WWindows Messenger - {FBESF1910-F110-11d2-BE9E-00C04F 7956583} - Ci\Program Files\Messengerimsmsgs
1016 - DPF: {6414512B-B975-4510-A005-FCFDF: ML ebContral Class) - http:ffupdate. microsoft . comfmicrosoftupdate vy
016 - DPF: {EE320704-7660-4EER-S7C- DCIFAQIDEFCS} {MUWeanntrnl Class) - http:ffupdate. microsoft, comfmicrosoftupdate fwa)We
Q23 - Service: WMware Tools Service (WMTools) - Yhware, Inc. - CriProgram Files)yrwarel iware Tools\YMwareService . exe

Scan & fix stuff Other stuff

AnalyzeThis |
Scan Fix checked

Info... Config...

Upload ko TrendSecure

Info on selected item. ..

Add checked to ignorelisk

[Main Menu |
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Automation

Manual
List Yes
ActiveX g Already Dranzer
Controls - Tested?
Spider
R Lotus
Database i Notes
HijackThis
Reports
|
Reports
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Automation Results

SFS or SFI |Percent
Total 3097 100.00%
Passed 1779 57.44%
Hung 613 19.79%
Crashed 705 22.76%
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Automation Results

705

Test Results For Only Controls SFS or SFI

1779

O Passed
m Hung
O Crashed
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Automation Demonstration

(Videos)
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Live Dranzer Demo
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Questions?

Email: cert@cert.org

Phone: +1 412 268 7090 (24 hour hotline)
Fax: +1 412 268 6989

Postal address:

CERT

Software Engineering Institute
Carnegie Mellon University
Pittsburgh, PA 15213-3890
U.S.A.
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