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1.0 Security for Widely Distributed Systems - Ov
Widely distributed systems and collaborative environments that involve

♦ multi-user instruments at national facilities

♦ widely distributed supercomputers and large-scale storage systems

♦ data sharing in restricted collaborations

♦ network-based multimedia collaboration channels

give rise to a range of requirement for distributed access control.

In all of these scenarios, the resource (data, instrument, computational and storage cap
stakeholders (typically the intellectual principals and policy makers), and each stakeholder will i
the use-conditions must be met simultaneously in order to satisfy the requirements for access. T

Further, it is common that scientific collaboration tends to be diffuse, with the principals and st
and multi-organizational. Therefore the access control mechanism must accommodate these ci

♦ distributed management of policy-based access control for all resources

♦ security (authentication, information integrity, confidentiality, etc.)

♦ mechanisms supporting the internal integrity of distributed systems

We also anticipate that the resulting infrastructure will support automated brokering and other p

Goals

The goal for security in such distributed environments is to reflect, in a computing and comm
general principles that have been established in society for policy-based resource access contro

Each responsible entity -- principals and stakeholders -- should be able to make their assertio
statement) without reference to a mediator, and especially without reference to a centralized me
act on their behalf. The mechanism must be dynamic and easily used while maintaining
computer-based security systems achieve the decentralization and utility needed for the scalab

The computer systems based resource access control mechanisms should be able to colle
unambiguous access decision without requiring entity-specific or resource-specific local, sta
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nd attribute certificates. These digitally signed
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echanisms for distributing and verifying the

urce access control mechanisms that use the

ent of access control to limited, valuable, or
ters, sensitive but unclassified databases (e.g.
 5

[Global.Capability.Web.Dig.Lib.VG.16.fm - October 16, 1997]

Imaging and Distributed Computing Group,
Information and Computing Sciences Division

centrally administered. (This does not imply that such specific configuration is precluded, only th
(Figure 2) should also be based on, and evolve with, the emerging, commercially supplied, publ

Expected Benefits

For security to be successful in distributed environments -- providing both protection and policy
have no more nor less involvement than they do in the currently established procedure that ope
is, those who have the authority to set access conditions or use-conditions by, e.g., holographica
will digitally sign functionally equivalent statements in a distributed computing based environm
automatic, and the functions of checking credentials, auditing, etc. are performed by appropriate

The expected advantages of computer-based systems are in maintaining access control policy,
temporal and spatial factors (e.g. time zone differences and geographic separation), togethe
credential checking and auditing. 

The intended outcome is that the scientific community will more easily share expensive resourc

A further expected benefit is that this sort of a security infrastructure should provide the bas
precede the construction of dynamically, and just-in-time configured systems to support, 
computing, communication, or storage requirements.

Authorization Based Distributed Security

An approach that addresses the general goals noted above can be based on authorization a
documents have the characteristic that they assert document validity without physical prese
holographically signed documents. The result is that the digitally signed documents that provide
attribute authorities, etc., may be generated, represented, used, and verified independent of tim

Other parts of the approach are implemented through the use of “authorities” that provide deleg
digitally signed documents: identity authorities connect human entities to digital signatures, sta
attribute authorities attest to user characteristics, etc. Additional components include reliable m
digitally signed documents, mechanisms that match use-conditions and attributes, and reso
resulting credentials to enforce policy for the specific resource.

Architecture for Distributed Management of Fine-grained Access Control

A prototype implementation (see [/1/]) that is addressing the problem of distributed managem
large-scale resources / data / objects -- e.g. large scientific instruments, distributed supercompu
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Internet vulnerability and incident databases) is providing some experience with decentralized
prototype include:

1) Fully distributed resource management and access: In our target environment, the resource u
are remote from the protected resource -- the norm in, among others, large-scale scientific instr

2) Multiple stakeholders: All significant resources have many stakeholders, all of whom wil
use-conditions are specified in the environment of the stakeholder and then provided to the reso

3) Attribute-based access policy: Users are permitted access to resources based on their at
use-conditions. These attributes are attested to by trusted third parties.

4) Validation of the right-of-access is typically used to establish the security context for an un
between Web browser and servers, see /3/) and GSS (secure messaging between components

The prototype provides for objects / data / resource owners and other stakeholders to be able t
resource, for legitimate users (those that satisfy the use-conditions of the resource stakeholde
un-authorized users to be strongly denied access. The architecture is illustrated in the figure be

In addition to the technology issues of integrity and management of the security system and as
is as much (or more) a deployment and user-ergonomics issue. That is, the problem is as m
security into the end-user (e.g. scientific) environment so that it will be used, trusted to p
administered, and genuinely useful in the sense of “providing distributed enterprise capabilitie
supports distributed organizations and operation), as it is trying to address the more traditional s

While the security architecture provides the basic technology, in order to accomplish a useful se
a way that the resources are protected as intended by the principals. This involves understandi
model, and developing a policy model that will support the intended access control. These 
specifies how the elements of the security architecture and infrastructure will implement the poli

The current implementation of this architecture (see /5/) provides a policy engine that:
• implements both flat and hierarchical, multiple use-condition policy models
• uses X.509 identity certificates, and ad-hoc attribute and use-condition certificates obtaine
• provides a policy evaluation service to the Apache Web server and an implementation of S
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/1/ “A Use-Condition Centered Approach to Authenticated Global Capabilities: Security Architec
Collaboratory Environments”, William Johnston and Case Larsen, January 1997. Available at: 
http://www-itg.lbl.gov/security/publications.html

/2/ “A Public Key Infrastructure for DOE Security Research” Findings from U. S. Department of E
Programs Computing-related Security Research Requirements - Workshop-II Dec 11-13, 1996,
http://www-itg.lbl.gov/security 

/3/ “The SSL Protocol” http://live.netscape.com/newsref/std/SSL.html

/4/ “Generic Security Service Application Program Interface”, John Linn, Sep 1993. Available at 
see more recent and related drafts at the IETF Common Authentication Technology home page
(http://www.ietf.cnri.reston.va.us/html.charters/cat-charter.html) and at http://www.ietf.cnri.reston

/5/ See http://www-itg.lbl.gov/security
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The overall security approach is illustrated by its
hierarchically structured, Web-based object repo
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2.0 The WALDO3 Digital Library Environment

2.1) WALDO -- the Wide Area, Large-Data-Obje
digital library / repository component (“DL”) th
store and manage federated objects, and wh
offered to multiple geographically dispersed g

2.1.1) The resources are general Web-based
collections thereof)

2.1.2) Access is to be controlled on a per-obje

2.1.3) Both public and restricted information w

2.1.4) The membership of access groups is a
across organizational boundaries

3.  See “Real-Time Digital Libraries based on Widely Distributed, High Performance Management of Large-Data-O
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Figure 4. WALDO Digita

root
private collections
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2.2) There are multiple stakeholders:

2.2.1) - policy makers establish high-level acce
- resource owners / principals establish c
requirements

2.2.2) Webmasters allocate server resources (

2.2.3) DL data owners create objects by depos
maintaining metadata in collections define

2.2.4) DL curators manage object collections a
use-conditions for those collections

- curators may delegate read/write/creat
functions
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2.3) The Web server is assumed to be a secure 
(The access control mechanism does not protect agains
intrusion, though confidentiality in the face of such attack i
owners can encrypt data prior to storing in the DL and dis
keys independently of the DL.)

2.4) The Webmaster is a trusted third-party who 
ownership of resources (binds resources and
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3.0The Digital Library Information Model  

To summarize, the information model consists o

3.1) hierarchically organized object collections m
curators     

3.2) the object definitions are a mix of typed dat
metadata, and URLs referencing local and re
data sets and servers

3.3) the objects components are accessed only 
definitions, i.e. access control is applied to ob
(this is not true in the general WALDO environment)
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4.0 The Digital Library Policy Model

A policy model is built on a general security mode
support the access policies needed in a particula

The characteristics of a particular policy model -
authority with delegation - is a function of the re
application domain.   

4.1) Access rights are specified by “many” indep
stakeholders:
• data owners
• collection curators
• policy makers

4.2) Access “groups” are defined by required att
consist of the collection of entities that posse
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Figure 5. Policy Model: Domains of
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4.3) Access rights are effectively hierarchical, with
restriction “down” from the root (top) of the hie
restrictions are inherited)

(This provides for overall policy in the form of top-level u

4.4) “Action” on resources is controlled independ
(e.g. for the various resource actions  - read, 
creation), and DL curation (management of c

4.5) DL curators may delegate the authority to ma
subcollections, and therefore curators exist in
relationship with respect to access restriction

4.6) Authority delegation (i.e., restricted delegati
allowing subordinate curators to specify acce
not dis-allowed at a higher level
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The general access control mechanism is that s
use-conditions (as certificates) that define acces
required attributes. The attributes are attested to
third-parties that also post these certificates. (“gr
term unrelated to any organizational unit.)

In this policy model the authority of the stakehol
use-conditions is maintained by where in the obje
are permitted to write data.

However, at any point the hierarchy can be flatte
allow users complete flexibility to determine thei
policy (there might be only one or two top-level re
which everyone defines their own access requir
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(required_attribute “DN Jim Bean” enables (read and write  
and create_col) and (required_attribute “DN Bill Wilder” 
enables (read and write)
for http://ImgLib.gov/Lung_Collab/group_a/data_b
with scope sub-tree

Widget_Project

data_a

6. Access Contr

http://ImgLib.lbl.gov

Lung_Collab

data_b data_cdata_a

required_attribute group = 
“Widget Group”  enables 
access for 
http://ImgLib.lbl.gov/Widget
_Project with scope sub-tree

group_a group_b

required
for http:
with sco

required_attribute “DN Harry Strand”  
enables (read and write  and create_col)
for http://ImgLib.gov/Widget_Project
with scope sub-tree

required_attribute “DN Mary Thompson”  
enables (read and write  and create_col)
for http://ImgLib.gov/Lung_Collab
with scope sub-tree
issuer= Webmaster

required_attribute group=group_a_admin 
enables (read and write  and create_col)
for http://ImgLib.gov/Lung_Collab/group_a
with scope sub-tree
issuer= “Mary Thompson”

required_attribute group=group_b_adm
enables (read and write  and create_col)
for http://ImgLib.gov/Lung_Collab/grou
with scope sub-tree
issuer= “Mary Thompson”

required_attribute (group = “Lung_Collab Group”  or 
O=Sandia or O=LBNL  or O=LLNL)
enables access for http://ImgLib.lbl.gov/Lung_Collab  
with scope sub-tree
issuer= “Mary Thompson”

(required_
write  and 
Walker” e
for http://I
with scope

(required_attribute “DN Jim Bean” enables (read and write  
and create_col) and (required_attribute “DN Dave Weaver” 
enables (read and write)
for http://ImgLib.gov/Lung_Collab/group_a/data_b
with scope sub-tree

(required_attribute “DN Mary Zolar” enables (read and 
write  and create_col) and (required_attribute “DN John 
Walker” enables (read and write)
for http://ImgLib.gov/Lung_Collab/group_a/data_a
with scope sub-tree
issuer= “Jim Bean”

1

2

3

4

require
enables
for http
with sc
issuer= W
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Figure 7. A
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only “high-level” 
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accessed by 
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(required_attribute “group_c” enables (rea
and create_col)
for http://ImgLib.gov/Lung_Collab/group_
with scope sub-tree
issuer= “Jim Bean”

Figure 8. Access Control Policy Model - “flat hierarchy” Exa
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Figure 9. Acce
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Figure 10. Acc
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Figure 11. Acc
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Figure 12. Acc
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A “policy engine” collects the use-conditions and
attributes and validates them. At that point the jo
control system is essentially complete. The affirm
response is passed to the security system of the
then provides access or denies it. Most applicat
make use of a standard security system to estab
end-to-end communication if they are doing acc
current policy engine is interfaced to 

1) the Apache Web server using the Secure Soc
security system, and

2) the GSS/API secure messaging system that is
secure distributed applications.

In both cases the access control policy engine a
system that supports the application are separat
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5.0 The General Security Model for Access Con

The goal of the security model is to be able to s
policy models.

The security model provides for controlling acce
restrictions imposed by several types of use-con
defined independently by multiple stakeholders:

• access groups are defined implicitly by requ
attributes

• actions on resources may be further restrict
additional attributes (evaluated independent

• operational requirements (e.g. time-of-day) 
satisfied by “data fields” in attribute certificat

These use-conditions are satisfied by (certified)
entities trying to gain access to resources.



Security Model

ibutes
 29

[Global.Capability.Web.Dig.Lib.VG.16.fm - October 16, 1997]

Imaging and Distributed Computing Group,
Information and Computing Sciences Division

Stakeholder_1 
requires Attribute_1 

and Attribute_2S_2 requires 
A_3 and A_4

S_3 requires 
A_5 and A_6

S_4 requires 
A_6 for 

Action_1

11. Intersection of Groups Defined by Required Attr

sets of required 
attributes define 
access-groups

composite 
access-group

separate attributes 
may be required 
for an action on 

the resource
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5.1) The security model establishes the basic st
interpretation of use-condition and attribute c

5.2) The security model establishes the basic fu
policy_engine that processes the use-conditio

(however the details will be dictated by the p

5.3) User attributes that match those requested 
are certified by a trusted third-party (in attribu

5.4) Both use-condition (authorization) and attrib
are generated by mechanisms controlled by t
(those with authority over the resource or trus
attribute)
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5.5) Authority to issue certificates is established
issuing stakeholders and trusted CA
(in a “policy file” specific to the resource for us
in the use-condition certificates for attributes)

5.6) Inclusion of all relevant certificates is guara
trusted certificate servers (agents of CAs)

5.7) In support of a hierarchical policy model, sta
policy by specifying use-conditions with
global, local, or sub-tree scope - thereby esta
access-groups overall, only at one “level” (res
here “down”

Is “global” needed? Yes. What if the resource is organize
ownership is not? Then a global scope merely means th
placed “here” rather than at some other point. What if res
mesh? Then there is no preferred location for the use-con
“use-condition issuer” is named with “global” scope, then
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searched for relevant use-conditions at every access att

5.8) The model does not (currently) address:

5.8.1) the issue of a resource owner needing
subordinate resources (data) to a previou
(i.e. there is no way to grant a local exception to a high

5.8.2) CAs that provide certificate revocation 
(Certificate caching at the resource can be inhibited so
results in requesting a certificate from the CA server, th
may not be used in this case.)



Security Model

tions of (")]

{} any one of
[] optional
() must group
" repeat previous group

ributes [from X.509]]
 33

[Global.Capability.Web.Dig.Lib.VG.16.fm - October 16, 1997]

Imaging and Distributed Computing Group,
Information and Computing Sciences Division

5.9) General use-condition semantics: 

[boolean combinations of] required_attribute
[in_access-group] 
[admit_all]

enables { }

{
for (resource [list])

with scope

global
sub-tree
local }

access
any_action
action [list]

 ] [

(
) [boolean combina

[combined with [boolean combinations of] required_att

{ }
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[required_attribute [ from X.509]

is issued by (attribute_issuer from server) [list]]
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5.9.1) “attributes” are text strings whose mean
as part of the resource policy (no semanti

5.9.2) required attributes may be satisfied wit
certificates or X.509 identity certificates (a
SPKI certificates in the future)

5.9.3) access is denied all by default
(a special “attribute” admit_all reverses this)

5.9.4) multiple requirements may be specified

5.9.5) enabling “access” means that these at
establish a general access-group

5.9.6) an access-group is used to impose gen
requirements from multiple stakeholders
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5.9.7) actions on resources must be explicitly
(i.e., there is no default action)

5.9.8) the special attribute named “in_access
the current composite access-group and i
action for all of the currently qualified enti

(i.e., no further attributes are needed for this

5.9.9) an optional “scope” is intended to supp
policy models

- global implies the entire “space”
- sub-tree implies from this “point” down
- local applies only to this level of the hiera

The scope of ownership of resources is left to the polic
that scope is established a global scope use-condition 
must be consulted for use-conditions for every resourc
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5.9.10) the combined_with (or “ and_correspon
means that the attributes must be checke
with each other because a single use-con
several separate attributes to satisfy

The use-condition requires that a third party certify the se
the primary attribute).
For example, the request for an accredited training class will require a tra
and an accreditation attribute from a designated third party.
The combined checking mechanism is attribute value and data dependen
operator will have to be done by an application domain specific module in
For example, a use-condition requiring an X-ray training class taken duri
institution was accredited by a specified third-party, might be posed as:
“X-ray training” combined_with “X-ray training accreditation”
This use-condition requires an attribute certificate issued by a training ins
combined with an attribute certificate issued by LBNL to the institution ac
time when the user took the training. E.g.:
Attribute #1 = Subject has “X-ray training”, data: “date received = 10/30/1
U.”
Attribute #2 = “XYZ State U.” has “X-ray training accreditation”, data: acc
through present”, issued by LBNL
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♦ Example use-conditions for the WALDO Digita
(which has a hierarchical policy model):

1) (group = “Group Diesel-collab” or O=Sand
or O=LLNL

enables access for http://injector.snl.gov/Dies
with scope global

A general policy statement that the subject must have 
attribute certificates to have any access to any of the D

group is issued by DN= “John Groupdefiner” C
http://snarfits.sandia.ca.gov

O is issued by CA=Sandia from ldap://injector
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5.9.11) “Group Diesel-collab” enables access fo
http://injector.snl.gov/diesel/VGs with scop
A policy statement that only those with the attribute “Gr
access the view graph directories (the organization affilia
previous example is not sufficient for the VGs).

5.9.12) 0( (“Group Diesel-collab” enables (read a
(“O Sandia” from X.509 or “O LBNL” from X
LLNL” from X.509)) enables read
for http://injector.snl.gov/Diesel-Collab/slide
with scope sub-tree

Subjects in the Diesel-collab group can add to the slides
are in one of the organizations mentioned (but not in th
can only read the slides collection.

5.9.13) “Group Diesel-collab” enables
(read and write and create_col) for 
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http://injector.snl.gov/Diesel-Collab/users wit
Applies only to the “users” collection and allows anyon
group to create and populate a subcollection for thems

5.9.14) (“DN Mary Thompson” enables (read a
create_col)) or (“Group Diesel-collab” ena

for http://injector.snl.gov/Diesel-Collab/users
with scope sub-tree

Mary can read, write and create collections from here d
members may only read.

5.9.15) “DN Bill Johnson” enables (read and wr
create_col)

for http://injector.snl.gov/Diesel-Collab/users
with scope sub-tree 

Bill can read, etc. No one else can do anything (includi
no action granting use-conditions that apply to this sub
global “enables access” (as in 1) only means that some
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an action. 

5.9.16) operating-period enables access for LBN
with scope local
An “operating-period” attribute certificate is required fo
resource.
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♦ Attribute certificate contents:
 (“subject” will probably have to be generalized.)

♦ Example attributes:

• “DN = W. E. Johnston, O = Lawrence Berke
Laboratory” has “Group Diesel-collab”

• “DN=W. E. Johnston, O = Lawrence Berkele
Laboratory” has operating-period
data_field “time-period: weekdays, 17:00-20

{subject [list]}

has {attribute}

[data_field {name} value {opaque}]
[data_field {name} value {opaque}] .....
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♦ The security architecture provides a “policy en
implement the policy model

♦ Our current policy_engine has two componen
evaluator and the certificate verifier 

♦ The verifier collects and validates the use-con
and the attribute certificates, and verifies that
an attribute certificate for each use-condition

♦ The evaluator implements the particular policy
thereby establishes the overall conditions for 
• establishes the relationship among the use-

object hierarchy
• evaluates the expressions within the comple

use-conditions
• provides a “yes” or “no” answer to the secur

re: access for a specific resource and entity
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6.0 Implementation of the Policy Model for the D
(ImgLib)

♦ Who can establish policy (i.e. issue use-cond
resource) is expressed through a combination
policy configuration files at (potentially) each l
hierarchy

(most of these static files can, and will eventually, be rep
use-condition certificate)

♦ For Web servers the policy_engine is provided 
standard access control module. This is oper
Apache server and should be possible in futu
Netscape server.
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