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In the rapidly changing computer industry, cyber defense has become an important security field.  Increased internet use and global networking has allowed nefarious hackers to bypass network security and gain access to sensitive information.  This coupled with Windows’ security deficiencies has encouraged third party programmers to create defense protocols to secure their networks and files.   Our objective is to use a sandbox network to observe the effects of viruses and malicious code and determine the countermeasures required to clean and secure the network.  In addition we will observe other types of attacks used to gain access to files and determine appropriate security countermeasures to identify and eradicate such threats.  The countermeasures will include antivirus software, custom built programs to root out malicious code and destroy it, and actual counter attacks from one computer to another to isolate and ban computers attempting to break into the network.  The project will employ a combination of physics and computer science students and will utilize a wide variety of operating systems including Windows, Linux, Unix, and OS X.  By using all of the latest software available and by using special custom built pattern matching algorithms, we hope to be able to better secure networks and help counter the threat of hackers and malicious programmers, and add to the defensive ring of counter-intrusion technology for network security.
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