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Gid Notification Framework (VBO.1)
Status of this Meno

Thi s docunent specifies the Gid Notification Framework
devel oped for the Gid community. W wel cone a di scussion of
t he i ssues and suggestions for inprovenents.

Abstr act

Thi s docunent describes a generic notification franmework

t hrough which information about the existence of a grid
entity, as well as properties about its state can be
propagated to other grid entities. Gid entities include---
but are not limted to---conpute devices, hardware devices,
services, storage, instrunents, and people such as users or
system adm ni strators. The framework i s based on periodic
nmessages being di spatched by a declaring entity to one or
nore receiving entities. Upon receipt of these nmessages,
receiving entities can interpret the contents of the nessage
to generate or update their beliefs about the grid entity
bei ng descri bed.
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Status of this Meno:

Thi s docunent specifies the Gid Notification Framework
devel oped for the Gid conmunity, and requests di scussion and
suggestions for inprovenents.

1. | nt roducti on

Thi s docunent describes a generic notification franmework

t hrough which i nformation about the existence of a grid
entity, as well as properties about its state can be
propagated to other grid entities. Gid entities can

i nclude---but are not limted to---conpute resources,

har dwar e devi ces, services, storage, instrunments, and peopl e
such as users or systemadmnistrators. Notification is
based on periodi c nessages being delivered froma declaring
entity to one or nore receiving entities. Upon receipt of
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t hese nmessages, receiving entities can interpret the contents
of the messages to generate or update their beliefs about the
grid entity being descri bed.

Thi s Docunent descri bes:

i) The structure of the nessage used within the
f ramewor k.

i1) The nam ng nechani smused for describing Gid
entities (URL and subject nanes).

iii) The timestanp nmechanismthat limts the scope of
each nessage within the franmeworKk.

iv) A soft-state nmechani sm devel oped to interpret
information froma stream of tinestanped nessages
along with a state nodel (Finite State Autonata) of
the beliefs at a receiving entity.

V) Exanpl e uses of this franmework to devel op services
such as registrations and invitations for Virtual
Organi zati ons (VOs).

2. Conventions used in this document

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL
NOr", "SHOULD', "SHOULD NOT", "RECOVWENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as
described in RFC 2119 [RFC-2119].

3. Approach taken by the FranmeworKk:

Transmittal and recei pt of periodic nessages is the basis of
this framework. Recei pt of nmessages about a particular entity
provi des credence to the belief that the entity exists (is
alive). The payload within each nessage provides information
about the properties (state) of the entity. Two | evel s of
informati on are conveyed through the recei pt of each nessage
1) the existence and 2) state information of an entity.

Separate intervals of tinme are associated with the validity
of each of the above pieces of information. Typically these
time intervals are selected such that if no further nessages
are received, one’'s belief in the existence of an entity
stays within the framework | onger than the confidence in its
state information.
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These intervals can be adjusted to bal ance between the
accuracy (validity) of information versus the cost of
generating, propagating, and processing each nessage.
CGenerating and propagating nessages with small confi dence
intervals would result in nore up to date information

however it is conpute and communi cation intensive. |Increasing
the tinme intervals associated with the confidence of each

pi ece of information results in a possibly |ess accurate

pi cture, but reduces the conputational and comruni cations
over head.

This framework can be used to capture relatively steady state
conditions with the Gid, where a najority of messages get
delivered in a tinely manner.

A soft-state nodel is constructed and mai ntai ned at each
receiving entity using the information contained within
messages along with the two tinme intervals nentioned above.
This soft-state nodel provides the basis for aggregating
information as well as for making the information avail able
to other applications and services.

Note that this framework does not define howto interpret the
state information contained within the nessage, nor does it
speci fy what processing nust be perfornmed by the entity
receiving the nessage. For instance, receivers mght sinply
note the existence of the nmessage, or initiate sone
additional interactions wth the described entity, and/or
sinply log the information to stable storage, or perform sone
ot her unspecified operation.

4. Key Aspects of the Franmework | ncl ude:

1. Unanbi guous identification of Gid entities using their
URLs and/or Gid security nanmes. Belief about renote
entities is dependent not only on information expressed
by renote entities, but also on a receiver’s |ocal
trust policy for renote information sources.

2. Know edge based on a soft-state nodel to provide a
robust notification nmechani smcoupled with a graceful
degradation of stale information.
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3. Standard representation of global time. The framework
requires the interpretati on of nessage content over
time, but does not rely on any fixed accuracy or clock
synchroni zation. A suitable tinme representation is
adopt ed that expresses global tinme value, value
preci sion, and val ue accuracy to account for |ocale-
specific synchronization to the global tine.

4. Application selectable (tunable) tine intervals that
determ ne the |ongevity of each datumw thin the
system

5. Definitions:
Message (MSG) :
A MSGis aunit of data that transmtted between entities
within the Gid for the purpose of notification.

Auxi liary Data (AUX):
AUX is a single datum associated with a notification
nmessage that provides optional state information about a
described entity.

Descri bed Entity (DES)
DES is the entity whose existence is being asserted and
whose state i s being described by auxiliary data (AUX),
i ncluded within the framework nmessage (MG .

Declaring Entity (DCL):
DCL is the entity that asserts the validity of the
i nformati on about DES contained within the MG

Sending Entity (SND):
SND is the entity that initiates the propagation of the
MSG. Often, but not always, it is the sanme entity as DCL.

Receiving Entity (RCV):
RCV is the entity that receives and interprets the MG
RCV is also the entity that can provide the information
within the MSG to other external services (such as search
engi nes).

5.1. Ti mest anps
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Each framewor k nessage includes three tinmestanp val ues

| abel ed TS1, TS2 and TS3. The section bel ow on “Message
Semantics” describes what each tinestanp val ue represents.
Timestanps are relative to the global tinme as perceived by
DCL. The values of the three tinestanps are related via the
constraint:

TS1 <= TS2 <= TS3

Here we define the operator

"<=" to specify the relationship between two tinestanps.
TS1 <= TS2 is defined to be true if and only if the tine
specified by TS2 is the sane as or occurs after the tine
specified by TS1. W also use the operator "<", to denote
that the tinme specified by TS1 which occurs before the tine
specified by TS2.

6. The General Notification Exchange:

6. 1. | nf ormati on Fl ow Di agram

MEG
m_ AAAAAAAAAAAAAAAAAAAA > SND 4, RC:\/

+
i I nformation flow in
: this area i s not
specified within
t hi s Franmewor k
DES
w th AUX

Figure 1. Information flow diagram
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I'n we show the flow of information about an entity
in the schematic bel ow. Please note that the framework does
not specify the flow of information between the DES, DCL and
SND. The SND (sender) gets the MSG to dispatch to the RCV

6. 2. Description of a Notification Event:

A notification event within this framework is defined as a
nmessage (MSG generated by DCL, based on know edge about DES,
transported by SND and received by RCV. The franmework does
not specify how DCL obtains information about DES

The RCV entity accepts the nmessage from SND. The nessage
asserts the existence of DES with the state property AUX at
time TS1 (defined below in Message Semantics).

Note that by the time the nessage reaches RCV, there is no
guarantee that DCL's assertion will continue to be valid.

| ndependent verification of the information could be
performed using a variety of nmethods. One such nethod is to
utilize the enquiry operation associated with the Gid
Information Service (@S). The enquiry can be directed
towards either DES or DCL.

Each nmessage contains the required information to | ocate,
contact and securely conmmunicate with the DES and/ or DCL
entities to obtain additional information. Thus each nessage
has to provide a nanme and/or a conmuni cations protocol for
DES and DCL, and a security nmechanism either through a
trusted channel or via the use of security credentials.

6. 3. Message Semanti cs

Each notification nessage within this framework is
interpreted to represent the foll ow ng statenent:

"DCL asserts that at tinme TS1, DES exists and AUX is

expected to be valid until at least tine TS2 and DES is
expected to exist until at least tine TS3."
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The notion of existence indicates that a valid name is
associated with an entity. The entity may or may not be
"alive" or functioning, regardless of any assertion contained
wi t hi n AUX.

6. 4. A Special Case of the Notification Exchange:

In the general case, DCL, DES and SND rmay be different
entities. Notably, DCL could be a system adm nistrator, SND
and DES could be a grid service, and RCV could be an
application that processes the nessage in order to provide
information to other applications.

In sonme inplenentations, however, three of the above four
entities can identify a single entity leading to a speci al
case of the framework, as described bel ow.

SND (sending entity), DCL (declaring entity) and DES
(described entity) may identify a single entity. In this
case, SND informs RCV that it is alive and has state
information (AUX) that should be valid fromtime TS1 unti
time TS2. RCV may assune that SND exi sts between tine TS1
and TS3.

7. Finite State Automata (FA) at the Receiving Entity:

RCV' s know edge of a described entity can be nodeled via a
three-state FA. The neaning associated with each state is
descri bed bel ow

S1: There are no applicable assertions provided by DCL
about DES.

S2: DCL asserts that DES exists and AUX is valid.

S3: DCL asserts that DES exists and AUX i s uncertain.

A state transition occurs when there is a change in RCV' s
beliefs about a DES entity. RCV s belief changes either

t hrough the expiration of tine or by the receipt of a valid
message (MsG) .
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This framework perfornms two types of time conparisons i)
between a tinmestanp in a nessage and the current tine as
known at RCV, and ii) between tinmestanps in two nessages from
the sane DCL about the same DES. 1In both cases, this
framework |eaves it to the application to define the

conpari son functions to determ ne which value is nore recent.

We define Current _TS to be tinme as perceived by the RCV

The use of Current TS is then used to determ ne whether or
not a nmessage is relevant. Messages are considered to be
rel evant, if:

Current TS <= TS3

If RCV receives multiple relevant nessages about a
particular DES froma particular DCL, only the nessage with
nost recent TS1 is considered.

The ot her nessages are di scarded. Consider the case where
two nmessages, A and B, arrive at RCV with the val ue of
timestanp TS1 set to TS1la and TSlg, respectively. If TSlais
nmore recent than TSlg (i.e., TSlg < TSl,), nessage B is

di scarded. Notice that the order in which nessages are
recei ved does not determ ne which nessage is discarded.

The situation of nultiple, distinct DCLs reporting to the
same RCV about the sane DES is left to the RCV to handl e
based on its internal policy.

7. 1. Transitions within the State D agram

In this section, we describe the transitions that occur
within the given FA (. Each state transition is

| abel ed as a Roman nuneral. Additionally, either the string
MSGy or TS value (TS1, TS2, TS3) is provided within a set of
parent heses. These strings indicate that the transition may
occur when a rel evant nmessage (MsSG) arrives or when a
constraint on tinmestanps changes, respectively.

All state transitions are at the RCV relative to one
particul ar DES and one particul ar DCL.
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Note that the tinmestanps fromthe previous rel evant nessage
are retained. W denote these tinmestanps as TSlp, TS2p, and
TS3p. A new nessage i s denoted as MSGy with associ at ed

ti mestanps TS1ly, TS2y and TS3y.

(1X) MBGy
L (1) MGy l 111)
MEGy
S1 P
i (1) MGy
(1V) TS2, MGy (V) MGy
(VI) TS3 v
4—
>
(VI1) MGy
(VMI11) MBGy

Figure 2: State Transition Diagramof RCV's beliefs

The initial state is S1. The conditions for each transition
are as foll ows:

(I') RCV receives a new nessage MSGy that obeys the
constraints:

TS1lp < TS1ly <= Current _TS <= TS2y
The new nessage provi des rel evant information about DES.
Hence, RCV's beliefs about DES noves fromstate S1 to state

S2.

(I'l) RCV receives a new nmessage M5SGy t hat obeys the
constraints:
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TS1p < TSIy AND TS2y <= TS3y <= Current _TS

The new nessage invalidates the previous received nessage.
Hence, RCV's belief about DES noves fromstate S2 to state S1

(I''l') RCV receives a new nessage MSGy that obeys the
constraints:

TS1p < TS1ly <= Current _TS <= TS2y

The new nessage provi des updated i nformati on about DES. RCV s
belief of DES remains in state S2, with updated tines.

(1V) El THER

- RCV receives a new nessage MsSG, t hat obeys the
constraints:

TS2y < Current TS < TS2p <= TS3p

- sufficient time passes and no new nessage i s
received. The followi ng constraint is obeyed:

TS2p < Current TS <= TS3p
The AUX value is no longer current. Hence, RCV' s belief

about DES npbves to state S3.

(V) RCV receives a new nessage (M5Gy) that obeys the
constraints:
TS1p < TSIy AND Current TS <= TS2y

The new nessage is nore recent than the previ ous nmessage.
Hence, RCV's belief about DES noves fromstate S3 to S2.

(VI) No relevant new nessage is received and sufficient tine
passes, which validates the constraint:

&l | apal I'i | nformati onal - Expires Septenber 2001
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TS3p < Current _TS

The stored nessage is no longer relevant. Hence, RCV s belief
about DES is obsolete, and it transitions to S1.

(VIl) RCV receives a new nessage (M5G,) that obeys the
constraints:

TS1p < TS1y AND TS2y < Current TS < TS3y
The new nessage indicates that DES exists but the AUX val ue
is not current. Hence, RCV' s beliefs about DES npbves from

state S1 to S3.

(VI'1l) RCV receives a new nessage (M5Gy) that obeys the
constraints:

TS2y < Current TS < TS3y

(I'X) RCV receives a new nessage (MsG) that obeys the
constraints:

TS3y < Current _TS

8. Framewor k Message For mat

To devel op a protocol based on the above framework all
operations are encapsulated in a comon envel ope, called the
MBG

MEG :

SEQUENCE {

versi on | I nt eger,

dcl _nane | Subj ect Nane, (optional)

dcl Il ocation |Location, (optional)
des_nane | Subj ect Nane, (optional)
des_|l ocation | Locati on, (optional)

tsl | Ti mestanp,

ts2 | Ti mest anp,

&l | apal I'i | nformati onal - Expires Septenber 2001
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ts3 | Ti nest anp,
auxiliary state | OCTET STRI NG

}

Location ::= I A5String
-- a URL as defined in RFC 2396 [ RFC-2396]

Subj ect Name ::= UTF8String
-- arepresentation of a DN as defined in RFC 2253
[ RFC- 2253]
Timestanp ::= Gid Forum Representation

The MSG is either sent via an authenticated connection using GSI
or within nessages signed using GSI credentials.

Not e: The specification of the above nessage content
(auxiliary state) will be translated into a SOAP(/ XM.)
description of the fixed netadata content and the potentially
nested AUX data field. This translation will be appended to
this docunent in the near future. An appropriate standard
variation including XM_ signature syntax will also be
specified to support optional DCL-signed nessages.

8.1. Description of the el enents:

Version: The version nunber of the framework used by the

i npl enentation that created the nessage. Version nunbers are
inmportant to maintain interoperability of m xed-version
grids. The version nunber is to be used for verification of
conpatibility between different inplenentations.

dcl _name: The nane of the declaring entity, in UTF8String
format---a representation of a DN as defined in RFC 2253.

dcl _location: The location of declaring entity. It is a URL
(DNS Nane, protocol and the port nunber) in IA5String---a URL
as defined in RFC2396.

des_nane: The nane of the described entity, in UTF8String
format---a representation of a DN as defined in RFC 2253.
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10.

10.

des_l ocation: The | ocation of described entity. It is a URL
(DNS Nane, protocol and the port nunber) in IA5String---a URL
as defined in RFC2396.

tsl: The tine at which the declaring entity asserts
i nformati on about the described entity. It is in the ASCI
Gid Forumrepresentation of tine.

ts2: The tinme past which a declarer no | onger has confidence
in the informati on about the described entity. It is in the
ASCII Gid Forumrepresentation of tine.

ts3: The tinme past which a decl arer suggests that al
i nformati on about the described entity may be invalid. It is
in the ASCII Gid Forumrepresentation of tine.

Auxi liary Data: Information about the properties (state) of
the described entity. This is suggested to be XM. in general
i npl enent ati ons.

Mappi ng onto Transport Services

This framework is designed to run at the applications |eve
of the network protocol stack, over a transport |ayer. For
exanpl e, SOAP over HTTP/ HTTPS can be used as the underlying
transport nechani sm

Devel oping An Information Systemfor the Gid

A specific instantiation of the above protocol can be used to
devel op an information systemfor the Gid environnent.

We introduce two types of notification services:
1. Regi strations
2. lnvitations

These services facilitate the aggregation of information from
grid entities, which can then be queried by external
applications and services. In both these services, we
describe entities and aggregators of information.

1. Regi strati ons:

&l | apal I'i | nformati onal - Expires Septenber 2001
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10.

11.

12.

13.

Regi stration is the nechani sm by which an entity provides
information to another entity (aggregator). The information
is transported within the auxiliary (AUX) part of the
nmessage. The aggregator entity collates information from one
or nore DEC individual entities, and can be queried by
external services and entities for this information.

2. | nvitations:

Invitation is the mechani sm by which an aggregator solicits
information fromDEC entities. Once invited, a grid entity
can register periodically with the newy discovered
aggregator. The aggregator can, as described in the above
section on registration, then be queried by external services
and entities for this collated information.

Advi ce To | npl enenters

We intend to develop a followon protocol specification
docunent based on this framework. That docunent will specify
APl's and inpl enentation details.
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