1

Enhancing Competitiveness via a Public Fault & Failure Data Repository 1

Dolores R. Wallace

National Institute of Standards and T echnology 2

Information T echnology LaboratoryST OP 8970

Gaithersburg, MD 20899-8970 USA dwallace@nist.gov T el: 1-301-975-3340 Fax: 1-301-926-3696

1. INTRODUCTION

Todaymost software companies are under pressure to get reliable software products built quickly. Often managers of new products or new versions of released systems do not have time to conduct experiments on methods for software development or for preventing or detecting software faults or for reliabilitymeasurement. Yet, theyare reluctant to buyinto a method because of the difficultyof predicting how well it will succeed in prevention and detection. In other cases, managers may

$ know

# their product is not reliable enough for release. Without measurement data from their project or a benchmark for their application class, theymaybe unable to convince upper management that the product will surely, and possiblyembarrassingly or dangerously, fail when put into service. Data collection tools, and access to public data bases with tools to develop germane profiles and benchmarks, can help industryin deciding on methods, for assessing reliabilityof their products against others, and in identifying areas where improvement of their processes is needed.

Researchers who lack data from diverse projects have difficultyalso in developing metrics about the effectiveness of methods toward achieving reliable software. Failures in high integrity systems are rare (and usuallycostly), and a single system usuallydoes not accumulate enough data to permit meaningful statistical evaluations. Data from failures are needed for identifying the underlying causes of these failures and also in understanding the types of problems for which new methods are needed.

To assist both industryand researchers, the Information TechnologyLaboratory(ITL) at the

United States National Institute of Standards and Technology(NIST) has initiated the Reference

Data: Software Error, Fault , Failure Data Collection & Analysis RepositoryProject. Usually referred to as the EFF Project, the project treats the term $ error # as the human action that produces the incorrect result; the term $ fault # as the manifestation of an error in an artifact, and the term $ failure # as the result of a fault that has been activated, or triggered, during operation of the software.

The EFF project is collecting and analyzing data from either the development and maintenance processes or the operation of a delivered computer system. The data, with all proprietary

�

7KLV�SDSHU�LV�D�FRQWULEXWLRQ�RI�WKH�8�6�JRYHUQPHQW�DQG�LV�QRW�VXEMHFW�WR�FRS\ULJKW� information removed, will become available through a publiclyaccessible World Wide Web facilityat NIST. The facilitywill include tools or Web links to tools to assist in developing profiles and benchmarks from the data. Researchers mayuse the data for their experimentation.

The information technologyindustryand researchers mayuse the resulting reference data to assist in manytypes of decisions for building better end -user products and for developing new methods and tools to support industry. NIST encourages companies to consider the benefits of a public data base. NIST will accept new or existing private data to augment the repository. Such data maybe from either the software development or maintenance process, or mayconsist of failure data derived from systems alreadyin service.

The facility

s analysis will enable users to construct various profiles, such as the frequencyof

fault classes within a an application domain or fault classes discovered byspecific methods. By

examining profiles of a previous version or of a similar product, project managers mayavoid

some problems via better staff training, improved checklists that address the most frequent faults

(and guidance on how to use the checklists), and more accurate test scheduling.

2. DATA COLLECTION RESEARCH - LESSONS LEARNED

Research on software faults, and hence on data collection and analysis, has been ongoing almost

as long as software development itself. One earlypaper [ENDR] asks several questions about

errors for which the EFFTool is seeking data about faults. These questions, pertinent today, are

shown in Table 2.1 and indicate that considerable information about an error is needed to learn

from it. Such information includes data about discoveryof the problem, description of the

problem, its resolution, area or artifact of actual error cause, and the description of change.

RELEVANT QUESTIONS

Where was the error made?

When was the error made?

Who (generic) made the error?

What was done wrong?

Whywas the particular error made?

What could have been done to prevent this

error?

What detection method could detect it

sooner?

Table 2.1 Questions for Software Error Analysis

Basili [BASI] proposed a highlyorganized approach for data collection and analysis, shown in

Table 2.2. With respect to the EFF project, steps 1 and 2 are relativelyeasy. For step 3, some

data categories have been easyto establish, but classifying both the symptoms that revealed

errors and the cause of each error is difficult. Terms maybe changed in the second version of the

taxonomy. While a small group has reviewed and tested the concepts for the EFF project (Step

4), broader usage mayrequire changes to some of the terminology. Validation of the data (Step 5)

3 will be difficult because the data maybe submitted in various media and formats from companies

in varying locations. NIST will need to work with contributors to ensure understanding of the

terminologyused byNIST and bythe contributors. Implementation of Step 6 relies on

contributed data and availabilityof the data to researchers.

BASILI

S GUIDELINES

1. Establish the goals of the data collection

2. Develop a list of questions of interest

3. Establish data categories

4. Design and test the data types

5. Collect and validate data

6. Analyze data

Table 2.2 Process for Data Collection and Analysis

Several companies plan to provide data from existing collections. Because such data will varyin content, data from these collections must be translated into the data categories evolving in this project. Special care will need to be exercised when analyzing data collected bya mechanism different from the NIST/ITLtool. In some cases, a WEB link maybe provided to an existing data base of a company.

Fault and failure taxonomies and some models for descriptive fault and failure data are cited in

Table 2.3. The diversityamong these is great. Their research occurred in different domains, problem sizes, languages, and other variables. For example Endres interest was in an operating system while Beizer [BEIZ] collected data from manyprojects of varying types and languages.

And, much of the data that lead to these specific taxonomies was collected before the existence of modern languages (e.g., Ada, C++, JAVA) and widespread use of software tools aiding development. Web technologymade it possible to incorporate a fairlycomplex taxonomy invisible to the user.

T AXONOMIES AND D ATA MODELS

Simple, few elements Rubey

Glass

Weiss/ Basili

Grady

Chillarege

Fenton/ Pfleeger

late 1970 s

1981

1985

1992

1993

1996

Several groups, details Endres

Knuth

1975

1989

Security-oriented Landwehr

Aslam

1995

1995

CMU experiment: need data from complex projects

Greenberg/ Siewiorek 1996

Maintenance Stark 1997

Detailed, life cycle oriented IEEE Standard 1044

Beizer

1993

1990

Table 2.3 Diversity Among Taxonomies

Questions arise. Do classifications applyto all languages equally? To all types of software? Has the advent of design tools, analysis tools, standards, and other parameters changed the nature of errors and hence the faults manifested in the artifacts? And, has the entryof more complex systems added failures that couldn t have been dreamed of before today s complex systems network usage? Unfortunately, because data are needed to develop new taxonomies and collecting data from manysources requires some predefined taxonomy, selecting the best fault and failure classification is verydifficult. These issues need to be addressed when developing new taxonomies and characteristic profiles about faults and failures.

Keylessons learned from researchers and industrywho have influenced the EFF project include the following: