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	1.
	Objectives 

	To provide a standard assessment tool for identifying the ERES requirements to meet compliance with 21 CFR Part 11; identify compliance gap or areas of non-compliance with the computer system or application; identify temporary or permanent solutions to remediation of the risk; and rank the risk to the organization.    

	2.
	Important notes

	A. “No” responses on this form may indicate a compliance gap and should be evaluated by appropriate QA/Regulatory organizations and the System Business Owner.  Where compliance gaps are confirmed, this form should be retained in the permanent system validation or testing documentation along with all data relating to follow-up actions to correct deficiencies found (e.g. interim controls, additional areas of testing).

B. Because of the regulatory compliance issues involved, all necessary factors of system use, regulatory requirements and technical capabilities must be understood before answering.  Wherever possible, this assessment should be conducted by teams consisting of business owners/users, system technical experts and appropriate regulatory/QA resources to assure its accuracy.  In all cases, individuals and teams making these assessments must be prepared to support the validity of their responses.

C. Use the following criteria for rating a compliance gap.

1.   Applicability of Records to the System:  This section is designed to provide an indication of the scope/reach of the computer system in the caBIG™ environment.  A system that contains electronic records and electronic signatures under all predicate rules are of a more significant concern than a system that may contain only one type of electronic record.

2.   Patient Impact:  This section is designed to provide an indication of level of patient impact in the event of a system failure or breach.

Score of 3 = Direct Patient Impact and is defined as any system failure or breach leading to adulterated data and/or would compromise the ability to monitor patient safety data in support of clinical trials.

Score of 2 = Indirect Patient Impact and is defined as any system failure or breach leading to failure of any database to retain patient data.

Score of 1 = No Patient Impact and is defined as any system failure or breach that has no impact on patient safety or patient data.

(NOTE:  scores should be interpreted in conjunction with the probability of any given failure or breach occurring in addition to the availability of independent verifications and/or support systems that mitigate the failure.)

3.   Sole Repository of Information:  This section is designed to provide an indication of level of record redundancy in fail-over.

Score of 3 = Records are only available electronically (no other source of data).

Score of 2 = Records are available in raw form and paper copy in addition to electronically (source data is available though it requires manipulation in order to re-create the records).

Score of 1 = Records are all available in paper form in addition to electronically (source data does not require manipulation in order to re-create records).

4.   Intensity of Use:  This section is designed to provide an indication of how intensively the system is used during any given period of time.

Score of 3 = Intensively Used meaning multiple times throughout any given day.

Score of 2 = Moderately Used meaning approximately once or twice a week.

Score of 1 = Rarely Used meaning that the processes could occur without system’s use.


	General Considerations
	Responses:

	1.
	Which electronic records in the system, if any, require signature per predicate rule or internal SOP?
	

	2.
	List interfaces to other systems either used for GXP data capture or to export GXP data to other systems
	

	3.
	Identify key system personnel including:  User and user groups, system owner, system administrator
	

	4.
	Provide an overview of the system platform and architecture relative to security, audit logs
	

	5.
	Where ER/ES have been identified, has the functionality been validated against 21 CFR Part 11?
	

	6.
	Are existing procedural controls in place that provide an interim solution and reduce the risk of non-compliance?
	


	
	Challenge Met? Yes/No
	Compliance Gap Quantified
	Information on Risk
	Steps to Remediate Gap

	Policy and/or Procedural Requirements

	1.
	Has a review of the use of signatures been carried out against each record maintained by the system?
	
	
	
	

	2.
	Is the system fully documented including HW/SW controls, lifecycle development documentation and operational procedures and manuals?
	
	
	
	

	3.
	Has an assessment of ER maintained by the system been made in order to identify those required to be submitted to FDA electronically vs. those required for operational use?
	
	
	
	

	4.
	For those records to be submitted, have they been identified in Public Docket No 92S-T as being a type 0251 submission which the FDA accepts in electronic form?
	
	
	
	

	5.
	Is the system ‘closed’ or ‘open’?
	
	
	
	

	6.
	If closed, has the system been validated to ensure accuracy, reliability, consistent intended performance, and the ability to discern invalid or altered records?
	
	
	
	

	7.
	Are procedures and/or plans in place to manage GXP record retention for the defined retention period?
	
	
	
	

	8.
	Are suitable backup and restoration procedures in place?
	
	
	
	

	9.
	Are disaster recovery procedures in place to ensure that ER and applications can be restored to a known point following data loss or corruption?
	
	
	
	

	10.
	Are security procedures in place in order to ensure that only authorized users are granted access to the system?  That users leaving the company or changing roles are de-authorized from access the system?
	
	
	
	

	11.
	Are records in place to demonstrate that individuals involved in the development, maintenance, administration and operation of ERES systems have the education, training and experience to perform their job?
	
	
	
	

	12.
	Are written policies in place that hold individuals accountable and responsible for actions initiated under their ES?
	
	
	
	

	13.
	Are procedures in place to control access, maintenance and distribution of system documentation?
	
	
	
	

	14.
	Are change control procedures in place to manage changes to systems and system documentation?
	
	
	
	

	15.
	Are procedures in place to ensure uniqueness of ES and that they are not re-used or re-allocated?
	
	
	
	

	16.
	Do system access authorization procedures include verification of the identify of personnel before granting access?
	
	
	
	

	17.
	Are records in place to demonstrate that individuals associated with the use, operation and administration of the system understand and accept that use of a specific electronic signature is the legally binding equivalent of the signers’ hand-written signature?
	
	
	
	

	18.
	Are policies in place to ensure personnel do not disclose their ES?
	
	
	
	

	19.
	Are procedures in place to periodically review user accounts in order to determine that access authorizations are still appropriate?
	
	
	
	

	20.
	Are procedures in place to ensure that user profiles and access rights are controlled?
	
	
	
	

	21.
	Are procedures in place to ensure that passwords are periodically changed?
	
	
	
	

	22.
	Are procedures in place to manage the loss of passwords and their reissue?
	
	
	
	

	23.
	Are procedures in place to distinguish between intended security violations and those arising from personnel forgetting security codes?  Do these procedures address the investigation of intended security violations?
	
	
	
	

	24.
	Where security input devices are utilized, are procedures in place to periodically test the devices or tokens?
	
	
	
	

	
	
	
	
	
	

	Technical Controls for Closed Systems

	25.
	Are automated controls in place to detect unauthorized changes to electronic records?
	
	
	
	

	26.
	Can the system generate both in human readable and electronic form, accurate and complete copies of records for inspection, review and copying by regulatory agencies?
	
	
	
	

	27.
	Where records are exported, are they secure from modification and falsification and is the system able to detect modification to records re-imported for viewing?
	
	
	
	

	28.
	Are devices that store ER (e.g., file/database servers and backup and archive devices) located in controlled areas or physically secure?
	
	
	
	

	29.
	Are systems used to store ER installed in environmentally controlled areas?
	
	
	
	

	30.
	Does the system provide functionality to detect or prevent users from manipulating, overriding or otherwise invalidating ER, application code or the operating environment of the system?
	
	
	
	

	31.
	Are file servers and host computers operating using USP, or other battery backup measures in order to facilitate controlled system shutdown?
	
	
	
	

	32.
	Does the system ensure that data cannot be recreated after system failure such as synchronized forward data recovery and error processing for database applications?
	
	
	
	

	33.
	Where ER are replicated in different systems, are measures in place to ensure record synchronization?
	
	
	
	

	34.
	Does the system prevent concurrent update of ER by multiple users or processes?
	
	
	
	

	35.
	Does the system ensure that for unsuccessful multi-stage updates to ER, all fields associated with the record are restored to their original state? (e.g. rollback)
	
	
	
	

	36.
	Do back-up functions maintain synchronization between ER distributed across different systems?
	
	
	
	

	37.
	Are security controls provided to restrict access to components of the application, such as screens and reports, or data and functions such as read, update or deleted by user or user group?
	
	
	
	

	38.
	Does the system provide security measures to control remote access to a closed system?
	
	
	
	

	39.
	Are remote access sessions automatically logged-off when the session is terminated?
	
	
	
	

	40.
	Does the system enable user access rights to be displayed or printed including User ID and all of their access permissions?  (e.g., file access, grants, permissions etc.)
	
	
	
	

	41.
	Is access to ER by ordinary means prevented other than via the validated user interface?
	
	
	
	

	42.
	Does the system generate audit trail records for all create, modification and deletion operations and contain:  record reference; modification date and time; old data; new data; User ID?
	
	
	
	

	43.
	Are system users prevented from modifying the system clock?
	
	
	
	

	44.
	Are audit trails secure from modification either by means of tools provided by the application or by other applications such as SQL, database packages, text editors, etc?
	
	
	
	

	45.
	Is the audit trail documentation retained with the associated ER for a period at least as long as that required for the ER and is the audit trail available for agency review and copying?
	
	
	
	

	46.
	Is previously recorded information still available for review following modification and is such information identified in the audit trail?
	
	
	
	

	47.
	Are operator entries traceable to a User ID that can be uniquely linked to its owner?
	
	
	
	

	48.
	Are critical operator actions (e.g., create, insert, delete, modify) identified in, or deducted from the audit trail?
	
	
	
	

	49.
	Is there a display or report available for viewing the audit trail?
	
	
	
	

	50.
	Is it possible to export audit trail information securely, without risk of modification or falsification?
	
	
	
	

	51.
	When audit trail records are exported for backup, archive or other means, does the system record the data/time of export, User ID, number of records exported?
	
	
	
	

	52.
	Are all authorizations, approvals and other critical operations recorded in the audit trail?
	
	
	
	

	53.
	Does the system utilize logical checks to enforce sequencing of steps and events, as appropriate?
	
	
	
	

	54.
	Do user sessions automatically log-off when a session disconnect is detected?
	
	
	
	

	55.
	Does the system utilize device checks (e.g., terminal) to determine, as appropriate, the validity of the source data input or operational instructions?  (this applies to systems requiring additional access control to ensure data was entered from a specific device)
	
	
	
	

	Technical Controls for Open Systems 

	56.
	Does the system provide controls, including challenges noted in items 25-55 above, to ensure the authenticity, integrity and as appropriate, the confidentiality of ER from the point of their creation to the point of their receipt?  (such controls may include document encryption and use of appropriate digital signature standards to ensure record authenticity, integrity and confidentiality.  Example of encryption standards are RSA, NIST’s DDS)
	
	
	
	

	Signature Manifestations

	57.
	Does the system include as part of any human readable form of signed electronic records:  printed name of the signer; data/time of when signature was executed; meaning associated with the signature 
	
	
	
	

	Signature/Record Linking 

	68.
	Are ES and hand-written signatures linked to their respective ERs so that the signature cannot be repudiated, excised, copied or otherwise transferred to falsify an ER by ordinary means?
	
	
	
	

	69.
	Are electronic or hand-written signatures applied and linked when charges are made to previously authorized/approved ER?
	
	
	
	

	70.
	Do hybrid systems have robust procedures to ensure ERs are synchronized with approved paper records?
	
	
	
	

	71.
	Does the system ensure that a signature of another person cannot replace previously executed ES, even if that person is a supervisor or manager?
	
	
	
	

	General Requirements for Electronic Records

	72.
	Are electronic signatures unique to one individual?
	
	
	
	

	73.
	Are measures in place to prevent reuse and reassignment of ES?
	
	
	
	

	Electronic Signature Components and Control  

	74.
	Do ES contain at least two distinct ID components, such as an ID code and password, and is at least one component confidential to the owner?
	
	
	
	

	75.
	Does the system ensure that when an individual executes a series of signings during a single, continuous period of controlled system access, the first signing is executed using all ES components?  (subsequent signings can be executed by one ES components that is only executable by and designed to be used only by the individual)
	
	
	
	

	76.
	When an individual executes one or more signings not performed during a single, continuous period of controlled system access, does the system ensure that each signing is executed using all of the ES components?
	
	
	
	

	77.
	Is the ES system designed to ensure that attempted use of an individual’s ES by anyone other than its genuine owner requires collaboration of two or more individuals?
	
	
	
	

	78.
	Does the system prevent access to ES information by ordinary means?
	
	
	
	

	79.
	Are ES based upon biometrics designed to ensure that they cannot be used by anyone other than their genuine owner?
	
	
	
	

	Controls for Identification of Codes/Passwords

	80.
	Does the system ensure that identification codes are unique and allow for personnel who may have the same name?
	
	
	
	

	81.
	Do the system(s) force users to periodically change their password?
	
	
	
	

	82.
	Does the system provide controls that prevent re-use of recently used passwords?
	
	
	
	

	83.
	Do passwords contain a minimal number of characters to prevent easy determination by unauthorized users (e.g., >6 characters)
	
	
	
	

	84.
	Does the system verify password lengths and formats at the time of creation by users?
	
	
	
	

	85.
	Are stored passwords prevented from access by ordinary means? (e.g., password file encryption)
	
	
	
	

	86.
	Are passwords obscured when entered?
	
	
	
	

	87.
	Are loss management procedures in place to electronically de-authorize lost, stolen, missing or otherwise potentially compromised tokens, cards, and other devices that fear or generate identification code or password information?
	
	
	
	

	88.
	Does the system detect and report any attempts at unauthorized use of User IDs to the system security unit and, as appropriate, organizational management?
	
	
	
	

	86.
	Does the ES system provide a record of all security violations that include:  User ID who created the violation; date/time of the violation; nature of the violation?
	
	
	
	

	87.
	Does the system suspend user access after multiple unsuccessful consecutive attempts to enter a password until either:  the security administrator resets the password; the system lock-out period expires?
	
	
	
	

	88.
	Are devices such as tokens or cards that veer or generate identification code or password information periodically tested to ensure that they function properly and have not been altered in an unauthorized manner?
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