In Reply Refer To:

Mail Stop 160 

June 16, 2008 

MEMORANDUM

To:
Science Center Directors

cc:
Regional Geospatial Information Officers

Chief, Office of Employee Development

Bureau DOI Learn Manager


Bureau IT Security Manager

From:
Karen Siderelis /signed/


Associate Director for Geospatial Information and Chief Information Officer

Subject:
Notice of Follow-Up Action for USGS Computer Users Failing to Complete the Mandatory, Annual End-User Federal Information Technology Security Training

The deadline for completing the 2008 Federal Information Systems Security Awareness training was May 16, 2008.  All USGS personnel who have not completed this training must complete this requirement immediately. 

The Department of the Interior (DOI) requires us to disable computer access—starting with suspension of both Lotus Notes e-mail accounts and Microsoft Active Directory accounts—for any USGS computer user failing to complete the training by June 26, 2008. 

Background

A copy of the all-employee e-mail announcement may be referenced on the Intranet at http://internal.usgs.gov/gio/ito/memos/20080325siderelismemo.html. A reminder memo to the Science Center and Regional Directorate was sent on May 5, 2008.

The names of those who have not completed the training were provided to the Regional Geospatial Information Officers earlier this month, and efforts have been underway to ensure rapid completion of the training.  A list of those who have not completed the training may be found at this Intranet link:

http://internal.usgs.gov/gio/security/2008_training_non-completes.xls

This training is an annual requirement; the amount of time needed to complete it is just thirty minutes.  In July 2007, 860 Lotus accounts were suspended for non-compliance.  One hundred sixty-three of these accounts had to be reinstated over a six-month period, adding to the workload of those who administer this effort.  Please ensure the training is completed before accounts are disabled!

An Off-line Course Option

An MS-WORD version of the course may be read to fulfill the course requirement. A copy of that file may be found on the Intranet at 

http://internal.usgs.gov/gio/security/2008_fissa_training_softcopy.doc. Because no automatic database update takes place to record the completion, this option is more labor-intensive, administratively.  Written verification of completion may be sent by a supervisor or manager to Roy McCullough of the Geospatial Information Office Information Technology Security Unit at rmccullough@usgs.gov.

Adjustments

If there is a need to adjust a database entry to reflect a completed or waived status, a supervisor can do so in DOI Learn. If assistance with DOI Learn is needed, please contact Melanie Hood, the USGS DOI Learn manager at oeddoilearn@usgs.gov.

If you wish to contest the non-complete status of an entry, please e-mail Roy McCullough with details. For audit purposes, written documentation is required.

Thank you for your help in ensuring that the USGS is in full compliance with mandatory IT security awareness training requirements.

