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Urs Gasser”

ABSTRACT

The increased ability to copy and distribute information, knowledge, and entertainment
in the digitally networked age has provoked a series of responses. In order to gain back control,
copyright holders have made use of so-called technological protection measures (TPM)—
including, for instance, Digital Rights Management (DRM) schemes—that are aimed at
regulating the copying, distribution, and use of and access to digital works through code (*‘code
is law™). Activists, in turn, have immediately taken counter-measures and designed tools that
enable the hacking of technological protection measures such as copy and access controls. In
response, law makers at both the international and national level have enacted legal provisions
aimed at banning the act of circumvention of TPM on the one hand and the production and
dissemination of circumvention tools on the other hand. Prominent examples of such legislation,
among others, are the WIPO Internet Treaties (WCT art. 11 and WPPT art. 18), the Digital
Millennium Copyright Act (DMCA sec. 1201), the European Copyright Directive (EUCD, art. 6
and art. 8), and the respective implementations of the EUCD into the laws of EU Member States.

Against this backdrop, this paper takes it as its baseline that many countries have already
enacted legislation or will soon legislate on TPM in order to comply either with international
obligations under WIPO, or with international free trade agreements involving a party that has
powerful content industries such as the U.S. Thus, the immediate question before us is no longer
whether the second and third layer of protection of digital works is appropriate or viable.
Rather, at this stage, attention should be drawn to the alternative design choices that remain
with countries that face the challenge of drafting or revisiting a legal regime aimed at protecting
TPM. Consequently, the purpose of this paper is to identify different legislative and regulatory
approaches and to discuss them in the light of previous experiences with TPM legislation in the
U.S. and in Europe. Ultimately, the paper seeks to formulate basic design (or best practice)
principles and to sketch the contours of a model law that aims to foster innovation in the
digitally networked environment and minimize frequently observed spillover effects of TPM
legislation.

* Associate Professor of Law, S.J.D. (St. Gallen), J.D. (id.), LL.M. (Harv.), Attorney at Law, Director, Research
Center for Information Law, Univ. of St. Gallen, Faculty Fellow, Berkman Center for Internet & Society, Harvard
Law School. I owe special thanks to the team at the Research Center for Information Law at the Univ. of St. Gallen;
Silke Ernst and James Thurman for research assistance and great support, and Daniel Haeusermann for his
contribution to the Model Law section. In particular, | would like to thank Maja Bogataj, lan Brown, Herbert
Burkert, John Palfrey, and Derek Slater for their comments on initial drafts of this paper. Any errors, however, are
entirely attributable to me. Contact information: ugasser@cyber.law.harvard.edu.
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Introduction

Digitization in tandem with the emergence of electronic communication networks (the
Internet) has changed the ways in which we create, distribute, access, and use information. In
particular, digital content such as text, pictures, music, and movies can be duplicated without loss
of quality and transmitted to a large number of recipients around the world at costs close to zero.
As a consequence, the digitally networked environment provides manifold opportunities for
users, businesses, and the public at large for rapid, inexpensive, and global dissemination of
information, knowledge, and entertainment. At the same time, however, the enabling technology
also poses complex conceptual and practical challenges for intellectual property and related
rights.



The increased ability to copy and distribute information triggered by the Internet has
provoked a technological response. In order to gain back control, rightholders have made use of
so-called technological protection measures (TPM)—including, for instance, Digital Rights
Management (DRM) schemes—that are aimed at regulating the copying, distribution, and use of
and access to digital works through code (“code is law”). Activists, in turn, have immediately
taken counter-measures and designed tools that enable the hacking of technological protection
measures such as copy and access controls. In response, law makers at both the international and
national level have enacted legal provisions aimed at banning the act of circumvention of TPM
on the one hand and the production and dissemination of circumvention tools on the other hand.
Prominent examples of such legislation, among others, are the WIPO Internet Treaties (WCT art.
11 and WPPT art. 18), the Digital Millennium Copyright Act (DMCA sec. 1201), the European
Copyright Directive (EUCD, art. 6 and art. 8), and the respective implementations of the EUCD
into the laws of EU Member States.

Against this backdrop, the present working paper' takes it as its baseline that many
countries have already enacted legislation or will soon legislate on TPM in order to comply
either with international obligations under WIPO, or with international free trade agreements
involving a party that has powerful content industries such as the U.S. Thus, the immediate
question before us is no longer whether the second and third layer of protection of digital works
is appropriate or viable. Rather, at this stage, attention should be drawn to the alternative design
choices that remain with countries that face the challenge of drafting or revisiting a legal regime
aimed at protecting TPM. Consequently, the purpose of this paper is to identify different
legislative and regulatory approaches and to discuss them in the light of previous experiences
with TPM legislation in the U.S. and in Europe. Ultimately, the paper seeks to formulate basic
design (or best practice) principles and to sketch the contours of a model law that aims to foster
innovation in the digitally networked environment and minimize frequently observed spillover
effects of TPM legislation.

The paper is divided into three parts. In the first Part, | provide a brief overview of
international and national legal frameworks that protect technological measures by banning the
circumvention of TPM. The second Part of the paper discusses three particularly important yet
generally controversial elements of anti-circumvention legislation—i.e., subject matter and
scope; exemption interface; sanctions and remedies—and analyzes in greater detail some of the
differences among jurisdictions in order to identify alternative approaches or what we may call
“design choices.” The third Part provides a brief summary of what commentators have identified
as core areas of concern with this type of legislation. Based on the findings of Part Il and the
preceding section, basic design principles will be suggested. The final section paints in broad

! The working paper builds in part upon prior research by the author and a team of researchers at the Berkman
Center for Internet & Society at Harvard Law School and the Research Center for Information Law at the University
of St. Gallen (Switzerland). In this paper, however, the author shares his personal observations and expresses his
personal opinion, which does not reflect the views of the institutions mentioned here.



strokes a model law with discussion issues and some guiding principles that might be helpful to
policy makers who face the challenge of crafting anti-circumvention legislation.

Three caveats are necessary. First, the paper is limited in scope and does not provide an
analysis of all aspects of TPM legislation that must be considered. Rather, it seeks to highlight
key issues and to point to basic design choices. Second, the paper does not seek to provide a
comprehensive comparative analysis of all existing anti-circumvention laws. Instead, it discusses
a representative selection of interesting models and approaches taken by legislators on different
continents. Third, the paper is a work in progress and therefore subject to change.

Part I: Overview of International and Selected National Legal Frameworks

A. International Obligations
1. WIPO Internet Treaties

The so-called third layer of protection of digital works, i.e., the legal protection against
the circumvention of technological protection measures,> was introduced at the international
level through the WIPO Copyright Treaty (WCT) and the WIPO Performances and Phonograms
Treaty (WPPT), both adopted on December 20, 1996 and entered into force on May 6, 2002 and
May 20, 2002, respectively. Neither the WIPO conventions adopted before the Internet Treaties
nor the TRIPS agreement contained any provisions dealing with TPM.® The drafters of the
WIPO Internet Treaties, however, could build upon prior initiatives by the WIPO itself,* the EU,’

2 See e.g., Jacques de Werra, The Legal System of Technological Protection Measures under the WIPO Treaties, the
Digital Millennium Copyright Act, the European Union Directives and other National Laws, p. 3 (2001) (manuscript
on file with author; also appearing in Revue Internationale du Droit d’Auteur, No. 189). De Werra discusses three
layers of copyright protection that have emerged: The first is the legal framework of basic copyright law. The
second is the technical means by which works may be protected. And the third is the legal protection against the
circumvention of such technical measures.

® Mihaly Ficsor, The Law of Copyright and the Internet (2002), § 6.01.

* See, e.g., Jane C. Ginsburg, Legal Protection of Technological Measures Protecting Works of Authorship:
International Obligations and US Experiences, p. 3 with further references. The idea to protect technological
measures goes back to the draft WIPO Model Provisions for Legislation in the Field of Copyright in preparation of
the first session of the Committee in 1989; see Ficsor, supra note 3, 88 6.02-6.07.

> See Council Directive 91/250/EEC of 14 May 1991 on the legal protection of computer programs, obligating
Member States to provide appropriate remedies against a person committing "any act of putting into circulation, or
the possession for commercial purposes of, any means the sole intended purpose of which is to facilitate the
unauthorized removal or circumvention of any technical device which may have been applied to protect a computer
program.” (Art. 7(1)(c)). See, e.g., Alain Strowel and Séverine Dusollier, Legal Protection of Technological
Systems, Workshop on Implementation Issues of the WIPO Copyright Treaty (WCT) and the WIPO Performances
and Phonograms Treaty (WPPT), Geneva 1999, available at
http://www.wipo.int/documents/en/meetings/1999/wct_wppt/pdf/imp99_2.pdf.



and the U.S.° The respective provisions setting forth obligations concerning technological
measures—art. 11 WCT and art. 18 WPPT—are among the key provisions of the treaties and
have a long and eventful history as far as preparatory work and consultations and negotiations
are concerned.’

Art. 11 of the WCT reads as follows:

Acrticle 11
Obligations concerning Technological Measures

Contracting Parties shall provide adequate legal protection and effective legal remedies against the
circumvention of effective technological measures that are used by authors in connection with the exercise
of their rights under this Treaty or the Berne Convention and that restrict acts, in respect of their works,
which are not authorized by the authors concerned or permitted by law.

Similarly, Art. 18 WPPT provides:

Article 18
Obligations concerning Technological Measures

Contracting Parties shall provide adequate legal protection and effective legal remedies against the
circumvention of effective technological measures that are used by performers or producers of phonograms
in connection with the exercise of their rights under this Treaty and that restrict acts, in respect of their
performances or phonograms, which are not authorized by the performers or the producers of phonograms
concerned or permitted by law.

The general wording of the two provisions—in the following paragraphs we will refer to
the text of art. 11 WCT—raises a set of complex interpretative questions. Four elements are of
particular interest in the context of this paper: (1) The meaning of the term “effective
technological measures;” (2) the phrase “used by authors in connection with the exercise of their
rights under this Treaty or the Berne Convention;” (3) the phrase “that restricts acts, in respect of
their works, which are not authorized by the authors concerned or permitted by law;” and (4) the
term “effective legal remedies.”®

® See U.S. Audio Home Recording Act, 17 U.S.C. § 1002, requiring digital audio recording devices to be equipped
with Serial Copying Management Systems that disabled unauthorized serial copying of musical recordings, and
prohibiting devices and services aimed at circumventing the system. See, e.g., Christine Carlisle, The Audio Home
Recording Act of 1992, 1 J. Intell. Prop. L. 335 (1994).

" For a detailed discussion of the emergence of the relevant provisions in lengthy informal consultations and
negotiations, see Ficsor, supra note 3, 88 6.01-6.76. See also lan Brown, The evolution of anti-circumvention law,
International Review of Law, Computers, and Technology (forthcoming) (manuscript on file with author).

8 Ginsburg has also noted that a problem arises in the implementation of WCT art. 11, since circumventing devices
or services can always be used for non-infringing purposes such as decrypting works in the public domain.
Therefore a general prohibition of all circumvention devices or services will prevent legitimate activities as well as
the development of legitimate and "useful" technologies. Ginsburg, supra note 4, p. 9.



1) The WIPO Internet Treaties do not define what technological measures are® because
“rapid technological advancements and the need for new adaptations in response to
the repeated attempts by ‘hackers’ and ‘crackers’ to break the protection and
develop means to circumvent it” make it impractical to provide a substantive
definition or description of the protective technologies.’® Not only the term
“technological measures” is undefined; indeed, it also remains unclear what exactly
makes such measures “effective.” Arguably, the criterion suggests two things that
may be seen as the opposite ends of a spectrum. On the one end, the term indicates
that not all TPMs need to be protected.™ On the other end, it seems clear that it
cannot be interpreted such that only those measures are effective that cannot be
circumvented.”> Commentators have suggested, among others, the following
interpretations:

= TPM that can easily be circumvented should not be legally protected.™

= TPM that can accidentally be circumvented should not be legally protected.**

» Rightholders must put some effort into protecting their works in order to
deserve protection.™

= Malfunctioning TPM need not be protected against circumvention.'®

= TPM is not effective, even if it functions properly, if access can be gained by
other means, i.e., where another “door” exists that is not technologically
locked down."

Given this range of possible interpretations,'® legislators across the world have
implemented the “effectiveness” criterion in several different ways as will be
discussed in greater detail in one of the subsequent sections.

° For an overview of existing techniques, see e.g., Séverine Dusollier, Droit d'auteur et protection des oeuvres dans
I'univers numerique (2005) pp. 39 et seq.

19 See Ficsor, supra note 3, § C11.02.

1 Kamiel Koelman & Natali Helberger, Protection of Technological Measures, Institute for Information Law,
Amsterdam, November 1998, p. 8, available at http://www.ivir.nl/publicaties/koelman/technical.pdf. See, in
contrast, Ficsor, supra note 3, § C11.06, questioning whether the concept of “effectiveness” has really added
anything to the meaning of the provision under art. 11 of the WCT. However, it seems likely that the “effectiveness”
criterion, introduced by an African Group during the Diplomatic Conference, was intended to narrow the scope of
protection; see Ficsor, supra note 3, 8§ 6.67 and 6.73.

12 Ficsor, supra note 3, § C11.03. Cf. Universal City Studio Inc. v. Reimerdes, 111 F. Supp. 2d 294, 318 (S.D.N.Y.
2000).

13 See de Werra, supra note 2, p. 10 (citing André Lucas, Droit d'auteur et nimerique [1998] p. 274).
4 Koelman, supra note 11, p. 8.
5 Lucas quoted in Koelman, supra note 11, p. 9, n. 26.

16 See Ginsburg supra note 4, n. 15 (citing Jorg Reinbothe and Silke von Lewinski The WIPO Treaties 1996, p. 145
(2002) for the proposition that neither malfunctioning TPMs nor TPMs which "interfere with the normal functioning
of the equipment or services" should be protected.)

7 Ginsburg, supra note 4, n. 15.



(2)

©)

As mentioned above, the effective TPM must be “used by authors in connection
with the exercise of their rights under this Treaty or the Berne Convention.” This
phrase clarifies that the Treaties leave it to the authors—and other rightsholders®—
to decide whether or not to apply TPM. Furthermore, it makes it clear that the
obligations under art. 11 include TPM in connection with the exercise of any right—
moral right or economic right—that is protected under the Treaties, irrespective of
the form in which the right is exercised.?® The “rights under this Treaty ...” element,
however, leads to yet another area of uncertainty since the wording makes it
questionable whether an important subset of TPM that regulates access to a work of
authorship falls within the scope of the anti-circumvention provisions. Some
commentators have argued that mere access-preventing technologies are excluded
from the respective provisions, because neither the WIPO Internet Treaties nor the
Berne Convention provide for an exclusive right to control individual access to a
work. The only exception applies to cases where the TPM would restrict making a
protected work available to the public?> Others argue that access control
technologies fall within the scope of the WIPO Internet Treaties, because accessing
a work in digital form implicates the reproduction right under the Berne Convention
given the fact that every apprehension of a digital work involves the making of a
temporary copy in the user’s RAM. In addition, it is argued that access controls
underpin the communication and distribution right, and that therefore Member
States are obliged to protect both copy and access controls against circumvention.?
The implementing national legislations, too, suggest that both copy and access
control technologies fall under the WIPO Internet Treaties’ provisions on TPM.

The third important element in the context of this paper is the requirement that the
technological measure “restricts acts, in respect of their works, which are not
authorized by the authors concerned or permitted by law.” According to this phrase,
not all acts of circumvention® are to be prohibited under art. 11 WCT. First, it is

18 Commentators have argued that the effectiveness criterion has been introduced to enable some contracting
parties—especially the U.S.—to challenge foreign national legislations in case the national laws, in their view,
would not offer a sufficient level of protection. See Pamela Samuelson, The U.S. Digital Agenda at WIPO, 37 Va.
Int’l L. 369, 404 et seq. (1997); de Werra, supra note 2, p. 10.

19 See, e.g., Ficsor, supra note 3, § C11.07; Ginsburg, supra note 4, p. 5; de Werra, supra note 2, p. 10.
20 Ficsor, supra note 3, § C11.08.

2! Koelman, supra note 11, p. 9.

22 Ginsburg, supra note 4, p.7. See also Ficsor, supra note 3, § C11.09: “Technological measures may restrict acts ...
in various ways. There are, however ... two basic forms of restricting ... acts: first, restricting access to works; and,
second, restricting the carrying out of certain acts in respect of works. The obligations under Article 11 cover both of

these basic forms ...”

%% The term “circumvention” is not further specified in the WIPO Internet Treaties. Thus, it is not clear from the text
what acts accomplished in connection with a circumvention of TPM should be prohibited, see, e.g., de Werra, supra
note 2, p. 13. De Werra points out that art. 11 WCT leaves unanswered the question whether () the act of



obvious that Member States do not have an obligation to prohibit circumventions
where users are authorized by the authors or other rightholders to engage in such an
act.* Second, and less obvious, the wording indicates that no obligation exists under
the Internet Treaties to provide adequate legal protection and effective remedies
against acts of circumvention which concern acts permitted by law. The most
important application of this sentence are exceptions and limitations granted by
national laws, which of course must remain within the framework set forth by the
relevant provisions of the Berne Convention and incorporating treaty law.?
Consequently, member states have no obligation to outlaw circumventions of TPM
that enable users to gain access to works in the public domain, nor to prohibit acts of
circumvention that allow users to engage in non-infringing activities according to
the national legislation’s limitations of or exceptions to the rights granted under the
applicable laws.”® Commentators have pointed out that the difficulty in
implementing art. 11 WCT arises with respect to the prohibition of circumvention
devices and services, because such devices and services, on the one hand, are needed
to legally circumvent TPM (e.g. in order to gain access to a public domain work that
has been protected by TPM), but may also be used for illegal purposes on the other
hand. The WIPO Internet Treaties provide no guidance as to how member states
shall resolve this tension,”’ and indeed it remains the “challenge for national laws ...

circumvention itself; (b) the business/trafficking in circumvention technologies (“preparatory acts”); or (c) both the
act of circumvention and the business/trafficking should be declared unlawful. See also Strowel and Dusollier, supra
note 5, pp. 6-7 who claim that the failure to define "circumvention™ will permit the signatory states to determine
which acts should be proscribed and will inevitably result in regulatory variation from jurisdiction to jurisdiction.
See also Brown, supra note 7. It is, however, likely that the proper interpretation entails the prohibition of both the
act of circumvention itself as well as preparatory acts; for if preparatory acts are not also declared illegal, the force
of the provision is essentially rendered ineffective. Firstly, actual acts of circumvention will, in most contexts, occur
in the user's home and therefore the discovery of such circumvention would require a violation of privacy. Secondly,
the enforcement of the provision would be far more inefficient since legal action would have to be pursued against
the multitude of individual violators as opposed to the far fewer number of circumvention technology providers.

See Ginsburg, supra note 4, p. 8 and Ficsor, supra note 3, § C11.12.

2 | Tunes users, for instance, are authorized to unlock Apple's DRM with the use of specific tools in order to copy
playlists a restricted number of times. For further discussion, see Urs Gasser et al., iTunes: How Copyright, Contact,
and Technology Shape the Business of Digital Media — A Case Study, pp. 41, 83, June 2004, available at
http://cyber.law.harvard.edu/media/uploads/81/iTunesWhitePaper0604.pdf.

2 gee Ficsor, § C11.10.

% See, e.g., Ginsburg, supra note 4, p. 8; de Werra, supra note 2, pp. 11 et seq. As de Werra points out, Judge
Kaplan identified one potential problem in the Universal City Studio case. Where TPM is utilized to protect new
creations that are combined with works in the public domain, any circumvention to gain access to the public domain
work would also provide access to the copyrighted work. The absolute prohibition against circumvention could
create a new form of legal protection for works which were previously not entitled to such protection, such as works
unprotected by copyright as well as works which fall under the category of "thin copyright,” where there may be a
greater scope of fair use. See de Werra, supra note 2, n. 52.

%" During the Diplomatic Conference hosted by WIPO in 1996, the draft provisions for the WIPO Internet Treaties
were more specific: Art. 13 and art. 22 of the Basic Proposals addressed "devices or products, the primary purpose
or primary effect of which is to circumvent ...." Some conference participants even suggested that the application of
these provisions should be confined to devices which had the "sole purpose™ of circumventing. For a detailed
discussion of the Treaties' drafting history, see Ficsor, supra note 3, § 6.65.

10



to determine how to regulate the creation and dissemination of circumvention
devices without effectively cutting off the fair uses that at least some devices ...
would permit.”?®

4) The WIPO Internet Treaties’ provisions on TPM require contracting parties to
provide effective legal remedies against acts of circumvention, but do not specify in
detail what types of remedies must be implemented. According to one commentator,
“it seems obvious that, in general, civil remedies are indispensable ....”%° He also
suggests that criminal sanctions are needed for preparatory activities (e.g.,
trafficking in circumvention devices and services) due to their “piratical” nature.® It
has also been suggested that the TRIPS provisions on the enforcement of IPR can
provide guidance as to the range of remedies that constitute effective relief.!
However, it is important to note that the relevant provisions of the WCT and WPPT
themselves are silent on this issue and, therefore, leave significant discretion to the
contracting parties. The differences in implementation among national laws, as we
will discuss in Part 11.B.3 in greater detail, confirms this finding.

In sum, art. 11 WCT and art. 18 WPPT, due to their open wording, allow implementing
Member States suitable liberties in transposing them into their national laws as long as the legal
protection is “adequate” and the legal remedies are “effective.”®? The lack of definitions of key
terms leaves not only leeway, but also causes much strife during the implementation process
since different interest groups each seek to have the balance shift their way. As a result, different
implementation regimes are evolving across the globe, mostly influenced by the approaches of
the U.S. with the Digital Millennium Copyright Act (DMCA) and the European Union with its
EU Copyright Directive (EUCD).*

2. Bilateral Trade-Agreements

International obligations to adopt anti-circumvention legislation may not only derive
from multinational treaty law as discussed in the previous section, but can also result from
bilateral agreements. In fact, free trade agreements (FTA) between the U.S. and its trade partners
have recently played an important role in diffusing the concept of third layer protection of

%8 Ginsburg, supra note 4, p. 10.

% Ficsor, supra note 3, § C11.13 (Emphasis added).

4.

®! Ginsburg, supra note 4, p. 10; see also Ficsor, supra note 3, § C.11.13.

% See Communication of the WIPO Standing Committee on Copyright and Related Rights, Current Developments
in the Field of Digital Rights Management, SCCR/10/1, August 1, 2003, p. 38.

3 See infra sections B.1 and B.2.
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copyrighted works through the legal protection of technological measures.®** A recent and
illustrative example is the Free Trade Agreement between Australia and the United States
(AUSFTA), which aims—among other things—to strengthen the protection of IP rights.*

The relevant chapter 17 of the AUSFTA on IP rights includes 29 articles and three
exchanges of side letters. It endorses, inter alia, multilateral treaties such as TRIPS, addresses
parallel importation, covers the protection of materials in digital form and distributed over
electronic networks, stipulates the principle of national treatment, and extends the duration of
protection for copyrighted works to 70 years after the death of the author.*® More important for
the context of this paper, the Agreement obliges the parties in art. 17.4 paragraph 7 to provide
adequate legal protection and effective legal remedies against the circumvention of effective
technological measures. This provision, in contrast, for instance, to the WIPO Internet Treaties,
sets forth a detailed set of definitions. Art. 17.4 paragraph 7(a), for instance, requires that each
party—in order to provide adequate legal protection and effective legal remedies against the
circumvention of technological measures—shall provide that any person who

(i) knowingly, or having reasonable grounds to know, circumvents without authority any effective
technological measure that controls access to a protected work, performance, or phonogram, or other
subject matter; or

(it) manufactures, imports, distributes, offers to the public, provides, or otherwise traffics in devices,
products, or components, or offers to the public, or provides services that:

* See also in this context the Kuwait-U.S. Trade and Investment Framework Agreement (TIFA), which may lead to
negotiations toward a Free Trade Agreement. According to the latest submission from the International Intellectual
Property Alliance with regard to the USTR Section 301 Report on Kuwait, “[t]he IPR chapter of an FTA with
Kuwait would need to: (a) be TRIPS-plus; (b) include in specific terms obligations which would meet the
requirements of implementing the WCT and WPPT; (c) include modern and effective enforcement provisions,
including those to respond to the threats of digital and Internet piracy; and (d) contain specific commitments with
regard to combating optical disc piracy through regulations on production and strict enforcement.” See International
Intellectual Property Alliance, 2006 Special 301 Report Kuwait, February 13, 2006, p. 282, n. 7, available at
http://www.iipa.com/rbc/2006/2006 SPEC301KUWAIT .pdf.

% See also the anti-circumvention provisions in the FTA with Bahrain (art. 14.4.7, available at
http://www.ustr.gov/assets/Trade_Agreements/Bilateral/Bahrain_FTA/final_texts/asset_upload_file211 6293.pdf),
Chile (art. 17.7.5, available at
http://www.ustr.gov/assets/Trade_Agreements/Bilateral/Chile_FTA/Final_Texts/asset_upload file912 4011.pdf),
Jordan (art. 13, available at
http://www.ustr.gov/assets/Trade_Agreements/Bilateral/Jordan/asset_upload_file250 5112.pdf), Morocco (art.
15.4.8, available at
http://www.ustr.gov/assets/Trade_Agreements/Bilateral/Morocco_FTA/FInal_Text/asset_upload_file797_3849.pdf),
Oman (art. 15.4.7, available at
http://www.ustr.gov/assets/Trade_Agreements/Bilateral/Oman_FTA/Final_Text/asset_upload_file715_8809.pdf),
and Singapore (art. 16.4.7, available at
http://www.ustr.gov/assets/Trade_Agreements/Bilateral/Singapore_FTA/Final_Texts/asset_upload_file708 4036.pd
f). Similar provisions are set out in the Central America-Dominican Republic-U.S. Free Trade Agreement (CAFTA,;
art. 15.5.7, available at http://www.ustr.gov/assets/Trade_Agreements/Bilateral/ CAFTA/CAFTA-
DR_Final_Texts/asset_upload_file934 3935.pdf). See also the draft agreement on the Free Trade Area of the
Americas (FTAA), cf. http://www.eff.org/IP/FTAA/ and Brown, supra note 7.

% See, e.g., Urs Gasser, Copyright and Digital Media in a Post-Napster World: International Supplement, The
Berkman Center for Internet and Society and GartnerG2, January 2005, available at
http://cyber.law.harvard.edu/media/wpsupplement2005.

12



(A) are promoted, advertised, or marketed for the purpose of circumvention of any effective technological
measure;

(B) have only a limited commercially significant purpose or use other than to circumvent any effective
technological measure; or

(C) are primarily designed, produced, or performed for the purpose of enabling or facilitating the
circumvention of any effective technological measure,

shall be liable and subject to the remedies specified in Article 17.11.13. Each Party shall provide for
criminal procedures and penalties to be applied where any person is found to have engaged willfully and
for the purposes of commercial advantage or financial gain in any of the above activities. Each Party may
provide that such criminal procedures and penalties do not apply to a non-profit library, archive,
educational institution, or public non-commercial broadcasting entity.

It has been argued that the anti-circumvention framework established by the AUSFTA
establishes a very protective regime that goes beyond the obligations under the relevant
provisions of the WIPO Internet Treaties. Consequently, the AUSFTA necessitates further
amendments to the Australian Copyright Act, which has already implemented the WIPO Internet
treaties—including the provisions on technological measures—through the Australian Copyright
Amendment (Digital Agenda) Act of 2000.%” A recent report® by the Standing Committee on
Legal and Constitutional Affairs of the House of Representatives, after careful review, has
identified three core differences between art. 17.4.7 and the current Copyright Act;*

— Differences between the definition of TPM in the Act and the AUSFTA. The Copyright
Act defines a TPM in a narrower sense than art. 17.4.7 by limiting the definition to
devices that “prevent or inhibit the infringement of copyright.”* Art. 17.4.7, by
contrast, protects a broader category of access devices that control access to
copyrighted materials. In response to this broadness and its inherent problems, the
above-mentioned Committee recently recommended that the provision aimed at
implementing art. 17.4.7 AUSFTA should clearly require a direct link between access
control and copyright protection in order to avoid overprotection.*!

%" These amendments have been the subject of controversy. For instance, the Copyright Agency Limited (CAL)
complained that the legislation provided "less security than that contained in comparable overseas jurisdictions",
Copyright Agency Limited, Inquiry into Technological Protection Measures Exceptions, October 2005, para. 14,
available at http://www.aph.gov.au/house/committee/laca/protection/subs/sub016.pdf. Others supported a balanced
approach that takes into consideration the rights of the general public, see e.g. Jamie Wodetzki, Transcript of
Evidence of the Public Hearing of November 15, 2005, p. 2, available at
http://www.aph.gov.au/hansard/reps/commttee/R8876.pdf.

% Review of technological protection measures exceptions, by the Standing Committee on Legal and Constitutional
Affairs, House of Representatives, The Parliament of the Commonwealth of Australia, February 2006, Canberra,
available at http://www.aph.gov.au/house/committee/laca/protection/report/fullreport.pdf. [hereinafter: Report].

% See Report, supra note 38, § 2.53.

“% In the Stevens v. Sony case, the High Court of Australia concluded that region coding devices in computer games
were not technological protection measures since they do not "inhibit" copyright infringement; "The console's
inability to load the software from an infringing copy does not make it impossible or more physically difficult to
make an infringing copy." Stevens v Kabushiki Kaisha Sony Computer Entertainment [2005] HCA 58 (6 October
2005), para. 143, available at http://www.austlii.edu.au/au/cases/cth/high_ct/2005/58.html.

*! Report, supra note 38, § 2.61.
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— Different scope of exceptions. The current Copyright Act sets forth certain exceptions
to liability for both civil actions and criminal proceedings where the circumvention
device is supplied to a beneficiary of an exception for a permitted use (e.g.,
reproduction of computer programs for the purpose of interoperability; lawful
copying by libraries, educational organizations, etc., but not “private copying™), if the
person provided the supplier with a signed declaration.” The scope of the particular
exceptions specified in the AUSFTA,* by contrast, is narrower.** The Committee’s
Report, however, recommends that the legislation implementing the relevant art.
17.4.7 AUSFTA should maintain the existing permitted purposes and exceptions to
the extent possible,”® and should not narrow in any way the scope of the exceptions
specified in the free trade agreement.*®

— Different liability rules. The current Copyright Act provides for civil actions and
criminal sanctions in the case of trafficking in circumvention devices.*” The use of
such devices however—i.e., the act of circumvention itself—is not illegal, regardless
of whether the TPM controls access to or protects a copyrighted work. Under art.
17.4.7, in contrast, both the provision of circumvention devices as well as the act of
circumvention is prohibited.*® In addition, commentators have argued that the
AUSFTA extends the scope of criminal offences related to the trafficking in
circumvention devices.*

In sum, the previous paragraphs have demonstrated that Free Trade Agreements may
contain relatively detailed provisions regarding the protection of technological measures, which
may arguably go beyond the obligations under the WIPO Internet Treaties, as the example of the
Australian-United States Free Trade Agreement illustrates. However, this brief discussion also
suggests that national governments, even vis-a-vis a rather specified Free Trade Agreement,
enjoy some leeway with regard to the implementing legislation and regulation.

%2 See Jeffrey P. Cunard, Keith Hill and Chris Barlas, Current Developments in the Field of Digital Rights
Management, Standing Committee on Copyright and Related Rights, Tenth Session, Geneva 2003, available at
http://www.wipo.int/documents/en/meetings/2003/sccr/pdf/sccr_10_2.pdf.

3 Art. 17.4.7(e)(i)-(vii).

*“ See, e.g., Report, supra note 38 , §§ 2.66 and 3.4. See also David Richardson, Intellectual Property rights and the
Australia-US Free Trade Agreement, Research Paper No. 14 2003-04, 31 May 2004, available at
http://www.aph.gov.au/Library/pubs/RP/2003-04/04rp14.htm.

** Report, supra note 38, § 4.4. See also art. 17.4.7(f) AUSFTA.
“® Report, supra note 38, § 3.34.

*" See also Report, supra note 38, § 2.34.

*8 See also Report, supra note 38, §§ 2.62-2.65.

% See Richardson, supra note 44.
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3. Conclusion

In the field of legal protection of TPM, the WIPO Internet Treaties on the one hand and
bilateral trade agreements on the other hand can be seen as the main drivers of a larger trend
towards harmonization—or convergence—of copyright laws in the broader sense. The rough
overview provided in the first section of this paper illustrates that the WIPO Internet Treaties
create a level playing field, but leave significant leeway to the parties as to the exact manner in
which they implement the anti-circumvention provisions. International obligations with finer
granularity with regard to TPM, however, can result from bilateral free trade agreements. The
United States and other exporters of information goods and entertainment products lobby other
contracting nations for such free trade agreements as a means of securing the implementation of
TRIPS and WIPO standards. In some instances, the provisions on TPM set forth by such
agreements may even go beyond the obligations under WIPO, as the example of the recent
AUSFTA illustrates. However, experience shows that a certain degree of flexibility remains with
national legislators even in the case of bilateral free trade agreements.

Against this background, the overview provided in the preceding sections draws our
attention to three particularly important and controversial aspects of legislation aimed at
implementing international obligations regarding TPM: first, the question of the definition of
terms such as, for instance, “technological protection measures,” “effectiveness” of technological
measures, “acts of circumvention,” and the like; second, the interface between TPM and
exceptions and limitations; and third, the question of sanctions and remedies in the event of a
violation of anti-circumvention provisions. These three areas, one can argue, should be of
particular interest to national policy makers for at least two reasons: On the one hand, the
particular design of each element and the organization of the interplay among them greatly
influences the actual scope of legal protection of TPM. On the other hand, legislators have
significant discretion with regards to the implementation of these elements in the respective
national (copyright) laws and regulations,™ as will be discussed in greater detail in Part II of this

paper.
B. Selected Regional and National Legal Frameworks>!
1. European Union

Copyright issues and related rights in Europe are governed not by a single body of law,
but by legislation both at the EU level and the national level. EU Member States, however, have

% The WCT does not require that protections for technological measures are enacted as part of national copyright
laws. It is possible to protect them under more general laws or unfair competition law, see Ginsburg, supra note 4, p.
10. For example, the Japanese provisions concerning the protection against the circumvention of access control
measures can be found in the Unfair Competition Law, see Ficsor, supra note 3, § C11.22.

>L A list of links to selected national legislations is provided in the Appendix.
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significantly harmonized their national copyright laws since 1991 as a result of several EU
Directives aimed at vertical standardization, including the Software Directive, Rental Right
Directive, Satellite and Cable Directive, Term Directive, Database Directive and the Artists’
Resale Rights Directive. In the specific context of this paper, the most important piece of EU
legislation is the Directive 2001/29/EC, better known as the European Copyright Directive
(EUCD),** entered into force on June 22, 2001. Its purpose is twofold: 1) to harmonize the
divergent European copyright regimes that were increasingly seen as an obstacle to the EU single
market and as not yet ready for the information age, and 2) to transpose the WIPO Internet
Treaties.>® Still pending implementation in some Member States,>* the EUCD sets the European
Community legal framework for copyright by standardizing three fundamental exclusive rights,
introducing an exhaustive list of copyright exceptions, and stipulating obligations on
safeguarding TPM.*

With regard to the legal protection of TPM, two provisions of the EUCD are particularly
important: Art. 6 EUCD obliges EU Member States to provide for anti-circumvention provisions
and deals with definitions and exceptions, and art. 8 EUCD embodies sanctions and remedies for
the directive as a whole as well as with respect to art. 6 EUCD on TPM. Art. 6.1 EUCD obliges
Member States to provide “adequate legal protection against the circumvention of any effective
technological measures.” Thus, art. 6.1 clarifies at the outset that the act of circumvention itself
is illegal. The provision requires that the person engaged in circumvention is doing it with
knowledge or reasonable grounds to know that she is pursuing circumvention of a protection
measure, and that she does not have the authority to do s0.”® Art. 6.3 defines “technological
measures” as follows:

For the purposes of this Directive, the expression ‘technological measures’ means any technology, device
or component that, in the normal course of its operation, is designed to prevent or restrict acts, in respect of
works or other subject-matter, which are not authorised by the rightholder of any copyright or any right
related to copyright as provided for by law or the sui generis right provided for in Chapter Il of Directive
96/9/EC.

%2 Directive 2001/29/EC of the European Parliament and of the Council of May 22 2001, on the harmonisation of
certain aspects of copyright and related rights in the information society, Official Journal of the European
Communities, Nr. 167 of June 22, 2001, 10-19, available at http://europa.eu.int/eur-
lex/pri/en/oj/dat/2001/1_167/1_16720010622en00100019.pdf [hereinafter: EUCD (EU Copyright Directive)].

>3 See, e.g., Michael Hart, The Copyright in the Information Society Directive: An Overview, 24 EIPR 2, p. 58
(2002).

> France, Poland, Spain and the Czech Republic have not (fully) implemented the Directive yet. See for an
overview Digital Media Project, EUCD - Collection of Materials,
http://cyber.law.harvard.edu/media/eucd_materials. A bill aimed at implementing the Directive is currently before
the French Parliament. See, e.g., http://www.dmeurope.com/default.asp?ArticlelD=14052.

%% For an overview, see, e.g., Hart, supra note 53, and Urs Gasser/Michael Girsberger, Transposing the Copyright
Directive: Legal Protection of Technological Measures in EU-Member States, A Genie Stuck in a Bottle?, available
at http://cyber.law.harvard.edu/media/files/eucd.pdf.

% See, e.g., Markus Fallenbdck, On the Technical Protection of Copyright: The Digital Millennium Copyright Act,
the European Community Copyright Directive and Their Anticircumvention Provisions, IJCLP, Issue 7, 2002, p. 36,
available at http://www.ijclp.org/7_2003/pdf/fallenboeck-artikel-ijclp-15-01-03.pdf.
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Evidently, the definition does not explicitly separate between “access control” and “copy
control.” The ambiguity of the provision as to the protection of particular types of technological
measures has led to a variety of regimes at Member State level in the process of transposing the
directive, > as will be illustrated in Part Il of the paper. The second important definition set forth
in art. 6.3 EUCD concerns the term “effective.” According to this provision,

[tlechnological measures shall be deemed ‘effective’ where the use of a protected work or other subject-
matter is controlled by the rightholders through application of an access control or protection process, such
as encryption, scrambling or other transformation of the work or other subject-matter or a copy control
mechanism, which achieves the protection objective.

Again, the Member States have interpreted this rather vague concept®® of “effectiveness”
in different ways—with consequences, of course, for the concrete levels of protection of TPM
across EU countries.

Contrary to art. 11 WCT, art. 6 of the EUCD clarifies that both acts of circumvention and
“preparatory acts” shall be outlawed by the Member States. Art. 6.2 obliges Member States to
provide adequate legal protection against the manufacture, import, distribution, sale, rental,
advertisement for sale or rental, or possession for commercial purposes of devices, products or
components or the provision of services which

(a) are promoted, advertised or marketed for the purpose of circumvention of, or

(b) have only a limited commercially significant purpose or use other than to circumvent, or

(c) are primarily designed, produced, adapted or performed for the purpose of enabling or facilitating the
circumvention of,

any effective technological measures.

One of the major controversies with regard to art. 6 was the fear that TPM could create a
technically executed monopoly over all uses of copyrighted works, since they can be used by
rightsholders to block genuinely lawful acts such as copying permitted by exception or copying
of works where the term of copyright has expired.> Article 6.4 EUCD addresses the problem
where beneficiaries of certain copyright exceptions provided for in art. 5 EUCD® are precluded
from making use of those exceptions due to the technological lock-down of the work.®* The

> See Gasser/Girsberger, supra note 55, pp. 9 et seq.

%8 However, the EU definition frames the "the universe of protected measures," and the wording suggests that
technological measures that control neither access nor copying are not considered to be "effective." Ginsburg, supra
note 4, p. 5.

% See, e.g., Hart, supra note 53, p. 62.

% Article 5 EUCD provides a list of 21 exceptions, whereof only the exception concerning ephemeral copying is
mandatory. See e.g., Hart, supra note 53, pp. 59 et seq.

% Nora Braun, The Interface between the Protection of Technological Protection Measures and the Exercise of
Exceptions To Copyright and Related Rights: Comparing the Situation in the United States and the European
Community 25 EIPR 11, 496, p. 499.
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exceptions set out in art. 6.4 can be divided into two categories: the “public policy exceptions”
on the one hand and the “private copying exception” on the other.%? Art. 6.4.1 states with regard
to public policy exceptions—including exceptions in relation to photocopying, the copy and
archival purposes of educational facilities, broadcaster’s own ephemeral recordings, non-
commercial broadcasts, teaching and research, use by disabled individuals, and public safety—
that Member States “shall take appropriate measures to ensure that rightholders make available
to the beneficiary of an exception or limitation ... the means of benefiting from that exception or
limitation, to the extent necessary to benefit from that exception or limitation and where that
beneficiary has legal access to the protected work ... concerned.” While the public policy
exceptions are mandatory, recital 51 EUCD clarifies that Member States should take appropriate
measures only in absence of “voluntary measures taken by rightholders, including the conclusion

and implementation of agreements between rightholders and other parties”.®®

As far as the “private copying exception” is concerned, Member States may—nbut are not
obliged to—take measures “unless reproduction for private use has already been made possible
by rightholders to the extent necessary to benefit from the exception or limitation concerned ...
without preventing rightholders from adopting adequate measures regarding the number of
reproductions in accordance with these provisions.”®

Finally, it is important to note that both categories of exceptions—public policy and
private copying—do not apply to “on-demand”-services, i.e. works “made available to the public
on agreed contractual terms in such a way that members of the public may access them from a
place and at a time individually chosen by them.”®

As mentioned above, sanctions and remedies are set out in art. 8 EUCD. Art. 8 EUCD
covers liability for the entire directive, but specifically in art. 8.1 obliges Member States with
regard to the anti-circumvention provisions to “provide appropriate sanctions and remedies” and
to “take all the measures necessary to ensure that those sanctions and remedies are applied.”
Furthermore, sanctions have to be “effective, proportionate and dissuasive.” The provision also
obliges Member States to create mechanisms for rightholders to seek damages, injunctions and
the seizure of infringing material and components referred to in art. 6.2.

2. United States

In the United States, the WIPO Internet Treaties have been implemented through Title |
of the Digital Millennium Copyright Act (DMCA).?® The background of this controversial piece

62 See, e.g., Braun, supra note 61, p. 500.
8 Recital 51 EUCD.
& Article 6.4.2.

% Art. 6.4.4. See, e.g., Alvise Maria Casellati, The Evolution of Article 6.4 of the European Information Society
Directive, 24 Colum.-VLA J.L. & Arts 369 (2001), pp. 386 et seq.; de Werra, supra note 2, pp. 30 et seq.

% P L. No. 105-304, 112 Stat. 2860 (October 28, 1998).
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of legislation as well as the provisions set out by the DMCA have been discussed in a great
number of reports and papers.®” Consequently, the following paragraphs only provide a high-
level overview of the Act. Specific features of the DMCA will be further discussed where
particularly relevant for this paper, i.e., in the context of Part Il on design options and alternative
approaches taken by legislators.

In essence, the DMCA prohibits three circumvention-related activities:®®

Sec. 1201(a)(1) DMCA prohibits the acts of circumvention of “a technological
measure that effectively controls access to a work protected under this title”
(Emphasis added). Notably, the scope of the provision is very broad, because
acts of access control circumvention are even outlawed if undertaken for
purposes that are entirely lawful (e.g. fair use) and authorized by the Copyright
Act.®® In this respect (and others), the DMCA significantly exceeds the
minimal protection level as set forth by the WIPO Internet Treaties. However,
as discussed below, certain exceptions may apply. Note that the DMCA, in
contrast to the EUCD, does not prohibit the act of circumvention of copy
control technologies.

Sec. 1201(a)(2) DMCA prohibits a person from manufacturing, importing,
offering to the public, providing or otherwise trafficking “in any technology,
product, service, device, component, or part thereof, that ... is primarily
designed or produced for the purpose of circumventing a technological
measure that effectively controls access to a work ...; has only limited
commercially significant purpose or use other than to circumvent a
technological measure that effectively controls access to a work ...; or is
marketed by that person ... for use in circumventing a technological protection
measure that effectively controls access ....” Thus, the DMCA prohibits tools
that can be used for circumvention purposes based on their primary design or
production, regardless of whether they can or will be used for non-infringing
uses. However, uncertainty remains as to the exact meaning of the criterion
“primarily designed or produced.”

Sec. 1201(b)(1) DMCA, finally, prohibits the trafficking in tools that
circumvent technologies that effectively protect a right of a copyright owner in

%7 See, e.g., David Nimmer, A Riff on Fair Use in the Digital Millennium Copyright Act, 148 Univ. Penn. L.R. 673
(2000); Jane C. Ginsburg, Copyright Legislation for the Digital Millennium, 23 Colum.- VLA J.L.& Arts 137
(1999). For a critical discussion of the statute and cases aimed at interpreting and applying the statute, see Jay
Dratler, Jr., Cyberlaw: Intellectual Property in the Digital Millennium § 2.05[2][c][iii] (Law Journal Press 2000 &

Supps.).

% For a detailed discussion, see, e.g., Ginsburg, supra note 67.

% See, e.g., Cunard, Hill and Barlas, supra note 42, p. 47.
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a work or portion thereof. Similarly to circumvention devices intended for
cracking access controls, the threshold for violation of the Act is that the
device is primarily designed for circumvention purposes, or has only a limited
commercially significant purpose apart from circumvention, or is marketed for
use in circumventing a relevant technology.

The term “technological measure” is not defined by the DMCA. However, sec.
1201(a)(3)(B) essentially defines a technological measure that controls access to a work as
effective “if the measure, in the ordinary course of its operation, requires the application of
information, or a process or a treatment, with the authority of the copyright owner, to gain access
to the work.” Similarly, sec. 1201(b)(2)(B) states that a technology measure “'effectively protects
a right of a copyright owner under this title’ if the measure, in the ordinary course of its
operation, prevents, restricts, or otherwise limits the exercise of a right of a copyright owner
under this title.” Since its enactment, a series of cases have illustrated what qualifies as
technological measures, and how the effectiveness criterion and the other terms must be
interpreted.”

The definition of the term “circumvention” is broad both in the case of sec. 1201(a) and
1201(b). In the context of access circumvention, for instance, the term means

to descramble a scrambled work, to decrypt an encrypted work, or otherwise to avoid, bypass, remove,
deactivate, or impair a technological measure, without the authority of the copyright owner.

The prohibition on acts of circumvention of access controls and the bans on trafficking in
circumvention of access and copy control technologies have limitations and exceptions, which
will be discussed in greater detail in Part 111.B.2 of this paper. Concerning specific exceptions,
the DMCA sets forth a number of exceptions that apply both to acts of circumvention and
preparatory acts, and two exceptions that only apply to acts of circumvention. The statutory
exceptions include exceptions for nonprofit libraries, archives and educational institutions, law
enforcement and government activities, reverse engineering; encryption research, protection of
minors, circumventions relating to personally identifying information, and security testing.
Additional exceptions have been established under the so-called rule-making process under sec.
1201(a)(1)(B)-(E) DMCA by the Librarian of Congress.

The obligation under the WIPO Treaties to grant effective legal remedies against the
circumvention of TPM is implemented through sec. 1203, regarding civil remedies, and sec.
1204 DMCA, which provides criminal penalties. The latter provision reads as follows:

" For a brief overview of the relevant case law in this context, see, e.g., June M. Besek, Anti-Circumvention Laws
and Copyright: A Report from the Kernochan Center for Law, Media, and the Arts, 27 Colum. J.L. & Arts 385
(2004), pp. 407 et seq. and Jay Dratler, Jr., Cyberlaw: Intellectual Property in the Digital Millennium § 2.05[2][c]
(Law Journal Press 2000 & Supps.).
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(@) In General.— Any person who violates section 1201 or 1202 willfully and for purposes of commercial
advantage or private financial gain—

(1) shall be fined not more than $500,000 or imprisoned for not more than 5 years, or both, for the first
offense; and

(2) shall be fined not more than $1,000,000 or imprisoned for not more than 10 years, or both, for any
subsequent offense.

(b) Limitation for Nonprofit Library, Archives, Educational Institution, or Public Broadcasting Entity.—
Subsection (a) shall not apply to a nonprofit library, archives, educational institution, or public broadcasting
entity (as defined under section 118 (g).

(c) Statute of Limitations.— No criminal proceeding shall be brought under this section unless such
proceeding is commenced within 5 years after the cause of action arose.

Part Il: Designing Anti-Circumvention Frameworks:
Options and Approaches

A. Introduction

Governments around the world are faced with the challenge of enacting legislation aimed
at protecting TPM. In most cases, the question before legislators is no longer whether a third
layer of protection of copyrighted works is economically, culturally, or socially desirable.
Rather, policy makers, while designing intellectual property rights regimes, have been and will
increasingly be confronted with international obligations as outlined in Part | of this paper,
thereby following a larger trend towards convergence of copyright laws across the globe.”* With
regard to anti-circumvention legislation, this paper has argued that three core elements of any
legal framework aimed at protecting TPM should be of particular interest to national policy
makers: definitions, exemptions, and sanctions. The contours of any given anti-circumvention
regime, including its degree of openness or restrictiveness, will depend to a large extent on the
particular design of each component, and the mastering of the interplay among these elements.

The following section discusses in greater detail what approaches to the three core
components—to be precise: certain aspects of the three components—Iegislators have taken
when implementing anti-circumvention provisions in accordance with international obligations.
The analysis is based on prior studies by the author of the paper and focuses, by and large, on the
design choices made by legislators of EU Member States, because European jurisdictions—at
least at the legislative level—provide probably the richest subject of analysis from a comparative
law perspective.”> References to DMCA sec. 1201 and occasional references to anti-
circumvention provisions of non-EU-countries will complement the study.

™ For a general discussion, see, e.g., Graeme B. Dinwoodie, The Development and Incorporation of International
Norms in the Formation of Copyright Law, 62 Ohio St. L.J. 733 (2001).

2 The EU, in a sense, represents a microcosm of the international harmonization of intellectual property law, and
ongoing juristic observation and study of EU developments render a certain transparency to this process. Seg, e.g.,
http://www.euro-copyrights.org; Gasser/Girsberger supra note 55; http://www.edri.org/search/node/eucd; and
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B. Selected Approaches

1. Subject Matter and Scope

a) Technological protection measure

Often at the core of anti-circumvention legislation is the term “technological protection
measures” or simply “technological measures.” Obviously, the definition”® of this term
determines the scope of the relevant provisions to a great extent.’* A significant feature with
regard to the definition of TPM is whether (and, if yes, in what manner) a distinction is drawn
between access controls and copy controls. As discussed in the previous sections, the distinction
has not been made in the WIPO Internet Treaties, but might appear in the context of free trade
agreements or at the level of regional or national legislation. Looking at norms implementing art.
11 WCT, one might roughly distinguish between three approaches.

First, the drafters of a given legal framework can decide not to differentiate
substantively between different types of technological measures. Prominently, for
instance, the EUCD has not included the distinction in the definition provided in the
first sentence of the above-mentioned art. 6.3. However, the directive touches upon
these concepts later in the same subparagraph (“through application of an access
control or protection process, such as encryption, scrambling ...”), which leads to the
presumption that the EUCD does analytically distinguish between access and copy-
controls but—unlike the DMCA—grants equal treatment to both types of technology.
The same approach has been taken by several implementing Member States,
including the U.K. and Germany.”

Second, definitions in the relevant copyright acts may clearly” differentiate between
access and copy control technologies in the sense that both concepts fall within the

http://cyber.law.harvard.edu/media/eucd_materials as helpful resources for policy makers dealing with anti-
circumvention laws.

" Note that it would be unpractical and inadequate to define the term in reference to particular technologies since
rapid technological change would quickly render the legislation obsolete. Ficsor, supra note 3, § C11.02. Cf. supra
note 9 and accompanying text.

™ In the U.S., for instance, the issue has arisen as to whether the "rolling code” of a garage door opener constitutes a
technical access protection measure. See Chamberlain Group, Inc. v. Skylink Technologies, Inc., 381 F.3d 1178
(Fed. Cir. 2004).

7> See Gasser/Girsberger, supra note 55, pp. 13 et seq. for detailed discussion and references.

"® The distinction between "access controls” and "copy controls" in practice may become increasingly difficult—
and ultimately in some cases impossible—to make. See generally, Anthony Reese, Symposium: The Law and
Technology of Digital Rights Management: Will Merging Access Controls and Rights Controls Undermine the
Structure of Anticircumvention Law?, 18 Berkeley Tech. L.J. 619 (2003).
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scope of the anti-circumvention provisions, but are treated differently under the
respective legal regime. The DMCA serves as a good example of this approach. As
mentioned above, it prohibits the circumvention of a technological measure that
“effectively controls access to a [copyrighted] work,” but does not outlaw the
circumvention of a copy control or other technological measure that protects a right
of a rightholder.”” As to the trafficking in circumvention devices and services, finally,
the DMCA specifies that both access and copy control technologies are protected.”

— Third, legal frameworks may discriminate between the two basic types of TPM in a
more radical form by excluding one technology from the definition. For instance in
Denmark, there is some evidence that the legislature has taken the approach of
excluding access controls from the definition. Although the recent amendments to the
Danish Copyright Act do not explicitly refer to “access” or “copy controls,” the
particular wording of the Danish legislation, which emphasizes the “protection” of
works and does not refer to specific types of control, may not be accidental, but
reflect the earlier position of Nordic countries that art. 6.3 EUCD excludes “access
control” technology because such technology does not necessarily prevent an act that
would constitute an infringement.”® This interpretation, moreover, finds support in the
explanatory text of the new Danish Copyright law, which suggests that only
technological measures aimed to prevent copying are protected.®® Accordingly, the
Copyright Act does not protect systems that are designed to control the user's own use
of the work.®! Ultimately, of course, it remains with the Danish courts and, finally,
the European Court of Justice to determine whether a particular technological
measure qualifies for protection.®

The question of definition, of course, is not just an interesting dogmatic one, but has very
practical consequences.®

" Sec. 1201(a)(1)(A)(3)(B).
"8 Sec. 1201(a)(2),(b)(1).
" Braun, supra note 61, p. 498.

8 See Per Helge Sorensen, Implementing the EU Copyright Directive, Foundation for Information Policy Research
Report, 34 et seq., available at http://www.fipr.org/copyright/guide/eucd-guide.pdf. Terese Foged has also expressed
the view that "access control devices are not protected under the Danish Copyright Act." http://www.euro-
copyrights.org/index/4/11.

8 A similar position is expressed in the Finnish bill 14.10.2005/821 aimed at implementing the EUCD, see Viveca
Still, Country Report Finland, available at http://www.euro-copyrights.org/index/3/4.

8 See also Terese Foged, Country Report Denmark, available at http://www.euro-copyrights.org/index/4/11.

8 Consider the case of teenager Kris, living somewhere in Europe, who buys “Charlie’s Angles” on DVD in a
movie store while traveling to a foreign continent. Back home, Kris wants to watch the latest movie in her collection
on her recently purchased laptop. However, her laptop refuses to play the DVD and displays a message that the
DVD is designed to work in another region and not compatible with Kris’ player. The teen calls her tech-savvy
friend Jon to get advice. He suggests software available on the internet to work around the “Regional Coding
Enhancement” that prevents the DVD from playing on the laptop’s DVD-player. Kris follows the advice and is soon
able to watch the movie. The question whether Kris is in conflict with applicable anti-circumvention laws, i.e.,
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b) Effectiveness

A second important aspect of the definition of TPM is the concept of “effectiveness.” As

discussed in Part 1.A.1 of this paper, this criterion is not further specified in the WIPO Internet
Treaties. As to implementing legislation, one can distinguish three basic approaches: First, there
are anti-circumvention laws that use the effectiveness criterion as well, but leave its
interpretation entirely to the courts. Second, there is the possibility of not including it in the
definition of TPM. Third, there are attempts in some jurisdictions to statutorily specify to some
extent what effective technological measures are.

The DMCA, for instance, belongs to the first category. Sec. 1201(b)(2)(B), for example,
states that “a technological measure ‘effectively protects a right of a copyright owner
under this title’ if the measure, in the ordinary course of its operation, prevents, restricts
or otherwise limits the exercise of a right of a copyright owner under this title.”® Thus,
effectiveness simply “means that it hinders or prevents the relevant copyright-
implicating act.”® Against this backdrop, it is questionable whether the criterion has
really added anything meaningful to the anti-circumvention provision.®

A representative of the second category is Japan’s anti-circumvention legislation.®” The
Japanese legislature defined technological protection measures in art. 2(xx) of the
Japanese Copyright Law without any reference to their effectiveness as “measures to
prevent or deter acts such as constitute infringements on moral rights or copyright
mentioned in Article 17, paragraph (1) or neighboring rights ... .” The term “to prevent”
is not defined, while “*deter’ means to deter such acts as constitute infringements on
copyright, etc by causing considerable obstruction to the results of such acts ... .”®

whether the act of “working around” the regional coding on the DVD is a prohibited circumvention of TPM, clearly
depends on whether the respective legislator has taken a restrictive or a liberal approach to the definition of TPM.
Under a comprehensive approach as applied in the copyright acts of the U.K., Germany and other Member States,
which expressly stipulate that access control technology falls within the scope of protection, Kris would violate anti-
circumvention law. By contrast, there is some likelihood that Kris could legally circumvent the regional coding of
her newly purchased DVD if, for instance, Danish law were applicable (see ,,Digital kopiering - hvad er lovligt?*,

available at http://www.kum.dk/sw5386.asp.). The example is a shorter version of the one used by
Gasser/Girsberger, supra note 55, p. 12.

817 U.S.C. § 1201(b)(2)(B).
% Ginsburg, supra note 4, p. 4.
% See, e.g., Ginsburg, supra note 4, p. 5.

8 In Japan, the relevant provisions on TPM of the WIPO Internet Treaties have been implemented in 1999

amendments to the Copyright Law and to the Unfair Competition Prevention Law. Seg, e.g., Cunard, Hill and

Barlas, supra note 42, 91; de Werra, supra note 2, 33.
8 Cited in Ficsor, supra note 3, C11.06.
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— The EU and several European Member States have taken a different approach to the
definition problem by referring to the types of protected measures when defining the
concept “effective” TPM. However, the relevant art. 6.3 of the EUCD remains vague.
Similarly, the laws of Member States such as the U.K. and Germany that mimic the
language of the EUCD also fail to provide clarification of what constitutes “effective”
protection measures. However, some Member States have made some attempts to
provide slightly more precise definitions. The Dutch Copyright Act, for instance, defines
in art. 29a(1) technological measures as effective “if the use of a protected work of the
author or his successor in title is controlled by means of an access control or by
application of a protection process, such as encryption, scrambling or other
transformation of the work or other subject-matter or a copy control mechanism, which
achieves the intended protection.”®® Art. 95(2) of the Hungarian Copyright Act, to take
another example, states that a “technological measure shall be considered effective if as
a result of its execution the work becomes accessible to the user through performing
such actions—with the authorization of the author—as require the application of the
procedure or the supply of the code necessary therefore.” However, a close reading of
these definitions reveals that they have not added much to the proper understanding of
the effectiveness criterion. Thus, here as elsewhere it remains a question to be answered
by the courts as to what exactly qualifies as an effective measure.”

c) Acts prohibited: “circumvention”

As mentioned in Part I.A.1 of this paper, several important questions regarding the
conduct that must be prohibited and the act of circumvention, respectively, remain unanswered
under the WIPO regime. In this thematic context, the following three issues are of particular
interest to national policy makers.

8 See Kamiel Koelman and Menno Briét, Country Report Netherlands, available at
http://eurorights.cdfreaks.com/index/1/34.

% Again, the definition of the term “effective” has practical implications. Consider, for instance, a jurisdiction where
an effective TPM would require that an average user is hindered from circumvention, as opposed to an alternative
definition in another jurisdiction, where any technology would be qualified as “effective” as long as any activity
towards circumvention must be undertaken in order to bypass the control system. Under the first regime, it would be
at least doubtful whether the regional coding on a DVD that can easily be circumvented by average users—using a
widely available piece of software— would fall under legal protection of TPM. When applying the lower threshold
of the other jurisdiction, by contrast, it seems straightforward that regional coding would be deemed to be effective
and, thus, within the scope of protection; illustrative of the latter type of regime is the U.S. case Universal City
Studios v. Reimerdes, 111 F. Supp. 2d 294 (S.D.N.Y. 2000), aff’d sub nom. Universal City Studios, Inc. v. Corley,
273 F.3d 429 (2nd Cir. 2001). There, the district court concluded that the Content Scrambling System (CSS) on a
DVD—yprotecting the DVD from being copied or played on non-compliant DVD players, and requiring a key that
cannot be obtained without a license or the purchase of an authorized DVD player—effectively controlled access
despite the fact that its weak encryption could be unlocked by a widely available software utility called DeCSS. The
court held that the statute would be meaningless if it protected only successful TPM (id., 317 et seq.) and concluded
that DeCSS was a circumvention device under sec. 1201(a)(2) since it was designed primarily to decrypt CSS.
Consequently, Kris from the previous example could circumvent her DVD in the first jurisdiction without violation
of anti-circumvention provision, even if access controls as such were protected (if effective!), but would be liable
under the effectiveness-standard set forth by the relevant legislation of the second jurisdiction.
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— Definition of “circumvention”: As in the WIPO Internet Treaties, many subsequently
developed national and regional laws do not specify what “circumvention” means.
Neither the EUCD, for instance, nor the Japanese Copyright Law provide a definition
of the term. Arguably, it has been sufficiently clear what acts constitute
circumvention of a TPM.** The U.S. legislature, in contrast, has taken a different
approach and provides a rather detailed definition of the terms “circumventing a
technological measure” in sec. 1201(a)(3)(A) concerning access controls and in sec.
1201(b)(2)(A) concerning right controls. The definitions follow a functional
approach and are not technology-specific due to the rapid changes in the quicksilver
technological environment.*

— Prohibited conduct: The uncertainty regarding the acts accomplished in connection
with the circumvention of TPM that must be prohibited under the WIPO Internet
Treaties has led to two clusters of anti-circumvention regimes. One the one hand,
there are national implementations that outlaw both the act of circumvention itself as
well as preparatory activities, i.e., the trafficking in circumvention devices and
services. Apparently, the great majority of countries, including the U.S. and Europe,
has taken this approach. However, it is important to note that laws that provide
protection and remedies against both unauthorized acts of circumvention and
preparatory activities may include further differentiation among acts of
circumvention. It has been noted here that the DMCA, for instance, only prohibits
acts of circumvention with regard to access controls, but not copy control technology.
Under the EUCD, in contrast, acts against both types of protection measure are
prohibited—similarly under the implementing legal regimes of the EU Member
States, including the U.K., Germany, The Netherlands, Denmark, and Greece, to
name only a few. On the other hand, there are jurisdictions that only prohibit (certain)
preparatory activities. The Japanese anti-circumvention laws, for instance, prohibit
trafficking in circumventing tools as well as the offering of a circumventing service to
the public, but do not specifically bar the act of circumvention.®® However, it is
noteworthy that Japanese copyright law does not allow the circumvention of a TPM
to reproduce a work for private non-commercial purposes, although such a person
making private copies would not face criminal sanctions under Japanese law.**

°! See Ficsor, supra note 3, C11.11.
%2 See also Ficsor, supra note 3, C11.11.

% See, e.g., Cunard, Hill and Barlas, supra note 42, p. 91 and p. 93; Cunard et al. as well as de Werra, however,
point out that Article 30 of the Copyright Law prohibits the reproduction of a work for private purposes through an
act of circumvention with knowledge that the reproduction is made possible by the circumvention. See, e.g., de
Werra, supra note 2, 34, n. 155. Besek also contends that the act of circumvention carried out for business purposes
is prohibited by the Japanese Copyright Law. June M. Besek, Anti-Circumvention Laws and Copyright: A Report
from the Kernochan Center for Law, Media, and the Arts, 27 Colum. J.L. & Arts 385 (2004) , p. 432.

% Cunard, Hill and Barlas, supra note 42, 92; Ficsor, supra note 3, § C11.22.
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Australia too, under its current copyright law, only prohibits the business of
trafficking in circumventing tools (including manufacturing, selling, renting, offering
for sale, promoting, advertising, marketing, distributing, and exhibiting a device), but
does not prohibit the act of circumvention as such.*

— Actual infringement? As mentioned in Part I.A.1, the WIPO Internet Treaties do not
require that all types of circumvention-relevant conduct must be prohibited. Only in
cases where TPM restrict actions that are neither authorized by the rightholders nor
permitted by law, must acts of circumvention be declared illegal. In contrast, the text
of the EUCD prohibits all acts of circumvention that are not authorized by
rightholders. At the European level, the protection of TPM thus extends to situations
where technology is used to prevent or restrain acts that would be exempted under the
applicable copyright law, but have not been authorized by rightholders.® In other
words, it does not matter whether any given act actually infringes a copyright or
not—merely the conduct alone is relevant.®” For this reason, several Member States
have amended their legislation to create such broad liability.”® Hungary, however, has
taken a different path. The Hungarian Copyright Act defines technological measures
in article 95(2) as “all devices, products, components, procedures and methods which
are designed to prevent or hinder the infringement of the copyright.” By using the
phrase “designed to prevent or hinder the infringement of the copyright” rather than
“designed to prevent or restrict acts, ..., which are not authorized by the rightholder”,
the Hungarian anti-circumvention provision—at least in its English version—only
protects technological measures which prevent acts that are copyright infringements;
technologies aimed at blocking other acts which the rightholder did not authorize are
not covered.

2. Limitations and Exceptions
a) Basic Approaches

All anti-circumvention frameworks that have been analyzed by the author contain, in one
form or another, certain limitations and exceptions to the general proscription on circumvention.

% See Cunard, Hill and Barlas, supra note 42, p. 89.
% See, e.g., de Werra, supra note 2, pp. 27 et seq., and Brown, supra note 7.

%7 See, e.g., Markus Fallenbéck, supra note 56. Compare also the situation with the AUSFTA. In its preliminary
report, the Australian House of Representatives noted that unlike the pre-existing definition of TPM under the
Australian Copyright Act, the definition of TPM (aka ETM) under the AUSFTA was "not limited to devices that
'prevent or inhibit the infringement of copyright’, but also includes devices that ‘controls [sic] access' to protected
copyright material." Several commentators were obviously disturbed by the proposed expansion of the term beyond
measures aimed at preventing copyright infringement. Report, supra note 38, 8§ 2.54-2.56.

% For a case in point, see, e.g., the Dutch implementation of the EUCD; see Gasser/Girsberger, supra note 55, p. 16
with further references.
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In fact, the WIPO Internet Treaties do not preclude contracting parties from creating
exceptions.” However, implementing countries have taken approaches to limitations and
exceptions that are significantly different in several respects. At a basic level, one might roughly
distinguish between exceptions that follow the U.S. model versus exceptions a la EUCD. The
DMCA as well as anti-circumvention legislation in Australia and Japan, for instance, set out a
number of limitations and exceptions to the liability for acts of circumvention and/or preparatory
acts, respectively. These exceptions are essentially a defense to a prohibited circumvention-
related act,'® while there are no statutory obligations placed on rightholders to provide
beneficiaries with the means of taking advantage of the exceptions and privileges.'®*

Art. 6.4 of the EUCD, by contrast, “does not introduce exceptions to the liability of the
circumvention of technological measures in a traditional sense, but rather introduces a unique
legislative mechanism which foresees an ultimate responsibility on the rightholders to
accommodate certain exceptions to copyright or related rights.”*%* With regard to the public
policy exceptions mentioned in Part 1.B.1, art. 6.4.1 EUCD invites rightholders to take voluntary
measures, including agreements between them and “other parties concerned” (e.g. consumer
electronics manufacturers, consumers and vendors of TPM, etc.), in order to ensure that the
beneficiary of an exception or limitation can benefit from the respective exceptions or
limitations. In the absence of such voluntary measures or agreements within a reasonable period
of time,'® Member States are obliged to “take appropriate measures to ensure that rightholders
make available to the beneficiary of an exception or limitation provided for in national law ...
the means of benefiting form that exception or limitation, to the extent necessary to benefit from
that exception or limitation and where that beneficiary has legal access to the protected work or
subject-matter concerned.” (art. 6.4.1 EUCD)

Against this backdrop, the European framework leaves member states with two options.
First, Member States might immediately take steps in order to ensure that the beneficiaries of
copyright exceptions can in fact benefit from the exception despite technical protection measures
and the lack of voluntary measures on the part of rightholders. Second, Member States—due to

% See, e.g., Cunard, Hill and Barlas, supra note 42, p. 50.

100 See, e.g., Cunard, Hill and Barlas, supra note 42, p. 73. The EUCD, as discussed in the subsequent section, takes
a different approach by suggesting that Member States may permit certain acts that TPM are supposed to
accommodate. See id., p. 73.

101 See, e.g., Besek, supra note 93, p. 398. Sec. 1201(a)(1)(B)-(E) of the DMCA provides for a possible open-ended
group of exceptions, see Ficsor, supra note 3, § C11.26.

192 Braun, supra note 61, 499. See also Cunard, Hill and Barlas, supra note 42, p. 72; de Werra, supra note 2, p. 30.

193 Recital 51 in part reads as follows: “Member States should promote voluntary measures taken by rightholders,
[...] to accommodate achieving the objectives of certain exceptions or limitations provided for in national law in
accordance with this Directive. In the absence of such voluntary measures or agreements within a reasonable period
of time, Member States should take appropriate measures [...]” (emphasis added). Similarly, recital 52 states “[...]
[i]f, within a reasonable period of time, no such voluntary measures to make reproduction for private use possible
have been taken, Member States may take measures to enable beneficiaries of the exception or limitation concerned
to benefit from it. [...]” (emphasis added).
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uncertainty with regard to future technological developments and business practices in the field
of protection measures—might pursue a “wait-and-see” strategy and only intervene later on if
practical need for legislation has become evident. The latter approach has been taken by both
Austria and the Netherlands. The Dutch legislature, however, has provided more guidance with
regard to possible exceptions. Art. 29a(4) of the Copyright Act and, mutatis mutandis, art. 19 of
the Neighboring Rights Act,’®* empower (but do not oblige) the Minister of Justice to issue a
decree setting forth obligations for rightholders to provide means enabling certain uses such as
usage by people with disabilities, uses for educational purposes, reprographic reproductions,
reproduction for preservation purposes, use of judicial and administrative proceedings, etc.’®
Notably, the list also includes cross-references to the private-copy exceptions in the Dutch
Copyright Act.*®

With regard to the first approach, where Member States immediately establish
mechanisms for the enforcement of copyright exceptions in absence of voluntary measures, there
has been some variation in the methods applied by individual Member States. In the context of
the EUCD’s public policy exceptions,’® one can distinguish three approaches:*®® mediation,

administrative complaints procedure, and direct access to courts.*®

— Greece and Lithuania, for example, rely on mediation for the enforcement of the rights
of beneficiaries of exceptions in the absence of private agreements to facilitate those
rights.*® Similarly, the beneficiaries of an exception under Slovenian Law may also
request mediation.'*!

104 Koelman and Briét, supra note 89.
105 Id.

108 1d. See in this context Sjoera Nas, Implementing the EU Copyright Directive, Foundation for Information Policy
Research Report, pp. 102 et seq., available at http://www.fipr.org/copyright/guide/eucd-guide.pdf.

197 As discussed below, a special regime governs the private copying exception set forth in art. 6.4.4 EUCD.

198 Other approaches exist outside the EU, see, e.g., art. 39b of the Swiss draft for the implementation of the WIPO
Internet Treaties, which installs a TPM Panel ("Fachstelle™) that observes the impact of technological protection
measures. The Federal decision on the approval of WCT and WPPT in German or French is available at
http://www.ige.ch/E/jurinfo/j103.shtm.

1% The following paragraphs are derived from an earlier study conducted by the author, see Gasser/Girsberger, supra
note 55, pp. 17 et seq.

19 For Greece, see Article 66A(2) of the Law 3057/2002. For Lithuania see art. 75(4) of the Copyright Act of the
Republic of Lithuania: “When owners of copyright, related rights and sui generis rights do not take measures (i.e. do
not provide with decoding devices, do not conclude agreements with the users of the rights, etc.) which would
enable the users to benefit from the limitations [...], the users [...] may apply to the Council for mediation in such
dispute. The mediator(s) shall present proposals and help the parties to reach agreement. [...]. If the parties do not
accept a proposal of the mediator(s), the dispute shall be settled by Vilnius regional court.” See Republic of
Lithuania, Law amending the law on copyright and related rights, 5 March 2003, No. 1X-1355, official translation
(on file with author).

111 See art. 166¢ of the Copyright and Related Rights Act of the Republic of Slovenia, as amended by the Act
Amending the Copyright and Related Rights Act, Official Gazette RS No. 43/04.
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— The United Kingdom, however, has introduced a special administrative procedure to
ensure the observance of copyright exceptions. The relevant provision''? states that in
cases “[w]here the application of any effective technological measure to a copyrighted
work other than a computer program prevents a person from carrying out a permitted act
in relation to that work then that person ... may issue a notice of complaint to the
Secretary of State.” The Secretary of State, acting through the U.K. Patent Office, will
then open an investigation in order to explore “whether any voluntary measure or
agreement relevant to the copyright work the subject of the complaint subsists”.**® If this
investigation leads to the conclusion that there is no subsisting voluntary measure or
agreement, the Secretary of State may** give a direction requiring the copyright holder
or the exclusive licensee to ensure that the complainant can benefit from the permitted
act. According to section 296ZE(6), the obligation to comply with the direction is a duty
owed to the complainant or, where the complaint is made by a representative of a class,
to the representative as well as each person in the body represented. It is noteworthy that
a failure to comply with a direction would result in a breach of statutory duty, which is
actionable by the complainant or a representative of a body of complainants.™*

— Ireland, in contrast, has implemented a procedure whereby the beneficiaries of
exceptions apply directly to the Irish High Court. Section 374(3) of the Irish Copyright
and Related Rights Act™'® states: “In the event of a dispute arising, the beneficiary may
apply to the High Court for an order requiring a person to do or to refrain from doing
anything the doing or refraining from doing of which is necessary to ensure compliance
by that person with the provisions of this section.” Although the Irish approach is quite
unique among the EU Member States, Germany and Luxembourg have also provided
beneficiaries with a statutory right to seek injunctive relief.**’

b) Scope of limitations and exceptions

112 Section 296ZE(2) of the Copyright Act as amended by the Copyrights and Related Rights Regulation 2003.
113 Section 296ZE(3)(a).

14 The Consulting Paper clarifies that the Secretary of State, despite the use of the word “may”, has a duty to act,
and that if he did not act when action should be taken the matter could be subject to judicial review. See UK Patent
Office, Consultation on UK Implementation of Directive 2001/29/EC on Copyright and Related Rights in the
Information Society: Analysis of Responses and Government Conclusions, p. 13, available at
http://www.patent.gov.uk/about/consultations/responses/copydirect/copydirect.pdf.

15 However, the procedure only applies where a complainant has lawful access to the copyrighted work, and it does
not apply to works “made available to the public on agreed contractual terms in such a way that members of the
public may access them from a place and at a time individually chosen by them.”

116 As amended by S.1. No. 16 of 2004, European Communities (Copyright and Related Rights) Regulation 2004,
available at http://www.entemp.ie/publications/sis/2004/si16.pdf.

7 For Germany, see para. 95b(1) Copyright Act and para. 2a and 3a of the Injunctions Act (English translation by
Menno Briét and Alexander Peukert, available at http://www.euro-copyrights.org/index/14/51); see in this context
Cunard, Hill and Barlas, supra note 42, pp. 77 et seq. Section 71quinquies(2) of the Luxembourgian Copyright Act
entitles the beneficiaries of an exception (or their representatives) to take injunction proceedings. English translation
by Corentin Poullet, available at http://www.euro-copyrights.org/index/10/22.

30



Anti-circumvention frameworks may provide both general limitations and specific
exceptions to the prohibition of acts against TPM. With regard to general limitations, the U.S.
legislation (DMCA) is illustrative. For the purposes of this paper, two limitations—among
others—are particularly interesting: 1) the relationship between sec. 1201 and copyright

infringement, including fair use; and 2) the so-called non-mandate provision.™®

— “Fair Use”: Sec. 1201(c)(2) of the DMCA states that the anti-circumvention regime

does not affect rights, remedies, limitations or defenses to copyright infringement,
including fair use. At a glance, the wording suggests that fair use activities will be
protected, i.e., that it is a defense against a sec. 1201(a)(1) claim to argue that the
circumvention was done for legal purpose covered by fair use. However, “as courts
interpreting the provision have found, it is clear that any rights and defenses under
copyright law are separate from and not affected by the new rights, remedies and
exceptions of the anti-circumvention provisions.”** Thus, there is no fair use defense in
the sense just mentioned. However, a recently introduced bill by U.S. Representative
Rick Boucher—The Digital Media Consumer’s Rights Act of 2005 (H.R. 1201)**°—
seeks to restore the legal use of digital content and scientific research.*?

“No mandate provision”: Sec. 1201(c)(3) of the DMCA contains a so-called “no
mandate” provision'?? aimed at clarifying that the prohibition of circumvention devices
does not require manufacturers of computers, consumer electronics, and
telecommunications products to affirmatively design their products to respond to any
particular technological measure. In other words, as long as a product does not
affirmatively engage in circumventing a TPM or otherwise falls within the prohibitions,
it will not violate sec. 1201. However, commentators have argued that the meaning of
this provision is not entirely clear. Furthermore, sec. 1201(k) mandates an affirmative

18 For an analysis of general limitations, see Cunard, Hill and Barlas, supra note 42, pp. 49 et seq.

19 Cunard, Hill and Barlas, supra note 42, p, 49 with reference to Universal City Studios, Inc. v. Corley, 273 F.3d

429 (2nd Cir. 2001).

120 The bill is available at http://thomas.loc.gov/cgi-bin/query/z?c109:H.R.1201: For an overview, see, e.g.,
http://www.publicknowledge.org/issues/hr1201.

121 Sec. 5 (b) on Fair Use Restoration (id.) reads as follows:
Section 1201(c) of title 17, United States Code, is amended--

(1) in paragraph (1), by inserting before the period at the end the following: 'and it is not a violation of this

section to circumvent a technological measure in order to obtain access to the work for purposes of making
noninfringing use of the work’; and

(2) by adding at the end the following new paragraph:

*(5) Except in instances of direct infringement, it shall not be a violation of the Copyright Act to manufacture

or distribute a hardware or software product capable of substantial noninfringing uses.".

122 The EUCD, by contrast, does not include such a provision. See, however, recital 48: “Such legal protection

implies no obligation to design devices, products, components or services to correspond to technological measures,

so long as such device, product, component or service does not otherwise fall under the prohibition of Article 6.”
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response for a particular type of technology: analog videocassette recorders, which must
be designed to conform to certain defined technologies aimed at preventing unauthorized
copying.'?®

As mentioned above, all anti-circumvention regimes contain several specific exceptions,
which of course may vary significantly with regard to subject matter and scope. Depending on
the particular design of the anti-circumvention framework,*** these exceptions apply to acts of
circumvention, to preparatory acts, or in some instances to both types of conduct. While the
previous section has made clear that legislators across the world have taken different approaches
to the enforcement of exceptions, the following paragraphs seek to categorize some of the most
important exceptions from a substantive perspective. The focus is on the DMCA and the EUCD.

With regard to the exceptions under the DMCA, one has to distinguish between statutory
exceptions on the one hand and exceptions to the prohibition of circumventing access control
technologies concerning particular classes of works stipulated by the Librarian of Congress on
the other hand. Sec. 1201 contains seven specific and narrow statutory exemptions that apply to
the act of circumvention of access controls. Five of them also apply to provisions that prohibit
the trafficking in circumvention technologies. The seven exceptions have been discussed
elsewhere in great detail; in this paper, it suffices to enumerate them:

= Nonprofit Libraries, archives and educational institutions, under certain conditions,
may circumvent TPM solely for the purpose of gaining access to the work in order to
determine whether the relevant institution wishes to purchase it.*®

= Law enforcement, intelligence and other government agencies, where authorized, are
not subject to either the ban on acts of circumvention nor the prohibition of
trafficking in circumvention technologies set out in sec. 1201(a) and 1201)(b).?#®

= Reverse engineering of a computer program by a person who has lawfully obtained a
copy of that program is permitted under a series of restrictive conditions.'*’

= Encryption research is permitted if the researcher has lawfully obtained a copy, the
act is necessary for research and does not constitute a copyright infringement, and the
researcher made a good faith effort to obtain authorization.'?®

= Protection of minors can justify an exception to the prohibition on circumvention for
a technology that has the sole purpose of preventing minors from accessing material
on the Internet.*?®

123 See, e.g. de Werra, supra note 2, p. 23.

124 See supra Section 11.B.1.(c).

125 5ec. 1201(d) DMCA.

126 See sec. 1201(e) DMCA.

127 Sec. 1201(f) DMCA. See, e.g., Ginsburg, supra note 67, p.149 for further discussion.

128 Sec. 1201(g) DMCA; see also DMCA Section 104 Report, A Report of the Register of Copyrights Pursuant to §
104 of the Digital Millennium Copyright Act, August 2001, available at
http://www.copyright.gov/reports/studies/dmca/sec-104-report-vol-1.pdf.
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= The act of circumvention is permitted where the TPM collects or disseminates
personally identifying information gathered in the course of online activities if certain
criteria are met.**®

= Security testing of a computer, computer system or network is permitted with the
authorization of the owner. This exception, if other conditions are met, allows both
the act of circumvention as well as the development, distribution, and use of
technological means for the respective testing purpose.**

In response to concerns that sec. 1201(a)(1) DMCA would negatively affect traditional
fair uses of copyrighted materials due to the ban on circumventing access controls, the U.S.
Congress established a process that requires the Librarian of Congress to determine every three
years whether certain classes of works and persons are likely to be adversely affected in their
ability to make non-infringing uses by the respective provision, and to define particular classes
of works as to which the act of circumvention by a particular person would be permitted.
Currently, under the second rulemaking proceeding,"*? the Librarian of Congress, upon the
recommendation of the Copyright Office, has created exemptions for four classes of works—
including computer programs, video games, and ebooks—if very specific criteria are met.**

As discussed in the previous section, the EUCD has taken a significantly different
approach to exceptions than that found in the DMCA. However, art. 6.4 EUCD sets out a set of
specific exceptions that should be accommodated by the rightholders. From a design perspective,
three issues are noteworthy:

= First, the EUCD does not distinguish between types of technical protections in those
provisions aimed at obliging Member States to accommodate the beneficiary of
exceptions.™**

= Second, the exceptions listed in art. 6.4.4 EUCD apply only to acts of circumvention
as defined in art. 6.4.1 EUCD, but not to preparatory acts. Thus, in sharp contrast to
the DMCA, one must conclude that Member States are not entitled to introduce any
exceptions to the anti-trafficking prohibition stated in art. 6.2 EUCD.®

= Third, it is a special feature of the European legislation that it differentiates, as
already noted, between public policy exceptions on the one hand and the private
copying exception on the other hand.

129 Sec. 1201(h) DMCA.
130 Sec. 1201(i) DMCA.
131 Sec. 1201(j) DMCA.

132 The Copyright Office is about to conduct public hearings in the 3" anti-circumvention rulemaking proceeding in
March 2006. See http://www.copyright.gov/1201/index.html for more information.

133 See http://www.copyright.gov/1201/2003/index.html.
134 See, e.g., Braun, supra note 61, p. 499.

135 Braun, supra note 61, 499. However, note that the EUCD does not apply to computer software, which is protected
under Directive 91/250/EEC. This directive imposes decompilation exceptions in art. 6(1).
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The public policy exceptions listed in art. 6.4.1 EUCD include the following

exceptions:**®

= Reproduction on paper or a similar medium by photographic or other technique with
similar results on the condition that rightholders receive fair compensation.**’

= Specific acts of reproduction made by libraries, museums, educational institutions and
archives, which are not for direct or indirect economic or commercial advantage.**

= Ephemeral recordings of works made by broadcasters.'*

= Reproduction of broadcasts by social institutions such as hospitals and prisons for
noncommercial purposes and provided that rightsholders receive fair
compensation.**°

= Use for the sole purpose of illustration for teaching or scientific researc

= Uses for the benefit of people with a disability where the uses are directly related to
the disability, non-commercial in nature, and to the extent required by the specific
disability.**?

= Uses for the purpose of public security or to ensure the proper performance of
administrative, parliamentary or judicial proceedings.'*

h.141

In addition, recital 48 states that TPM should not hinder research into cryptography,**

and recital 51 clarifies that the legal protection of technological measures applies without
prejudice to public policy as reflected in art. 5 EUCD, or public security.

While the public policy exceptions are mandatory as noted above, private copying
exceptions are not. As discussed elsewhere,**®> incumbent EU Member States have not made
broad use of the possibility to take measures ensuring that private copying exceptions will
survive technological protection measures. One of the most visible exceptions, however, is
Italy,**® where article 71sexies (4) of the Italian Copyright Act grants the “right” to make one

136 The first four exceptions involve the reproduction right, the last three both the reproduction right as well as the
right of communication to the public.

37 Art. 5.2(a) EUCD.
138 Art. 5.2(c) EUCD.
139 Art. 5.2(d) EUCD.
0 Art. 5.2(e) EUCD.
11 Art. 5.3(a) EUCD.
2 Art. 5.3(b) EUCD.
3 Art. 5.3(e) EUCD.

144 lan Brown, supra note 7, points out that “because of the obscure legal status of recitals, this requirement has only
been given explicit effect in a small number of member states such as the UK.

1% See Gasser/Girsberger, supra note 55 , pp. 17-25.

146 Section 71quinquies(1)(No. 2) of the Luxembourgian Copyright Act (supra note 72) also exempts reproduction
for private use, but the explanatory statement declares: “En relation avec I’exception pour copie privée, [...], il est
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copy—which can be in analog form—for personal use, notwithstanding the fact that the work is
protected by technological measures, as long as the user has obtained legal access and under the
condition that the act neither conflicts with the normal exploitation of the work nor unreasonably
prejudices the legitimate interests of the rightholder.**” The diagnosis of an overall trend against
a “right to private copying” in the age of technological measures seems to be confirmed by
recent court rulings in France,**® Belgium,'*° and Germany.™ Several of the new EU member
states, by contrast, have implemented the private copying exception, among them, for instance,
Lithuania,"™* Malta,"** and Slovenia.*

Another unique (and, in the view of the author, highly problematic) feature of the EUCD
is that both the public policy exceptions as well as the private copying exception do not apply to
works “made available to the public on agreed contractual terms in such a way that members of
the public may access them from a place and at a time individually chosen by them.” (art. 6.4.4
EUCD.) Previous analyses have suggested that it remains unclear what the exact scope of this
“interactive on-demand service” provision is, both at the level of the EUCD and the national
implementations.***

3. Sanctions and Remedies

Under the WIPO regime, contracting parties have to provide adequate legal protection
and effective legal remedies against the circumvention of TPM. As discussed in Part | of the
paper, the WIPO Internet Treaties do not provide much guidance as to what types of sanctions
and remedies should apply. Thus, it is particularly interesting to observe how signatories such as
Australia, the EU and European Member States, Japan, and the U.S. have implemented the
relevant provisions. Of particular interest is the question of what ways and under what
circumstances the national legislators have made use of civil and/or criminal sanctions.

entendu que les titulaires de droits ne peuvent étre empéchés d’adopter et de garder en place des mesures adéquates
en ce qui concerne le nombre de reproductions.”, available at http://www.euro-copyrights.org/index/10/26, see, e.g.,
Corentin Poullet, Country Report Luxembourg, available at http://www.euro-copyrights.org/index/10/20.

7 Decreto Legislativo 9 aprile 2003, n. 68, "Attuazione della direttiva 2001/29/CE sull'armonizzazione di taluni
aspetti del diritto d'autore e dei diritti connessi nella societa dell'informazione”, pubblicato nella Gazzetta Ufficiale
n. 87 del 14 aprile 2003 - Supplemento Ordinario n. 61, available at
http://www.parlamento.it/parlam/leggi/deleghe/03068dl.htm.

148 Cour de Cassation, Arret no. 549, February 28, 2006, available at
http://www.zdnet.fr/i/edit/ne/2006/02/arretcassation.pdf.

19 Decision of the Appellate Court in Brussels 9th Chamber, September 9, 2005, decision in French available at
http://www.droit-technologie.org/jurisprudences/appel_bruxelles_090905.pdf.

130 German Constitutional Supreme Court, decision July 25, 2005 - 1 BvR 2182/04. German version available at
http://www.bverfg.de/entscheidungen/frames/rk20050725 1bvr218204.html. See also
http://constitutionalcode.blogspot.com/2005/09/german-constitutional-court-private.html.

151 See art. 75(1) of the Copyright Act of the Republic Lithuania.
152 See art. 42(2)(a) and art. 9(1)(c) of the Maltese Copyright Act as amended by Act No. IX of 2003.
153 See art. 166¢(3)(3) and art. 50(1) [up to three copies] of the Copyright Act of the Republic of Slovenia.

54 See, e.g., Gasser/Girsberger, supra note 55, 25.
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Copyright legislation in Australia and Japan, as noted above, primarily prohibit
preparatory acts, i.e., the trafficking in circumvention devices and services, but not—or, in the
case of Japan, only exceptionally—the act of circumvention itself. Despite this relative
similarity, the two jurisdictions have established different liability rules. The current Australian
Copyright Act provides for both civil actions and criminal sanctions in the case of trafficking in
circumvention devices. The civil remedies include an injunction and either damages or an
accounting of profits. Reportedly, also punitive damages are available in the case of flagrant
breaches. Further, rightholders can bring actions for conversion or detention of circumvention
devices that are used to make infringing copies.’® Criminal sanctions include fines and
imprisonment up to five years.®® Under the Japanese Copyright Law, only criminal remedies are
available.” However, certain civil remedies (including demand for cessation, disposal, and
destruction of illegal circumvention tools) are available under Japan’s unfair competition law.*®

The DMCA provides for both civil remedies and criminal sanctions.™™ Principal civil
remedies are temporary and permanent injunctions as well as actual damages in addition to the
award of ill-gained profits and statutory damages. The latter may range from USD 200 to USD
2,500 for each act of circumvention or circumvention product for a sec. 1201 violation and from
USD 2,500 to USD 25,000 for a sec. 1202 violation*® Further, awards can be adjusted in the
case of repeat offenders.’® Conversely, the court “may reduce or remit the total award of
damages in any case in which the violator sustains the burden of proving, and the court finds,
that the violator was not aware and had no reason to believe that its acts constituted a
violation.”*®® In addition, criminal sanctions in the form of a fine and/or imprisonment are
available if someone violates sec. 1201 “willfully and for purpose of commercial advantage or
private financial gain.”*®®

The situation in Europe is less transparent and, from a design perspective, probably even
more interesting. As noted, art. 8 of the EUCD requires member states to provide for effective
sanctions and remedies for infringements of rights and obligations as set out in the directive, but
does not specify the details. Some clarification, however, comes from recital 58 EUCD, which
states that the sanctions should be “effective, proportionate and dissuasive and should include the

155 See Cunard, Hill and Barlas, supra note 42, p. 92
156 Id

57 See Cunard, Hill and Barlas, supra note 42, 97. The explanation is that no civil action is possible because at the
time that a circumventing device is introduced, it would not be clear which works would be circumvented by it and,
accordingly, which copyright owner would have the right to seek an injunction.

158 See, e.g., Besek, supra note 93, p. 432.

19 Sec. 1203 & 1204 DMCA.

160 See, e.g., Cunard, Hill and Barlas, supra note 42, 53; sec. 1203(c)(3) DMCA.
161 Sec. 1203(c)(4) DMCA.

162 Sec. 1203(c)(5)(A). See, e.g., de Werra, supra note 2, pp. 17 et seq., suggesting that the user of a circumventing
deep link might be a good candidate for this “innocent violations” exception.

163 Sec. 1204(a) DMCA.
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possibility of seeking damages and/or injunctive relief and, where appropriate, of applying for
seizure of infringing material.”*** An analysis'® of some approaches to sanctions and remedies
taken by EU Member States suggests that Member States have interpreted art. 8 EUCD in
different ways. In fact, significant differences remain with regard to the interpretation of the
Member States’ obligation to provide for “appropriate sanctions and remedies” as laid down in
art. 8.1 EUCD. While all countries impose civil sanctions in the case of a violation of anti-
circumvention provisions, differences remain with regard to criminal sanctions. By and large,
one might distinguish between three approaches on a spectrum from restrictive to liberal.®®

— A comparatively restrictive approach has been taken, for instance, by Greece. The
Greek Copyright Act prohibits the circumvention of effective technological protection
measures and bans, in accordance with article 6.2 EUCD, “the manufacture, import,
distribution, sale, rental, advertisement for sale or rental, or possession for commercial
purposes” of circumvention devices or services.'®” Art. 66(4) of the Greek Copyright Act
states that “the practice of activities in violation of the above provisions is punished by
imprisonment of at least one year and a fine of 2,900-15,000 Euro”. It also entails civil
sanctions, including payment of damages, pecuniary penalty, personal detention,
restitution to the rightholder of illicit profits, etc.!®® The one-member First Instance
Court may order an injunction in accordance with the Code of Civil Procedures”.*®®
Apparently, all these sanctions apply both to acts of circumvention and trafficking in
circumvention devices.

— The United Kingdom, for example,*™® marks middle ground by providing civil remedies,
but restricting criminal sanctions to acts of circumvention for non-private and
commercial uses. More specifically, sec. 296ZA of the Copyright, Designs and Patents
Act 1988 as amended*™ provides a new civil remedy against a person who “does
anything which circumvents [technological protection] measures knowing, or with
reasonable grounds to know, that he is pursing that objective.”*”* Remarkably, both the
copyright owner (or her exclusive licensee) and a person issuing copies of the work to

1% Recital 58 EUCD.

165 Gasser/Girsberger, supra note 55, pp. 25-29.

186 See Gasser/Girsberger, supra note 55, pp. 28 et seq.

187 See art. 66A(2) and art. 66(A)(3) of the Greek Copyright Act.

168 Art. 65 of the Greek Copyright Act; see Vassilis D. Maroulis, Implementing the EU Copyright Directive,
Foundation for Information Policy Research Report, pp. 79 et seq., available at
http://www.fipr.org/copyright/guide/eucd-guide.pdf.

169 It also allows seizure of the objects constituting proof of infringements or the creation of a detailed inventory of
such objects. See Maroulis, supra note 168, p. 82.

170 Germany falls in the same category; see, e.g., Gasser/Girsberger, supra note 55, pp. 26 et seq.
171 Copyright, Designs and Patents Act 1988 as amended Dec. 31, 2003.
172 Section 296ZA(1) Copyright, Designs and Patents Act 1988 as amended Dec. 31, 2003.
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the public or communicating it to the public have the same rights'”® against an alleged

infringer as those in an infringement action.'”* Apparently, the mere circumvention of
technological protection measures, contrary to the Greek approach mentioned above,
does not trigger any criminal sanctions as long as it is conducted for private and non-
commercial use. Sec. 107 and sec. 198, however, make it a criminal offence to infringe
copyright by communicating the work to the public in the course of business or to an
extent that prejudicially affects the rightholder.'”® Sec. 296ZB and sec. 296ZD create a
new offence and a new civil remedy, respectively, in relation to trafficking in devices
and services which circumvent effective technological protection measures.

Illustrative for a relatively relaxed approach to sanctions and remedies is Denmark: The
Danish Copyright Act also prohibits the circumvention of effective technological
measures and outlaws trafficking in circumvention devices or services.'”® A violation of
the provisions on TPM creates both civil and criminal liability. As in other jurisdictions,
rightholders might seek injunctions in order to prevent violation, or may claim damages
according to the general tort rules that are applicable.!”” Moreover, sec. 78(1) states that
anyone “who with intent or by gross negligence violates section ... 75c is liable to a
fine”. Remarkably, however, the Danish law does not provide for imprisonment in the
context of a violation of the anti-circumvention provisions. Reportedly, the Commission
on Cyber crime under the Ministry of Justice—supported by rightholders
organizations—has recommended increasing these relatively mild sanctions.*”® It is
expected that this proposal will be put forward once it has been discussed more
broadly."

In the context of remedies set out in the EUCD, it is noteworthy that the new IP

Enforcement Directive (EUIPD)™° has introduced new enforcement measures across Europe to
ensure a high, equivalent, and homogeneous level of protection of IP rights in the EU common

173 The rights are concurrent, see sec. 296ZA(4) Copyright, Designs and Patents Act 1988 as amended Dec. 31,

2003.

174 See sec. 296ZA(3). Intent to infringe is not required, see, e.g., lan Brown, Implementing the EU Copyright
Directive, Foundation for Information Policy Research Report, 123, available at
http://www.fipr.org/copyright/guide/eucd-guide.pdf.

17> Arguably, these provisions apply to situations where a “pirate” circumvents technological protection measures
and, for instance, distributes the hacked file over P2P networks. In fact, the new offences were designed with online
piracy in mind; see The Patent Office, Implementation of the Copyright Directive (2001/29/EC) and related matters,
Transposition Note, art. 8, available at http://www.patent.gov.uk/copy/notices/2003/copy_direct3a.htm.

176 See sec. 75¢(1) and sec. 75(c), respectively, of the Danish Copyright Act.

77 See, e.g., Sorensen, supra note 80, p. 39.

178 Sorensen, supra note 80, p. 39.

179 Id

180 Directive 2004/48/EC of the European Parliament and the Council of 29 April 2004 on the enforcement
of intellectual property rights, Official Journal of the European Union, Nr. L 157 of 30 April 2004, 16-25,
available at http://europa.eu.int/eur-lex/pri/en/oj/dat/2004/_195/I 19520040602en00160025.pdf.
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market. The directive, inter alia, requires that Member States provide measures for preserving
evidence by plaintiff’s agents (“Anton Piller orders”), precautionary seizure of the alleged
infringer’s property (including blocking bank accounts), and new powers to demand disclosure
of personal and/or commercial information, along the lines of the subpoena powers granted by
the DMCA in the US.'®! The directive applies to any IP infringements, including non-
commercial infringements, although some remedies only apply to commercial infringements.
The IP Enforcement Directive must be implemented by the member states by April 29, 2006.1%
Additionally, the EU Council and Parliament have taken measures to introduce criminal
sanctions to combat piracy and counterfeiting. In this regard, proposals for a Parliament and
Council Directive as well as a Council Framework decision were published on July 12, 2005
and are expected to be debated in the EU Council by the end of April 2006.%*

C. Conclusion

Part | of this paper has argued that the WIPO Internet Treaties and, to a lesser extent,
international obligations under bilateral free trade agreements leave significant leeway regarding
the implementing legislation and regulation aimed at legal protection of technological measures.
Against this backdrop, three subject areas have been identified that should be of particular
interest to national policy makers. Part 1l of the paper, consequently, has identified, discussed
and compared some of the design choices that have been made by implementing countries,
especially the U.S. and the European Union as well as selected EU Member States.

The brief review of various approaches to definitions, exceptions, and sanctions/remedies
that have been taken by governments around the world in connection with anti-circumvention
legislation has confirmed the finding of Part I. In fact, the analysis illustrates that implementing
countries have significant options in creating their legal TPM environment. Further, the analysis
has demonstrated that the above-mentioned three elements are at the core of any anti-
circumvention framework, and that these elements, to a great extent, shape the characteristics of
a given legal and regulatory regime aimed at governing TPM. More precisely, the design of each
core element and the tuning of its interplay with the other elements determine the degree of

181 In addition, committees of the EU Parliament and the Council are working on two pieces of legislation aimed at
criminalizing piracy and counterfeiting. See http://www.heise.de/newsticker/meldung/48232.

182 Art. 20 EUIPD.

183 COM(2005)276 final, available at _http://europa.eu.int/eur-
lex/lex/LexUriServ/site/en/com/2005/com2005_0276en01.pdf. The Directive calls for the Member States to
establish intentional infringement of intellectual property rights on a commercial scale as well as attempting, aiding,
abetting, or inciting such an infringement as criminal offenses. It also outlines the type of penalties and law
enforcement actions which should be implemented into national law for such offenses. The proposed Framework
Decision provides more explicit instructions with regard to criminal penalties as well as potential changes to the
national legal systems of the Member States that are deemed necessary for the facilitation of the Directive's goals.

184 According to the procedure announced by the European Parliament available at
http://www.europarl.eu.int/oeil/FindByProcnum.do?lang=2&procnum=COD/2005/0127
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openness/permissiveness or closeness/restrictiveness of a given anti-circumvention framework.
Choosing narrow definitions of key terms such as “technological measures,” “effectiveness,” and
restrictive interpretations of the prohibited conduct will generally lead to a more permissive legal
framework. Broad exceptions, on the other hand, may also contribute in important ways to a
relatively balanced protection framework where users are provided with more options with
regard to digital content (e.g. making a private copy, using content for research or creative
expression, etc.) Finally, the conservative use of criminal sanctions at the legislative level, too,
contributes to a more permissive environment—and vice versa, of course. Obviously, the three
elements can be crafted in many different ways and balanced against each other to achieve (or
better: approximate) the desired policy equilibrium. Broad definitions of subject matter and
scope, for instance, could be synchronized with broad exceptions, sanction regimes combined
with narrow definitions, etc.

Thus, the fundamental question for policy makers and legislators becomes what type of
anti-circumvention frameworks they seek to craft: a relatively open/permissive regime or a
relatively closed/restrictive one from the user’s perspective? This policy question, due to its
interdependencies with other elements of the digital ecosystem, is a very complex one. Its answer
depends on a series of context-specific factors, including the underlying agenda of the anti-
circumvention legislation, the features of existing copyright law and its interplay with anti-
circumvention provisions, the relation and synchronization between anti-circumvention
legislation and other pieces of legislation such as, for instance, unfair competition laws, contract
law, criminal law, etc., the tension with core values of a society such as free speech and privacy,
and so forth. Obviously, the necessary determinations are country (and culture)-specific and can
not be generalized. However, before providing a “laundry list” of issues to be addressed while
drafting anti-circumvention legislation (supra Part 111.B.2), it may prove helpful to have a quick
look at current practical experiences that have been made with anti-circumvention legislation
such as the sec. 1201 DMCA or art. 6 EUCD.

Part I11: Principles and Elements of a Model Legislative Framework

A. Experiences and Lessons Learned

The experiences with anti-circumvention provisions are limited. Although much has been
written about the merits and demerits of TPM in general and anti-circumvention legislation in
particular,*® it remains unclear—as an empirical matter—what exactly the effects of the third

185 Especially the question of effectiveness of TPM (incl. DRM) and corresponding legal schemes aimed at fighting
(online) piracy have been contested. For an affirmative view, see, e.g., Stan Liebowitz, Policing Pirates in the
Networked Age, Cato Policy Analysis No. 438, May 2002, available at http://www.cato.org/pubs/pas/pa-438es.html.
For more skeptical views, see, e.g., Peter Biddle, Paul England, Marcus Peinado, and Bryan William, The Darknet
and the Future of Content Distribution, October 2002, available at
http://crypto.stanford.edu/DRM2002/darknet5.doc; Ed Felten, DRM and the First Rule of Security Analysis,
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layer protection of copyrighted materials are. However, there is plenty of anecdotal evidence that
suggests some lessons learned, although this type of evidence—depending on possible selection
biases and the interpreters’ viewpoints—often leads to conflicting assessments of the
legislation’s merits. Further, most of the qualitative analyses have to be read against the
background of the core values of Western societies.’® In fact, given the date of inception of anti-
circumvention laws, most comments focus on experiences with the DMCA in the U.S. and, most
recently, with the EUCD and corresponding national implementations in Europe.

As stated in the introduction, this paper purposefully does not focus on the question
whether anti-circumvention legislation as such is necessary, appropriate or desirable at all.
Rather, the starting point is pragmatic in the sense that it acknowledges legal obligations and
political pressures which have led and will lead to widespread implementation of third layer
protection in the laws of nation states. Against this backdrop, it seems appropriate to use
anecdotal evidence in order to flag problem areas that are associated with DMCA and EUCD-
like pieces of legislation. Scholars and practitioners alike have identified a significant number of
unintended consequences and problems associated with this type of legislation. Anti-
circumvention laws on both sides of the Atlantic have shown a tendency, inter alia, to*®

= promote digital “lock up”;

= inhibit fair use, fair dealing, and other copyright privileges;

= |limit access to public domain works;

= prevent legitimate research, including reverse engineering and encryption research;
= generally inhibit the free flow of information and freedom of expression;

= be misused to prevent legitimate competition;

= disadvantage disabled users;

= decrease consumer autonomy;

= threaten privacy.

This paper, however, touches upon three—in part overlapping—areas of concern with
regard to the (side-)effects of anti-circumvention provisions such as sec. 1201 DMCA and art. 6

Freedom-to-Tinker, March 2003, available at http://www.freedom-to-tinker.com/archives/000317.html; Urs Gasser
etal., iTunes: How Copyright, Contact, and Technology Shape the Business of Digital Media — A Case Study, June
2004, available at http://cyber.law.harvard.edu/media/uploads/81/iTunesWhitePaper0604.pdf. For a middle position,
see, e.g., Charles Nesson and Sarah Hsia, Conference Overview and Background: Digital Media Distribution —
Speedbumps Scenario, April 2004, available at
http://cyber.law.harvard.edu/digitalmedia/nesson_hsia_overview.html.

18 For an exceptional view, see Electronic Frontier Foundation et al., Digital Rights Management: A Failure in the
Developed World, a Danger to the Developing World, pp. 14-15, available at
http://www.eff.org/IP/DRM/drm_paper.php [Hereinafter "Failure"].

187 See, e.g., Besek, supra note 93, pp. 467 et seq. For an excellent overview with critical commentary and further
references, see Brown, supra note 7, who discusses the problematic implications of the DMCA and, to the extent
possible, of the EUCD on issues such as legitimate competition and competition law, the interests of disabled
persons, security research, freedom of expression, consumer protection, and privacy.
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EUCD: Concerns that relate to what we might call autonomy and participation; issues related to
innovation; and (negative) impacts on competition. The summary below does not seek to provide
a detailed analysis of each issue,'®® but shall draw attention to fundamental challenges associated
with the design of anti-circumvention laws and may provide some guidance as to how the
contours of such a framework should look in order to avoid, minimize or at least manage
problematic—usually spillover—effects of anti-circumvention legislation

— Autonomy and Expression: As discussed elsewhere,*® user autonomy is among the

basic values of Western, democratic societies. Autonomy in the Internet age includes
at least three elements. First, an individual must have the freedom to make choices
among alternative sets of information, ideas, and opinions. Second, informational
autonomy necessitates that everyone has the right to express her own beliefs and
opinions. Third, autonomy in the digitally networked environment arguably requires
that every user can participate in the creation of information, knowledge, and
entertainment. Against the backdrop of this notion of user autonomy, experiences
with the DMCA and the EUCD have given rise to the claim that anti-circumvention
legislation inhibits free speech. It does not come as a surprise that this concern has
been emphasized in the U.S. with its extensive constitutional free speech protection.
Anecdotal evidence suggests that the DMCA in particular has been used to stifle free
speech, e.g. in the context of the publication of security standards, vulnerability
research, and the like (Here, the concern for freedom of expression overlaps with
innovation as a policy goal, see below.).**® Further, user autonomy in the sense
outlined above is impaired by the fact that anti-circumvention provisions often inhibit
fair uses of copyrighted materials through the protection of access control
technologies that restrict the ability to access materials and take advantage of fair use
and similar privileges.*®* Similarly, user’s autonomy (e.g. the ability to engage in
creative expression) is hampered in cases where the access to public domain works is

188 For a detailed discussion, see, e.g., Nimmer, supra note 67; Koelman, supra note 11; Christoph Geiger, The
Private Copy Exception, An Area of Freedom (Temporarily) Preserved in the Digital Environment, International
Review of Intellectual Property and Competition Law v. 37, p. 74 (2006); and the materials cited in the subsequent

footnotes.

189 Urs Gasser, The Good, The Bad, and The Ugly: Information Quality on the Internet (manuscript on file with

author.)

19 For illustrative examples involving sec. 1201 DMCA, see, e.g., Electronic Frontier Foundation, Unintended
Consequences: Five Years under DMCA, pp. 2-7, available at
http://www.eff.org/IP/DMCA/unintended_consequences.pdf [Hereinafter "Unintended Consequences™]; see also
Besek, supra note 93, pp. 484-85 for a discussion of U.S. cases that have presented the argument that the DMCA
violates the Free Speech Clause of the First Amendment of the U.S. Constitution by limiting the distribution of anti-
circumvention software.

191 See, e.g., Unintended Consequences, supra note 190, 7-9; Julie Cohen, “Call it the Digital Millennium
Censorship Act — Unfair Use,” THE NEW REPUBLIC, May 23, 2000 (discussing Microsoft's threats against the
online forum Slashdot.com); See also Besek, supra note 93, pp. 480-84 for a discussion that fair use concerns with
regard to the DMCA are "overstated" but that "an area of genuine concern™ remains.
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limited based on TPM and supplementing legislation."*? Furthermore, TPM and
corresponding legislation can exclude certain users such as, for instance, disabled
people where code prevents them from enjoying the same commercial products
available to the non-disabled.*

Competition: Another area of concern relates to potentially anti-competitive effects of
anti-circumvention legislation.*® Manufacturers and vendors of goods such as toner
cartridges, garage door openers, play station consoles, and video games, among
others, have used the anti-circumvention provisions of the DMCA and the EUCD,
respectively, in attempts to reinforce their dominant market positions by preventing
the interoperability of products on alternative systems.'*®> Although most of these
attempts have not been successful in the end, the cases—and some rulings by lower
courts—give reason to consider the danger of potential strategic misuses of the anti-
circumvention provisions by rightholders aimed at hindering their legitimate
competitors. However, the intended use of anti-circumvention provisions might
additionally have important ramifications for competition. A prime case-in-point is
the business model developed by Apple with its iTunes Music Store (iTMS).** Anti-
circumvention provisions support Apple’s particular business strategy in at least two
respects. First, it prevents Apple’s competitors from reverse engineering the DRM
system FairPlay to create competing portable players. Second, due to the preservation of
the exclusive DRM, free-riding of the iTMS by compatible players is prevented. As a
consequence, the product enhancing benefits of the iTMS with regard to iPod are

preserved. Although beneficial from the business angle, Apple’s ability to limit

192 See, e.g., Comments of Peter Decherney, Assistant Professor at the University of Pennsylvania’s Cinema Studies
Program, Michael Delli Carpini, Professor and Annenberg Dean, and Katherine Sender, Assistant Professor at the
University of Pennsylvania’s Annenberg School of Communication, In the Matter of Rule Making: Exemption to
Prohibition on Circumvention of Copyright Systems for Access Control Technologies Docket No. RM 2005-11, p.
11, available at http://www.copyright.gov/1201/2006/comments/decherney_upenn.pdf; Besek, supra note 93, pp.

499-500.

193 See, e.g., Failure, supra note 186, pp. 14-15; Comments of the American Foundation for the Blind, In the Matter
of Rule Making: Exemption to Prohibition on Circumvention of Copyright Systems for Access Control
Technologies, Docket No. RM 2005-11, available at
http://www.copyright.gov/1201/2006/comments/discipio_afb.pdf.

1% For a recent analysis of the DMCA’s anti-competitive effects see Timothy B. Lee, Circumventing Competition,
The Perverse Consequences of the Digital Millennium Copyright Act, Cato Policy Analysis No. 564, March 21,
2006, available at http://www.cato.org/pub_display.php?pub_id=6025.

1% See, e.g., Lexmark Int'l, Inc. v. Static Control Components, Inc., 253 F.Supp.2d 943 (E.D. Ky. 2003);
Chamberlain Group, Inc. v. Skylink Technologies, Inc., 381 F.3d 1178 (Fed. Cir. 2004); , see also Urs Gasser,
Copyright in a Post-Napster World: International Supplement, p. 20, available at
http://cyber.law.harvard.edu/media/files/wpsupplement2005.pdf, discussing the Italian decision of the Tribunale di
Bolzano, 31 Dec. 2003, involving Sony Playstation consoles; See also for interoperability issues, John Palfrey,
Holding Out for an Interoperable DRM Standard, in Christoph Beat Graber, Carlo Govoni, Michael Girsberger &
Mira Nenova (eds.), Digital Rights Management: The End of Collecting Societies? (2005).

196 See Urs Gasser et al., supra note 177, pp. 40 et seq.
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interoperability in order to increase iPod sales, from a policy perspective, might arguably

. . - 197
not render the optimal welfare enhancing result, and it is likely to harm consumers.

Research and Innovation: A series of cases and stories involving sec. 1201 DMCA
intensifies the concern that TPM in tandem with legal protection regimes might have
negative impacts on legitimate scientific research and, ultimately, may impede
innovation. This concern, of course, is a particularly serious one in countries (like the
U.S.) where copyright law attempts to achieve a delicate balance between creators’
interests in controlling and profiting from their works on the one hand and the
public’s interest in using those works and fostering innovation on the other hand.
Many commentators have pointed out, for example, that anti-circumvention laws like
the DMCA—Iargely due to overly narrow exceptions—prevent legitimate research
activities involving reverse engineering and the investigation of improved encryption
methods.’® The development of encryption science and the building of advanced
encryption methods, for example, requires testing activities by scientists of existing
encryption methods—acts, which could involve attempts to circumvent or defeat
TPM for the purpose of identifying flaws and developing more secure systems.'®
Ilustrative (and rather dramatic) examples in this context are liability threats by a
multi-industry group against a team of Princeton researchers?® and criminal sanctions
against a Russian programmer working on a software tool to copy ebooks without the
rightholder’s permission.?®® In the context of scientific and educational (but also
cultural) information, further concerns have emerged with regard to negative effects
of DMCA-like legislation on libraries in their role as important access providers.
Arguably, anti-circumvention provisions tend to preclude libraries (like other
beneficiaries) from making use of traditional exceptions to copyright protection,
which have allowed them to copy, share or lend materials and, instead, may force
them (e.g. under the EUCD regime) into negotiations with rightholders to obtain
TPM-free materials or the permission to circumvent in restricted circumstances.?? In
the same category—and overlapping with the issues mentioned under the heading of
autonomy/expression, esp. fair use—fall restrictions on teaching activities, if one
considers teaching/learning to be a key prerequisite for and driver of innovation. It

97 The mere existence of different DRM and codec standards imposes additional costs on consumer and hardware
producers. Further, in many cases, several economies of scale are forgone through the separation of consumers into
different incompatible subgroups. See Gasser et al. supra note 177, pp. 44-48.

19 See, e.g., Besek, supra note 93, p. 469.

199 See, e.g., Besek, supra note 93, p. 509.

20 See Unintended Consequences, supra note 190, p. 2: see also Pam Samuelson, Anti-Circumvention Rules: Threat
to Science, Science, 14 September 2001,Vol. 293. no. 5537, pp. 2028 - 2031, available from
http://www.sciencemag.org/cgi/content/abstract/293/5537/2028.

21 See Unintended Consequences, supra note 190, p. 4.

202 See Failure, supra note 193, p. 16.
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has been argued that anti-circumvention laws enable rightholders to prevent
educational uses that have been exempted under the analog regime.?®

In conclusion, the previous remarks have made clear that DMCA-like legislation has
produced significant spillover-effects in important policy areas such as informational autonomy
and user participation, competitiveness of markets, and research and innovation, among others.
Given experiences and analyses so far, it is not speculative to conclude that anti-circumvention
laws in the tradition of the WIPO Internet Treaties have shown an inherent tendency to endanger
certain social values as noted above. Whatever the assessment of these unintended consequences
might be, it is important that policy makers facing the challenge of introducing (or reforming)
anti-circumvention legislation are aware of these areas of concern and seek to minimize
unintended consequences of such legislation based on the past experiences of other jurisdictions.

B. Design Principles and Outline of a Model Law
1. Basic Principles

Part Il of the paper and the previous section have analyzed, inter alia, what approaches to
TPM legislation have been taken and what consequences (intended as well as unintended) certain
design choices might have. For the reasons discussed in Part I1.C., it is not feasible to provide
detailed substantive guidance as to how an anti-circumvention framework should look like
without knowing the specifics of the legislative, judicial, cultural, economic, and political
environment of the implementing country. However, it is possible, based on the analysis in this
paper, to suggest three basic subject-matter design principles that should be taken into account
by policy makers when drafting and enacting anti-circumvention laws:

— Principle 1: Get the terminology right, i.e. provide precise, clear, and unambiguous
definitions of key concepts and terms such as “technological (protection) measures,”
“effective” TPM, *“acts of circumvention;” etc. The analysis of existing anti-
circumvention laws in different jurisdictions across continents suggests that legislators,
by and large, have done a poor job in defining core terms of anti-circumvention.
Although it is true that laws often use abstract terms that require interpretation, it is
striking how many vague concepts and ambiguous terms have been identified within the
context of TPM legislation. The EUCD, as it has been transposed into the laws of the EU

203 See, e.g., Jeff Sharp, Coming Soon to Pay-Per-View: How the Digital Millennium Copyright Act Enables Digital
Content Owners to Circumvent Educational Fair Use, 40 Am. Bus. L.J.1, 39 (2002). Thus, for instance, it would be
illegal under the DMCA for film studies professors—despite fair use, the classroom use exemption, and the TEACH
Act, to circumvent the TPM (CSS) on a DVD to create clip compilations from different DVDs to show, say, how
movie makers have conceptualized different emotions during class. See Jacqueline Harlow, Draft Case Study: Film
Studies and the Law of the DVD, Berkman Center (2005) (on file with author).
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Member States, is particularly illustrative of this point since it leaves it up to the national
courts and, ultimately, to the European Court of Justice to define some of the basic terms
used in the respective pieces of legislation.”®* In particular, legislators should avoid
merely “copying and pasting” provisions as set out by international treaties or other
sources of norms without making deliberative choices about the concepts and terms that
are used. As demonstrated in the previous Parts of this paper, definitions of terms are
crucial for achieving a certain level of legal certainty and limiting the scope of the anti-
circumvention laws.

— Principle 2: Recite traditional limitations and exceptions to copyright in the context of
anti-circumvention provisions. The review of exception regimes under various legal
frameworks as well as the overview of initial experiences with anti-circumvention
legislation in the U.S. and in Europe has suggested that anti-circumvention provisions
tend to change the carefully balanced allocation of rights and limitations previously
embodied in the respective national copyright laws. Particularly significant shifts can be
observed in areas such as research (including reverse engineering), teaching, and
traditional user privileges such as fair use or the “right” to make private copies.
Apparently, not all of these shifts have been intended or anticipated by policy makers.?®
Thus, it is crucial to carefully design the exception framework applicable to TPM,
provide appropriate mechanisms for the effective enforcement of exceptions, analyze the
interplay of the exception regime with the other core elements of the anti-circumvention
framework, and conduct an in-depth impact analysis.

— Principle 3: Use discretion with regard to sanctions and remedies and adhere to the
principle of proportionality. International legal frameworks provide some degrees of
flexibility in drafting civil and criminal penalties. Implementing countries should
carefully consider the available design choices under the applicable framework, thereby
following the principle of proportionality. Among the usual options to be considered are
limitations on criminal and civil liability for non-profit institutions such as libraries,
archives, and educational institutions, flexible sanctions for innocent infringers, and
limitations on sanctions for legitimate purposes such as scientific research and teaching.
Again, the interplay among the liability provisions and the other elements of the
framework, including scope and exceptions, must be equilibrated.

The review of various controversies—both in practice and theory—surrounding the
implementation and application of anti-circumvention frameworks suggests, as noted above, that

2% See also Gasser/Girsherger, supra note 55, pp. 16 et seq.

% |ndeed, reform proposals are under consideration, see, e.g., The Digital Media Consumer’s Rights Act of 2005,
supra note 120. Hearings on the effects of anti-circumvention legislation have been held in several EU member
states, including the UK; see, e.g., http://www.theregister.co.uk/2006/02/02/apig_hears_evidence/.
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both the intended effects (e.g. on piracy, enabling certain business models®®) as well as the

unintended consequences of third layer protection of copyright (e.g. on competition, innovation,
etc.) remain uncertain and contested. In this situation of uncertainty and in light of anecdotal
evidence suggesting spillover-effects, policy-makers are well-advised to complement the three
principles outlined above by two more general principles.

— Principle 4: Incorporate procedures and tools that permit the monitoring and review of
the effects of the anti-circumvention provisions on core values of a given society. Given
the degrees of uncertainty mentioned above, it is crucial to establish mechanisms that
enable policy makers and stakeholders to systematically identify and assess the effects of
TPM and corresponding legislation and, thus, to incorporate what we might call the
ability to learn and improve based on “law in action.” Such processes and tools might
include legislative, administrative, or academic review and might focus, among others
things, on the core zones of concern outlined above with special attention on the
exception regime.?®’

— Principle 5: Set the default rule in such a way that the proponents of a more protective
anti-circumvention regime bear the burden of proof. As noted, experiences with anti-
circumvention legislation so far have not (or at best, only partly) been aligned with its
raison d’étre. Instead, attention has been drawn to unintended consequences. This
situation requires that the proponents advocating in favor of a more protective regime
(i.e., a regime that increases, along the spectrum set by international obligations, the
constraints on a user’s behavior) must provide evidence why additional protections for
TPM—e.g. in form of broader scope, narrower exceptions, more severe penalties, or the
like—are necessary.

With these principles in mind, the following outline of a model anti-circumvention law
might provide a helpful structure for policy makers that allows them to systematically discuss the
availability®® and feasibility of the various options and approaches, and to make deliberative
determinations about the design of the complex and intertwined components of the TPM
protection framework.

206 For an overview of DRM-enabled content services, see Business Software Alliance, DRM-Enabled Online
Content Services in Europe and the USA, October 2005, available at
http://www.contentconference.at/images/bsa.pdf.

27 See also Gwen Hinze, Seven Lessons from a Comparison of the Technological Protection Measure Provisions of
the FTAA, the DMCA, and Recent Bilateral Free Trade Agreements, available at
http://www.eff.org/IP/FTAA/?f=tpm_implementation.html, including a suggestion regarding the appropriate
standard for the burden of proof for exemption proponents.

%8 See Part 11.B of this paper for an initial analysis.
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2. Contours of a Model Law

[Note: The following outline must be read in the context of the design principles
mentioned in the previous section and against the set of options and approaches outline in Part 11
of this paper.]

Overview

Section 1: Definitions

Section 2: Protection of technological measures protecting works other than software
Section 3: Protection of technological measures protecting software

Section 4: Prohibition of certain acts preparatory to acts prohibited under Sections 2 and 3
Section 5: Common exception

Section 6: Protection of rights-management information

Section 7: Civil and criminal sanctions

Section 8: Prohibition against the derogation from permitted circumventions

Section 9: Liability for technical protection measures

Section 10: Consumer information

Section 11: Specific limitations on the use of technological protection measures
Section 12: Market abuse by the use of technical protection measures

Section 13: Review processes and reporting

Section 1: Definitions

The definition of core concepts and terms is among the core elements of any anti-circumvention
law. The specification of concepts and terms should be in accordance with principle 1 outlined
above. The definition of the following terms requires special attention:

(@ ““Technical Protection Measures”
The definition of this term is crucial in order to determine the scope of protection of
technical measures. If necessary, the definition must differentiate between access controls
and the protection of other rights of a copyright owner, including copy controls. Another
question is whether analog measures should also be included.

(b) ““Effectiveness”
The concept of an “effective” TPM should be specified. Substantively, a TPM should only
be deemed effective,
(1) if it functions properly,
(2) if it can only be disabled intentionally and with considerable difficulty, and
(3) if no easier means exist to achieve the effect the measure attempts to prevent.

(c) ““Circumvention”
Elements:
(1) purpose of gaining access to or using a copyrighted work
(2) act is not authorized by the rightholder,
(3) nor permitted by law
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Section 2: Protection of technological measures protecting works other than software
This section sets out under what circumstances the circumvention of technological protection
measures is prohibited. Subsection (a) defines the circumstances under which circumvention is
prohibited, whereas subsection (b) enumerates a list of possible exceptions in accordance with
design principle 2 mentioned above.
(a) Principle
Prohibition of acts of circumvention of all or some types of effective technological
protection measures which protect copyrighted works. In addition, the following issues,
among others, must be considered:
- What types of effective technical protection measures (e.g. access controls or copy
protection) should be protected?
- Should the protection be congruent with the scope of copyright protection?
(b) Exceptions
In accordance with principle 2, it is crucial to specify the exceptions applicable to anti-
circumvention provisions. In civil law jurisdictions, exceptions may include, inter alia, the
following ones:
(1) Reproduction
- on paper or a similar medium, including the printing out of digital works
- on any medium made by a natural person for private use and for non-commercial
purposes
- on any medium for making back-up copies
(2) Particular Uses
- Circumvention for format shifting of copyrighted material
(3) Educational and other social uses
- Circumvention for use within educational and non-commercial scientific
institutions
- Circumvention for the benefit of the disabled
- Circumvention for use by private or public non-profit libraries, museums and
archives
- Circumvention for broadcasting on the part of social institutions, such as hospitals
and prisons
(4) Uses in a cultural and free speech context:
- Circumvention for producing derivative works, including mash-ups, fan fiction
(etc. p.p.), provided that the latter are not exploited commercially
- Circumvention for producing caricatures, parodies, pastiches
- Circumvention for quotations, for purposes such as criticism, review or news
reporting
- Circumvention for the inclusion of copyrighted material in broadcasts and the
reproduction of copyrighted material for broadcasting purposes
- Circumvention for use during religious celebrations
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(5) Uses in the interest of the State, e.g.:
- Circumvention in order to ensure the proper performance or reporting of
administrative, parliamentary or judicial proceedings
- Circumvention for use during official celebrations

(6) Useless or harmful TPM
- Circumvention for the use of seemingly abandoned works
- Circumvention where a TPM is obsolete, lost, damaged, defective, malfunctioning,
or unusable, and where support or a replacement TPM is not provided
- Circumvention where a TPM interferes with or causes damage or a malfunction to
a product
- Circumvention for the purposes of repairing a product

Section 3: Protection of technological measures protecting software

()
(b)

Principle
See above, comment to section 2(a)
Exceptions
(1) Copying
- Circumvention for making back-up copies of computer programs
- Circumvention for temporary copying
(2) Software engineering
- Circumvention for achieving interoperability between computer programs or
computer programs and data
- Circumvention for error correction
- Circumvention for reverse engineering
(3) Circumvention for the use of seemingly abandoned computer programs
(“abandonware”)

Section 4: Prohibition of certain acts preparatory to acts prohibited under Sections 2 and 3
This section should be drafted very carefully, as it is the most likely to produce unintended
effects on autonomy and participation, competition, and innovation.

(@)

(b)

Prohibition of preparatory acts

The prohibited acts shall be defined and specified, respectively, in great detail and
unambiguous terms (see principle 1.)

No mandate provision

This provision—similar to sec. 1201(c)(3) of the DMCA and recital 48 EUCD—clarifies
that the prohibition of circumvention devices does not require manufacturers of computers,
consumer electronics, and telecommunications products to design their products
affirmatively to respond to any particular technological measure.

Section 5: General non-infringing or legitimate purpose exception
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Acts of circumvention of effective TPM and the preparatory acts mentioned in section 4 should
not be illegal if they are conducted for legitimate and non-infringing uses of protected works
(including, e.g., research into encryption.)

Section 6: Protection of rights-management information
Excluded from the scope of this study, but mentioned pro memoria.

Section 7: Civil and criminal sanctions

The sanctions for the circumvention of effective TPM prohibited under sections 2 and 3 should
be carefully crafted according to principle 3 outlined above and synchronized with existing (civil
or criminal) sanctions for copyright infringement. This section should also incorporate an actual
knowledge standard. As to preparatory acts, criminal sanctions should only apply to willful and
commercial preparatory acts, whereas negligent or non-commercial acts should only be subject
to civil liability. In designing appropriate and proportionate sanctions, it is absolutely necessary
to take the particular features of the applicable procedural law into account.

Section 8: Prohibition against the derogation from permitted circumventions

Rightholders often use their bargaining power to prohibit the circumvention of TPM via terms of
service agreements, EULAS, or other contractual agreements in situations where the law does not
prohibit an act of circumvention. In order to restore the balance, it is necessary to address the
copyright-TPM-contract interface and make sure that contractual agreements cannot waive the
available copyright exceptions and defenses.

Section 9: Liability for technical protection measures

Those who use technical measures protected by this law should be held liable for the damage
such measures may cause to those using products protected by them. This section is thus to
complement the prevailing law of torts. As in the previous section, it is of utmost importance to
take into account the remedies available and the applicable procedural law when designing these
rules. More concretely, liability for TPM should be established if a technical protection measure
(be it effective or not) causes harm to the work protected by it or to a device normally used to
exercise enjoyment of the TPM-protected work.

Section 10: Consumer information

In order to ensure consumer choice, users must be informed if a product or service is protected
by technological measures. This section defines minimum information requirements for vendors
and providers, respectively.

Section 11: Specific limitations on the use of technological protection measures

This section sets out under what circumstances the application of technological protection
measures is limited. A good example of such a provision is the interoperability clause in the
revised French Copyright Law, which—if it becomes law—requires that “[tJout éditeur de
logiciel, tout fabricant de systéeme technique et tout exploitant de service qui souhaite assurer
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I'interopérabilité des systémes et des services existants peut demander a l'autorité de favoriser ou
de susciter une solution de conciliation, dans le respect des droits des parties, pour obtenir du
titulaire des droits sur la mesure technique les informations essentielles & I'interopérabilité.”?*

Section 12: Market abuse by the use of technical protection measures

As discussed above, TPM in combination with anti-circumvention provisions can be strategically
misused by rightholders to hinder legitimate competition. Thus, it is necessary to provide for
measures to combat such abuses in accordance with the principles of the general competition law
of the relevant jurisdiction.

Section 13: Review process and reporting

As noted in the previous section and in the context of design principle 4, it is crucial to
incorporate a review process. Possible options are: legislative, administrative, or academic
reviews and reporting obligations. The review, inter alia, shall examine whether the desired level
of protection is achieved, whether acts that are traditionally permitted by law are adversely
affected under the TPM regime, and what the regime’s impact on competition and innovation is.

C. Conclusion

Societies and governments around the globe are currently in the process of revisiting their
national policies and legal regimes that govern the respective information environments as
components of a global information ecosystem. In this process, the question of “ownership” of
and “control” over information, knowledge, and entertainment plays an important role. The past
ten years have been characterized by an intense and intensifying struggle over the reallocation of
monopoly rights in information among the various stakeholders under the post-modern
conditions of cyberspace. In response to the disruptive power of the new information and
communication technology, rightholders have developed and, on a large scale, applied new,
technological methods of content protection, also known as technological protection measures.
In addition, the rightsholders—exposed to an arm’s race between copyright and copyleft—have
successfully lobbied both at the international as well as the national level for a third layer of
protection, i.e., anti-circumvention legislation, which in important respects has changed the
traditional balance between the interests of rightholders on the one hand and users as well as the
public at large on the other hand. Although it might not be realistic at this point in time to abolish
this new type of legislation, it is crucial for policy makers to understand that choices can be
made. Choices have been the theme of this paper. First, it has demonstrated that countries, even
if bound by international Internet treaty law or bilateral trade agreements, in fact do have

209 See http://ameli.senat.fr/publication_pl/2005-2006/269.html. The earlier version as adopted by the Lower House
read as follows: “Les measures techniques ne doivent pas avoir pour effect d’empécher la mise en ceuvre effective
de I’interopérabilité, dans le respect du droit d’auteur. Les fournisseurs de mesures techniques donnent I’accés aux
informations essentielles a I’interopérabilité.” See
http://www.zdnet.fr/actualites/internet/0,39020774,39332478,00.htm.
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significant discretion as to how they craft their respective legal frameworks. Second, it has
mapped and discussed in some detail the key options that are available and compared alternative
approaches that have been taken so far. As a contribution towards the quest for the best
legislative practice model, the paper finally suggested basic design principles and provided the
outline of a model law with issues that need to be addressed by national legislators in a situation
of increased uncertainty regarding the (side-) effects of legislative action.
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Appendix

1. Laws

Resources

A selection of helpful online resources

National implementations of the WIPO Internet Treaties, where available in English

EU- Member States

Austria Official legislation online available at
<http://www.bundeskanzler.at/2004/4/7/Urheberrechtsgesetz.pdf>;

Belgium Official legislation online available at
<http://eurorights.cdfreaks.com/documents/belgium/pLoi_Monfils%202004.pdf>

Czech English Translation online available at

Republic <http://portal.unesco.org/culture/en/file_download.php/2ebab9db3c6aab04f0f99fod6be
4dd9dCopyright_Act.pdf>

Denmark English Translation of the Danish Ministry of Culture, online available at
<http://mwww.kum.dk/sw4550.asp>

Estonia English Translation online available at
<http://web.riigikogu.ee/ems/saros-
bin/mgetdoc?itemid=040970022&login=proov&password=&system=ems&server=ragn
el>

Finland Original draft bill

Germany Official legislation online available at
<http://bundesrecht.juris.de/bundesrecht/urhg>;
English Translation by MENNO BRIET and ALEXANDER PEUKERT online available at
<http://eurorights.cdfreaks.com/index/14/51>

Greece English translation online available at
<http://www.culture.gr/8/84/e8401.htm|>

Hungary Official legislation online available at

<http://www.hpo.hu/jogforras/9976.html>
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English translation online available at
<http://portal.unesco.org/culture/en/file_download.php/533e6fd7e3cc405e28c6df4499e
a8628law_on_Copyright.pdf>

Ireland Official legislation online available at
<http://www.entemp.ie/publications/sis/2004/si16.pdf>

Italy Official legislation online available at
<http://www.parlamento.it/parlam/leggi/deleghe/03068dl.htm>
English translation available at
<http://portal.unesco.org/culture/admin/file_download.php/it_copyright_2003_en.pdf?
URL_ID=30289&filename=11419173013it_copyright 2003 en.pdf&filetype=applicati
on%2Fpdf&filesize=1228393&name=it_copyright_2003_en.pdf&location=user-S/>

Latvia Unofficial English translation by the Translation and Terminology Centre online
available at
<http://www.km.gov.lv/Ul/ImageBinary.asp?imageid=360>

Lithuania Official English translation online available at
<http://portal.unesco.org/culture/fr/file_download.php/1bebf3afce5c3bal0aef5aac71883
ec78Law_of _March_5 2003.pdf>

Luxembourg | The provisions on the protection of technological measures under Copyright, related
rights and database rights Act of April 18, 2001 (as amended on April 18, 2004)
English translation online available at
<http://www.euro-copyrights.org/index/10/22>

Malta Official legislation online available at

<http://docs.justice.gov.mt/lom/legislation/english/leg/vol_13/chapt415.pdf>

Netherlands

English translation of Articles 29a, 32a Copyright Act, Art. 1 (n), 19 Neighbouring
Rights Act and Art. 1 (1) e, 5a Database Act by Menno Briét online available at
< http://www.euro-copyrights.org/index/1/34>

Portugal Official legislation online available at
<http://www.ifj.org/pdfs/56585665port.pdf>

Slovak English Translation by Slavomir Olsovsky online available at

Republic http://www.culture.gov.sk/files/files/copyright/ COPY_ACT_SVK final_Ver.pdf

Slovenia Unofficial English translation online available at

<http://www:.uil-sipo.si/Laws/ZASP_EN_04.pdf>
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Sweden English translation online available at
<http://portal.unesco.org/culture/admin/file_download.php/se_copyright 2005 en.pdf?
URL_ID=30264&filename=11418280643se_copyright_2005_en.pdf&filetype=applicat
ion%2Fpdf&filesize=174806&name=se_copyright_2005_en.pdf&location=user-S/>

United Official legislation online available at
Kingdom <http://www.opsi.gov.uk/acts/acts1988/Ukpga_19880048 en_1.htm>

European Countries

Norway Official legislation online available at
<http://www.lovdata.no/all/nl-20050617-097.html>

Other WIPO Member Countries

United States | Official legislation available at
<http://www.copyright.gov/title17/circ92.pdf>

Japan English translation online available at
<http://www.cric.or.jp/cric_e/clj/clj.html>

Australia Official legislation online available at
< http://www.austlii.edu.au/au/legis/cth/consol_act/cal1968133/index.html>

2. Links
The following websites provide useful information for policy makers:

Webpages with materials on copyright law and related legislation (including technological
protection measures):

World Intellectual Property Organization: Official WCT pages
<http://www.wipo.int/treaties/en/ip/wct/index.htmi>

World Intellectual Property Organization: Official WPPT pages
<http://www.wipo.int/treaties/en/ip/wppt/index.htmi>

World Intellectual Property Organization: Clea-Database
<http://www.wipo.int/clea/en/>

Europe's Information Society Thematic Portal
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<http://europa.eu.int/information_society/index_en.htm>

UNESCQO's Collection of National Copyright Laws
<http://portal.unesco.org/culture/en/ev.php-
URL_ID=14076&URL_DO=DO_TOPIC&URL_SECTION=201.html>

Webpages on the implementation of the EUCD:

Overview of the current state of implementation as part of the Digital Media Project at the
Berkman Center for Internet & Society at Harvard Law School
<http://cyber.law.harvard.edu/media/eucd>

Copyright Laws in Digital Europe
<http://www.euro-copyrights.org/>

Foundation for Information Policy Research: Implementing the EU Copyright Directive
<http://www.fipr.org/copyright/guide/>

3. Reports and Papers
Selected reports and papers that proved to be, among others, particularly helpful:

(a) Papers

Jeffrey P. Cunard/
Keith Hill/
Chris Barlas

Current Developments in the Field of Digital Rights Management, Standing
Committee on Copyright and Related Rights, Tenth Session,

Geneva 2003,

online available at
http://www.wipo.int/documents/en/meetings/2003/sccr/pdf/sccr_10_2.pdf

Urs Gasser/
Michael
Girsberger

Transposing the Copyright Directive: Legal Protection of Technological
Measures in EU-Member States, A Genie Stuck in the Bottle?,
November 2004,

online available at

<http://cyber.law.harvard.edu/media/files/eucd.pdf>

Jane C. Ginsburg

Legal Protection of Technological Measures Protecting Works of Authorship:
International Obligations and US Experiences,

August 2005,

online available at

<http://Isr.nellco.org/columbia/plit/papers/0593/>
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Kamiel Koelman/
Natalie Helberger

Protection of Technological Measures

Institute for Information Law, Amsterdam,

November 1998,

online available at
<http://www.ivir.nl/publicaties/koelman/technical.pdf>

Jacques de Werra

The Legal System of Technological Protection Measures under the WIPO
Treaties, the Digital Millennium Copyright Act, the European Union
Directives and other National Laws,

2001,

online available at
<http://www.alai-usa.org/2001_conference/Reports/dewerra.doc>

(b) Official Reports

Standing
Committee on
Legal and
Constitutional
Affairs

House of Representatives, The Parliament of the Commonwealth of
Australia, Review of technological protection measures exceptions,

Canberra February 2006,

online available at
<http://www.aph.gov.au/house/committee/laca/protection/report/fullreport.pd
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