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Causal Analysis Review 
 

Near Miss - Handgun Discharges While Holstering 
 

Presented below is a synopsis of a report 
finalized in the Occurrence Reporting Processing 
System (ORPS) on March 10, 2008, that 
provides a valuable assessment of the causes 
associated with a near miss event.  In this 
occurrence, a Glock handgun discharged during 
a holstering process. We are providing this 
synopsis to you because we find the causal 
analysis conducted by the reporting organization 
to be valuable.  Also, the reporting organization 
has issued a Lessons Learned Report, which we 
are providing, along with a second one 
discussing a serious injury due to accidental 
discharge of a weapon. Two supplemental 
Occurrences are also synopsized and attached, 
as they provide relevant causal analysis.  In both 
the featured Occurrence, and one of the 
supplemental ones, the observation is made that 
previous experience in the DOE complex could 
have been applied to prevent the event.   We 
express our appreciation to the reporting 
organization for their valuable causal analysis. 

Featured Occurrence 

Los Alamos National Laboratory, TA64-1 
NA--LASO-LANL-BOP-2007-0015 - Near Miss 
to Personnel Injury: Glock Handgun Discharged 
During Holstering Process – (Significance 
Category 3) 
 
HQ Summary:  A loaded 40 caliber handgun 
discharged while a security police officer was 
putting it into its holster. The discharged bullet 
exited through the side of the holster, through the 
pant leg of another officer, and lodged in the 
floor. No injuries resulted. Preliminary 
investigation indicated that the handgun with a 

flashlight attached below the barrel may have 
hung up on the holster. 
 
Causal Summary:  The investigation found that 
the handgun became misaligned with the holster 
during holstering, causing the officer’s finger to 
enter the trigger guard and pull the trigger, 
resulting in the discharge of the weapon.  This 
happened because the officer had been using a 
newly issued holster that was not like ones 
previously used.  It had a tactical flashlight 
installed, which got snagged in the holster during 
the holstering process.  These tactical flashlights 
recently had been installed on all Glock 22 
handguns.  The addition of the flashlight required 
a new holster, designed to accommodate the 
unit.  Although it is similar in design to holsters 
previously used, it is worn differently, mid thigh 
on the leg, rather than on the duty belt.  There 
was no formal review process involved in the 
selection of the new holster.  The analysis  
involved in the acquisition of the holsters did not 
recognize the types and magnitudes of hazards 
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or the potential accident scenarios involved in 
holstering.  Also, training on use of the holster 
was determined to not be necessary, though 20 
minutes of practice was provided upon issuance. 
    
Lessons Learned:  Prior to the issuance of an 
equipment change, it is imperative that a 
sufficient level of hazard analysis be performed 
to ensure the safety of equipment, personnel and 
operations. This event illustrated how an 
insufficient level of hazard and training analyses 
resulted in an unauthorized handgun discharge.  

Additional Occurrences  

In addition to the featured occurrence, we draw 
your attention to two similar events worth noting.  
They are summarized below, with the full reports 
attached. 
 
1)  SPR Project Office, New Orleans Site 
FE-HQ--SPR-SPRO-2005-0002 - Discharge of a 
weapon by a protective force security officer 
(student) causing injury to himself – 
(Significance Category 3) 
 
HQ Summary:  During live-fire handgun training 
for Strategic Petroleum Reserve (SPR) personnel 
at Camp Beauregard, Louisiana, a student lost 
his grip on the weapon, attempted to regain his 
grip, and discharged one .40 caliber round into 
his groin area. The injured student was 
transported to a local hospital by ambulance. The 
weapon was secured, the firing range was 
shutdown, and all SPR firearms training has 
been suspended, pending completion of an 
accident investigation. 
 
Causal Summary:  The accident investigation 
team found that the primary failures to control the 
hazards were rooted in human performance, 
communications, and training deficiencies.  The 
cadet was a trained police officer. It was unlikely 
that his previous Peace Officer and Standard 

Training (POST) training instructed him to drop 
his weapon should he lose control of it.  Also, 
although the holster he used in his work in the 
Sheriff's office was similar to that used by PGS, it 
was different.  In the training, the cadet had to 
choose the target, then un-holster his weapon 
and fire it. After the gun caught on the edge of his 
holster, the cadet felt that his weapon was not 
gripped properly and that he might lose control of 
it.  He reacted instinctively and tried to grab the 
gun or steady it with his right hand instead of 
letting the weapon fall as he had been instructed.   
The weapon discharged at this time. 
 
2)  Nevada Test Site, Area 23 
NA--NVSO-WSIN-NTS-2006-0002 - 
Occupational Illness/Injury, Firearm wound to 
upper right leg – (Significance Category 2) 
 
HQ Summary: On April 7, 2006, a security police 
officer received a .40 caliber bullet wound to the 
upper right leg when his service pistol 
unexpectedly discharged as he was holstering 
the weapon. The injury occurred as the officer 
was participating in a live fire exercise at the 
Area 23 Firearms Training Range. The injured 
officer was given first aid and air-lifted to the 
University Medical Center Emergency Room, 
where a bullet fragment was removed, sutures 
were applied, and the officer was released after 
being provided with pain medication. A "Type B-
like" accident investigation was conducted.  
 
Causal Summary:  This investigation 
determined the direct cause was the discharge of 
a pistol during a training exercise when a load-
bearing equipment (LBE) strap became 
entangled with the trigger.  Inadequate training 
was identified as a contributing cause.  Protective 
Force members were not given ongoing and 
available instruction regarding proper disposition 
of the straps.  Neither NTS nor DOE Complex 
experience was effectively used to prevent the 
occurrence. 
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Lessons Learned: Lessons learned include: 
conduct risk assessment on all new equipment 
and the compatibility with other equipment; 
communication of proper wear of tactical 
equipment through policies, training, and 
performance supervision; and conduct of 
individual, buddy, and supervisory inspections of 
individual equipment during each muster. These 
lessons learned have been made available to all 
DOE organizations.  
 
Why is the Accidental Discharge of a 
Firearm Important?   
 
These incidents are important because every 
firearm discharge presents the risk of extreme 
injury to the operator of the weapon as well as to 
people in the surrounding area. Lessons can be 
learned from each stage of a firearm discharge 
incident, such as: 
• What are the precursors, or factors, that lead 

up to a firearm discharge incident? 
 
• What are the potential consequences of the 

incident? 
 
• What lessons are learned from immediate 

responses to firearm incidents? 
 
• What are the overall lessons learned from 

firearms discharge incidents as well as 
corrective actions designed to prevent further 
incidents? 

 
Other Recent Firearm Discharge Events: 
On March 30, 2007, during weapons practice, a 
Heckler & Koch P-7 9mm handgun 
unintentionally discharged on Range 1, position 
#19, at the Hanford Patrol Training Academy.  
This occurred while a Security Police Officer 
(SPO) was preparing to move into a kneeling 
firing position as a part of the course of fire. As  

 
the SPO withdrew his weapon, the front sight 
post may have caught on the retention strap of 
the holster. This apparently caused the SPO to 
loose his grip and control of the handgun. The 
SPO, as he was taught, allowed the handgun to 
drop to the ground (without attempting to regain 
control of it). The handgun fell approximately 36-
40 inches before striking the concrete shooting 
pad. The pistol struck its muzzle against the 
concrete floor. Upon impact, the handgun 
discharged a live round into the concrete floor 
then down range. No injuries were reported.  
(ORPS Report EM-RL--PHMC-PATROL-2007-
0001) 
 
On February 15, 2007, an on-duty SOP reported 
an unauthorized discharge of a firearm at Station 
510 (Nevada Test Site Perimeter Access Control 
Station in Area 25). The SOP who discharged the 
weapon reported that he and another SOP on the 
Station had downloaded their respective P226R, 
.40 caliber firearms in preparation for conducting 
unauthorized practice for the up-coming semi-
annual qualifications. After downloading their 
weapons, they practiced techniques for drawing 
the weapons from their holsters and dry-fire at 
one of the windows in the station. After a few 
minutes, they both reloaded their weapons. One 
of the SPOs forgot that he had reloaded his 
weapon, drew the weapon from his holster, 
pointed it at the window, and pulled the trigger. 
The weapon fired and the bullet impacted and 
damaged the bullet resistant window; however, it 
did not penetrate the window.  (ORPS Report 
NA--NVSO-WSIN-NTS-2007-0001) 
A review of accidental firearm discharges 
reported in ORPS from January 2000 to the 
present shows ten occurrences.  Personnel error 
was the single most frequent direct cause of 
these firearm discharge events, while equipment 
or material problems were the least.  The 
majority of these occurrences occurred during 
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training, which demonstrates that lessons 
learned and corrective actions should focus on 
minimizing the possibility of an unauthorized 
discharge during training.  Even small numbers 
of firearm discharge events can have a serious 
effect on personnel and operations.  Every 
unauthorized firearm discharge incident has the 
potential for serious consequences: 
• Injury 
• Fatality 
• Damage to system components 

Recommendations: 

• Ensure that incident investigators have the 
appropriate expertise to correctly analyze the 
causes, develop relevant lessons learned, 
and implement appropriate corrective 
actions. 

• Report and investigate precursor events to 
prevent more serious incidents in the future. 

• Assure that individual site changes to 
firearms training are well documented. 

• Train with unloaded weapons or with inert 
ammunition when handling new types of 
weapons or equipment (e.g., holsters and 
tactical add-ons) until adequate and safe 
proficiency is demonstrated. 

• Upgrade training to insure that skills are 
acquired to meet an expanded threat 
spectrum. 

• Conduct training with a view to sustaining a 
high level of readiness among Protective 

Forces personnel rather than maintaining 
periodic qualification 

Closing Note:   

Even equipment changes as simple as a 
flashlight and holster combination can present 
potentially deadly hazards.  Supervisors must 
ensure personnel are adequately trained and can 
demonstrate proficiency in handling newly issued 
equipment before ammunition is issued. 
The Office of Health, Safety and Security 
requires no response to this transmittal. If you no 
longer wish to receive this information, please 
contact Robert Czincila [(301) 903-8008; 
robert.czincila@hq.doe.gov]. If you are aware of 
other organizations that may wish to receive this 
information, please contact Mr. Czincila. 
 
 
Attachments 

• ORPS Operating Experience Report 
NA-LASO-LANL-BOP-2007-0015 

 
• ORPS Operating Experience Report  

FE-HQ—SPR-SPRO-2005-0002  
 
• ORPS Operating Experience Report 

NA--NVSO-WSIN-NTS-2006-0002 
 
• Lessons Learned BOP-2008-0001 
 
• Lessons Learned 2000-RFO-KH-0003 
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		1)Report Number:		FE-HQ--SPR-SPRO-2005-0002 
      After 2003 Redesign

		Secretarial Office:		Fossil Energy

		Lab/Site/Org:		New Orleans Site

		Facility Name:		SPR Project Office

		Subject/Title:		Discharge of a weapon by a 
      protective force security officer (student) causing injury to 
himself

		Date/Time Discovered:		05/27/2005 12:35 (CTZ)

		Date/Time Categorized:		05/27/2005 15:30 (CTZ)

		Report Type:		Final

		Report Dates:		
      		Notification		05/27/2005		17:42 (ETZ)

		Initial Update		05/31/2005		12:05 (ETZ)

		Latest Update		01/12/2006		06:57 (ETZ)

		Final		01/12/2006		06:57 (ETZ)





		Significance Category:		3

		Reporting Criteria:		2A(6) - Any single occurrence 
      resulting in a serious occupational injury. A serious occupational injury 
      is an occupational injury that: 

(a) Requires hospitalization for 
      more than 48 hours, commencing within 7 days from the date the injury was 
      received; 

(b) Results in a fracture of any bone (except simple 
      fractures of fingers, toes, or nose, or a minor chipped tooth); 
      

(c) Causes severe hemorrhages or severe damage to nerves, muscles, 
      or tendons; 

(d) Damages any internal organ; or 

(e) Causes 
      second- or third-degree burns, affecting more than five percent of the 
      body surface.



		Cause Codes:		A3B1C04 - Human Performance Less 
      Than Adequate (LTA); Skill Based Errors; Infrequently performed steps are 
      performed incorrectly
-->couplet - NA
A3B1C06 
      - Human Performance Less Than Adequate (LTA); Skill Based Errors; Wrong 
      action selected based on similarity with other actions
-->couplet - NA
A3B2C01 - Human Performance Less Than 
      Adequate (LTA); Rule Based Error; Strong rule incorrectly chosen over 
      other rules
-->couplet - NA
A3B2C03 - Human 
      Performance Less Than Adequate (LTA); Rule Based Error; Too much activity 
      was occurring and error made in problem solving
-->couplet - NA
A4B1C09 - Management Problem; 
      Management Methods Less Than Adequate (LTA); Corrective action for 
      previously identified problem or event was not adequate to prevent 
      recurrence
A4B3C08 - Management Problem; Work Organization & 
      Planning LTA; Job scoping did not identify special circumstances and/or 
      conditions
A4B4C13 - Management Problem; Supervisory Methods LTA; 
      Provided feedback on negative performance but not on positive 
      performance
A4B4C11 - Management Problem; Supervisory Methods LTA; 
      Assignment did not consider worker's ingrained work patterns


		ISM:		4) Perform Work Within 
      Controls


		Subcontractor 
Involved:		Yes
Pinkerton Government Services 
    (PGS)

		Occurrence 
Description:		At 1235 CST on 05/27/2005, 
      during the conduct of a Security Police Officer Basic Training (SPOBT) 
      course at Camp Beauregard, Louisiana, firearms training was being 
      conducted. Three students were attending the firearms course. Five 
      firearms training instructors, certified by the DOE National Training 
      Center (NTC) were teaching draw and fire with the 40 cal. Glock handgun in 
      accordance with the NTC approved curriculum. One student lost his grip on 
      the weapon. In attempting to regain his grip on the weapon, one round was 
      discharged wounding his groin area. 

		Cause Description:		Pinkerton Government Services 
      (PGS) is a subcontractor to DynMcDermott Petroleum Operations (DM), the 
      Management and Operations contractor for the Department of Energy (DOE) 
      Strategic Petroleum Reserve (SPR). PGS is responsible for management and 
      operation of the SPR guard services

Physical hazards, controls, and 
      other factors
The team did not find that physical hazards, design or 
      engineering problems, or equipment, environment (the range) or material 
      problems contributed significantly to the accident. The controls in place, 
      such as the configuration of the range, number and certification of 
      instructors, safety officers, approved lesson plans, etc., were 
      appropriate. The primary inadequacies that led to the accident were not 
      those of design or weapons failure.

Weapon
The pistol used at 
      the SPR is the Glock, Model 22c .40 caliber semi-automatic pistol. The 
      pistol was chosen, in part, because one of the characteristics of the 
      Glock is that it will not fire if dropped; in this aspect, it is an 
      inherently safe weapon. The guard force had been using this weapon for 
      more than five years. 

The weapon involved was secured immediately. 
      Later it was taken apart and analyzed by the PGS armorer. No problems with 
      gun's mechanism or performance were found. PGS also sent the weapon to 
      Glock for evaluation and Glock determined the weapon was operating as 
      designed. 

Staff and Curriculum
The curriculum and lesson plans 
      used were those developed by the DOE National Training Center. DM chose 
      the firing range at DM's Systems Safety recommendation following a risk 
      assessment of several ranges; the range met all DOE criteria. The 
      certified, experienced instructors were one-on-one with the cadets and two 
      safety officers were also present when the incident 
      occurred.


Investigation results 
The accident investigation 
      team found that the primary failures to control the hazards were rooted in 
      human performance, communications, and training deficiencies. The causes 
      are grouped in the same order as the ORPS Causal Analysis Tree. 
Human 
      performance:
Skill based errors: 
1. The action being practiced was 
      infrequently performed and was performed incorrectly. Upon losing control 
      of the pistol, the cadet should have dropped his weapon or "let it go." 
      The action being performed - turning to the target, choosing the greatest 
      threat, etc. was not one the cadet performed often. 
2. Wrong action 
      selected based upon similarity with other actions. The cadet was a trained 
      police officer. It was unlikely that his previous Peace Officer and 
      Standard Training (POST) training instructed him to drop his weapon. 
      Although the holster he used in his work in the Sheriff's office was 
      similar to that used by PGS, it was different.

Rule based errors: 
      
1. Strong rule incorrectly chosen over other rules. The "strong rule" 
      is the way that you have been trained and practiced the action. For 
      example, when you write a check on January 2, you often write the previous 
      year's date because you have been doing that successfully for the last 12 
      months. It is your strong rule. When threatened or in an emergency, people 
      tend to revert to their strong rule. The cadet probably reacted in concert 
      with his instincts (don't drop the weapon) and his tactical strong rule 
      (don't give up your weapon). 
2. Too much activity was occurring and an 
      error was made in problem solving. First, the cadet had to choose the 
      target, then un-holster his weapon and fire it. After the gun caught on 
      the edge of his holster, the cadet felt that his weapon was not gripped 
      properly and that he might lose control of the weapon. The instructor was 
      saying or yelling "No, no, no." The cadet reacted instinctively and tried 
      to grab the gun or steady it with his right hand instead of letting the 
      weapon fall as he had been instructed.

Management 
      problem
Management methods: 
1. Corrective action for previously 
      identified problem or error was not adequate to prevent recurrence. 
      Although we know from the instructor's written comments that cadets having 
      their finger on the trigger when they should not was the most frequently 
      seen error on the range, this comment is not on the cadets Skills Sheets 
      for March 24-26. According to the cadets interviewed, the most frequent 
      phrase from the instructors was "Keep your finger off the trigger!." It is 
      unclear whether this was a factor in this accident. The triggers were 
      actually pulled by the third finger of the left hand (firing hand) when 
      the right hand came down over it, according to the Cadet.
2. Resource 
      management was found not to be a contributing cause because sufficient 
      resources in manpower and equipment were provided.
3. Work organization 
      and planning was found to be less than adequate. Training did not identify 
      special circumstances and/or conditions. None of the evidence collected 
      indicates that the instructors (or lesson plans) took into consideration 
      cadets prior experience (military, police, none) or prior tactical 
      training that could be contradictory to the "drop the gun" 
      instruction.
4. Supervisory methods were described as providing more 
      negative reinforcement/feedback on poor performance then positive feedback 
      for good performance. According to some of the cadets and the PGS ES&H 
      director, dropping a gun would have resulted in a negative response from 
      the instructors.
5. Assignment did not consider worker's ingrained work 
      patterns. The training procedure and safety briefing said "If a firearm is 
      dropped, do not attempt to catch it." As a police officer in a tactical 
      situation, the cadet would not have given up his weapon. The behavior of 
      the Cadet illustrates that he was not going to let his weapon drop, no 
      matter what. He retained it after he was shot and dropped to his knees 
      until the instructor calmed him and removed it from his hand. While he had 
      control of the gun, he kept it pointed down range. He was commended for 
      remaining in control of his weapon following the shooting, but he was at 
      fault for not letting his weapon fall in accordance with the procedure. 
      This is contradictory feedback.
6. Change management was not found to 
      be a causal or contributing factor. 

Communications 
Less than 
      adequate communications were not considered to be a causal factor, except 
      for the instructor's "No, no, no." This direction was neither a defined 
      range command, nor did it specify what the instructor wanted the cadet to 
      do.

Training deficiency
Training methods were reviewed and it 
      was determined that sufficient practice or hands-on experience without 
      live ammunition (21 hours) was adequate. Physical protection - body armor 
      - was optional for cadets, instructors, or safety officers. It is doubtful 
      that anyone will choose to wear it in Louisiana in the summer. 
      

Other problems
1. There are cultural biases such as prior 
      experience and training that conflict with the (appropriate) range 
      instruction to let the weapon fall if it is dropped.
2. The procedural 
      response to drop the weapon is at odds with the instinctual response when 
      dropping something. Normally, you try to catch what you drop.


		Operating Conditions:		Initial security force live fire 
      training

		Activity Category:		Training

		Immediate Action(s):		The student was transported to a 
      local hospital by ambulance. The wound was not superficial as originally 
      thought and the student was admitted to the hospital for 
      surgery.

The weapon was immediately secured.

The firing 
      range was immediately shutdown and all SPR firearms training has been 
      suspended at the direction of the SPRPMO Project Manager pending 
      completion of the accident investigation. 

An accident 
      investigation was conducted by the Louisiana National Guard and 
      DynMcDermott/Pinkerton accompanied by two DOE SPRPMO Security and ES&H 
      staff. 

		FM Evaluation:		The student was admitted to the 
      hospital on 5/27/05 for surgery and was released from the hospital on 
      5/30/05.

Following the accident, the DOE SPR Project Manager 
      determined that the accident required a “limited scope” investigation in 
      accordance with the requirements of DOE Order 225.1A, “Accident 
      Investigations.” The DM Project Manager appointed an accident board and an 
      investigator was sent to the scene the day of the accident. Members of the 
      DOE Security and Safety and Health staffs also went to the scene to 
      witness investigation activities. PGS investigators were the first to 
      reach the range and secured the scene, closing the range and suspending 
      live weapons training. The DOE Project Manager affirmed the range closure 
      and only he had the authority to reopen the range for PGS training 
      activities.

Witnesses to the event were interviewed, the accident 
      was physically re-enacted, and structured methods of accident analysis 
      from behavioral safety, human performance, ORPS causal analysis, and 
      Integrated Safety Management were used during the analysis. There were no 
      reasons identified during the analysis that would preclude reopening the 
      firing range and reinitiating BSPOT training. On Friday, June 3, the DOE 
      Project Manager authorized PGS to open the range and continue firearms 
      training. He also requested DOE Security to find an independent, qualified 
      third party to review range procedures and training.

Three root 
      causes and multiple contributing causes were identified during the 
      analysis, which were in the areas (as identified by ORPS) of human 
      performance, management problems, and training deficiencies. This was 
      consistent with the Human Performance Analysis where two active errors 
      were identified: the cadet’s failure to clear the holster with the weapon 
      and his failure to let the weapon fall (drop the weapon). There were 
      several latent errors and error precursors that fell within the categories 
      mentioned. The primary Core Function affected was Hazard Recognition in 
      preparing training.




		DOE Facility Representative 
      Input:		 

		DOE Program Manager 
    Input:		 

		Further Evaluation is 
      Required:		No

		Division or Project:		DynMcDermott Petroleum 
      Operations Co.

		Plant Area:		Camp Beauregard

		System/Building/Equipment:		Live fire range

		Facility Function:		Fossil and Petroleum 
  Reserves

		Corrective Action 01:		
      		Target Completion 
            Date:06/15/2005		Tracking ID:DOE ACTION 
          TRACKING





		  		Submit the weapon for evaluation 
      by an outside agency.

		Corrective Action 02:		
      		Target Completion 
            Date:07/07/2005		Tracking ID:DOE ACTION 
          TRACKING





		  		Hold a stand-down for all PGS 
      members to brief the accident


		Corrective Action 03:		
      		Target Completion 
            Date:05/31/2005		Tracking ID:DOE ACTION 
          TRACKING





		  		Provide a comprehensive firearms 
      briefing to all SPO candidates and instructors concerning this 
  accident.

		Corrective Action 04:		
      		Target Completion 
            Date:06/10/2005		Tracking ID:DOE ACTION 
          TRACKING





		  		Have the PGS Operations 
      Supervisor attend live fire range qualifications as Corporate Support and 
      Oversight.


		Corrective Action 05:		
      		Target Completion 
            Date:08/30/2005		Tracking ID:DOE ACTION 
          TRACKING





		  		Emphasize training requirements 
      for range instructors and safety officers 


		Corrective Action 06:		
      		Target Completion 
            Date:06/01/2005		Tracking ID:DOE ACTION 
          TRACKING





		  		Brief all officers on firearms 
      safety 


		Corrective Action 07:		
      		Target Completion 
            Date:06/03/2005		Tracking ID:DOE ACTION 
          TRACKING





		  		Have PGS Corporate Safety 
      Representative review findings

		Corrective Action 08:		
      		Target Completion 
            Date:08/30/2005		Tracking ID:DOE ACTION 
          TRACKING





		  		Develop Lesson Plans 
      demonstrating what to do if control of firearm is lost

		Corrective Action 09:		
      		Target Completion 
            Date:09/07/2005		Tracking ID:DOE ACTION 
          TRACKING





		  		Present the Lesson Plan to the 
      National Training Center & DOE Lessons Learned


		Lessons(s) Learned:		1. Cultural and organizational 
      factors must be understood and examined when preparing training packages 
      and training instructors. All reinforcement must be consistent with 
      procedure and desired response.
2. Direction given during such an 
      incident should be clear and specific; for example,"drop the gun" or "let 
      the weapon fall"
3. Correct action (letting the weapon fall) should be 
      acknowledged positively.



		HQ Keywords:		01A--Inadequate Conduct of 
      Operations - Inadequate Conduct of Operations (miscellaneous)
08D--OSHA 
      Reportable/Industrial Hygiene - Injury
08K--OSHA Reportable/Industrial 
      Hygiene - Near Miss (Other)
09C--Safeguards/Security Issue - 
      Miscellaneous Security Issue
11G--Other - Subcontractor
12K--EH 
      Categories - Near Miss (Could have been a serious injury or 
      fatality)
13A--Management Concerns - HQ Significant (High-lighted for 
      Management attention)
13D--Management Concerns - Accident Investigation 
      - Other


		HQ Summary:		During live-fire handgun 
      training for Strategic Petroleum Reserve (SPR) personnel at Camp 
      Beauregard, Louisiana, a student lost his grip on the weapon, attempted to 
      regain his grip, and discharged one .40 caliber round into his groin area. 
      The injured student was transported to a local hospital by ambulance, and 
      initial reports indicate that the wound was superficial. The weapon was 
      secured, the firing range was shutdown, and all SPR firearms training has 
      been suspended, pending completion of an accident investigation. 
    



		Similar OR Report 
    Number:		1. None

		Facility Manager:		
      		Name		Duane Johnson

		Phone		(504) 734-4588

		Title		Director, Security and Emergency 
            Preparedness





		Originator:		
      		Name		LOWRY, DENNIS S

		Phone		(504) 734-4650

		Title		





		HQ OC Notification:		
      		Date		Time		Person Notified		Organization

		05/27/2005		16:18 (CTZ)		Tom Yates		HQ EOC





		Other Notifications:		
      		Date		Time		Person Notified		Organization

		05/27/2005		12:40 (CTZ)		John Turbyne		DM

		05/27/2005		15:30 (CTZ)		Jerry Packard		DOE

		05/27/2005		15:30 (CTZ)		Hoot Gibson		DOE





		Authorized 
    Classifier(AC):		

		
      

    








| ORPS HOME | Search 
& Reports | Authorities | Help | Security/Privacy Notice | 




Please send comments or questions to orpssupport@hq.doe.gov or call the 
Helpline
at (800) 473-4375. Hours: 7:30 a.m. - 5:00 p.m., Mon - Fri (ETZ). 

Please include detailed information when reporting problems. 



YELLOW - Team Investigates Unauthorized Discharge of Handgun at TA-64


Lesson ID: BOP-2008-0001 (Source: User Submitted)

Originator: Los Alamos National Laboratory, Linda Collier, 505-667-0604 


Date: 1/10/2008


Contact: Michael Wismer, 505-665-8756; Alva Yazzie, 505-664-0666, Valerie Miranda, 505-667-6046 


Classifier: Mark Hunsinger, 505-665-1496   Reviewer: Mark Hunsinger, 505-665-1496 


Statement: The addition of a tactical light and/or laser sight to a handgun and the acquisition of a new holster to accommodate the reconfigured weapon should be treated as an equipment modification, which requires thorough evaluation and testing by subject-matter experts to ensure the weapon and holster are compatible and operable in a safe manner. In addition, the handgun handler should be allowed sufficient time to practice with an unloaded handgun to assure proficiency and safety with the new handgun-and-holster configuration. It is also important that handgun handlers provide immediate feedback if they feel they require additional training or if they believe the new holster does not provide a proper fit for the reconfigured handgun. 


Discussion: A team appointed to investigate the unauthorized discharge of a .40-caliber handgun by a Protection Technology Los Alamos (PTLA) security police officer II (SPO II) on October 27, 2007, while holstering the weapon has concluded that there were multiple root causes associated with the non-injury event. The unauthorized discharge occurred at the Technical Area 64, Building 1 during routine loading operations associated with the beginning of the shift. The SPO II had received his ammunition on the loading platform, then proceeded to the loading tube and successfully loaded the handgun per procedure under the supervision of a loading supervisor. The handgun was holstered only about halfway when the round was fired at an angle through the middle right rear of the holster, through the left pant leg of the loading supervisor and lodged into the wood floor of the loading platform. Neither the SPO II nor loading supervisor was injured as a result. The team determined that the discharge occurred when the tactical flashlight attached to the Glock Model 22 got hung up on the holster and the SPO II lost his grip and inadvertently pulled the trigger as he reactively grabbed the weapon to re-grip it. Subsequent inspection by the PTLA armorer found that the three internal safeties on the handgun were operational and no other anomalies were noted.

Both employees were placed on firearms restriction pending the results of the investigation. On October 29, 2007, both employees were taken to LANL Occupational Medicine for evaluation and released back to work with no medical restrictions. The Laboratory director appointed an event investigation team (EIT) on October 31, 2007, to review the event. The team concluded its investigation and submitted its report to the director on Nov. 7, 2007. The report was approved on Dec. 12, 2007.

BACKGROUND:
The Glock 22 is the DOE standard-issue handgun for protective forces. The Glock 22 is equipped with a “Safe Action” system that consists of three internal safety systems — including the trigger safety, firing pin safety, and the drop safety — to protect against inadvertent discharge. When the trigger is pulled, three safety features are automatically deactivated one after another. The Glock 22 does not have an external manual safety. The Glock 22 handguns issued to PTLA SPO IIs had been reconfigured by the PTLA armorer in that a tactical flashlight had been attached. The SPO IIs were also issued new tactical holsters to accommodate the reconfigured handguns (Glock 22 and tactical flashlights) in late August and September 2007, prior to firearms qualifications. The SPO IIs had previously used mid-ride (waist) holsters that were worn on their duty belts. The new tactical holster is worn mid-thigh on the leg rather than on the duty belt. The SPO IIs were assisted in adjusting their holsters and were instructed to practice with the unloaded handgun until they felt comfortable enough to begin qualifications (about 20 minutes later).

INVESTIGATION:
A subsequent interview with the loading supervisor indicated that at no time during the loading process did he observe the SPO II’s finger slip off the frame and into the trigger guard. (Standard handgun safety practice requires that the trigger finger be kept off the trigger and straight along the frame of the handgun until the shooter has sighted a target and is ready to fire.) The investigation report noted that the presence of the supervisor at the loading tubes could not have prevented this incident from occurring. The SPO II told the EIT that he had difficulty holstering the reconfigured handgun both before and after successful qualification, but had never felt a loss of control. The SPO II estimated he experienced his handgun hang up on the holster about 50 percent of the time. When asked to demonstrate his holstering technique to investigators, his handgun hung up during approximately 85 percent of his attempts. While SPO II demonstrated the process to investigators, it was noted that his trigger finger was misshapen due to a childhood accident. The injury is not believed to have contributed to the incident. The team said that the SPO II has been evaluated by LANL Occupational Medicine and the finger has not been considered a barrier to job performance.

The PTLA director of training stated that there was no formal evaluation process regarding the acquisition of the new holsters and tactical lights for the SPO II population. He stated that PTLA’s decision to acquire and issue the holsters and tactical lights came from an informal evaluation that he conducted. The SPO III personnel completed the transition training with the Glock 22 and tactical light configuration in 2002, and were issued the new tactical holster in 2006. The PTLA director of training told the team that SPO IIs were familiar with the belt holster and the Glock manipulation and qualification when the decision was made to issue the tactical (leg) holster to them. Based on an informal evaluation of this “evolutionary” process, the PTLA director of training concluded that the level of formal training with the reconfigured handgun (model and type of handgun did not change) and new tactical holster did not rise to the level of training originally conducted for the SPO IIIs (model and type of handgun changed). Range personnel and loading supervisors told the team that they did not recall any holstering issues with any SPO IIs.



Analysis: The team concluded that the event was preventable. The team determined that the direct cause of the event was that when SPO II lost his grip on the handgun and then reactively grabbed in an attempt to re-grip it, a finger was inadvertently inserted into the trigger guard and the trigger was pulled with enough pressure to activate the trigger, resulting in an unauthorized discharge. The EIT concluded that the following root causes led to the event:
-Although PTLA had a requirement to conduct a formal evaluation of new equipment, PTLA management did not sufficiently evaluate the new equipment and duty configurations. The PTLA director of training said he conducted an informal evaluation of the newly configured handgun and tactical holster for SPO IIs and considered the evolution of the use of tactical holsters/ flashlight by SPO IIIs. Based on that informal evaluation, PTLA management made the decision to issue the reconfigured handgun and tactical holster to the SPO IIs during firearms qualifications. The EIT found no documented evidence of the informal evaluation or evaluations of previous equipment changes.
-Because PTLA management did not recognize that a hang up during holstering could lead to a finger on the trigger potentially resulting in a discharge, a detailed level of hazard analysis was not applied to the holstering activity. The EIT concluded that a formal evaluation process may have identified whether the informal training provided to the SPO IIs was adequate to ensure that they had sufficient practice time to develop muscle memory and to become proficient in safe holstering.
-The holstering process is not adequately defined in any of the PTLA Hazard Identification and Mitigation Plans (HIMPs), firearms safety procedures, General Security Orders (GSOs), or training lesson plans. Further, the training lessons plans have not been updated to reflect the new tactical holster or reconfigured handgun. The only reference to the tactical light was a performance objective that required that the SPO demonstrate the operation of the Glock tactical light.
-PTLA management did not conduct a sufficient training evaluation to determine the level of training required for the new equipment and duty configurations. Further, because of the lack of an adequate equipment and training evaluation, neither the trainers nor supervisors identified the potential lack of proficiency in holstering during training or at the loading platform. The team wrote that deliberate and controlled holstering would require the shooter to holster at a speed that would assure proper alignment of the handgun with the holster prior to insertion. “If accomplished efficiently and correctly, the individual would retain total physical control of the handgun without experiencing adverse effects resulting from abrupt misalignment,” the report said.
-There is no formal LANL institutional process that defines the expectations for an institutional lessons learned program that allows for the dissemination of DOE and ORPS information in a proactive manner. Both LANL and PTLA have lessons learned processes, but due to the availability of numerous information sources and accessibility and resource issues for data gathering, applicability determination and dissemination, relevant information is not always received and evaluated. For example, a similar event occurred at the Strategic Petroleum Reserve (SPR) on May 27, 2005, during the conduct of a Security Police Officer Basic Training course at a training area in which a class member lost his grip on a Glock 22 and shot himself in the groin while attempting to regain his grip on the handgun. PTLA management had received initial ORPS event notification information about the event, but did not receive the final event investigation results or lessons learned. The team concluded that an evaluation of that event could have been conducted to determine what, if any, actions could be implemented at PTLA. In addition, the evaluation process may have identified other hazards or controls that could have improved the loading and holstering process.


Actions: JUDGEMENTS OF NEED
The EIT identified the following judgments of need:
-PTLA needs to enforce the equipment evaluation requirements for new equipment and duty configurations and ensure that the evaluation is formally documented.
-PTLA needs to clearly define hazards associated with the holstering activity in the WEIR HIMP.
-PTLA needs to update and incorporate deliberate controlled holstering into their procedures and training lessons plans. Further, PTLA needs to update its training plans to reflect the new tactical holster and reconfigured handgun.
-PTLA needs to enforce the training evaluation requirements to determine the appropriate level of training required for new equipment and duty configurations.
-PTLA needs to emphasize self-recognition/ reporting by users of concerns/problems with new/reconfigured equipment.
-LANL and PTLA need to review and formalize their lessons learned processes to define their expectations for their lessons learned programs that will allow for the dissemination and applicability review of events and lessons learned from DOE and ORPS in a proactive manner.
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		1)Report Number:		NA--LASO-LANL-BOP-2007-0015 
      After 2003 Redesign

		Secretarial Office:		National Nuclear Security 
      Administration

		Lab/Site/Org:		Los Alamos National 
  Laboratory

		Facility Name:		"at large" or Balance of 
  Plant

		Subject/Title:		Near Miss to Personnel Injury: 
      Glock Handgun Discharged During Holstering Process

		Date/Time Discovered:		10/27/2007 23:18 (MTZ)

		Date/Time Categorized:		10/29/2007 11:37 (MTZ)

		Report Type:		Final

		Report Dates:		
      		Notification		10/31/2007		18:50 (ETZ)

		Initial Update		12/13/2007		17:42 (ETZ)

		Latest Update		03/10/2008		12:04 (ETZ)

		Final		03/10/2008		12:04 (ETZ)

		Revision 1		03/10/2008		12:25 (ETZ)





		Significance Category:		3

		Reporting Criteria:		10(3) - A near miss, where no 
      barrier or only one barrier prevented an event from having a reportable 
      consequence. One of the four significance categories should be assigned to 
      the near miss, based on an evaluation of the potential risks and the 
      corrective actions taken. (1 of 4 criteria - This is a SC 3 
      occurrence)



		Cause Codes:		A3B3C04 - Human Performance Less 
      Than Adequate (LTA); Knowledge Based Error; LTA review based on assumption 
      that process will not change
-->couplet - 
      A4B1C01 - Management Problem; Management Methods Less Than Adequate (LTA); 
      Management policy guidance / expectations not well-defined, understood or 
      enforced
A4B5C04 - Management Problem; Change Management LTA; Risks / 
      consequences associated with change not adequately reviewed / 
      assessed
A4B1C02 - Management Problem; Management Methods Less Than 
      Adequate (LTA); Job performance standards not adequately 
      defined
A4B1C03 - Management Problem; Management Methods Less Than 
      Adequate (LTA); Management direction created insufficient awareness of the 
      impact of actions on safety / reliability
A4B5C08 - Management Problem; 
      Change Management LTA; Change-related training / retraining not performed 
      or not adequate
A4B5C09 - Management Problem; Change Management LTA; 
      Change-related documents not developed or revised
A5B2C08 - 
      Communications Less Than Adequate (LTA); Written Communication Content 
      LTA; Incomplete / situation not covered
A6B2C01 - Training deficiency; 
      Training Methods Less Than Adequate (LTA); Practice or "hands-on" 
      experience LTA


		ISM:		2) Analyze the Hazards


		Subcontractor 
Involved:		Yes
SOC Los Alamos

		Occurrence 
Description:		MANAGEMENT SYNOPSIS: On October 
      27, 2007, at 2318, at Technical Area 64, Building 1, in the Weapons and 
      Equipment Issue Room loading platform area, as a Special Operations 
      Consulting (SOC) Los Alamos (formerly Protection Technology Los Alamos 
      [PTLA]) security police officer II (SPO IIA) was securing a loaded Glock 
      22 .40 caliber handgun with an attached flashlight into his holster, the 
      handgun discharged. The discharged bullet exited through the middle right 
      rear of the holster, hit the left pant leg of a loading supervisor (LS1), 
      who was standing to the right of SPO IIA and observing the loading and 
      holstering process, exited the cuff of his pant leg, and entered in the 
      wood floor of the loading platform. No injuries resulted. Subsequent 
      investigation found that the handgun was not properly aligned with the 
      holster which caused the flashlight to hang up on the holster. As SPO IIA 
      reactively re-gripped the handgun, a finger was inadvertently inserted 
      into the trigger guard and the trigger was pulled resulting in an 
      unauthorized discharge. Following the event, the LS1 instructed SPO IIA to 
      unload the handgun. After the handgun was unloaded, the shift captain was 
      notified. The shift captain verified that SPO IIA was disarmed and then 
      disarmed LS1. The shift captain retrieved and secured the handgun and 
      holster in the armory pending inspection. Subsequent inspection by the SOC 
      armorer found that the three safeties on the handgun were operational and 
      no other anomalies were noted. Following the event, both employees were 
      placed on firearms restriction pending the results of the investigation. 
      LS1's weapons restriction was lifted on December 14, 2007. Weapons 
      restriction for SPO IIA has not been lifted pending reinstatement to the 
      Human Reliability Program (HRP). On October 29, 2007, both employees were 
      taken to the LANL occupational medicine facility for evaluation and 
      released back to work with no medical restrictions. 

BACKGROUND: On 
      October 30, an Event Investigation Team (EIT) informally began its 
      investigation of the unauthorized handgun discharge event. Then on October 
      31, 2007, the Laboratory Director formally appointed an EIT to investigate 
      the unauthorized handgun discharge event. The scope of the investigation 
      included: 1) collecting and validating all relevant facts leading up to 
      and including the incident; 2) determining the causes of the event; 3) 
      evaluating similar previous events for common causes and corrective action 
      effectiveness; 4) evaluating the extent of condition related to the event; 
      and 5) developing judgments of need. On November 19, 2007, the EIT 
      completed its investigation and issued the final approved written report 
      on December 12, 2007 (Reference: LA-UR-07-8038, "LANL Investigation 
      Report: Unauthorized Handgun Discharge at TA-64, Building 1 on October 27, 
      2007.") The following is taken from the EIT’s final investigation 
      report.

Organizational Structure

SOC Los Alamos performs 
      protective force services for LANL under the auspices of the Associate 
      Directorate for Security & Safeguards (ADSS) based on a contract 
      between Day & Zimmerman LLC and LANS LLC. This subcontract arrangement 
      makes SOC responsible for all protective force matters at LANL. 
      

Glock 22 .40 Caliber Handgun

The Glock 22, a .40 caliber 
      handgun, is the DOE-authorized handgun issued to protective force 
      personnel at SOC. Prior to firearms qualifications, the SOC armorer 
      installed tactical flashlights to the Glock 22 handguns. On the day of 
      firearms qualifications, the SPO IIs were issued the reconfigured Glock 22 
      handguns. Prior to receiving the reconfigured equipment, the SPO IIs' 
      tactical light source was a handheld flashlight carried on their duty 
      belts.

The Glock 22 handgun is equipped with three safety systems 
      to protect against accidental discharge. The "Safe Action" system is a 
      partly tensioned firing pin lock, which is moved further back by the 
      trigger bar when the trigger is pulled. When the trigger is pulled, the 
      following three safety features are automatically deactivated one after 
      another:

1. The trigger safety prevents inadvertent firing by 
      lateral forces on the trigger.

2. The firing pin safety is a solid 
      hardened steel pin, which in the secured state, blocks the firing pin 
      channel and as such prevents the firing pin from striking the primer of a 
      chambered cartridge. The firing pin safety is only pushed upward to 
      release the firing pin for firing when the trigger is pulled and the 
      safety is pushed up through the backward movement of the trigger 
      bar.

3. The drop safety, contrary to conventional pistols, prevents 
      unintentional firing of a shot through hard impact. In the line of duty, 
      it may happen that a loaded pistol is dropped on the floor. The drop 
      safety is disengaged when the trigger is pulled and the trigger bar is 
      guided in a precision safety ramp. The trigger bar is deflected from this 
      ramp only at the moment the shot is triggered.

Holster 
      Equipment

The addition of the flashlight also required a new 
      holster designed to accommodate the unit, comprised of the handgun/light 
      combination. On the day of firearms qualifications, the SPO IIs were also 
      issued new tactical holsters. The tactical holster is a Safariland 
      Tactical Leg Holster, Model 6004-8321 for use with Glock 22 handguns. 
      Prior to the tactical holsters, SPO IIs used Safariland 6280 Mid-Ride 
      (waist) Level II Holsters that were worn on their duty belts. The new 
      tactical holster accommodated the flashlight that was attached to the duty 
      handgun. Although the holster itself is very similar other than the 
      flashlight accommodation, the method that it is worn is quite different. 
      The tactical holster is worn mid-thigh on the leg rather than on the duty 
      belt.

Equipment Change and Evaluation

During a subsequent 
      interview, several SOC personnel remembered a discussion held about the 
      reconfigured handgun and the new tactical holster during the September 19, 
      2007, Environment, Safety and Health Review Committee (ES&H RC) 
      Meeting. Although the discussion was not captured in the ES&H RC 
      meeting minutes, the issue discussed was whether sufficient time had been 
      provided to SPO IIs for fitting, familiarization and practice prior to 
      firearms qualifications and potential impact to qualification scores. The 
      SOC Director of Training was not in attendance at the meeting. 
      Consequently, it was decided to raise this issue in another forum. The 
      issue was raised at the SOC Firearms Working Group held on October 4, 
      2007. After some discussion, the consensus of the group was that no 
      additional training was required. However, this led to concerns that SOC 
      did not have a formal process for evaluating new equipment and determining 
      whether familiarization or training was required. Subsequent review of the 
      October 4th meeting minutes from the Working Group indicated a suggestion 
      that SOC adopt a formal equipment acquisition process. Two members of the 
      Committee were tasked with developing an appropriate procedure and 
      forwarding it to the SOC Director of Training upon completion.

In 
      his initial interview, the SOC Director of Training stated that there was 
      no formal evaluation process regarding the acquisition of the new holsters 
      and tactical lights for the SPO II population. He stated that the Company 
      decision to acquire and issue the holsters and tactical lights came from 
      an informal evaluation that he conducted. The Director of Training also 
      indicated that he considered the fact that SPO III personnel had been 
      using the tactical holsters for a few years prior to SOC assuming the LANL 
      security subcontract. At that time, tactical holsters were used to carry 
      revolvers without an attached tactical flashlight.

When DOE adopted 
      the Glock 22 as the standard issue handgun for protective forces, SOC 
      management transitioned from the revolver tactical holster to the Glock 
      tactical holster. SPO III personnel completed the transition training with 
      the new handgun and tactical light configuration in 2002. In 2006, SPO III 
      personnel were issued the new tactical holster, which is the same one 
      currently issued to SPO IIs.

When SOC management made the decision 
      to issue the tactical (leg) holster to SPO II personnel, SPO IIs were 
      familiar with the Safariland belt holster and the Glock manipulation and 
      qualification. The differences between the belt and tactical holsters were 
      minor in that the opening of the tactical holster is wider to accommodate 
      the attached tactical flashlight to the handgun and the holster is worn on 
      the thigh rather than the waist. The method to release the holster 
      retention strap and re-secure it after the handgun is holstered did not 
      change.

Based on an informal evaluation of this "evolutionary" 
      process, which resulted in the same end state for the SPO IIs, the SOC 
      Director of Training concluded that the level of formal training with the 
      reconfigured handgun and new tactical holster did not rise to the level of 
      training originally conducted for the SPO IIIs.

Description of 
      Weapons and Equipment Issue Room (WEIR) and Loading Platform 
      Area

The loading platform is located adjacent to the Weapons and 
      Equipment Issue Room (WEIR) in the southwest corner of the formation room 
      in TA-64, Building 1. The WEIR is a Vault Type Room which functions as a 
      storage room for protective force weapons, ammunition and equipment. There 
      are two issue/receiving windows located along the northern wall which 
      allows for the issuance of weapons, ammunition and equipment to protective 
      force personnel standing on the loading platform. There are two loading 
      tubes about six feet (6') across from the issue/receiving windows. The 
      loading tubes are of a steel construction, about thirty-six inches (36") 
      high with an opening that is about four inches (4") in 
      diameter.

Description of WEIR Process

Formation consists of 
      regular briefings, attendance check, post assignments, and inspections of 
      the protective force personnel by shift supervisors. (Note: SPO IIs are 
      armed, while security officers are not armed.) Upon completion of those 
      activities, equipment is issued and the loading and holstering of handguns 
      begins. The process starts with the WEIR supervisor(s) assuming duties at 
      the issue window, loading platform supervisor(s) assuming duties at the 
      loading tube(s), and the SPO IIs forming a line at the bottom of the step 
      of the loading platform. A maximum of six (6) SPO IIs are allowed on the 
      loading platform at any one time. Authorized personnel include: Two (2) 
      loading platform supervisors to observe actions at the loading tubes; two 
      (2) SPO IIs receiving or returning handguns and equipment at the windows; 
      and two (2) SPO IIs at the loading tubes. Each SPO II secures all 
      hand-carried items and equipment including tactical body armor, duty belt 
      and holster prior to stepping up onto the loading platform 
      area.

The issue, loading and holstering process begins when the SPO 
      II is called forward by the loading platform supervisor to step up to the 
      WEIR window and give the Weapons/Ammunition Exchange Card to the WEIR 
      supervisor. In return, the SPO II receives a "DOE Firearms Authorization 
      Card" (DOE F 5631.22 04/01), three (3) loaded Glock 22 magazines, and 
      three (3) loaded M-16/M-4 magazines. The SPO II secures the items in the 
      following manner:

a. The "DOE Firearms Authorization Card" (DOE F 
      5631.22 04/01) is secured on their person.
b. The Glock 22 magazines 
      are secured: one loading magazine containing one round (identified by a 
      yellow base plate) and one full magazine in the magazine pouches and the 
      two other magazines secured on the vest or in their pocket.
c. The 
      M-16/M-4 magazines are secured in the magazine pouches on the vest. At 
      that time, the WEIR supervisor retrieves the SPO II’s handgun from the 
      storage rack and issues it to the SPO II unloaded, butt first with the 
      slide locked open.

Upon accepting the handgun, the SPO II moves to 
      the loading tube, carrying the Glock 22 handgun by the grip, finger off 
      the trigger and straight along the frame of the handgun, the slide locked 
      to the rear, and muzzle down. The SPO II is required to inspect the 
      chamber and the magazine well ensuring that the Glock 22 is unloaded. The 
      SPO II also inspects the exterior for signs of misuse or damage and 
      cleanliness; any discrepancies are reported to a supervisor.

The 
      SPO II then approaches the clearing barrel area "straight on" (not turning 
      the body so that the holster is next to the clearing barrel). The muzzle 
      of the Glock 22 handgun is placed into the clearing barrel opening and 
      loaded by retrieving and holding a loading magazine from the magazine 
      pouch with the weak hand, inserting the loading magazine into the bottom 
      of the magazine well and seating the magazine with the open palm of the 
      weak hand. The SPO II then grasps the slide with the weak hand behind the 
      ejection port so the thumb points to the rear and pulls the slide to the 
      rear and releases the slide, allowing the slide to go into battery under 
      spring tension. After chambering the round, the SPO II performs a tactical 
      reload using one of the magazines from the magazine pouch, then returns 
      and secures the Glock 22 handgun to the holster. The empty magazine 
      pouches are then refilled with the two (2) remaining magazines. Upon 
      completion of the loading process, the SPO II exits the loading 
      platform.

Event Chronology

Subsequent review of handgun 
      qualification records validated the fact that SPO IIA completed the 
      required semi-annual firearms qualification on August 31, 2007. He was 
      issued the new tactical holster and his reconfigured duty handgun on the 
      same day, prior to firearms qualification. Range personnel assisted with 
      proper fitting of the new holster for each SPO II and allowed about twenty 
      (20) minutes of practice with the new holster and the handgun in the new 
      configuration for the entire group at the range that day. SPO IIA 
      qualified with the new holster and handgun configuration with a score that 
      was consistent with prior qualification scores. None of the range 
      personnel or firearm instructors noted any specific difficulty on the part 
      of SPO IIA or other SPO IIs either during the practice time or firearms 
      qualification period with the new holster and handgun 
      configuration.

On October 27, 2007, at 2307, the SOC protective 
      force Shift C formation (muster) began. All operations were proceeding as 
      normal for a typical shift change. There were several SPO IIs who were in 
      the Formation Room waiting to be called up to the WEIR to receive their 
      duty handguns and ammunition. There were two Lieutenant Supervisors in the 
      WEIR performing equipment issue duties and two SPO IIs at the WEIR issue 
      window in the process of receiving their duty handguns and ammunition. Two 
      SPO II Lieutenants were serving as loading supervisors (LS1 and LS2) on 
      the loading platform. SPO IIA was under the supervision of LS1 and located 
      at Loading Tube 1. LS2 was located at Loading Tube 2 and had just 
      completed the loading process with another SPO II who had stepped off the 
      loading platform. In a subsequent interview with LS1, he indicated that he 
      had observed about fifteen (15) SPO IIs before observing SPO 
      IIA.

SPO IIA was issued his handgun in accordance with the above 
      process without incident. SPO IIA loaded his handgun in accordance with 
      procedures and began the holstering process while being monitored by LS1. 
      SPO IIA attempted once to holster his handgun at a quick pace. However, 
      the handgun was not aligned properly with the holster which caused the 
      flashlight to hang up on the holster. Then SPO IIA reactively re-gripped 
      the handgun. As SPO IIA re-gripped the handgun, a finger was inadvertently 
      inserted into the trigger guard and the trigger was pulled resulting in an 
      unauthorized handgun discharge at 2318.

When the round was fired, 
      the handgun was holstered only about halfway and angled, which caused the 
      round to go through at an angle at the middle right rear of the holster. 
      The round went through the left pant leg of LS1 and then entered in the 
      wood floor of the loading platform. There were no injuries as a result of 
      the unauthorized discharge. Subsequent interview with LS1 indicated that 
      at no time during the loading process did he observe the SPO IIA's finger 
      enter the trigger guard.

Immediately after the unauthorized 
      discharge, both LS1 and SPO IIA observed that the handgun was fully 
      holstered. Then SPO IIA turned forty-five degrees (45) to face LS1 who 
      asked if he was injured. Having felt the blast on his left hand, LS1 
      checked himself for any injury, of which there was none. LS1 then 
      instructed SPO IIA to unload his handgun and place it and the ammunition 
      on the table in front of him. LS1 provided security until the arrival of 
      the Shift Captain. Concurrently, LS2 left the WEIR loading platform and 
      Formation Room to notify the Shift Captain of the incident. After the 
      Shift Captain arrived on scene, he asked if anyone had sustained an 
      injury. The response was negative. The Shift Captain verified that SPO IIA 
      was disarmed. He then disarmed LS1 and placed both employees on weapons 
      restriction pending the outcome of the investigation. The event scene was 
      secured and employee statements were obtained. The Shift Captain retrieved 
      and secured SPO IIA’s handgun and holster in the SOC Armory pending 
      inspection by the SOC Armorer and initiated notifications as required by 
      SOC General Security Order #8, "Incident Notifications and 
      Documentation."

At 2321, the Shift Captain notified the SOC Field 
      Operations Department Manager, who later arrived on scene. At 2330, the 
      Shift Captain authorized the resumption of the WEIR loading activities. 
      After this, notifications were made to the SOC Directors of Operations and 
      Environment, Safety and Health/Quality Assurance (ESH/QA), and the duty 
      officer for the ADSS who in turn notified the Associate 
      Director.

Upon notification, the Director of ESH/QA attempted to 
      notify the Institutional Facilities and Central Services (IFCS) Facility 
      Operations Director (FOD) and the Occurrence Reporting on-call 
      investigator of the event. According to the on-call investigator, no pages 
      were received until Sunday, November 28, 2007 at 1201.

On October 
      28, 2007, at 0630, the ADSS was briefed on the event. At 0700, starting 
      with Shift A Formation and continuing with the rest of the shifts, SOC 
      management made formal announcements relative to the event emphasizing 
      handgun safety and an increased awareness in the holstering 
      process.

At 0808, the LANL Security Inquiry Team (SIT) categorized 
      the event as an IMI-3 incident of security concern. The SIT then notified 
      representatives from DOE Los Alamos Site Office and DOE Headquarters of 
      the event and its security incident categorization.

At 0912, the 
      LANL occupational medicine on-call doctor was contacted and advised of the 
      situation. A drug and alcohol test for both personnel was requested. The 
      on-call doctor stated that there was no LANL process to conduct a drug and 
      alcohol test during non-working hours; therefore, she indicated that 
      October 29, 2007, (Monday) would be acceptable for the testing since any 
      trace of drugs would still be detectable. Several SOC managers and 
      supervisors were present at the time of the event and are trained to 
      detect aberrant behavior. None of the managers and supervisors present at 
      the time detected any reason to believe that SPO IIA or LS1 were under the 
      influence of alcohol or exhibiting aberrant behavior. Based on the 
      discussion with the LANL on-call doctor, SOC management determined that a 
      drug test on Monday was an acceptable course of action.

At 1100, 
      the SOC armorer inspected the Glock handgun (Serial # EMA737US) in 
      question by performing a complete functionality test and found no 
      discrepancies. The armorer then took the handgun apart inspecting all 
      parts for wear and tear, which also found no discrepancies. The armorer 
      concluded that the handgun was operational as designed and that the 
      trigger had to be fully depressed to discharge it. After the inspection 
      was completed, the armorer fully certified the Glock handgun and released 
      it for duty.

At 1200, the IFCS FOD was notified of the event and 
      subsequently, the Occurrence Reporting on-call investigator.

On 
      October 29, 2007, both the SPO IIA and LS1 were taken to LANL Personnel 
      Security (SEC-PSS6) and the Occupational Medicine Facility for drug 
      testing and medical evaluations. Both employees were evaluated and 
      released to return to work with no medical restrictions. The drug tests 
      for both employees were negative.

At 1030, a critique was convened. 
      Based on the information collected, the IFCS FOD categorized the event as 
      a Near Miss, Significance Category 3 reportable event. The event was 
      screened for Worker Safety (10CFR851) implications and a recommendation 
      for reportability has been made to management.

On October 30, 2007, 
      the EIT informally began its investigation of the unauthorized handgun 
      discharge event. Then on October 31, 2007, the LANL Director formally 
      appointed the EIT to investigate the event. At 1525, the LANL 
      Communications Office was notified of the event to address any potential 
      media inquiries.

		Cause Description:		ISM SUMMARY: Prior to the 
      issuance of the re-configured handgun and new tactical holster to 
      protective force personnel, SOC management conducted an informal analysis. 
      The analysis did not recognize the types and magnitudes of possible 
      hazards or the potential accident scenario associated with holstering, 
      specifically the hang up of a handgun on the holster resulting in an 
      unauthorized handgun discharge. This constituted a deficiency in Step 2, 
      Analyze the Hazards.

Root Cause Analysis and the Causal Analysis 
      Tree as described in the DOE Reporting Causal Analysis Guide (DOE G 
      231.1-2) were used to identify the causes for this event. Root causes are 
      identified as the most basic causes of an event or condition that explain 
      why the event happened and that management has the control to fix and for 
      which effective recommendations for corrective actions can be generated. 
      The EIT identified the following causal factors for this event that 
      capture the deficiencies described below: (A3B3C04) Less Than Adequate 
      Review Based on Assumption that Process Will Not Change; (A4B1C01) 
      Management Policy Guidance/Expectations Not Well-Defined, Understood or 
      Enforced; (A4B1C02) Job Performance Standards Not Adequately Defined; 
      (A4B1C03) Management Direction Created Insufficient Awareness of Impact of 
      Actions on Safety/Reliability; (A4B5C04) Risks/Consequences Associated 
      with Change Not Adequately Reviewed/Assessed; (A4B5C08) Change-Related 
      Training/Retraining Not Performed or Not Adequate; (A4B5C09) 
      Change-Related Documents Not Developed or Revised; (A5B2C08) 
      Incomplete/Situation Not Covered; and (A6B2C01) Practice or Hands-On 
      Experience Less Than Adequate.

HUMAN PERFORMANCE 
      FACTORS

This investigation revealed several human performance 
      factors that led to the direct cause of this event: SPO IIA's finger 
      inadvertently entering the trigger guard and pulling the trigger. The 
      finger entered the trigger guard when SPO IIA failed to properly align his 
      handgun with his holster, causing the attached flashlight to hang up on 
      the holster. Because of the speed with which he was thrusting the handgun 
      into the holster, he lost his grip and then reactively grabbed it in an 
      attempt to re-grip the handgun. While grabbing, a finger was inadvertently 
      inserted into the trigger guard and the trigger was pulled with enough 
      pressure to activate the trigger, resulting in an unauthorized 
      discharge.

During his interview, SPO IIA stated that his handgun 
      hung up on the holster during approximately fifty percent (50%) of his 
      holstering attempts, including at the loading platform and firing range. 
      When asked to demonstrate his holstering technique to investigators, his 
      handgun hung up during approximately eighty-five percent (85%) of his 
      attempts. Because the problem seemed harmless, SPO IIA did not address it 
      with supervisors, instructors, or managers. SPO IIA most likely would not 
      have lost his grip on the handgun if he had been holstering in a slow, 
      controlled, and deliberate manner. During holstering demonstrations by SPO 
      IIA and other SOC employees, investigators determined employees go from 
      the loading tube to the holster in less than one second. Holstering 
      quickly was an accepted part of the SOC culture and was not discouraged 
      because the potential for an unauthorized discharge had not been fully 
      appreciated.

While SPO IIA demonstrated the process to 
      investigators, it was noted that his trigger finger was misshapen due to a 
      childhood accident in which the finger was partially severed and then 
      surgically re-attached. Although the injury is not believed to have 
      contributed to the incident, investigators noted that the finger has a 
      natural curve towards the trigger and often slipped below the handgun's 
      frame during loading. (This was noted during the loading process, not 
      holstering). SPO IIA stated he has full dexterity and sense of feeling in 
      the finger. He has been evaluated by LANL Occupational Medicine personnel 
      during each year of his employment and the finger has not been considered 
      a barrier to job performance.

Further, each time an SPO II loads, a 
      loading supervisor is watching the process. The loading supervisors 
      interviewed stated that they did not observe SPO IIA having difficulty in 
      holstering. When interviewed, LS1 stated that he had never seen SPO IIA's 
      handgun hang up on the holster and that SPO IIA's finger always remained 
      along the handgun's frame throughout the holstering process. The loading 
      supervisors watch the loading process performed successfully by 
      approximately thirty (30) employees per shift per day. This potentially 
      breeds a degree of complacency and an inaccurate perception of the risks 
      involved. 

The causal factor that best describes this scenario is 
      (A3B3C04) Less Than Adequate Review Based on Assumption that Process Will 
      Not Change. 

ROOT CAUSES 

The EIT determined that the 
      following root causes led to the event: 

1. Although SOC had a 
      requirement to conduct a formal evaluation of new equipment, SOC 
      management did not sufficiently evaluate the new equipment and duty 
      configurations. 

According to the SOC Director of Training, he 
      conducted an informal evaluation of the newly configured handgun and 
      tactical holster for SPO IIs and considered the evolution of the use of 
      tactical holsters/flashlight by SPO IIIs. Based on that informal 
      evaluation, SOC management made the decision to issue the reconfigured 
      handgun and tactical holster to the SPO IIs during firearms 
      qualifications. The EIT found no documented evidence of the informal 
      evaluation or evaluations of previous equipment changes. 

Because 
      SOC management did not conduct a formal evaluation, they did not recognize 
      that a hang up during holstering could lead to a finger on the trigger and 
      result in a potential discharge. As a result, a sufficient, detailed level 
      of hazard analysis was not applied to the holstering activity. SOC 
      management has defined and implemented a process which encompasses the 
      requirements of LANL Implementation Procedure (IMP) 300.4, "Integrated 
      Work Management for Work Activities." SOC utilizes Hazard Identification 
      and Mitigation Plans (HIMPs) in lieu of LANL integrated work documents 
      (IWDs). The WEIR HIMP outlined the hazards for the handgun loading and 
      unloading process; however, the WEIR HIMP did not adequately define the 
      hazards for the holstering process. The EIT also found no evidence that a 
      new or revised HIMP was prepared for the new holster or the reconfigured 
      handgun. In addition, the EIT reviewed several other SOC procedures and 
      General Security Orders (GSOs) pertaining to firearms safety. The review 
      found that the loading and unloading process is clearly defined in these 
      procedures and GSOs; however, the holstering process is not specifically 
      defined, but captured as part of the loading process. 

The causal 
      factors that best describe these scenarios are (A4B1C01) Management Policy 
      Guidance/Expectations Not Well-Defined, Understood or Enforced, (A4B5C04) 
      Risks/Consequences Associated with Change Not Adequately 
      Reviewed/Assessed, and (A4B1C02) Job Performance Standards Not Adequately 
      Defined. 

2. SOC management did not conduct a sufficient training 
      evaluation to determine the level of training required for new equipment 
      and duty configurations. Further, because of the lack of an adequate 
      equipment and training evaluation, neither the trainers nor supervisors 
      identified the potential lack of proficiency in holstering during training 
      or at the loading platform. 

In June 2002, the SPO IIIs 
      transitioned from the revolver to the Glock 22 handgun. The Glock was 
      configured with the M3 Streamlight Tactical Illuminator flashlight. A 
      Safariland holster was issued and formal transition training was 
      conducted. In July 2006, the M3 streamlight was replaced and SPO IIIs were 
      issued a TLR2 tactical flashlight with a laser. The holster was changed to 
      accommodate the TLR2 tactical flashlight/laser unit. No evidence was found 
      that formal training was conducted at that time. In the August-September 
      2007 timeframe, SPO IIs were issued the new tactical holsters and 
      reconfigured handguns during firearms qualification. Prior to issuance, 
      SOC management identified that there were slight differences with the 
      holster and the handgun configuration. Based on information reviewed from 
      the SPO III issuance of the same equipment, SOC management considered what 
      level of training was required for SPO IIs. SOC management informally 
      determined that about twenty (20) minutes of informal training was 
      sufficient for the new holster and reconfigured handgun and that it could 
      be completed during semi-annual firearms qualifications. The EIT found no 
      documented evidence of an evaluation for informal training versus formal 
      training for any of the above equipment changes. 

With assistance 
      from the Range Instructors, informal training for the SPO IIs included the 
      fitting of the holster and approximately twenty (20) minutes of practice 
      time to holster an unloaded handgun at the Live Fire Range. The Range 
      Instructors who observed the practice did not identify any problems with 
      holstering, nor were they notified by SPO IIA or any other SPO II that 
      they were having difficulty holstering the handgun. Once the SPO IIs were 
      ready, they began their semi-annual firearms qualification courses of 
      fire. Although no issues or concerns were identified with the 
      aforementioned configuration changes, the EIT concluded that a formal 
      evaluation process may have identified whether the informal training 
      provided to the SPO IIs was adequate to ensure that they had sufficient 
      practice time to develop muscle memory and to become proficient in safe 
      holstering. 

Quick holstering was an acceptable practice prior to 
      this event. SOC management did not recognize that a hang up during 
      holstering could lead to a finger on the trigger potentially resulting in 
      a discharge; therefore, the need to slow down during the holstering task 
      was not identified. Deliberate and controlled holstering would require the 
      shooter to holster at a speed that would assure proper alignment of the 
      handgun with the holster prior to insertion. If accomplished efficiently 
      and correctly, the individual would retain total physical control of the 
      handgun without experiencing adverse effects resulting from abrupt 
      misalignment. 

NOTE: The origin of the Modern Technique of the 
      Pistol was conceived and developed by Colonel Jeff Cooper in the 1960s. 
      Virtually all of the variations of gun handling and tactical applications 
      of the handgun in existence today evolved from the original teaching 
      doctrine. The doctrine stated that there were three elements of equal 
      importance that must be mastered in order to enhance the individual's 
      survivability in a deadly force confrontation. These elements include 
      combat mind set, marksmanship skills, and manipulation skills (i.e., 
      loading, unloading, clearing malfunctions)--in other words, a professional 
      level of gun handling skills in general. One aspect of these skills 
      mandated that a shooter would not divert his/her attention to look down 
      when re-holstering the handgun. This concept has been taught continuously 
      since that era. However, it was assumed that armed individuals would 
      become dedicated to mastering the use of the pistol. The fact is there are 
      numerous protective force personnel who are only interested in achieving 
      the minimum standard; as a result, requiring a shooter to re-holster 
      without looking may impose an unrealistic and unachievable level of 
      performance. 

The causal factors that best describe these scenarios 
      are (A4B1C03) Management Direction Created Insufficient Awareness of 
      Impact of Actions on Safety/Reliability and (A4B5C08) Change-Related 
      Training/Retraining Not Performed or Not Adequate. 

3. There is no 
      formal LANL institutional process that defines the expectations for an 
      institutional lessons learned program that allows for the dissemination of 
      DOE and ORPS information in a proactive manner. 

A previous similar 
      ORPS event had occurred that neither LANL nor SOC was aware of the final 
      investigation results or lessons learned. Currently, both LANL and SOC 
      have lessons learned processes, but due to the availability of numerous 
      information sources and accessibility and resource issues for data 
      gathering, applicability determination and dissemination, relevant 
      information is not always received and evaluated. For example, a similar 
      event occurred at the Strategic Petroleum Reserve (SPR) on May 27, 2005. 
      SOC management had received initial event notification information, but 
      did not receive or research for the final event investigation results or 
      lessons learned. In a subsequent interview with the LANL Lessons Learned 
      Program Manager, she stated that her team reviews ORPS reports on a daily 
      basis for Significance Category 1 and 2 events in accordance with their 
      internal procedure. The SPR event was a Significance Category 3 event. She 
      also indicated that any lessons learned documents from other DOE sites 
      posted on the DOE List Server are reviewed and forwarded to the 
      appropriate LANL or subcontractor (KSL Services, SOC, etc.,) SME, special 
      interest groups, and/or working group for applicability determination. 
      Subsequent review of the DOE List Server found no posting of a lessons 
      learned document for the SPR event. Although the receipt of the final 
      event investigation results and lessons learned from the SPR event may not 
      have prevented the current event, an evaluation could have been conducted 
      to determine what, if any, actions could be implemented at SOC. In 
      addition, the evaluation process may have identified other hazards or 
      controls that could have improved the loading and holstering process. 
      

The causal factor that best describes this scenario is (A4B1C01) 
      Management Policy Guidance/Expectations Not Well-Defined, Understood or 
      Enforced. 

4. During the investigation, the EIT reviewed the 
      following three SOC lesson plans. The EIT found that none of these lessons 
      plans adequately addressed the holstering task or has been updated to 
      reflect the new equipment and duty configuration. 

Lesson plan 1 
      (LP1), "Manipulation and Malfunctions of the Glock 22," dated February 27, 
      2002, outlined the requirements for the safe and proper manipulation and 
      malfunction skills for the Glock Semi-Auto Pistol for SPO IIs and SPO 
      IIIs. LP1 had several objectives that specifically called for 
      demonstrating proper techniques as would be performed at the Live Fire 
      Range, and some specifically for the same techniques as they would be 
      conducted at the WEIR or Firearms Ammunition Issue Room (FAIR). 
      Performance Objective 05 required that the SPO demonstrate proper 
      re-holstering techniques given the Safariland Holster Model #6280, duty 
      belt, and the Glock handgun without ammunition at the Live Fire Range. 
      This lesson plan did not require the SPO to perform a proper reholster 
      technique as it would be conducted at the WEIR or FAIR. LP1 also had not 
      been updated to reflect use of the new tactical holster. It currently 
      references the waist holster that was worn on the duty belt. The only 
      reference to the tactical light that is attached to the Glock is 
      Performance Objective 17, which only requires that the SPO demonstrate the 
      operation of the Glock tactical light. 

Lesson plan 2 (LP2), 
      "Weapons Equipment Issue Room Operations Procedures," dated February 2, 
      2005, defined the requirements for SPO II recruits to become knowledgeable 
      in inspecting, obtaining handguns, firearms credentials, and 
      loading/unloading according to the WEIR procedure. The loading process 
      goes through the steps requiring SPOs to perform a tactical reload using 
      one of the magazines from the magazine pouch and refill the empty magazine 
      pouch with the magazine in the uniform pants pocket. LP2 does not address 
      holstering the handgun on the loading platform. 

Lesson plan (LP3), 
      "Weapons Equipment Issue Room," dated July 14, 2000, was designed to 
      familiarize the uniformed supervisors with the responsibilities of the 
      WEIR. LP3 requires that the loading supervisors ensure SPOs keep their 
      thumb on the rear of the slide while holstering and sweep their hand 
      between the holster and their body after holstering the handgun to ensure 
      that clothing has not become entangled in the holster or handgun. It does 
      not adequately define steps for deliberate controlled holstering. 
      

None of the lesson plans mentioned above specified what actions 
      should be taken in the event an SPO lost the grip on the handgun. 
      

The causal factors that best describe these scenarios are 
      (A4B5C09) Change-Related Documents Not Developed or Revised and (A5B2C08) 
      Incomplete/Situation Not Covered. 

5. Because SOC management did 
      not recognize that a hang up during holstering could lead to a finger on 
      the trigger resulting in a potential discharge, SPO IIA did not recognize 
      the need for or request for additional practice time. 

A subsequent 
      interview with SPO IIA indicated that after he was issued his new holster, 
      he experienced handgun hang-ups on it approximately fifty percent (50%) of 
      the time. Because of his lack of proficiency in holstering and holstering 
      in a quick manner, SPO IIA did not develop the muscle memory required to 
      align his handgun properly. 

As previously mentioned, with 
      assistance from the Range Instructors, informal training for the SPO IIs 
      included the fitting of the holster and approximately twenty (20) minutes 
      of practice time to holster an unloaded handgun at the Live Fire Range. 
      The Range Instructors who observed the practice did not identify any 
      problems with holstering, nor were they notified by SPO IIA or any other 
      SPO II that they were having difficulty holstering the handgun. Although 
      no issues or concerns were identified or voiced, the EIT concluded that a 
      formal evaluation process may have identified whether the informal 
      training provided to the SPO IIs was adequate to ensure that they had 
      sufficient practice time to develop muscle memory and to become proficient 
      in safe holstering. 

The causal factor that best describes this 
      scenario is (A6B2C01) Practice or Hands-On Experience Less Than Adequate. 
      

As outlined in the Corrective Action Plan for this investigation, 
      Corrective Actions 1 through 13 address the human performance and root 
      causal factors. (Reference: Issue Nos. (U) 03-DEC-SIT-CMPC-001 and (U) 
      LA-UR-07-8038, Section 5.0 - Root Causes 1 through 6)

PREVIOUS 
      SIMILAR EVENTS REVIEW 

The EIT conducted a search of the DOE ORPS 
      system to determine if there had been similar discharge events with the 
      Glock Model 22 handgun. Only one similar event was found in the ORPS 
      system. In May 2005, during the conduct of a Security Police Officer Basic 
      Training course at the Strategic Petroleum Reserve (SPR) training area, a 
      class member lost his grip on his issued Glock Model 22 handgun. The ORPS 
      report stated that " . . . In attempting to regain his grip on the 
      handgun, one round was discharged wounding his groin area." Due to an 
      understanding of the design of the Glock and the three safeties 
      incorporated into the handgun, the investigation concluded that in 
      attempting to regain his grip on the handgun, the SPO student placed a 
      finger on the trigger with enough force to activate the trigger and 
      discharge a round. The SPR event is similar to the LANL event due to the 
      fact that it was apparent in both circumstances the person manipulating 
      the handgun placed a finger on the trigger with enough force causing the 
      trigger activation and discharging a round. In both cases, the person 
      involved experienced an abnormal situation regarding the manipulation of 
      the handgun and a subsequent reflexive action that involved inadvertent 
      placement of a finger on the trigger causing a discharge. 

Through 
      information received from DOE, the EIT became aware of the following other 
      similar events involving the Glock Model 22 handgun. In each event it was 
      apparent that a finger was placed on the trigger with enough force to 
      cause trigger activation and a subsequent discharge. 

- On May 5, 
      2001, at DOE's Savannah River Site in South Carolina, an SPO failed to 
      properly clear his Glock Model 22 handgun before attempting to holster the 
      handgun. After removing the magazine, but omitting the step where the 
      chambered round is ejected, he holstered the handgun with his finger 
      inadvertently on the trigger causing a round to be discharged. No 
      personnel injuries resulted. 
- On May 10, 2004, at DOE's PANTEX Plant 
      in Texas, an SPO III had completed a "shoot-on-the-move" qualification 
      course of fire. Upon the command to "make the line safe," the SPO III 
      inadvertently [placed a finger on the trigger and] discharged a round 
      while holstering the handgun. [NOTE: In this event, the handgun was a 
      Glock Model 17. This is essentially the same as a Glock Model 22--the only 
      difference is that the Model 17 is a 9mm and the Model 22 is a .40 
      caliber.] No personnel injuries resulted. 

EXTENT OF CONDITION 
      REVIEW 

As part of the investigation process, the EIT conducted an 
      extent of condition review and concluded that SOC is the only group 
      authorized to issue and use handguns during their performance of work. No 
      other LANL groups are authorized to issue and use handguns. 
      

MANAGEMENT OBSERVATIONS 

During the investigation, the EIT 
      identified several observations that were not causal to the event, but 
      merit discussion and possible future action. 

1. The certification 
      of SPO IIA's Glock Model 22 handgun had expired. 

During the course 
      of the investigation, the EIT found that SPO IIA's Glock handgun was out 
      of certification at the time of the discharge event. Review of 
      certification records showed that the handgun was last certified on March 
      26, 2007. The DOE Manual 470.4-3, Change 1, "Protective Force," dated 
      August 26, 2005, Section B, states that " . . . Firearms available for 
      duty or contingency operations must be inspected by a DOE-certified 
      armorer prior to initial use and at least every 6 months thereafter to 
      determine serviceability." Although the handgun’s serviceability was not a 
      factor in this event, the EIT concluded that the handgun was not certified 
      in accordance with DOE requirements. The EIT recommends that SOC review 
      their weapon certification process and the resources required to ensure 
      the maintenance and certification of their weapons. 

2. Evaluate 
      additional potential engineering controls to help protect the loading 
      supervisor from an unauthorized discharge during the loading, unloading, 
      and holstering activity. 

Although LS1 was not injured in this 
      event, the discharged bullet came within an inch of impacting his 
      leg/ankle area. The severe injury "near miss" was not relevant as to the 
      determination of the causal factors associated with the discharge event, 
      but the EIT concluded that LANL and SOC should consider evaluating 
      additional and possible engineering controls that may reasonably be 
      employed at loading areas used by SOC. 

3. Evaluate and consider 
      adoption of a "drop handgun" philosophy and training if loss of control 
      occurs. 

The EIT reviewed the ORPS report relative to the SPR 
      unauthorized discharge event and found that SPR had instituted a "drop 
      handgun" policy as a result of the event. Based on the circumstances and 
      contributing factors associated with the event, the EIT discussed the 
      feasibility of training for the implementation of a "drop handgun" policy 
      as implemented at SPR. This policy would encourage operators to release or 
      drop the handgun, if a loss of control occurred during manipulation 
      activities. This act would pose no risk or hazard since the Glock handgun 
      is specifically designed to withstand, without firing, the G-forces 
      sustained when striking a hard surface. Additional considerations included 
      the most obvious: retention of handguns in a tactical scenario by a 
      fighting force is mandatory. Also, the practicality of attempting to train 
      a conditioned response to override an instinctive, reflexive reaction 
      would likely be unsuccessful and accomplish little more than creating 
      confusion in the mind of the operator. However, there are normal operating 
      conditions where allowing the Glock handgun to fall should be considered 
      an "acceptable practice." Circumstances and/or conditions where loss of 
      control of the handgun could occur involve mounting or dismounting from a 
      vehicle, use of restroom facilities, etc. If the holster retention strap 
      became inadvertently disengaged, any number of position changes could 
      contribute to the loss of the handgun. In the unlikely event that this did 
      occur, the operator could allow the handgun to come to rest, then recover 
      and inspect it for obvious damage. A report of the event would then be 
      made to the supervisor who in turn would arrange for an inspection and 
      possible re-certification by the SOC armorer. 

The following is 
      taken from this investigation’s Corrective Action Plan in response to this 
      observation:

Analysis
A review of the SPR incident revealed 
      additional considerations that included the most obvious: retention of 
      handguns in a tactical scenario by a fighting force is mandatory. Also, 
      the practicality of attempting to train a conditioned response to override 
      an instinctive, reflexive reaction would likely be unsuccessful and 
      accomplish little more than creating confusion in the mind of the 
      operator. However, there are normal operating conditions where allowing 
      the Glock handgun to fall should be considered an acceptable practice. 
      Circumstances and/or conditions where loss of control of the handgun could 
      occur involve mounting or dismounting from a vehicle, use of restroom 
      facilities, etc. If the holster retention strap became inadvertently 
      disengaged, any number of position changes could contribute to the loss of 
      the handgun. In the unlikely event that this did occur, the operator could 
      allow the handgun to come to rest, then recover and inspect it for obvious 
      damage. A report of the event would then be made to the supervisor who in 
      turn would arrange for an inspection and possible re-certification by the 
      SOC armorer.

Results
Traditionally, in both the military and in 
      the security profession, shooters have been taught to holster in a 
      deliberate and controlled fashion with the finger off of the trigger. 
      Instructors teach them to not be in a hurry when holstering the firearm. 
      They are taught to keep their eyes down range or in the direction of the 
      threat when holstering in case they have to re-engage an adversary. 
      Instructors emphasize to shooters to not look at the holster when 
      holstering the handgun to be able to keep an eye on the threat and to be 
      able to holster in low light conditions. If the shooter needs to take a 
      quick glance down to help align the handgun with the holster, they are 
      taught it is ok to do so. Shooters are also taught retention techniques to 
      be able to keep control of one's firearms at all times. If instructors 
      tried to teach a person to let the gun simply fall to the ground in all 
      circumstances, that would be counter to the fundamentals taught in the 
      military, the police and the security profession with respect to handgun 
      manipulation techniques. Additionally, a drop gun technique counters the 
      tactical instinct and learned reflex actions associated with proper 
      weapons use and retention. Altering a reflex action engrained in security 
      professionals would undoubtedly take more sophisticated behavioral 
      instruction and range time that we can currently program and would add 
      little in terms of value to marksmanship, safety and weapons 
      manipulation.

Conclusion
The SOC Los Alamos leadership team will 
      continue to emphasize the established Department of Energy firearms 
      training regimen with respect to holstering weapons in deliberate and 
      controlled fashion with the finger off the trigger while maintaining 
      tactical situational awareness in high threat environments. They will also 
      ensure tactical weapons retention and manipulation techniques are trained 
      as designed while placing renewed emphasis on deliberate holstering as 
      opposed to adopting the tactically unsound "drop handgun 
      philosophy."

4. Evaluate the potential for non-working hours drug 
      testing. 

This event occurred during the weekend (Saturday) and 
      late at night when LANL medical services were not available. The involved 
      employees could not be scheduled for drug testing until the next LANL 
      business day, which was Monday. The EIT recommends that LANL management 
      review the feasibility of providing drug testing services during 
      non-working hours to ensure the safety of personnel, operations, 
      facilities, and work activities. 

5. Revise current SOC On Shift 
      Performance Assessments (OSPAs) to include a deliberate controlled 
      holstering process during WEIR/FAIR operations. 

SOC's current On 
      Shift Performance Assessments (OSPAs) do not cover observations of a 
      deliberate, controlled holstering process. After SOC adopts such a process 
      into other associated documents (HIMPs, lesson plans, etc.), they should 
      also revise the OSPAs to reflect the new process so that supervisors can 
      concentrate on this area. The EIT concluded that such concentration will 
      help keep the deliberate, controlled holstering process at the forefront 
      of the minds of protective force personnel and will help reduce or 
      eliminate the potential for future occurrences. 

As outlined in the 
      Corrective Action Plan for this investigation, Corrective Actions 14 
      through 19 address the Management Observations. (Reference: Issue Nos. (U) 
      03-DEC-SIT-CMPC-001 and (U) LA-UR-07-8038, Section 6.0 – Management 
      Observations 1, 2, 4, and 5)
4. Evaluate the potential for non-working 
      hours drug testing. 

This event occurred during the weekend 
      (Saturday) and late at night when LANL medical services were not 
      available. The involved employees could not be scheduled for drug testing 
      until the next LANL business day, which was Monday. The EIT recommends 
      that LANL management review the feasibility of providing drug testing 
      services during non-working hours to ensure the safety of personnel, 
      operations, facilities, and work activities. 

5. Revise current SOC 
      On Shift Performance Assessments (OSPAs) to include a deliberate 
      controlled holstering process during WEIR/FAIR operations. 

SOC's 
      current On Shift Performance Assessments (OSPAs) do not cover observations 
      of a deliberate, controlled holstering process. After SOC adopts such a 
      process into other associated documents (HIMPs, lesson plans, etc.), they 
      should also revise the OSPAs to reflect the new process so that 
      supervisors can concentrate on this area. The EIT concluded that such 
      concentration will help keep the deliberate, controlled holstering process 
      at the forefront of the minds of protective force personnel and will help 
      reduce or eliminate the potential for future occurrences. 

As 
      outlined in the Corrective Action Plan for this investigation, Corrective 
      Actions 14 through 19 address the Management Observations. (Reference: 
      Issue Nos. (U) 03-DEC-SIT-CMPC-001 and (U) LA-UR-07-8038, Section 6.0 - 
      Management Observations 1, 2, 4, and 5)

		Operating Conditions:		Weapon Loading and Holstering 
      Prior to Start of Shift

		Activity Category:		Normal Operations (other than 
      Activities specifically listed in this Category)

		Immediate Action(s):		After the SPO unloaded the 
      handgun, the captain retrieved and secured the handgun and holster in the 
      armory pending inspection. Subsequent inspection by the SOC armorer found 
      that the three safeties were operational and no other anomalies were noted 
      in the handgun. Both employees have been placed on firearms restriction 
      pending the outcome of the investigation. LS1's weapons restriction was 
      lifted on December 14, 2007. Weapons restriction for SPO IIA has not been 
      lifted pending reinstatement to the HRP. 

Both SOC workers were 
      taken to LANL occupational medicine for evaluation and released back to 
      work with no medical restrictions. 

Formal announcements relative 
      to the event emphasizing handgun safety were made to the next shifts. 
      

The LANL Communications Office was notified of the event to 
      address any potential media inquiries.

On October 31, 2007, the 
      Laboratory Director formally appointed an investigation team to review the 
      event. On November 19, 2007, the EIT completed its investigation and 
      issued the final approved written report on December 12, 2007.

		FM Evaluation:		The event followed by the 
      investigation, conducted by a team appointed by the Laboratory Director, 
      will result in an improved, more formal ISM process used by SOC when 
      acquiring new equipment. SOC has developed and implemented a Corrective 
      Action Plan for all Judgments of Need (JON) and Management Observations 
      not covered by JONs.

		DOE Facility Representative 
      Input:		 

		DOE Program Manager 
    Input:		 

		Further Evaluation is 
      Required:		No

		Division or Project:		SOC Los Alamos

		Plant Area:		TA64-1

		System/Building/Equipment:		Glock, Model 22, .40 Caliber 
      Handgun

		Facility Function:		Balance of Plant - 
      Infrastructure (Other Functions not specifically listed in this 
    Category)

		Corrective Action 01:		
      		Target Completion 
            Date:05/22/2008		Actual Completion 
        Date:





		  		Title: Emphasize to SOC-Los 
      Alamos Protective Force Self-Recognition/Reporting of Concerns/Problems 
      with Equipment

The SOC Los Alamos management will emphasize to its 
      protective force self-recognition/reporting of concerns/problems with 
      equipment specifically new/reconfigured equipment through quarterly 
      reminders placed in the ES&H/QA Binders, formation announcements, and 
      pre-briefings before any firearms training.

Responsible 
      Organization: ADSS
Deliverable: Copies of documented reminders (i.e., 
      ES&H/QA binder, formation announcements, pre-briefings) to the 
      protective force emphasizing self-recognition/reporting of 
      concerns/problems with equipment specifically new/reconfigured 
      equipment.

Note: CAP Reference Issue No. (U) LA-UR-07-8038, Section 
      5.0 - Root Cause 1/Root Cause 4/Root Cause 5, Milestone 9


		Corrective Action 02:		
      		Target Completion 
            Date:05/22/2008		Actual Completion 
        Date:





		  		Title: Conduct Test of Draft 
      Equipment Evaluation Process/Procedure

Once a draft of the new 
      equipment evaluation process/procedure is determined, SOC Los Alamos 
      management will conduct a test of an actual item to determine that the 
      draft process/procedure is adequate.

Responsible Organization: 
      ADSS
Deliverable: Documented evidence of the test conducted to evaluate 
      the adequacy of the draft, new equipment evaluation process/procedure 
      including its results.

Note: CAP Reference Issue No. (U) 
      LA-UR-07-8038, Section 5.0 - Root Cause 1/Root Cause 4/Root Cause 5, 
      Milestone 3


		Corrective Action 03:		
      		Target Completion 
            Date:05/22/2008		Actual Completion 
        Date:





		  		Title: Develop New 
      Equipment/Configuration Evaluation Process/Procedure

The SOC Los 
      Alamos management will identify a team to develop a process/procedure to 
      ensure a thorough evaluation of new equipment and its configuration 
      including training. After the process/procedure has been developed and 
      tested, the evaluation requirements will be incorporated into an existing 
      procedure or a new procedure.

Responsible Organization: 
      ADSS
Deliverable: Documented evidence of new equipment/configuration 
      evaluation process/procedure developed by team. A copy of the approved and 
      issued new or revised procedure that incorporates the evaluation 
      requirements.

Note: CAP Reference Issue No. (U) LA-UR-07-8038, 
      Section 5.0 - Root Cause 1/Root Cause 4/Root Cause 5, Milestone 1, 2, and 
      4


		Corrective Action 04:		
      		Target Completion 
            Date:01/07/2008		Actual Completion 
            Date:01/07/2008





		  		Title: Provided Temporary 
      Guidance for Deliberate and Controlled Holstering to Protective 
      Force

The SOC Los Alamos management provided temporary guidance for 
      deliberate and controlled holstering to its protective 
      force.

Responsible Organization: ADSS
Deliverable: Copy and/or 
      documented evidence of the mechanism used to provide temporary guidance to 
      SOC Los Alamos protective force on deliberate and controlled 
      holstering.

Note: CAP Reference Issue No. (U) LA-UR-07-8038, 
      Section 5.0 - Root Cause 2/Root Cause 3, Milestone 1


		Corrective Action 05:		
      		Target Completion 
            Date:04/10/2008		Actual Completion 
        Date:





		  		Title: Conduct Hazard Analysis 
      of WEIR Activities

The SOC Los Alamos management will conduct a 
      hazard analysis of the Weapons Equipment Issue Room (WEIR) activities. 
      Based on the WEIR hazard analysis results, the SOC Los Alamos management 
      will revise the Hazard Identification and Mitigation Plan 
      (HIMP).

Responsible Organization: ADSS
Deliverable: Copies of 
      the completed hazard analysis of WEIR activities and the revised and 
      approved HIMP.

Note: CAP Reference Issue No. (U) LA-UR-07-8038, 
      Section 5.0 - Root Cause 2/Root Cause 3, Milestone 3 and 4


		Corrective Action 06:		
      		Target Completion 
            Date:04/10/2008		Actual Completion 
        Date:





		  		Title: Update Associated HIMPs 
      and GSO No. 10 to Reflect Deliberate and Controlled Holstering

The 
      SOC Los Alamos management will update the Weapons Equipment Issue Room 
      (WEIR) and the Firearms Ammunition Issue Room (FAIR) Hazard Identification 
      and Mitigation Plans (HIMPs) along with General Security Order (GSO) No. 
      10 to reflect deliberate and controlled holstering guidance. In addition, 
      the FAIR HIMP will be revised to ensure applicable hazards and controls 
      are incorporated.

Responsible Organization: ADSS
Deliverable: 
      Copies of updated and approved WEIR and FAIR HIMPs and GSO No. 10 that 
      incorporate deliberate and controlled holstering guidance and the FAIR 
      HIMP incorporates applicable hazards and controls.

Note: CAP 
      Reference Issue No. (U) LA-UR-07-8038, Section 5.0 – Root Cause 2/Root 
      Cause 3, Milestone 5 through 8


		Corrective Action 07:		
      		Target Completion 
            Date:04/10/2008		Actual Completion 
        Date:





		  		Title: Provide Just-in-Time 
      Training for Reconfigured Handgun and New Tactical Holster

The SOC 
      Los Alamos management will provide Just-in-Time training for its 
      protective force to reflect reconfigured handgun and new tactical 
      holster.

Responsible Organization: ADSS
Deliverable: Documented 
      evidence of the completion of the Just-in-Time training for the protective 
      force that reflects the reconfigured handgun and new tactical holster 
      (i.e., signed rosters, training and presentation materials).

Note: 
      CAP Reference Issue No. (U) LA-UR-07-8038, Section 5.0 - Root Cause 2/Root 
      Cause 3, Milestone 9


		Corrective Action 08:		
      		Target Completion 
            Date:04/10/2008		Actual Completion 
        Date:





		  		Title: Update Associated 
      Training Plans

The SOC Los Alamos management will update the 
      following training plans to reflect the reconfigured handgun and new 
      tactical holster and to incorporate the deliberate and controlled 
      holstering guidance: "Manipulation and Malfunctions of the Glock 22, WEIR 
      Operations Procedure," and "Weapons Equipment Issue 
      Room."

Responsible Organization: ADSS
Deliverable: Copies of the 
      updated and approved above mentioned training plans that reflect the 
      reconfigured handgun and new tactical holster and the addition of 
      deliberate and controlled holstering guidance.

Note: CAP Reference 
      Issue No. (U) LA-UR-07-8038, Section 5.0 - Root Cause 2/Root Cause 3, 
      Milestone 2


		Corrective Action 09:		
      		Target Completion 
            Date:02/21/2008		Actual Completion 
            Date:02/21/2008





		  		Title: Developed and Issued an 
      Institutional LANL Operating Experience Program Document

The 
      Contractor Assurance Office developed and issued the "LANL Operating 
      Experience Program" requirements via Document No. PD323. This document 
      clarifies the elements of the program and defines the roles and 
      responsibilities for program operation and execution. It augments the 
      basic lessons learned program expectations defined in the LANL Contractor 
      Assurance System Description Document.

Responsible Organization: 
      CAO
Deliverable: A copy of the approved and issued Document No. PD323, 
      "LANL Operating Experience Program."


		Corrective Action 10:		
      		Target Completion 
            Date:04/18/2008		Actual Completion 
        Date:





		  		Title: Obtain Access to DOE ORPS 
      and DOE and DNS Lessons Learned Database

Personnel from the 
      Classified Matter Protection Group (PS-1) will research the requirements 
      needed to obtain access to the DOE Occurrence Reporting and Processing 
      System (ORPS) and the DOE and Defense Nuclear Security (DNS) Lessons 
      Learned databases. After the requirements are obtained, PS-1 personnel 
      will complete the required documentation to obtain access to these 
      databases for the PS-1 Group Leader.

Responsible Organization: 
      ADSS
Deliverable: Documented evidence of the PS-1 Group Leader’s access 
      to the DOE ORPS and DOE and DNS lessons learned database.

Note: CAP 
      Reference Issue No. (U) LA-UR-07-8038 Section 5.0: Judgments of Need 6; 
      Root Cause 6, Milestone 1


		Corrective Action 11:		
      		Target Completion 
            Date:04/18/2008		Actual Completion 
        Date:





		  		Title: Create User Profile for 
      Receipt of Safeguards and Security Related Lessons 
      Learned

Personnel from the Classified Matter Protection Group 
      (PS-1) will create an appropriate user profile to ensure receipt of 
      lessons learned for ISM core functions and work hazards associated with 
      safeguards and security functional areas.

Responsible Organization: 
      ADSS
Deliverable: Documented evidence of user profiles created and 
      sampling of lessons learned retrieved for ISM core functions and work 
      hazards associated with safeguards and security functional 
      areas

Note: CAP Reference Issue No. (U) LA-UR-07-8038 Section 5.0: 
      Judgments of Need 6; Root Cause 6, Milestone 2


		Corrective Action 12:		
      		Target Completion 
            Date:04/18/2008		Actual Completion 
        Date:





		  		Title: Develop ADSS Specific 
      Lessons Learned Procedure

The Associated Directorate for Security 
      and Safeguards (ADSS) management will develop an ADSS specific procedure 
      that outlines the requirements for routinely reviewing appropriate ORPS 
      and lessons learned data, disseminating such information to functional 
      managers, and closure requirements.

Responsible Organization: 
      ADSS
Deliverable: A copy of the approved and issued ADSS specific 
      lessons learned procedure.

Note: CAP Reference Issue No. (U) 
      LA-UR-07-8038 Section 5.0: Judgments of Need 6; Root Cause 6, Milestone 
      3


		Corrective Action 13:		
      		Target Completion 
            Date:04/18/2008		Actual Completion 
        Date:





		  		Title: Develop SOC Los Alamos 
      Internal Lessons Learned Procedure

The SOC Los Alamos management 
      will develop an internal procedure that outlines how SOC Los Alamos 
      personnel will handle ORPS and lessons learned data received from 
      Classified Matter Protection Group (PS-1) management (i.e., review, 
      disseminate, modify process/procedure, and close out).

Responsible 
      Organization: ADSS
Deliverable: A copy of the approved and issued SOC 
      Los Alamos internal lessons learned procedure.

Note: CAP Reference 
      Issue No. (U) LA-UR-07-8038 Section 5.0: Judgments of Need 6; Root Cause 
      6, Milestone 4


		Corrective Action 14:		
      		Target Completion 
            Date:11/24/2008		Actual Completion 
        Date:





		  		Title: Develop Process/Procedure 
      for Firearms Certification

The SOC Los Alamos management will 
      develop a process/procedure with a schedule for firearms certifications 
      including the development of a database with notification capabilities for 
      tracking due dates. As part of the process/procedure, SOC Los Alamos will 
      ensure: 1) adequate resources-load and capabilities for armorer; 2) 
      conduct quarterly random self-assessments of firearms and certification 
      dates; and 3) perform an annual 100 percent self-assessment of firearms 
      certifications.

Responsible Organization: ADSS
Deliverable: 
      Documented evidence of the process/procedure developed for firearms 
      certification.

Note: CAP Reference Issue No. (U) LA-UR-07-8038 
      Section 6.0: Management Observation 1, Milestone 1 through 5


		Corrective Action 15:		
      		Target Completion 
            Date:05/28/2008		Actual Completion 
        Date:





		  		Title: Develop Plans for 
      Installation of Ballistic Walls in Loading Area

The SOC Los Alamos 
      management will develop plans for the installation of ballistic walls in 
      the loading area where the supervisor can stand behind while observing the 
      loading/unloading and holstering process. As part of the planning process 
      for the installation of the ballistic walls, the SOC Los Alamos management 
      will: 1) purchase materials necessary to build the ballistic walls; 2) 
      complete and submit appropriate documentation to subcontractor to assemble 
      wall; and 3) revise the Weapons Equipment Issue Room (WEIR) procedure and 
      Hazard Identification and Mitigation Plan (HIMP) to incorporate changes 
      required due to the installation of the ballistic 
      walls.

Responsible Organization: ADSS
Deliverables: 1) 
      Documented evidence of the plans developed for the installation of the 
      ballistic walls in the loading area (i.e., final approved design, 
      procurement documentation, work order, subcontract for installation, 
      etc.,) and completion of the installation. 2) Copies of the revised and 
      approved WEIR procedure and HIMP incorporating changes required by the 
      installation of the ballistic walls.

Note: CAP Reference Issue No. 
      (U) LA-UR-07-8038 Section 6.0: Management Observation 2, Milestone 2 
      through 7


		Corrective Action 16:		
      		Target Completion 
            Date:11/19/2007		Actual Completion 
            Date:11/19/2007





		  		Title: Instituted On-Call Drug 
      and Alcohol Collection Services

Through the Personnel Security 
      Group (PS-3), the Associated Directorate for Security and Safeguards 
      (ADSS) management instituted an on-call drug and alcohol collection 
      services process that is available on a 24/7 basis.

Responsible 
      Organization: ADSS
Deliverable: Documented evidence of the 
      implementation of the on-call drug and alcohol collection 
      services.

Note: CAP Reference Issue No. (U) LA-UR-07-8038 Section 
      6.0: Management Observation 4, Milestone 1


		Corrective Action 17:		
      		Target Completion 
            Date:03/14/2008		Actual Completion 
        Date:





		  		Title: Develop On-Call Drug and 
      Alcohol Collection Services Procedure

The Personnel Security Group 
      (PS-3) management will develop a procedure that provides guidance to SOC 
      Los Alamos personnel regarding the criteria to use to determine when to 
      use the on-call drug and alcohol collection services.

Responsible 
      Organization: ADSS
Deliverable: Copy of the approved and issued On-Call 
      Drug and Alcohol Collection Services Procedure.

Note: CAP Reference 
      Issue No. (U) LA-UR-07-8038 Section 6.0: Management Observation 4, 
      Milestone 3


		Corrective Action 18:		
      		Target Completion 
            Date:11/15/2007		Actual Completion 
            Date:11/15/2007





		  		Title: Updated General Security 
      Order No. 8

The SOC Los Alamos management updated General Security 
      Order (GSO) No. 8, "Incident Notification and Documentation," to reflect 
      procedures used to notify the on-call drug and alcohol collection 
      services.

Responsible Organization: ADSS
Deliverable: Copy of 
      the updated and approved GSO No. 8 that reflects the procedures used to 
      notify the on-call drug and alcohol collection services.

Note: CAP 
      Reference Issue No. (U) LA-UR-07-8038 Section 6.0: Management Observation 
      4, Milestone 2


		Corrective Action 19:		
      		Target Completion 
            Date:03/10/2008		Actual Completion 
        Date:





		  		Title: Incorporate Deliberate 
      Controlled Holstering Process into the On-Shift Performance Assessment 
      Program

On January 16, 2008, the SOC Los Alamos management 
      determined effective deliberate, controlled holstering requirements 
      utilizing the results from the WEIR hazard analysis and HIMP. They then 
      developed the guidance for the deliberate controlled holstering process to 
      incorporate into the SOC Los Alamos On-Shift Performance Assessment (OSPA) 
      Program. The guidance will be posted in the OSPA 
      Program.

Responsible Organization: ADSS
Deliverable: Copy of the 
      approved and issued OSPA that incorporates the guidance for the deliberate 
      controlled holstering process.

Note: CAP Reference Issue No. (U) 
      LA-UR-07-8038 Section 6.0: Management Observation 5, Milestone 1 through 
      4


		Lessons(s) Learned:		Prior to the issuance of an 
      equipment change, it is imperative that a sufficient level of hazard 
      analysis be performed to ensure the safety of equipment, personnel and 
      operations. This event illustrated how an insufficient level of hazard and 
      training analyses resulted in an unauthorized handgun discharge.

		HQ Keywords:		01A--Inadequate Conduct of 
      Operations - Inadequate Conduct of Operations 
      (miscellaneous)
01F--Inadequate Conduct of Operations - Training 
      Deficiency
01G--Inadequate Conduct of Operations - Inadequate 
      Procedure
01N--Inadequate Conduct of Operations - Inadequate Job 
      Planning (Other)
01O--Inadequate Conduct of Operations - Inadequate 
      Maintenance
01Q--Inadequate Conduct of Operations - Personnel 
      error
01R--Inadequate Conduct of Operations - Management 
      issues
08K--OSHA Reportable/Industrial Hygiene - Near Miss 
      (Other)
09C--Safeguards/Security Issue - Miscellaneous Security 
      Issue
11G--Other - Subcontractor
12K--EH Categories - Near Miss 
      (Could have been a serious injury or fatality)
13A--Management Concerns 
      - HQ Significant (High-lighted for Management attention)
14B--Quality 
      Assurance - Training and Qualification Deficiency
14D--Quality 
      Assurance - Documents and Records Deficiency
14E--Quality Assurance - 
      Work Process Deficiency
14H--Quality Assurance - Inspection and 
      Acceptance Testing Deficiency


		HQ Summary:		A loaded 40 caliber handgun 
      discharged while a security police officer was putting it into its 
      holster. The discharged bullet exited through the side of the holster, 
      through the pant leg of another officer, and lodged in the floor. No 
      injuries resulted. Preliminary investigation indicated that the handgun 
      with a flashlight attached below the barrel may have hung up on the 
      holster. The Laboratory Director has appointed an investigation team to 
      review the event. 


		Similar OR Report 
    Number:		1. 
  FE-HQ--SPRO-SPRO-2005-0002

		  		2. 
  NA--NVSO-WSIN-NTS-2006-0002

		Facility Manager:		
      		Name		Paul Sowa

		Phone		(505) 667-4875

		Title		Associate Director for Security and 
            Safeguards





		Originator:		
      		Name		YAZZIE, ALVA M

		Phone		(505) 664-0666

		Title		OCCURRENCE 
      INVESTIGATOR





		HQ OC Notification:		
      		Date		Time		Person Notified		Organization

		NA 		NA 		NA 		NA 





		Other Notifications:		
      		Date		Time		Person Notified		Organization

		10/29/2007		08:03 (MTZ)		Ed Christie		NNSA

		12/13/2007		14:42 (MTZ)		Ed Christie		NNSA

		01/24/2008		08:34 (MTZ)		Ed Christie		NNSA





		Authorized 
    Classifier(AC):		Antonia Tallarico 
           Date: 03/10/2008
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		1)Report Number:		NA--NVSO-WSIN-NTS-2006-0002 
      After 2003 Redesign

		Secretarial Office:		National Nuclear Security 
      Administration

		Lab/Site/Org:		Nevada Test Site

		Facility Name:		Nevada Test Site

		Subject/Title:		Occupational Illness/Injury, 
      Firearm wound to upper right leg

		Date/Time Discovered:		04/07/2006 13:24 (PTZ)

		Date/Time Categorized:		04/07/2006 14:30 (PTZ)

		Report Type:		Final

		Report Dates:		
      		Notification		04/07/2006		21:10 (ETZ)

		Initial Update		04/17/2006		18:57 (ETZ)

		Latest Update		11/07/2006		17:22 (ETZ)

		Final		12/27/2006		12:10 (ETZ)





		Significance Category:		2

		Reporting Criteria:		10(1) - Any event resulting in 
      the initiation of a Type A or B investigation as categorized by DOE O 
      225.1A, ACCIDENT INVESTIGATION. 

Note: This reporting criterion may 
      raise the significance category of an occurrence already reported under 
      separate criteria. Multiple reporting criteria should be noted when 
      appropriate.



		Cause Codes:		A6B3C02 - Training deficiency; 
      Training Material LTA; Inadequate content
A1B5C01 - Design/Engineering 
      Problem; Operability of Design / Environment LTA; Ergonomics 
      LTA
A4B5C05 - Management Problem; Change Management LTA; System 
      interactions not considered
A4B1C01 - Management Problem; Management 
      Methods Less Than Adequate (LTA); Management policy guidance / 
      expectations not well-defined, understood or enforced
A5B2C08 - 
      Communications Less Than Adequate (LTA); Written Communication Content 
      LTA; Incomplete / situation not covered
A4B1C06 - Management Problem; 
      Management Methods Less Than Adequate (LTA); Previous industry or in-house 
      experience was not effectively used to prevent recurrence
A4B5C04 - 
      Management Problem; Change Management LTA; Risks / consequences associated 
      with change not adequately reviewed / assessed
A5B3C01 - Communications 
      Less Than Adequate (LTA); Written Communications Not Used; Lack of written 
      communication


		ISM:		1) Define the Scope of 
      Work
2) Analyze the Hazards
3) Develop and Implement Hazard 
      Controls
5) Provide Feedback and Continuous Improvement


		Subcontractor 
Involved:		No

		Occurrence 
Description:		At approximately 1324 on April 
      7, 2006, a Security Police Officer (SPO) participating in a SPO Live Fire 
      Stress Course had his pistol, a .40 Sig Sauer P226, discharge with injury 
      to his upper right leg. While attempting to holster his pistol, the weapon 
      discharged. Immediate first aid was applied, Fire and Rescue Medical 
      personnel responded and rendered aid, and a Department of Defense 
      organization conducting training on the Nevada Test Site provided 
      helicopter transportation to the University Medical Center Emergency Room. 
      A small bullet fragment was removed and sutured in the Emergency Room. The 
      SPO was released with pain medication back to his quarters. A "Type 
      B-like" investigation will be conducted with the M&O Contractor as the 
      Lead agency. 

		Cause Description:		Causal analysis was determined 
      by Type B equivalent accident investigation commissioned by the Nevada 
      Site Office Manager. This investigation determined the direct cause was 
      the discharge of a pistol during a training exercise when a load-bearing 
      equipment (LBE) strap became entangled with the trigger. Contributing 
      causes were: inadequate training content; the Risk Analysis Reports did 
      not consider all equipment interfaces in the live-fire environment; 
      written communications were not used to provide Protective Force members 
      ongoing and available instruction regarding proper disposition of the 
      straps; and neither NTS or DOE Complex experience was effectively used to 
      prevent the occurrence. The root cause was management policy, guidance, 
      and expectations regarding the LBE strap disposition were not well 
      defined, understood, or enforced.

		Operating Conditions:		Clear and Sunny/Normal Duty 
    Day

		Activity Category:		Shutdown

		Immediate Action(s):		Training instructors applied 
      immediate first aid and summoned medical assistance from the NTS Fire and 
      Rescue Department. The SPO was subsequently transported by helicopter to 
      the University Medical Center Emergency Room. Treated in the Emergency 
      Room where a small bullet fragment was removed and sutured. Released with 
      pain medication and returned to quarters. 

		FM Evaluation:		Up-date 04/17/06: A) WSI 
      conducted a temporary suspension of Live Fire Training Operations from 7-9 
      April in order to conduct a 'safety stand down' to review range operating 
      procedures, inform company personnel of the known facts of the incident, 
      and to conduct a safety review of equipment worn by SPOs during live fire 
      training in order to ensure safe resumption of live fire training on 10 
      April, which was approved by the NSO/AMSS. B) By company policy, WSI 
      immediately conducted an internal inquiry of the event and released a 
      Safety and Lessons Learned bulletin through the NSO/AMSS for complex-wide 
      distribution on 12 April. The completed inquiry report was provided to the 
      NSO/AMSS and a copy to the Type B-like investigation team leader, who is 
      an Assistant General Manager of the NSO/M&O Contractor, Bechtel 
      Nevada. C) The Type B-like investigation team is comprised of NSO Federal 
      and M&O Contractor Safety Specialists supported by a DOE NTC firearms 
      training subject matter expert, the team commenced investigative 
      activities on 17 April with a projected completion date of 21 April. D) 
      Additionally, the injured SPO underwent a follow up medical examination on 
      14 April by the UMC civilian physician that initially treated him. The 
      physician cleared the SPO and referred him to the Worker's Compensation 
      physician for continuing care, if necessary. Also, on 17 April, the NSO 
      Site Occupational Medical Director (SOMD) cleared the SPO to modified, 
      unarmed duty. Up-date 05/31/06: The investigation is on-going. We are 
      awaiting the final report. Final Update 10/26/06. The Type B equivalent 
      accident investigation board completed its investigation, AI-06-E000-001, 
      and forwarded the report to NNSA NSO for final approval. Approval is 
      expected upon completion of the staffing process. 


		DOE Facility Representative 
      Input:		 

		DOE Program Manager 
    Input:		 

		Further Evaluation is 
      Required:		No

		Division or Project:		Protective Force Training

		Plant Area:		NTS Area 23

		System/Building/Equipment:		WSI Firearms Training 
Range

		Facility Function:		Balance of Plant - 
      Infrastructure (Other Functions not specifically listed in this 
    Category)

		Corrective Action 01:		
      		Target Completion 
            Date:10/20/2006		Actual Completion 
            Date:10/20/2006





		  		WSI-NV needs to develop a 
      process to identify performance expectations that are primarily presented 
      in initial training or that are considered "skill of the craft" and 
      provide sufficient written direction in the form of policies, procedures, 
      postings, or job aids to ensure that these elements are appropriately 
      implemented.

		Corrective Action 02:		
      		Target Completion 
            Date:10/20/2006		Actual Completion 
            Date:10/04/2006





		  		Shift Captains made muster 
      announcements during the weeks of September 25 and October 2, 2006 that 
      safety begins with every individual. Message will be made periodically 
      from this point forward.

		Corrective Action 03:		
      		Target Completion 
            Date:10/20/2006		Actual Completion 
            Date:10/10/2006





		  		The newly assigned program 
      specialist has updated the recent changes in DOE directives. SP2-105, 
      Lessons Learned, has been revised to incorporate new changes. All active 
      LLs have been entered into the system and were distributed to appropriate 
      agencies for possible action. The LL from this incident has been 
      incorporated into a LL for distirbution to the DOE community.

		Corrective Action 04:		
      		Target Completion 
            Date:10/20/2006		Actual Completion 
            Date:09/18/2006





		  		Standard Practice 2-016, Risk 
      Analysis Program, ahs been revised to include all suggested 
    improvements.

		Corrective Action 05:		
      		Target Completion 
            Date:10/20/2006		Actual Completion 
            Date:09/18/2006





		  		Procedures for communication of 
      risk controls defined in RARs and checklists and other formal mechanisms 
      ensuring that credited controls are effectively implemented have been 
      developed and distributed.

		Lessons(s) Learned:		Lessons learned include: conduct 
      risk assessment on all new equipment and the compatibility with other 
      equipment; communication of proper wear of tactical equipment through 
      policies, training, and performance supervision; and conduct of 
      individual, buddy, and supervisory inspections of individual equipment 
      during each muster. These lessons learned have been made available to all 
      DOE organizations.

		HQ Keywords:		08D--OSHA Reportable/Industrial 
      Hygiene - Injury
09C--Safeguards/Security Issue - Miscellaneous 
      Security Issue
12H--EH Categories - Injuries Requiring Medical 
      Treatment Other Than First Aid
13D--Management Concerns - Accident 
      Investigation - Other


		HQ Summary:		On April 7, 2006, a security 
      police officer received a .40 caliber bullet wound to the upper right leg 
      when his service pistol unexpectedly discharged as he was holstering the 
      weapon. The injury occurred as the officer was participating in a live 
      fire exercise at the Area 23 Firearms Training Range. The injured officer 
      was given first aid and air-lifted to the University Medical Center 
      Emergency Room, where a bullet fragment was removed, sutures were applied, 
      and the officer was released after being provided with pain medication. A 
      "Type B-like" accident investigation will be conducted. 

		Similar OR Report 
    Number:		1. None

		Facility Manager:		
      		Name		PRICE, LEO R

		Phone		(702) 295-0837

		Title		PHYSICAL 
    SECURITY





		Originator:		
      		Name		PRICE, LEO R

		Phone		(702) 295-7027

		Title		PHYSICAL 
    SECURITY





		HQ OC Notification:		
      		Date		Time		Person Notified		Organization

		04/07/2006		15:56 (PTZ)		M. Smith		EOC





		Other Notifications:		
      		Date		Time		Person Notified		Organization

		04/07/2006		13:35 (PTZ)		J. Herhold		WSI

		04/07/2006		13:42 (PTZ)		R. Phifer		AMSS

		04/07/2006		13:45 (PTZ)		D. Bradley		WSI





		Authorized 
    Classifier(AC):		
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Please send comments or questions to orpssupport@hq.doe.gov or call the 
Helpline
at (800) 473-4375. Hours: 7:30 a.m. - 5:00 p.m., Mon - Fri (ETZ). 

Please include detailed information when reporting problems. 



Lesson ID: 2000-RFO-KH-0003 (Source: SELLS)

Originator: Kaiser Hill LLC 


Date: 5/17/2000


Contact: Jim McLaughlin, 303-966-3471, james.mclaughlin@rfets.gov 


Classifier: Kenneth E. Green   Reviewer: Kenneth E. Green 


Statement: The Safari land holster Model 6004 or 6280 for the Glock 22C is unique. The characteristics and hazards associated with this combination of equipment should be provided to the Protective Force to help prevent future incidents of this nature. Emphasis should be placed on the importance of personnel assuming responsibility for the condition, configuration and serviceability of issued equipment. 


Discussion: At the Rocky Flats Plant, a Protective Force officer experienced an unauthorized discharge of his Glock 22C firearm. The SPO was attempting to reseat the firearm in his holster when it unexpectedly discharged resulting in a gunshot wound to his right leg. The officer was given first aid at the scene and later transported to a local hospital. He was released two days later to convalesce at home. 


Analysis: A re-creation of the incident was performed. Investigators found that the retention strap of the holster disengaged and allowed the firearm to rise partially out of the holster. The officer’s security keys had lodged between the trigger and the holster while the firearm was in this elevated position. By pushing down on the firearm to reseat it, the keys pressed the trigger safety and the trigger and fired the weapon. 


Actions: Conduct a review of current practices regarding the configuration of the duty/equipment belt. Emphasis should be placed on configuring the belt in such a way that the equipment (i.e., keys, cuffs, etc.) cannot interfere with the firearm. Instruct the Protective Force personnel that certain activities (i.e., sitting, bending, repetitive manipulation of the retention device, etc.) may disengage the retention device allowing the unintentional dislodging of the Glock 22C from the holster. Incorporate the routine inspection and maintenance of holsters and other duty belt paraphernalia into the Protective Force Fitness for Duty Program. 


Savings: 


Keywords: firearm, holster, Glock, trigger 


Hazard(s): Fire / Smoke / NFPA


ISM Code(s): Analyze Hazards


Work Function(s): Safeguards & Security - General


References: 


Priority Descriptor: Yellow / Caution


