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A SAFE AND CONVENIENT PLACE TO COLLECT, 
STORE, AND MANAGE ALL OF YOUR LIFELONG
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INFORMATION INCLUDING  THIRD PARTY
VALIDATED RECORDS AND CREDENTIALS.





Mary Jane creates her own Personalized 
Website to market her skills





Adding Validated RecordsAdding Validated Records



Selecting a Validated Information ProviderSelecting a Validated Information Provider



User completes Information Required by ProviderUser completes Information Required by Provider



ACT TranscriptACT Transcript



How to Use an Information Broker
to obtain validated records.



SAMPLE CONSOLIDATED TRANSCRIPTSAMPLE CONSOLIDATED TRANSCRIPT



Digital Certificate ApplicationsDigital Certificate Applications

AuthenticationAuthentication
EncryptionEncryption
Data IntegrityData Integrity
NonNon--RepudiationRepudiation



Authentication may be based Authentication may be based 
on three things:on three things:

1.1. What you know   ( password)What you know   ( password)
2.2. What you have ( a smart card or token), orWhat you have ( a smart card or token), or
3.  3.  Who you are:  (retina, thumb print)Who you are:  (retina, thumb print)

The more ways you authenticate aThe more ways you authenticate a
person, the stronger the system.person, the stronger the system.

The CMA uses a combination of 1 and 2.The CMA uses a combination of 1 and 2.



Validating the CertificatesValidating the Certificates

CAM checks validity of the certificate CAM checks validity of the certificate 

The CMA system makes sure the User The CMA system makes sure the User 
Name and Password supplied by the Name and Password supplied by the 
certificate holder corresponds with the certificate holder corresponds with the 
serial number on the certificateserial number on the certificate



How a PKI Issues CertificatesHow a PKI Issues Certificates
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Vulnerability of CertificatesVulnerability of Certificates

If someone has access to your certificate If someone has access to your certificate 
and knows your username and password, and knows your username and password, 
they may access your account;they may access your account;

The certificate may reside on the browser, The certificate may reside on the browser, 
be carried on a token, a floppy, or a smart be carried on a token, a floppy, or a smart 
card.  Any of these could be compromised.card.  Any of these could be compromised.

It is the responsibility of the User to guard It is the responsibility of the User to guard 
his/her certificate.  his/her certificate.  



Obstacles to Obtaining aObstacles to Obtaining a
Digital CertificateDigital Certificate

Certain populations ( e. students, lowCertain populations ( e. students, low--income income 
persons) may not have the conventional persons) may not have the conventional 
means for identity proofing such as a credit means for identity proofing such as a credit 
history, permanent address, etc.history, permanent address, etc.

Certain individuals may object to divulging Certain individuals may object to divulging 
personal information such as motherpersonal information such as mother’’s maiden s maiden 
name, SSN, credit card numbers, etc.name, SSN, credit card numbers, etc.

Cost of the certificateCost of the certificate



Coordinated System of Coordinated System of IdentityIdentity ProofingProofing
The LRA (s) provide the CA with a database The LRA (s) provide the CA with a database 
containing a shared secret for each of its containing a shared secret for each of its 
participating members;participating members;

Examples of Shared Secrets:  1.  Last 4 digits in Examples of Shared Secrets:  1.  Last 4 digits in 
oneone’’s SSN. 3.  Military ID; 4. Union Card ID.s SSN. 3.  Military ID; 4. Union Card ID.

The CA matches the shared secret provided by The CA matches the shared secret provided by 
the individual with the database to determine the individual with the database to determine 
eligibility for the program.  eligibility for the program.  

Problem:  Using just one shared secret makes Problem:  Using just one shared secret makes 
impersonation much easier.impersonation much easier.



Benefits of PKI System for the Benefits of PKI System for the 
Career Management Account PilotCareer Management Account Pilot

Digital certificates authenticate the Digital certificates authenticate the 
CMA Account holders, Information CMA Account holders, Information 
Providers and Recipients.Providers and Recipients.
Authenticated information providers Authenticated information providers 
who package data according to the who package data according to the 
LIPS standards in an XML format and LIPS standards in an XML format and 
use https over a secure socket (SSL) use https over a secure socket (SSL) 
can transmit validated documents   can transmit validated documents   
such as transcripts and assessments.such as transcripts and assessments.
Digital Certificates enhance the security Digital Certificates enhance the security 
and privacy of Users.and privacy of Users.
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