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May 16, 2008

Andrew C. von Eschenbach

Conmm ssi oner

Food and Drug Adm nistration

U S. Departnent of Health and Human Services
5630 Fishers Lane

Rockville, MD 20852

Re: Technol ogies for Prescription Drug ldentification,
Val i dation, Track and Trace, or Authentication; Request
for Information [ Docket No. FDA-2008-N-0121]

Dear Conmi ssi oner von Eschenbach:

Cel l ul ar Bi oengi neering, Inc (“CBI”) wel cones the
opportunity to respond to the Food and Drug Adm nistration’s
(“FDA") request for comments and information regarding
technol ogi es used for the identification, validation, tracking
and tracing, and authentication of prescription drugs. CBI
speci alizes in high technol ogy applications and has devel oped a
m crotag identification and authentication technol ogy which it
believes will prove to be of high utility in conbating drug
counterfeiting and diversion.

The FDA issued its Request for Information pursuant to the
statutory mandate in Section 913 of the Food and Drug
Adm ni stration Act Anendnents of 2007 (“FDAAA’) that the
Secretary of Health and Human Servi ces “devel op standards and
identify and validate effective technologies for the purpose of
securing the drug supply chain against counterfeit, diverted,
subpot ent, substandard, adulterated, m sbranded, or expired
drugs.” In discharging this responsibility, the Secretary was
directed to “prioritize and devel op standards for the
identification, validation, authentication, and tracking and
tracing of prescription drugs.” Congress required that the
standards promul gated by the Secretary nust address “prom sing
t echnol ogi es” which were defined in the statute as radio
frequency identification technol ogy, nanotechnol ogy, encryption
t echnol ogi es, and ot her track-and-trace or authentication
t echnol ogi es.

As these comrents will denonstrate, CBI's mcrotag
identification and authentication technology fits squarely
wi thin the types of technol ogi es which Congress directed the FDA
to include in its standards. For this reason, CBlI respectfully
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requests the FDA to ensure that any standards which it devel ops
accomodat e the conpany’s mcrotag technol ogy. Furthernore, as
the FDA identifies and validates “effective technologies” to
prevent counterfeiting, diversion, or the introduction of unsafe
or ineffective drugs into the supply chain, CBlI asks that its
technol ogy be so identified and vali dat ed.

Prescription Drug Counterfeiting

It is beyond dispute that counterfeiting and di version of
prescription drugs has reached epidem c proportions worl dw de.
The Center for Medicine in the Public Interest estimates that
counterfeit drug sales will reach $75 billion globally in 2010,
an increase of nore than 90% from 2005. [1] In 2006 the World
Heal th Organi zation estinmated that 10% of gl obal pharnmaceutica
commerce will be counterfeit, and that nunber is expected to
doubl e by the year 2010 as international crimnal organizations
beconme nore sophisticated. [2]

The Organi zation for Econom c Cooperation and Devel opnent
(“CECD’) released a white paper in 2007 entitled “The Econom c
| npact of Counterfeiting and Piracy” which reported on a
t hor ough exam nation of the worl dwi de counterfeit business. It
concluded that illegal organizations will reap billions of
dol l ars each year fromthe sale of counterfeit products,

i ncludi ng prescription nedicines.[3] The CECD study al so
descri bed the increasingly sophisticated distribution channels
whi ch counterfeiters utilize:

Counterfeit and pirated products, previously distributed

t hrough informal markets, are infiltrating legitinmte
supply chains, with products now appearing on the shel ves
of established shops. Internationally, free trade zones,
whi ch are areas where international traders can store,
assenbl e and manufacture products that are noving across
borders with mninmal regulation, are of increasing concern.
Passi ng mer chandi se t hrough such zones provides
opportunities for parties to “sanitize” shipping docunents
in ways that disguise their original point of manufacture.
They al so allow parties to essentially establish

di stribution centers for counterfeit and pirated goods,
with little or no I PR-rel ated enforcenent actions taken.
Wthin the zones, goods can be repackaged with counterfeit
trademarks, prior to being exported to other econom es, and
pl ace of origin can be falsified to reduce enforcenent
scrutiny at their destination.
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The OECD report al so described how the Internet has facilitated
counterfeiting operations:

The Internet has provided counterfeiters and pirates with a
new and powerful means to sell their products via auction
sites, stand al one e-comerce sites and enmmil solicitations.
The online environnment is attractive to counterfeiters and
pirates for a nunber of reasons including the relative ease
of deceiving consuners and the market reach.

The risks posed by drug counterfeiting operations are not
t heoretical or speculative. On Decenber 17, 2007, the New York
Times [4] reported on the seizure of a | arge cache of
counterfeit prescription drugs froma warehouse inside the free
trade zone in the United Arab Emrates. The article observed
that the case has a “link to a conplex supply chain of fake
drugs that ran from Chi na through Hong Kong, the United Arab
Emirates, Britain and the Bahamas, ultinmately |eading to an
I nt ernet pharmacy whose Anmerican custoners believed they were
buyi ng nedi ci ne from Canada.” The article al so described the
seizure of a half mllion counterfeit pills of the bl ood
t hi nning drug Pl avi x some of which contained cenent powder.
Anot her | arge seizure at Heathrow Airport netted 846 pounds of
counterfeit prescription drugs which contained traces of netal.

CBl's Mcrotag Technol ogy

CBlI understands and appreciates that there is no single
“silver bullet” for alleviating the threats posed by
i ncreasingly pervasive, lucrative, and sophisticated drug
counterfeiting operations. CBl submts, however, that individua
drug taggi ng and authentication nust be an essential el enent of
prescription drug supply chain security. For this purpose, CBI
has devel oped an edible silica mcrotag technology as a
conpl ement to proposed track and trace technol ogi es such as e-
pedi gree. The optically-read, inexpensive tag has the potentia
to authenticate an individual nedicine, with the option to
cryptographically bind to its container for increased security.
Watermarking of the silica tags is an additional security option.
This is consistent with CBI's prem se that a | ayered and
renewabl e security solution offers the nost val ue and hi ghest
| evel of security for the pharmaceutical industry -— one that
can grow with the industry as international crinnal
organi zati ons becone nore proficient in quickly defeating drug
anti-counterfeiting neasures.
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At present, the primary neans of tracking and verifying
medi ci ne i s through packagi ng. However, current taggi ng and
tracki ng technol ogi es such as radi o-frequency identifiers
(RFI Ds) are not anenable to tagging individual nedicines.
Package- based systens are inherently weak since the val ued
product is not the package, but the prescription nedication
which it contains.

CBl’s porous silicon mcrotags are secure,
optically-encoded, m croneter-sized tags that
can directly mark a nedicine. Sinple therm
oxi dation converts themto silica, generally
regarded as safe for human consunption. Use of
exi sting silicon manufacturing techniques all ows
the cost per tag to be a small fraction of a
cent, nmaking
w despread tracking of
SEM images of porous i ndi vi dual nedi ci nes N
silicon microtags: feasi bl e. Prototype
2) 186 xb)3245xmag.  ppnufact ure has been
denonstrated at the University of @ s e e e

400

California San D €go in collaboration Reflection spectrum of porous silicon
Wit h’ and under exclusive |icense t o, microtag exhibiting unique spectral ID
CBI that confirms authenticity of pill.

The proprietary technol ogy etches uni que spectral barcodes
in a porous silicon wafer. The resultant tags contain a conpl ex
nanostructure that is programmed during el ectrochem cal
synthesis to display a unique reflectivity spectrum The
spectrum can be neasured via a hand-hel d spectroneter, then
qui ckly decoded, decrypted, and authenticated to link to secure
details of the product manufacturing history. Informtion
capacity is projected at 80 bits per tag, on par with typi cal
UPC barcodes. The microtag is passive, inconspicuous, and
potentially encrypted.
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CBl’s m crotag—

channel code @

101101110101...
error correction ﬁ

01001011...

01001011... reader system
& ﬂ preprocessing enconpasses t he
£ 101100110101... entirety of the
§ ﬂ physical encoding nmet hod f or
2 .
= T H enbeddi ng
! curment ||V —= reflectivity | i nformation into
: encoded spectrum : a mcrot ag, t he
1 : 1
. wafer microtag . met hOd f or
1 bath W .
: 2 = mater LU, E 2 | nmeasuring the
g opti cal
=
@

reflectivity of
the m crotag, and
finally the
“channel code”,

or nethod for
mapping the 1's and 0's of binary data into controll able
characteristics of the tag's spectral response. The above figure
illustrates the basic system concepts from binary data input and
encoding to the readout, decoding, and error correction of the
stored information.

CBl's mcrotags offer a range of advantages over existing
security solutions. Layered security schenes can include both a
code on the packaging and a code stored in the mcrotag on the
contents and conbined in what is known as a cryptographi c hash.
A hash violation would result if soneone tanpers with either the
container or its contents. There is the added possibility for
devel opnment of a spectroscopic waternmark that is not obvious and
difficult to reproduce. Hence the security of CBI’'s m crotags
can be scaled to suit specific product needs.

Advant ages of CBI's M crotag Technol ogy

Wi | e proposed standards such as e-pedigree offer solutions
for tracking and tracing drug shipnents via data coll ection and
managenment of serialized IDs attached to packaging, there remain
si zeabl e opportunities for such systens to be infiltrated by
counterfeiting and piracy. CBI acknow edges that e-pedigree

packages with serialized IDs -- along with authenticated e-
docurnents that track novenent through the supply, (re)packaging
and distribution chain — raise sone hurdles to diversion and

counterfeiting. However, they are not fool proof safeguards and
can be defeated. For exanple, under an e-pedi gree schema, an
unscrupul ous repackager woul d have the opportunity to substitute
counterfeit drugs into authenticated and tracked packages, while
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diverting the real drugs into illicit markets that do not
support e-pedi gree standards.

Item | evel drug tagging (e.g. a tagged pill), together with
proposed e-pedi gree standards, could block this potential hole.
The fundanental prem se is that while docunents and packages may
be authenticated to a high |evel of certainty, the nost val uable
part of the shipnent - the drug contents — is often at risk
unl ess each individual nedicine can be uniquely tagged and
cryptographically tied to its package.

CBl’'s optical spectrum
encoded, edible silica mcrotags
have the potential to provide a
hi gh | evel of security within the
drug distribution chain.

CBI's microtags can be attached to a variety of
surfaces, including tablets, capsules, and vials.

The optical spectrumof a tag
isits reflectivity nmeasured as a function of wavel ength. Data
is encoded in spectral features that are not distinguishable by
t he naked eye; hence, a machine is required to neasure the
spectrum which is in itself a security advantage over UPC or
ot her barcodes. The tags are nade fromsilica (SiQ), which is
generally regarded as safe (GRAS), and in commbn use as an
i ngredi ent in many consumabl e products. Because it can be easily
derived frompure silicon, the wealth of know edge gained in
silicon processing over the past 30 years can be | everaged in
the controlled production of silica. Recently, a new nmethod of
processing silicon wafers into thin, porous silicon filns with a
controll able density of enbedded pores has been devel oped under
license to CBI. [5] This process allows control of the optical
properties of silicon films, which carry over into the optical
properties of the silica filns obtained through oxidation.

Porous silicon filns are made by acid-etching a silicon
wafer in the presence of an electric current. The etching
process creates small pores in the wafer that can be controlled
as a function of depth; size and density nodul ation is achieved
by controlling electric current density with tine. Although the
si zes of the pores vary, over a w de range of current densities
the pore size is nmuch snmaller than the wavel ength of optical
light. By nodul ating the pore density as a function of film
depth, the index of refraction of a porous silicon filmis
simlarly nodul ated. Thus a unique spectral ‘signature’, or code,
can be assigned to a nmultitude of inexpensive silica tags
derived fromthe parent film The film as thin as ten
m croneters, is robust enough to require no substrate. The
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conbi nati on of comon processing techniques and mnimal materia
usage allows these filns to be produced at very |l ow unit cost.
The information is encoded into the depth of the film so the
filmcan be divided into nunmerous small tags (tens of

m croneters in lateral dinension) wthout any |oss of
information, further reducing cost. These tags can be

i ncorporated into a producer’s nmanufacturing validation process
and applied as part of standard solid-drug coatings.

The tags have a denonstrated i nformation capacity of 20
bits with the potential to growto 80 bits - on par with
standard UPC codes - as industry security needs evolve. It is
not proposed these tags carry all necessary track and trace
docunent ation, but rather sufficient information to be used in
the critical step of authenticating the drug. A portion of the
information capacity can be dedicated to error correction for
robust ness and encryption for security. Additionally, each tag
can reference a | abel in a cryptographically-secure database,
where additional information about the itemcan be stored as
desired, such as a link to a secure e-pedigree track and trace
system

Porous silica mcrotags offer a range of advantages over
exi sting security solutions; this originates in a nunber of ways.
Because an optical spectroneter is required to observe the
encoded signal, the barrier to decoding the signal, and even
nore so reproducing it, is nmuch higher than with a barcode.
Layered security schemes can include both a code on the
packagi ng and a code stored in a silica mcrotag on the contents
and conmbined in what is known as a cryptographic hash. [6] A
hash violation would result if soneone either tanpered with the
packagi ng code or swapped the contents. There is the added
possibility for devel opment of a spectroscopic watermark that is
not obvious and difficult to reproduce. Hence the security of a
porous silica mcrotag identifier can be scaled to suit specific
product needs.

Since the mcrotags are encoded with information purely in
their depth, rather than along their surface, they can be broken
into pieces, with each piece still containing all of the encoded
information. This makes porous silica mcrotags suitable for
forensic applications, where the tag may be subjected to rough
handling. As long as any piece of the tag can be recovered, the
information is not lost. So even after the use and di sposal of a
product, in all but extrene situations a silica mcrotag may be
expected to survive. This is in contrast to RFID, which requires
internal electrical connectivity, and UPC codes which require
that the surface of the code remain intact.
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In addition, the tags may in sone circunstances be m xed
into an ingredient prior to manufacturing a product, so the
potential exists for forensic recovery. Such a system could be
useful in products with high resale value to ensure authenticity,
or in the case of a product recall.

Concl usi on

CBl believes that its mcrotag technology will be an
i nportant supplenent to other techniques and technol ogi es
designed to secure the prescription drug distribution chain from
counterfeit, diverted, and unsafe or ineffective products. For
this reason, the technol ogy should be included in the standards
whi ch the FDA is devel opi ng pursuant to Section 913 of FDAAA
CBl stands ready to assist the agency in anyway possible as it
carries out this responsibility.

Respectful 'y subm tted,
M chael O Neill, PhD

Chi ef Technol ogy O ficer
Cel | ul ar Bi oengi neering, Inc.
1946 Young Street, Suite 480
Honol ul u, Hawaii 96826

(808) 949-2208 x113
nmonei | | @el | ul ar bi oengi neeri ng. com

REFERENCES
[1] World Health Organization, Fact Sheet No. 275, Novenber 2006.

[2] J. Harper, J. Mrris, G Satchwell, P. Stevens, D. Taylor, M
Trenmbl ay. Coi ncidence or Crisis?, Stockhol m Network, UK, 2006.

[3] Organization for Econom c Cooperation and Devel opnent, The
Econom c I npact of Counterfeiting and Piracy, 2007.

[4] New York Tines, Free Trade Zones Ease Passage of Counterfeit
Drugs, Decenber 17, 2007.

[5] S O Made, M S. Yoon, K H Ahn, M J. Sailor, Porous
Silicon Photonic Crystals as Mcrocarriers. Adv. WMter., 2004.
16(20): pp. 1811- 14,

[6] N. Ferguson, B. Schneier. Practical Cryptography, WI ey,
2003.

Page 8 of 8



