UNITED STATESDISTRICT COURT
DISTRICT OF MINNESOTA

United States of America, Crim. File No. 01-221 (PAM/ESS)
Raintiff,
V. MEMORANDUM AND ORDER
Dde Robet Bach,
Defendart.

This matter is before the Court on objections by both parties to the Report and Recommendation
(“R&R") of Magidrate Judge E.S. Siearingen dated October 24, 2001. Inthe R& R, Magidrate Judge
Swearingenrecommends suppressing evidence obtained pursuiant to awarrant whichwasfaxed to Y ahoo!
Inc. (*'Yahoo™) and evidence obtained pursuant to awarranted seerch of Bach' sresidence. The Court must
conduct ade nova review of any portion of the Magigtrate Judge' s opinion to which spedific objectionsare
made. 28 U.S.C. §636(b)(1). Based onareview of the record and the submissions of the parties, the
Court afirmsthe R&R in part and reversesit in part.

BACKGROUND

The spedific facts in this case are throughly laid out in the R&R. The Court adopts the R&R's
factud findings and need not repeet them here. It is sufficient for the purpases of this Order to note that
on August 7, 2001, through a grand jury indictment, Defendant Dae Robert Bach was charged with
possession, trangmisson, recelpt, and manufacturing of child pornogrgphy. Theevidence gathered againgt

Bach was obtained in threeways: (1) an October 11, 2000, letter sent by Sgt. Brook Thomas Schaub of



the City of Saint Paul police department to Y ahoo requesting thet Y ahoo refrain from deleting any incoming
or outgoing e-mail messages from Bach's email account; (2) a seerch warrant from a Ramssy County
Didrict Court that wasfaxed to Y ahoo requiring Y ahoo to send Schaub information about Bach's Y oo
account; and (3) asearch warrant from Hennepin County Didtrict Court dlowing Schaubto seerch Bach's
resdence.

Bach filed a mation to suppress the evidence from the Ramsey County and Hennepin County
search warrants on Sgptember 25, 2001. In his reply memorandum, Bach dso requested thet the Court
suppress evidence obtained by Schaub's October 11 |etter to Yahoo. The Magidrate Judge regjected
Bach’'sdaim that Schaub’s October 11 letter condtituted anillegd saizure, but granted Bach’smoation to
suppress evidence from the Ramsey County warrant. Because the evidence from the Ramssy County
warant was suppressed, the Magistrate Judge presumed that evidence from the Hennepin County warrant
should aso be suppressad under the “fruit of a poisonous treg’ doctrine. Bach now objects to the
Magigrate Judge s ruling regarding the October 11 letter and the narrow grounds on which hismoation to
suppress was granted. The Government objects to the Magigtrate Judge s suppression of evidence from

the Ramsey County warrar.

DISCUSSION
A. Bach’s Objections

1. October 11 L etter to Yahoo

Defendant Bach contendsthat Sgt. Schauby' sOctober 11 | etter to Y ahoo condtitutesasaizure that

should have been accompanied by awarrant. 18 U.S.C. 8 2703(f)(1) Satesthat “[a] provider of wireor
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dectronic communication Sevices or a remote computing sarvice, upon the request of a governmentd
entity, shall take dl necessary Sepsto presarve records and other evidence in its possession pending the
issuance of acourt order or other process” The Court agrees with the Magigtrate Judge thet under this
section, an officer need not issue awarrant before requesting that a service provider retain evidence. In
addition, the officer need not limit a request to a certain number of days. See 18 U.S.C. § 2703(f).
Schaub’s October 11 request to Y ahoo satisfies the requirements of the satute and therefore withstands
Bach'schdlenge

2. Ramnsey County Warant

Bach argues that the R& R migtakenly limited the reasons for suppressing evidence obtained from
the Ramsey County Warrant. Bach contendsthet there arethree additiona reesonswhy theevidencefrom
that warrant should be suppressed: it lacked probable cause, it lacked particularity, and it was based on
an uncondiitutional Satute.

Contrary to Bach' sassertions, however, the Magistrate Judge correctly found thet probable cause
exiged for the issuance of the warrant. Probable cause exigsif thereisafair probahility thet evidence of

acaimewill befound. United Satesv. Hartje, 251 F.3d 771, 774 (8th Cir. 2001). Inthiscase, Schaub

presented the Ramsay County judgewith atranscript of aninternet “ chat” between AM, aminor, and Bach
inwhich Bach asked to sse AM “again.” Combined with the evidence gleaned from Schaub' sinterview
with AM, the Ramsey County judge hed sufficient probable cause to issue the warrart.

Bachd o faled to show that the warrant lacked particularity. A seerch warrant mugt particularly

describe the place to be search and the things to be seized. Mayland v. Garrison, 480 U.S. 79, 84




(1987). Inthiscase, thewarrant adequately described Bach's'Y ahoo account asthe place to be seerched
and emall and Internet Protocol addresses asthe things to be saized.

Findly, Bach failed to show that section 2703 is uncondtitutiond under the First, Fourth and Fifth
Amendments. Bach's Hrst Amendment chalenge fails because child pornography is not recognized as

protected speech. New Y ork v. Ferber, 458U.S. 747, 764 (1982). Bach' sFourth and Fifth Amendment

chdlengesfall because communications may be searched without vidlating the Condtitution o long asthe
officer obtainsalegd search warrant. 18 U.S.C. 8 2703.

B. Government’s Objections

The Government objectsto the R& R, arguing thet the evidence gathered from the Ramsey County
warant should not be suppressed. The Court, however, agrees with the Magidrate Judge's
recommendation to grant Bach's moation to suppress this evidence because the Ramsey County warrant
was improperly executed.  As the Magidrate Judge points out, “[tjhe manner in which a warant is
executed is dways subject to judicid review to ensure that it does not traverse the generd Fourth

Amendment proscri ption againgt unreasonableness” Hummd-Jonesv. Strope, 25 F.3d 647, 650 (8th Cir.

1994) (atations omitted). Although the Ramsey County warrant was not rendered unressongble by the

mereassigance of Y ahoo employees, see, eq., United Satesv. Schwimmer, 692 F. Supp. 119, 126-27

(E.D.N.Y. 1988) (upholding asearch executed by acivilian computer expert), 18U.S.C. 8 3105 requires
thet an authorized officer be present and acting in the warrant’s execution when athird party assdsina

search. In this case, Schaub was not present and acting in the warrant’ s execution when the Y ahoo



employess searched and seized information from Bach' s'Y ahoo account. Schaub’ sabsencerendered this
search and saizure unreasonable!
The Government essentid arguesthat section 3105 does not gpply to Seate officersexecuting dete

warrants when there was no federd invalvement. See Statesv. Applequid, 145 F.3d 976, 979 (8th Cir.

1998) (“Only the Fourth Amendment governs the suppression of evidence saized by date and local
officds’). Because the Magigrate Judge found that under the circumstances in this case, it was not
unreasonable for Fourth Amendment purposesfor Schaub to execute thewarrant by fax, the Government
contends that the evidence from the Ramsey County warrant should not be suppressed for aviolation of
section 3105.

This Court disagresswith the Magigtrate Judge to the extent that he determined thet the execution
of the Ramsey County warrant was reasonable under the Fourth Amendment.  While date officers
executing aSate warrant without any assstance from federd authorities may not be required to comply
with section 3105, protections andogous to those provided for by section 3105 exist under the Fourth

Amendment. See Ayeni v. CB.S. Inc,, 848 F. Supp. 362, 367 (E.D.N.Y. 1994) (noting that section

3105 was enacted as a codification of the Fourth Amendment requirements for lavful seerches and
sazures).  Contrary to the Government’s contention, the court in- Applequig did not disagree.  In
Applequig, the court merdly hed that the fact thet reporters were dlowed into the defendant’s home to
videotape sazed drugswas not sufficiently unressonableto judtify suppresson becausethe otherwisevdid

search was dready completed. Applequis, 145 F.3d a 979. Thereisnathing in this halding to suggest

L Without reciting the Magistrate Judge' sthorough statutory analysis, the Court agreesthat section
2703 is not an exception to and does not provide for an dternative mode of execution from section 3105.
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thet the protectionsafforded by section 3105 areentirdy absent when sateofficersare conducting aseaerch
based on a date warrant.  Indeed, the requirement that an officer be present and acting in awarrant's
execution when athird party isasssting the officer hd psto effectuate the fundamental Fourth Amendment
protection againg generd searches and saizures.

In reaching this condusion, the Court is mindful of the fact severd courts andlyzing dete Sautes
that are andogous to section 3105 have recognized that “[d)lthough adequeate police supervison ensures
thet thewarrant is properly executed and its scopeis not exceeded, thereguired leve of supervisonvaries

depending on the dircumgtances”  Commonwedth v. Shordone, 678 N.E.2d 1184, 1189 (Mass. 1997).

The circumdtances of this case, however, do not justify Schaub’s choice to fax the warrant to Y ahoo and
dlow Y ahoo employees to conduct the search and seizure without any supervision or indruction. Police
officers have taken an oath to uphold federd and sate Condtitutions and are trained to conduct a search
lanfully and in accordance with the provisons of awarrant. 1d. Civilians on the other hand, are nat
subject to any sort of discipline for falure to adhere to the law.  In fact, an internet service provider is
immunefrom suit Solong asit isproviding assgancein accordancewith theterms of awarrant. 18U.S.C.
§ 2703(e). Without an officer presant, this conditiond grant of immunity may become an irrefutable
protection for internet sarvice providers to conduct searches that traverse the dearly defined limits of a
warrant. Intheparticular context of thiscase, therewereno ssfeguardsensuring that the Y ahoo employees
conducting the search and saizure of informetion in Bach's email account were cautioudy abiding by the
tams of the Ramsey County warrant. Accordingly, the execution of the Ramsey County warrant doesnot

pass condtitutiond mudter.



The evidence gathered pursuant to the Ramsey County warrant must aso be suppressed under the

rde established in United States v. Moore, 956 F.2d 843, 848 (8th Cir. 1992). In Mooare, the Eighth

Circuit determined that when date officids, acting without federd involvement, saize evidence that is
eventudly used in afederd prosscution, the date offidds must comply with both gate law and Fourth
Amendment search and saizurerequirements. 1d. Like federd law, Minn. Stat. 88 626.13 and 626A.06
require thet alaw enforcement officer be present at the execution of awarrant. Accordingly, Schaub's
absence during the execution of the warrant violates Minnesotalaw.

The Government contendsthet it isimmeteria whether Schaub violated Satelaw becauseevidence
saized by datedfficersin conformity with the Fourth Amendment should not be suppressed inasubsequent

federd prosecution. See United Statesv. Bieri, 21 F.3d 811, 816 (1994) (quoting Moore, 956 F.2d a

847). Alternativdy, the Government contends thet even if Schaub violatied Sate law, Suppresson is not
proper unlessthere is a finding thet the violation resulted in prgudice or ddiberate disegard of the rule.

United Saesv. Young, 129 F.3d 439, 443 (8th Cir. 1997). In essence, this second argument didtilisto

adam that Schaub' sabsence when thewarrant was executed amountsto ameretechnicd violation of the
law which does nat riseto the level necessary to judtify suppression.

The Government’ sfirg argument fails because, as has been discussad, Schaub' s absence during
the execution of the Ramsey County warrant violated the Fourth Amendment. It isworth noting, however,

that the Government’ sexpangverreeding of Bieri and Mooreisaso untenable. Asthe Eighth Circuit noted

inMoore, the generd principle that evidence obtained by ate officersin violation of gatelaw should not
necessily be suppressed is “based on the proposition that, * Sates are not free to impose on Federd

courtsrequirements more grict than those of the Federd lawsor Conditution.”” Moore, 956 F.2d at 847
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(quating United States v. Combs, 672 F.2d 574, 578 (6th Cir. 1982)). Here, sections 626.13 and

626A .06 do not impose reguirements more grict than those of federd law. Infact, these sectionsimpose
requirements identica to those imposed on federa authorities under section 3105, a section which is
codifying the reguirements of the Fourth Amendment. Accordingly, Schaub' svidlaion of Minnesotalawv
renders the evidence suppressble.

The Government’ srdiance on Y oung is dso unavaling. The court in Y oung remanded the case
so thet thedigtrict court could determinewhether officers ddiberatdly vidlated an Arkansasrule of crimind
procedure. At mog, Young sands for the unsurprisng  propodtion thet the violaion of certain Sate
procedures during the execution of awarrant only judtifies suppresson whentheviolaionisddiberae. In
the present case, there is no question that Scheub intentiondly faxed thewarrant. Not only was Schaub's
action ddiberate, but it is disngenuous to characterize his absence during the execution of the warrant as
ameretechnicd vidation of thelaw. Schaub's presence was indigpensable under both sate and federd
law.

The Government condudes by abjecting to the R& R on the groundsthat suppressonisunjudtified

in this case because under United Statesv. Leon, 468 U.S. 897, 921 (1984) Schaub acted in good faith

rdiance on the warrant when he faxed it and that, in any event, suppression is unavailable under the
Electronic Communications Privacy Act (“ECPA”), 18U.SC. § 2701 et seq. See 18 U.S.C. § 2708
(“The remedies and sanctions described in this chapter are the only judicid remedies and sanctions for
noncongtitutiond violaions of this chapter”).

The good faith exception of Leon, however, does not goply in this case becausethe warrant itself

wasnat defective. Rather, the execution of thewarrant by Schaub was defective, and thereisno argument
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that Schaub reasonably relied on the expressterms of the warrant when hefaxed it to Yahoo. Fndly, the
Court adopts the finding and reasoning of the Magigtrate Judge with regard to the gpplicability of section
2708. Because Schaub's absence when the warrant was executed amounts to aviolation of both federd
and date law that implicates the Fourth Amendment of the Condtitution, Schaub's absence cannat be
deamed to be a“ noncondtitutiond” violation. Accordingly, section 2708 does not gpply to thiscase.

C. Hennepin County Warrant

Conduding that he did not have sufficient evidence to decide the issue, the Magidrate Judge
presumed thet evidence obtained from the Hennepin County warrant would be suppressed by way of the
frut of the poisonous tree doctrine. The “fruit of the poisonous treg’ doctrine requires suppression of

evidence obtained from conditutiond violaions. Wong Sun v. United Siates, 371 U.S. 471, 488 (1963).

| ndetermining whether the evidence condtitutesthe“fruit of apoisonoustres” the court primarily examines
whether it islikely that the evidence would have been dbtained in the absence of theiillegdity. 1d.
Inthiscase it isvery likdy that Schaub would have obtained the Hennepin County warrant even
without the evidence procured through the Ramsey County warrant. There was independent probable
cause for the issuance of the Hennepin County warrant. Schaub obtained Bach's home address through
an adminidrative subpoenaisued to another internet sarvice provider. Bach hasraised no chdlengesto
this subpoena or to the information that was recaived from thet subpoena. With an address in hand,
Schaub hed dl of the information thet he nesded to request the Hennepin County warrant. This warrant
was essentidly based on the same st of facts as those that provided probable cause for the Ramsey
County warrant. Theonly arguablereason for suppressing information gleaned from the Hennegpin County

warant is that this warrant dso authorized the authorities to search for child pornography. Schaub's
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afidavit, however, mekes it dear that based upon his 23 years of experience, child pornography is
frequently associated with the enticement of children ontheinternet. Based on thisaffidavit, the subscriber
information obtained fromthe adminigtrative subpoena, and the other evidence used to estblish probable
cause for the Ramsey County warrant, the judge isuing the Hennepin County warrant was judtified in
autharizing authorities to search Bach's residence not only for evidence associaed directly with the
enticement of children but dso for child pornogrgphy. Thus, the evidence obtained from the Hennepin
County warrant should not be suppressed.

CONCLUSION

Pursuant to statute, the Court has conducted a de novo review of the record. 28 U.S.C.
§ 636(b)(1); Locd Rule 72.1(c)(2). Basad on that review and dfter carefully reviewing both parties
objections, the Court adopts in part the Report and Recommendation (Clerk Doc. No. 20) as st forth
above.

Accordingly, IT ISHEREBY ORDERED tha Defendant’s Mation to Suppress Evidence
Obtained as a Result of Search and Seizure (Clerk Doc. No. 10) is GRANTED IN PART ad
DENIED IN PART asfdlows

1 Evidence obtained as aresult of the Ramsey County Warrant is suppressed; and

2. Evidence obtained as aresult of the Hennepin County Warrant is not suppressed.

Dated: December 14, 2001
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Paul A. Magnuson
United States Didtrict Court Judge
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