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Enhanced Tabletop Exercise, Security Breach, Witness Account Scenario

Scenario #2

Background:  It is August in Zenith City, and the hazy heat has left many residents feeling lethargic.  However, the city is hosting its 20th annual fair and many residents are taking advantage of the rides, exhibits, contests, games, food, and entertainment that it offers.  The national threat level is yellow.  The city has recently increased its visual inspections of the water distribution system’s key components based on both the threat level and the presence of the city’s fair, which draws many non-residents to the city.

The Event:  On July 27, painting contractors hired by the Zenith City Water Treatment Plant finish painting the Strawberry Hill Standpipe.  One of the painters takes off his latex gloves and throws them down on the platform at the top.  He changes out of his painter’s suit, packs up his gear, and descends from the top of the tank to catch a ride home with his workmates, leaving the latex gloves behind.

Early in the morning on August 2, a couple of acrobats performing at the fair decide to scale the fence at the water supply tank located near the city fairgrounds.  One of the acrobats, dressed in a white outfit, throws a grappling hook attached to a climber’s rope up to the water tank’s ladder.  He successfully climbs up to the catwalk platform at the top of the tank.  He then proceeds to pick the tank hatch’s locking mechanism.  After successfully breaking open the hatch, he repels down the side of the tank and flees the site.  The perpetrator’s acrobat counterpart videotapes the entire stunt.

Later that morning, a water utility inspector making her rounds notices that a hatch is open on the top of the Strawberry Hill Standpipe.  There are no other indications of a break-in at the tank.  Thinking a fellow employee must have accidentally left the hatch open, she unlocks both the perimeter fence and the ladder guard to gain access to the tank.  After climbing the ladder to the top of the tank, she notices a pair of latex gloves lying to one side of the open hatch, wedged into the platform grate.  Not expecting this, she decides to descend from the tank to call her utility manager to report what she has found.

The Results:  The emergency rooms around the city note a rise in visits from people from all parts of Zenith City who are complaining of gastrointestinal illness.  It is speculated by the media that the illnesses might be related to the security breach at the water tank.  The true source of the illnesses is foodborne.  The concessions at the city fair were serving improperly preserved food to the fairgoers of Zenith City.

