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L. Requester identification

Surname* Levilain

| Firstname*  JGTIVED
Organization / Company

Position in the organization

Email address*
Phone number
Personal contact ?

II. Vulnerability reporter identification?!

Guillaume
Organization / Company il =
Position in the organization Intern (april to july 2015)

Email address*
Phone number
Personal contact ?

III. Vulnerabilities listing

A. Structure problems

STRUCTURE
RETEEN Project Poppler

Evince
3.4.0 (Linux) using libpoppler 0.18.4

-

Denial of service
NETEETRETIEETEMN (The program will consume a lot of CPU or crash.
Local

[Accesscomplexity IR
None

! The person who has discovered the reported vulnerabilities
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Confidentiality impact None

Integrity impact None

Availability impact Complete

Indications to trigger the Open the malformed file.
vulnerability*
_

CVE request*

B. Name lax interpretation

Vulnerability identifier* NAMES

Project poppler
Relevant product(s) *
Relevant version(s) * 3.4.0 (Linux) using libpoppler 0.18.4

Description *

Class of vulnerability Rendering error

Access vector Local

Low
None
None
Partial
Partial

Indications to trigger the Open the malformed file.
vulnerability*
e T

CVE request*

C. Generation number lax interpretation

Vulnerability identifier* (GENERATION

Project Poppler

Relevant product(s) * Bvinee
Relevant version(s) * 3.4.0 (Linux) using libpoppler 0.18.4

Description *
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Class of vulnerability Rendering error

Access vector Local

Access complexity ow

Authentication None

Confidentiality impact None

Integrity impact Partial

Availability impact Partial
Indications to trigger the Open the malformed file.
vulnerability*

CVE request*

D. Number lax interpretation

Vulnerability identifier* NUmMBERS

Gnome Project ? Project poppler

3.4.0 (Linux) using libpoppler 3.4.0 (Linux) using libpoppler 0.18.4
0.18.4

Description *

Class of vulnerability Rendering error

Access vector Local

Access complexity Low

Authentication None

Confidentiality impact None

Integrity impact Partial

Availability impact Partal
Indications to trigger the Open the malformed file.
vulnerability*

CVE request*
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