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2. Apt-Get

apt-get B2, |28 £zmES o] 3749 X, ERAFHE £z ES o] 749
Qaelols, 374 5% Qe 2o Qe s, Tel3 A o] AR $HE A 2T
Ao ol =EE 3 3F+= - F 2] Advanced Packaging Tool (APT) o] AF-&5 =

A Y ol-2hl =7 duh

W3 Yelol-vhel BTN, apt-get & A Bel S 9 3ho] ST ol A
A8 S gl T 714 Bl =S s B FEL AT dsuh
o8¢ A e B /A& e v AR SSH)E 944 A8 F 5 9l 23} cron
~AEY FRE ) 3 AFH B 5 YEE ALY Bel 23PEM S 5
sicke 2 gyt

apt-get 2 2| ]9 E 7}A] & LI A o=

Os71 7] A2): apt-get & AF-&3ko] 5 7] 2 & A A 8= AL o} 74k ) o] &
So, Y=g 3 219 nmap & AA 3, 2L AL Pk

sudo apt-get install nmap

O=i 7] A] 2FA): 9 7] 2] (2) 2 AHA 8t= _T’_ 2}
ol oA A A5 | nmap 37| A E AA S, ES 4F FUth

sudo apt-get remove nmap
Q HEAIA
-
O

0071 2] A~ Julo] £: APT 7] 7] <1¢)
A AL A AL 7F53 7| A S B4 A
I MAE Aoz 24 (o8& AF
AdolE e d, oSS 98 sk

= /etc/apt/sources.list I L of] A A H
QA Tl ol Bpull o] & Y T A Aol
gl 2739 &) 712 dg A~ E

sudo apt-get update

Tk 9| 7] R 7 2 o] = Fofl o 25 & 9| 7| A& A A 5} A L AL A B 2 0]
g g 8, 2212 upgrade o] o] sto] 28 o] = = A YT o] s
A1 o] =& 95, dist-upgrade & =S A5 2o B8 FTh
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5 ) dist-upgrade .02 o] 5] F-% AW AAE Sl vl Ao
geNRos gadels ¥4

LTSHACZ dadg ot s, ¢4 o8& 7&—?—-’%5 9] /etc/apt/sources.list J]—C’]
o] 71&9] 5.10 A ZF4A = 6.06 LTS A F4A 2 A 5t= AL SAlsta, 99
173 gk apt-get update 8 32 2td3] Y5t vpx|uto 2 Az 1 ol=+

e B 9Yshe 02 £9T S A&k

sudo apt-get dist-upgrade
BE A dadel=o 28
MAdez gade=g A 4y
s A dadol = 3wz

apt-get § 2 2] 9=, = 97| X 9] A X9} AHA| 9 2, /var/log/dpkg.log =1
5ol 7] = o] Fuch

APT AHgol theh o W2 A H =, 349 3wl v F APT AR&AE A F A

[http://www.debian.org/doc/user-manuals#apt-howto] & ¢} A} t}2< 4 &
3414 2
apt-get help
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3. Aptitude
Aptitude = w5 ®}4] o] 11, Advanced Packaging Tool (APT) A| 2~ ®l o] &l A~E 7]u}
ZE2EJE JUTh A XA, AA, 283 Jad o=t 22 w2 dutA <l 3 7] A

2] 7152 Aptitude ol M= G L 7] M9, BE 2 EAE AHE St 3 4

A=yh
Aptitude = 229 37 o] o} Eln|d Ao A W] 7)o BAS /)5S
SA15}7] 915 AFg St 71 2 5T ul ALE AR By 28 e A

>, rz
o

et
e
30

xf>

L
o

U9l @<= ¥t Aptitude £

sudo aptitude

Aptitude® A 48}, o] 2] 2.2 34w o] 714 9ol vl Beh S, 2 vy o] Lol
Ao BE e WA FUTh %] BE FL A 974 o AAH A ke 77 A
922 WA BHE AGULE okl £E 3L o749} 3714 R BAH
BRE AT,

s 712 A ): =i 7] A £ , A
AL, A E S0, 7111“:-4 Si‘r*aﬁ—i 7] 2} ENTER 7] £ AH-§-5F
0}—415’1 A& AH ) !

o lo [m
>
>

o 1%
i)

w2
2
-
5]
o)
::

A= g U,
Osh71 2] A 5471 A & Al 512w, 445 717 B5E 5
97813, ol & Sol, 7| R =] 544 % 7|9} ENTER 7] & A%
d—ﬂﬂl% o g o, A S S w714 o) e
H71A L5 $54 02 Aol 1L, o] 28 A% )

ﬂ%&o&%ﬁiﬂlaﬂgﬂ%
oot} H79 B zEmEE ®wA P
Elﬂ%@a o A}
EEEERE R
E oA ENTER 7] & &

sto] 9} 7] 4] o]
3o, A 317

Bl o r
ENTER 7] & gTﬂ AT ZE2ETEE
root7} FUth vl go g g 7|5 3t
ZEmeg A U AL =82
AHA 7} A2 U T,

U 2 o
N



71 Y& root7} H 7)Y 2 EES Eﬂl 2 14 t}. ENTER 71-3—

FEWAAS ZFZES BAFHID, 29 AR HEE Y3t root7}
AUtk s 7] 2] A2 E e o] EdlE o] A2 PGUth 22N AE ZUW 7] H8)
W wty] gl go] Hojd uj] &2 = FZEA ENTER 7] & =5 Uth

O 712 Gadlel=: s 7| A& Jad ol = dted, ol At 7] 2] A A9
AU EE WA 345 3t BE JAd o= 7538t 7| X & EA|3H7] 9] 3
U 71 & 5 Ut oAl 7] 2] 52 8 ¢k& Hol7] Hal g 71 FHYth
A st g 71 € 2, AXE EW7] Y&l root7} H 7|9t 2 FZEE HA
Huth o229 AHE A ¢S5 Yl root7} F YT wupxeto &2, 3j) 7] 2] <

o =5 Uth A< 2 F5 2 E A ENTER 7] &

W71 & flstodg 7€ &
=21, 371 x 9] g ol=7}

A% L1 Fo) 5)7) 74 BSo] Kol AR R FHH)L, 7142 AR Feh S
72 £Zof AA| ol Aol 37X A E 71& ke AL THe o 715 AHE
dytt

Lli: A A9 3 7] A

Oe: A A= A ¢4 3 7] ] o] A vk, A A o] Al2~Hlof] o}l 3 7] A

Op: Al =" ol A 7] 53] 24A1 = 3 7] A]

Clv: 7Hd 3 7] A

OB: &34 3 7] A]

Ouw: =23 9, 22 op7] A4 o] ka3 7] A

IC: 9kE A8 g - Aol sl X+ Zo] 2%

CIH: ¥EE A2 - AHA| 7 A o skl 2] = A o] F 39

AptitudeE F 8329, 21d3] q 718 P21 R A& B Fuch g

T2 7] -2 Aptitude Hl 7ol A F10 7] & 8 B4 5 d5Uth
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4. A }-]

Advanced Packaging Tool (APT) A| 28] 2] &4 of th 3t A QL&

/etc/apt/sources.list 44 s} Lof] A Futh of 7]of] F23= AL I 3tP o] st
of o]z, I st A A FAE F7FEE ARl SE 2o the BEE Kol S

Here [../sample/sources.list] = 73 & 9l /etc/apt/sources.list I+ L 2] 7+t

QU

FAE ST =S435 o7 Aot 2 ad S dRlE 5
uu} o & Eof, 7| 7] A of] T 3t 5 ZF o] dojd ufjuir} SEF CD-ROM ]
*J?J o] g3 A

A

)5 AgE = 432 gk

# no more prompting for CD-ROM please

B ZA S A7) 8 E, 2 9D o] w9 o Ho]A]=, CD-ROME

# deb cdrom:[Ubuntu 6.06 _Dapper Drake_ - Release i386 (20060329.1)]/ dapper main restricted
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../sample/sources.list

5. 37} A%bx
FEFE o] FAAH R AAH = ;A AL e, AAE AT A
M7= 7hs s 71 A& 7kt AR UEZF Belets F7HE A A7)
AsUrth 7Hg &1 F 7FA] 3744 Q1 A4 +=, Universe 2 Multiverse 7] g4
AUt o] AZASL FEF ot FAA R Ao H& AL oty
JejaR 7R Ao g GAsE o QA AT 2AES AR o 2L
w5 AFEHANA FASA ARG A= HINAE AF FUT

)

Multiverse A g4 W] 7| A 5-& 5 A &G A A2k 3 v £5h+=
]

AL = AR S 7Y ZAE 7HA AL QLa1, A2 A Gof upet B Y
TE A5y
o Universe &=+ Multiverse A g4+ 5414 2 2 A Q5= H 7| A& 7HA 1L
A G2 TLFU EF A=, T g7 A2 A HS FHlo|EV}
e TE AdFYTL
B2 e 7)1 A] &A% AMS 7he s, i 2= shhe] =2 30 7k Rte) of 5
As= = W7 A 229 B35, 22 3t s 7] A vk A A o] Al g3t A=
AsUTH A T 2E3E A 942 97 A AAE AT wf =, AR vl
24k FO) & 7ok YT 2 AHY 37 A] Aanet 15 37 A= o™
SHAAME AHEY A2HS BEAAA AU E= 52484 =5 T
Rov g HAAE 7] Aol AA} 37| A E ZRAXHA ZAR] HAA L.

o

Universe 2} Multiverse & 4 & AM 71531 A 318 W, /etc/apt/sources.list 3} Y =
AR Aol QB G 2] FAL A Pk
# We want Multiverse and Universe repositories, please

deb http://archive.ubuntu.com/ubuntu dapper universe multiverse
deb-src http://archive.ubuntu.com/ubuntu dapper universe multiverse

5.1. 3=z

AAa 27 ASE (S EE 7))

[https://wiki.ubuntu.com/AddingRepositoriesHowto]
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HESNF

LY EYT HA

SFEEE=AJHEUEYI AXE LAAST A= 2 7HA 2828 fE e g E Al
Ut} o] A= AW FEXE 98] FAE A HE o] 2ol A o BlE 2]
UEYIE Helstes 2ol 53 Fth

1.1. o] Ul
) 252 o] T Ul A 72 /etc/network/interfaces 3} 3FLtol] 543} = A5 U T
tkek o gjR o] o] LUl FA|E 7FHA] AL Y A] i, o] 3o+ 2 & loopback
QeI F o] ATt B Y Aol1, TAL Tk T HSEA Y AUtk

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

# The loopback network interface
auto lo

iface lo inet loopback

address 127.0.0.1

netmask 255.0.0.0

ghok ol g Ho] © & Fhte] o]yl ], eth0S 744 31 9131, 272 o] DHCP
Aujol A A& 7HA L FE Aol 2b5 0 2 Setetol Snt, th o] F £l
Hei Al 2ol B8 Ik

auto ethO
iface ethO inet dhcp

R A S eth0 FH 7} o 2 ol R8-S T ) 45502 Lershol Bris A S

2174 Utk F WA =2, QB o]~ (“iface”) eth0= [Pv4 4 2| A S (IPv6

A2 E 9314 = “inet” & “inet6” 2 A &) 7}A 2 DHCPO A AAE A o2 1
Aol A2 7HA oF Stk AE, 91| Futh o 22 v E9 =22 DHCP A ¥ 7}
ut2 A AAEH IS 7HE kAL, o] 71 A HEY = SutE A 5 2317] 93]

O o] 4o AR5 FRE &4 g5t DHCP A = 7] A7 A o] E4] ©](route
H &S F3ho] o] Y H =), A2 IP T4 (ifconfig H 2 5314 o] =), 18|12
U E Y = Aol A AHE-5 = DNS X ¥ & (/ete/resolv.conf 3+ of] o] F = =) |5 Tt

o212 o]l FAE 17 IP a9} of e ol e RGO AAS A,

2 712 AR 7Y 22 shurth ethl %] ¢) 192.168.0.2 1P 45, dvlAQl
255.255.255.0 netmask e} A A A 57| S W3ttt A ZHel Byt of g2 o] &
A AolEg o]e IP F4=192.168.0.1 & U T} /etc/network/interfaces 3 of] T}-2-37+
2ol e P

iface ethl inet static
address 192.168.0.2
netmask 255.255.255.0
gateway 192.168.0.1
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HEHT

3
ok
rlr
MY,
©

7dF-oll &=, /etc/resolv.conf 3L of] o] 2] H 2] DNS AHE 502 XA
B33, o AT % AUtk
search mydomain.com

nameserver 192.168.0.1
nameserver 4.2.2.2

search A A| 2k o 229 VM EY T 9] o] FS 237 A A =& T o
mydomain.com< 22 E o] F A ojo 74t HUt ol & S0, Wef o2 Ze
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H 7 H Yt} nameserver A A A= T AE o] 52 [P FAE 3 4357 9 5o
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thol 214} PPP SlE) 5] o] =, IPv6 W =1 %), VPN 37, 716} 552 £F3he
gt A E 7Ytk ¥ B A H e A AH = A9 AFYE-2 man
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A E = AR T S SE (AR B E 73vE ) A AA duth
ifconfig, route, 7 2] 37 dhclient &} 22 A5 2 o], Y& o] (FF:H = o]
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o] JALIPFAE TAE B0 2 5ohS 511 E 1 Wit = ol v AFgdhe
WA E oA AR SR o T3 AL FUTh o AL AL Shpe) v
AW 2 ojm A 2EeEA S AEeAE g

FL Jetc/resolv.conf 3L o] A DNS 9]
o A 5}4 [../sample/resolv.conf] o] o} <} 2o

search com

nameserver 204.11.126.13
nameserver 64.125.134.133
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nameserver 208.185.179.218

search 7] = B &4A T T AE o] S0 fdlo] A= xS A A ) of 7],
$8e 24 Scom oz OJT;L FasUth a8 ng, 87 e 488 o ping
ubuntu 2 ping ubuntu.com © 2 3} 4 = o] Yt}
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2. TCP/IP

Transmission Control Protocol and Internet Protocol (TCP/IP) = 1970t}

S dlof] Defense Advanced Research Projects Agency (DARPA) o] o] 3o 7l uh&
ZREZY K259 FH0 1 e $R AFEY AFE U=Y 2 o] TS
571918 2 YU ICPIIP & AL E Fuofh Yol adloz ase
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2.1. TCP/IP 47}
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Z 42 12.0.0.08 AF2ER, TIP 240 3 WA vlo] 20l 127 1AL £
SIS ). 002 LA & dAR A vl 28 b8 5
e BN AHA AUk obF AubAel A Tel 3 e Ye @
192.168.1.1003 22 IP A& AF&3= U EY T TA2E+=192.168.1.09]
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routers 2t G A Y EY I Ao B2 =7 A AL AF FYULLIP g &

7}}] =8 e 7} 215 Yt} Static Routing(% & 2}-9-¥) 3} Dynamic Routing (5 2]
9

4 e
=
ry
-
=
i)
o
[m
et
o
N
Prl"
rr
P
fifo
il
ko
fru

@ ™ (o
tu
e
=
=
2

N
-
SN}
L oo X

)
L
= 4
Uty
o [

rlr
My
flo
_N
)
Lo
>,
()
o
2
A

o
4
30,
o

i
rlu
AW
o
v
AURN
I
£
SN

)
[
=
2
RS
2~

- O
Huéi:_
dob g
o}_‘,_}]_‘
=%
o[:oH
o,
ollgg’m }1]
3 T
-

A

g flo
Ele
=2
o,
X
i)
o
of,
(o]
rte
=
o,
>
£
off
ok
B

A TP il R4 W 2K Bael A5 BIP P ES AR & FR
2y Es 20 ) £51, £4 b9 Pol A5 HES B HolBel AE 2L
Z] 8] 3}+= Router Information Protocol (RIP) 3} Z& EX3l g} 98 22 EZ S
Ag FUTH 5 SR A ool vl olel A AEL
E5S A, UEHNZ et A&} Sl 8= 5
F7tsto], BhE 7 o2 BB e EA THsd AR E 2= ale T w2,
og Hlol2o 249 44 F] FUTh o] 5L m=B Ao
TH HolEY ATt dojvte 7t AA &
A B ABH 02 U o3l 54
@5 AL AP Ao o] 5 FAY

)9} e T g AR,

—

¢

ﬂl

N
N
i)
°
v

o

¢

3|
!

P fo oo

lE Ho ot A
ol,

rlr (n rlo

2.4. TCP2} UDP
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st#, User Datagram Protocol (UDP)+=, connectionless

2.5. ICMP

Internet Control Messaging Protocol (ICMP)+= Request For Comments (RFC)
#79201 A 2] = b} Z+o] Internet Protocol (IP)2] & o] 11, Al o, ol &] 281
BE HAAE 2Fet= U EAZ A2 S A Yt ICMP+= ping 2 2] B 2+
Z2UEQI 223N ARGHIL UEYRT TAE e FA 2| AR 7<=
AR 7 JFUThICMP o3 =3 A= B 7HA ol 2] wA| A 2] o= v EH=
S AEQ} B9 9} e X B5Fo Al 783}, Destination Unreachable 3}
Time Exceeded & =3 g1t}

2.6. t| =

e AP MO o ASAH R APH = 283l thE Z 2 I A
o] Algshes 752 AT A4S 7t = S A 2" S8 22 a9 Utk
U HEE2 UENI FAL, FEF AlLH Y Wagt oA $3E =
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2 7}] o= ) AW 7% A& 5= Hyper Text Transport Protocol Daemon
(httpd), B¢+ 94 229 A3 519 AF 58S A3 5= Secure SHell Daemon
(sshd), 22|11 o™ &4 A ¥] A& A ¥ 5h+= Internet Message Access Protocol
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sudo iptables -t nat -A POSTROUTING -s 192.168.0.0/16 -0 pppO -j MASQUERADE
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99 HH L oo AbAH T4 F7Fe] 192.168.0.0/16 0] 1L A B U2 AL-&3H=
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sudo iptables -A FORWARD -s 192.168.0.0/16 -0 pppO -j ACCEPT[]
sudo iptables -A FORWARD -d 192.168.0.0/16 -m state -state ESTABLISHED,RELATED -i pppO -j ACCEPT
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sudo iptables -A INPUT -m state -state NEW -p tcp -dport 80 -j LOG -log-prefix "NEW_HTTP_CONN: "

24 NANM 2E 80 M 842 dmesg W 212 TS A1 th3 3} o]
Hd HAyth

[4304885.870000] NEW_HTTP_CONN: IN=lo OUT= MAC=00:00:00:00:00:00:00:00:00:00:00:00:08:00 SRC=127.0.0.1 [

o] 1% T3 fvar/log/messages, /var/log/syslog, L8] 11 /var/log/kem.log 3 Y o] =
e Yt o] 522 Jete/syslog.conf I+ Y & A F5HA HF 3} A L}, ulogd &
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4. OpenSSH A4

4.1. 47

FEF A A e) o] G HENE AR 44 240 A5 E

AEE 4 A 4HT =79 E5<l, OpenSSH £ 4 7] ot OpenSSH A H

Z2 A 7t E 7FA] A ghell sk A} o 2] SEF Al ol A
oydA 1AL WA= AE A Yt

OpenSSHE= AACE AFHE 2FFAV AFE 119 atd S ASsh7l A

Secure Shell (SSH) ZEEZ =759 A-FFA AT 5 Jd= WA Ut
o]yt 75 7HA = AT AU =T EE 5, telnet o]t rep 7F QA 7 K Qo)
AL A G ALEE w] AR dTE ST ES Jde HaER A5 U

OpenSSH+, o] 8 $t AF A A EFES EFH 02 YA 3F=, A o 237 Bt
do3d 94 254 9L AF 52 Vo= A= FEHRE =S AF

ot

OpenSSH A ¥ 4 8 4+, sshd o] 17, o] 3+ =
(e)
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H 4o 9 5}ol Jlolcgi ]%%1/]1‘4— 7@,%330]

smiﬂ]ﬁgzizﬂ%ﬂﬂ A& %W%@Hmm$HHﬂL°%$ﬂ

oF 2] A A& 2}7} scp & 7HA 1L OpenSSH A&
‘337%5} H, 71 OpenSSH /‘Wﬂ o2& Q5 Foll AAw e} Zeto] A E Zhell b S
3 HEAE Al ZF @Y th OpenSSHE €8t ¢S, & 70 7], 712 21 Kerberos B 2l&
Zete A 7HA A5 W= AT 5 sy T

4.2. A A

=

OpenSSH Zehol A=} A =2 13e] 41+ ek Futh S BT A2 g
SetoldE =2 ae AXsteld, the o W2 Hud ZEx e

sudo apt-get install openssh-client

o

OpenSSH A1 ¥ Z2 737} Bag s 9 92 A x5ted, oh o) e
Elug 22z oA ALE gk

sudo apt-get install openssh-server

4.3. 894
o HEL2 OpenSSH A = & 73, sshd, ¢ 7] 5 2HS /etc/ssh/sshd_config 3+ Y =
ARste 2oz AT 5 dsyth o] ahdol A AHEE = A7 A A ALl ti g
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dEE Huld ZF2E0A =] BHS st sl v solAE
HANQ:

man sshd_config
sshd 417 340l B4 443 213 2.2 5 3 =
A& U T T2 Jete/ssh/ssh_config LS AR St= Aoz HAST ¢~ = A

A A 2] o Ut

@ A4 P2 AR Aol Aol e FARR S TEal 27 A
IS BEsfope gtk 2 A dEe 2 Fam a8 4.7
A AT 5

/etc/ssh/sshd_config 3} L& B AL 27|04 A HE3ed, gu)d

zgzedA tee) BHe A8 Tk

sudo cp /etc/ssh/sshd_config /etc/ssh/sshd_config.original
sudo chmod a-w /etc/ssh/sshd_config.original

SeoeEo] MAT S g AR AN o YUk
(]l 2] &) OpenSSH7} 7| & A A E TCP ZE 22 tAl o] TCP 2 E 2222&
g8 Shel W, The 3t 2ol Port A A1 A2 W7 gtk

Port 2222
[(Isshd 7} &7 7] 7]1¥ke] 219 AF A S 523514 she H, 7he3] o] &
3 A Y ¥4 gk

o

PubkeyAuthentication yes

/etc/ssh/sshd_config 3L W ol 911, BkeF oju] QIThH, 7 E2f A 4 8] fj Al 3t =
AL 3HA A A 2

(0o & 22 OpenSSH A ¥ 7} A-2 12 Wi L1 2 /etc/issue.net 3+ L 9] | §-&
FEASH k=8, 215] o] & Yot AW WA gtk

Banner /etc/issue.net

/etc/ssh/sshd_config I+ L U o] 9l<5 Yt}

, 15 S AR T, AA aE
A-g-3ko] sshd AW 2 198 ) A 2}

/etc/ssh/sshd_config It D o] ¥ 73S THE 59
AR O WL Bu g Z gz oA

ok

_I_z_'

sudo /etc/init.d/ssh restart
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44, 3=

OpenSSH Y Aol E [http://www.openssh.org/]

Z1 X 3F OpenSSH ¢ 7] & o] A] [https://wiki.ubuntu.com/AdvancedOpenSSH]
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5. FTP A1

g A4 Z2EZ (FIP) = AFHE ol LS 283 Weutr] 93 TCP
22 EZ YU FIP= & OIOJE/HH% 2d= 54 Hﬂi T4 8
FIPH2o=2 EYUcth. 252 ¥ =3

EFUTH 83 42 EIH, AL 208 A HE

AR o] A &5 = 5ot 152 FTP 2ol dE

FTP Az g28te A2 thedl % /b4 3o Beld 4 A&k

Me, 948 Zeto|dEE" anonymous 'TEftp" 2 B E AR
I AT =Y FAE BUH= AR FIPAHE 28
Al Cls /\l 74]784 HZE 7FA AL QlofoF FTh
FTP AW td & E‘rFJr%l%i Aol AHE-E = AR S At A4
QubA 9l 37 0 2 FTP Y22 FTP A ¥ g

EIE AS Yt o] 22 9t Al2H 9

5.1. vsftpd - FTP A ¥ A X]

vsftpd = ¢ Fol A AHE & o = FTP tl 2 Ut 134\%"—;1'1,"‘:117&1ﬂ1

e 8t7) 7t 45t vsftpd & A A ete W thgo] HE S A8 Ty

sudo apt-get install vsftpd

5.2. vsftpd - FTP A ¥ A A

712 A3 E 32 "] 95k vsfipd A 5+, Jete/vsftpd.conf & HA T 5
JsUTh 712 AL 22 oy FTP o] 5§ Futh ek o] A8 ALgHE w)
AHgE W, T o] &5 WEEA] WA dtod of g th:

anonymous_enable=YES

to

anonymous_enable=NO

P8 o, 2 A 2W (FTP AW 7 495 & A28 AL§AHs FTP AW 2
239 3k Aol 5854 FEUTh o A% ¢S AT, th 2o F4L

sl Al 5o of gt g o
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#local_enable=YES

712 A0, AHgARE FTP Aol A 5t et A2 &40 52w, FIP
AWz Le 22t A 5457 Rtk o 474 e WA, kg 2
F4g o A kol obel g ek

#write_enable=YES

HlZahA, 71 A 0 =, o ALE AR FTP AW 2 598 g = =8 Ao
395 A Gtk o 44 e WAGE W, The £2) 2L 54 5ho] ofnh
o

#anon_upload_enable=YES

247 A2 g 273 et EER o] Fo] FUth 2+zte] nhetuE o thet FH =
a2 A7 3 el AH87Hs FU T o8 ¥H 2 2 &, man 5 vsftpd.conf sto] 7}
ghebu) ] 9] ZHA] 8t 212 man 3 o] A of| A FE A L.

wmmg*@@zﬁw%gna§¢%%wqmeW%%nﬁwa@q%ﬂ

3 43l
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6. 4

E 913 3} A AH (NFS)

NES= U ESZ B v At HE e e std S e/t Al 2" 2 58

FUTHNFSE AH§ohe 202, 82 22182 944 A2 49 3L
27 5t9e Ag ke A% A M H2T 5 dFU

NES7}H Al 5 5Hs 714 258 vhab sl o) 2 74A &= et 24Uk
Oz Aasdolde 3550 e
m_faﬁqw%a%@@a@e@?%ﬂw%ﬂiqagqaa%@%

AR 1=

OAHEAE RE VEAZ 7| A 29 (@ 49) 2 HHEER & 7Hd 227}
flsyth & HEE2 = NFS AW Aol vh501d = Q1 Y EYIE 55t

A 5 dE YT

O0==¢ tyy2=3,CDROM Eg}o]H, 18|31 USB =
9] 3 4e) b A A ol 9 8to] A8 E £ AFUT o] A W E S A A A Y
g4 njtjo] Egtol B 218 £ YA E REYT]

6.1. 4 |

NES AW & 4%)87] $)8ho] Tha-o] Wel 2 ey

iy
[l
af
[kl
[
=2,
>
o
1%
e
A
v

sudo apt-get install nfs-kernel-server

6.2. 44

/etc/exports Th ol LA E 2| & F71ol= 2o g WY HAEE HAZ T
AsUth &=

/ubuntu *(ro,sync,no_root_squash)

/home *(rw,sync,no_root_squash)

TAE ol g PAL FUE 2 gAT S AFUTh TAE O E A E 5
A Qo] QetA g A2 NFS T EE 2@ 4 =S Fhioh

NES A & A1 &3817] fl6to], th2o WS Hrld ZEZEC A AP T =+
AsUTh

sudo /etc/init.d/nfs-kernel-server start

6.3. NFS S glo]dE 47

o2 71 Ao A 379 NFS t] & E 2] & vl E 3512 H mount B & AL&3}17,
Hulgd ZEZENA 32 W v oAl (DR 9o BA) 9 S dY
g ok
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sudo mount example.hostname.com:/ubuntu /local/ubuntu

o o2 E 9 % t] E E ] /local/ubuntu BFE A] Q) o] oF ] t}. /local/ubuntu
A Eg Yol 3Y == A B YA E 7} glofofdt g th

th2 71 Aol A NFS & mh2E sk thE 2 Jete/fstab 3F L o] 3 &5 sk
2 AU L E2 NFS M9 SAE o] 5, YR WA= MW <] g E2], NFS
TRt EEE 2 7)A 4o IR E = 7% FUh

3 QA

Jete/fstab L o] 7 &2 9

rO
Mo
rZ
rlo
o
o
_‘ng
i
b
v
i)

example.hostname.com:/ubuntu /local/ubuntu nfs rsize=8192,wsize=8192,timeo=14,intr

4. %

6.4. 3=

T

2] % 2 NFSo| o5l AF3}+= 2 & [http://nfs.sourceforge.net/]
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X SAE Y Z2EZ (DHCP) & 7%7@4 HEYIFTAEE $2¢Jo =7
AR A 2, An A g o2 SAE AFHA AR AR 5
AEF T HEY] T Aul2 Gt é A H 7 F €= DHCP Z2to|AET}L H 11
DHCP AW ol 4] -2 A3k 2248 4 @i, 2 A2 AFE Y AHS AN A £ 1
ot

DHCP A W] 2] 3}o] DHCP 2ol A E R Al g5 & 7 354 242 vh&3t
Zsyrh

[P %49} Yupaz

[JDNS

CJWINS

23U, DHCP A= 2 A 22 AR e Ed 3w & 5 A5 Utk
O22E o]+

O=m <l ol &

071 27 Aol E ]

OAIZE A H

O A=

DHCP 21§29 Fd v EYI7FAFE u] dUth ol & £, DNS A2 47}
HAE & uf, DHCP A Mo At T 7ol FQalal, REVEYI TAEE
DHCP 2 &}o] A E7} DHCP AW E 2l th2 Aol Al A& g Ut o] 3ol
Hate], EY I MER AFEE = A= B HJ11, IP F49 AL

7t e AAT ARV YFULLIP 49 dF A FEo] dojyEs AR &

o5 Utk

DHCP M H & thx2] = 7HA & AH8sto] A4 g Aled =+ dssyth

IS PN

FaE 4%6} 7] % }04 DHC %A}%fs}% 213, DHCP S 2to| A BV ES 2
FAHE AHESt= DHCP AW 2] 2 3 e vl AT A4S 3338k

g = Aol WA sHE 7R w HF
%74 0] F55 = DHCP 2to] A Ef| A IP F4:9] % (el o) =2 “?}741 Ee
.D

$E %5+ DHCP A& ZFefo]dE BFE AlF Y th A ¥+ dhepd (dynamic
host configuration protocol daemon) ¢ Ut} ¢EF 8} 3 Al 25 =
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Huld =23 E oA, dhcpd & A 2] 5}17] Y 3to] T

ol

92 99 Pk

sudo apt-get install dhcpd

AL T £ HAH I, TAL TS FAL Aok AE 41

gk

Please note that if you are installing the DHCP server for the first

time you need to configure. Please stop (/etc/init.d/dhcp

stop) the DHCP server daemon, edit /etc/dhcpd.conf to suit your needs
and particular configuration, and restart the DHCP server daemon
(/etc/init.d/dhcp start).

You also need to edit /etc/default/dhcp to specify the interfaces dhcpd
should listen to. By default it listens to ethO.

NOTE: dhcpd's messages are being sent to syslog. Look there for
diagnostics messages.

Starting DHCP server: dhcpd failed to start - check syslog for diagnostics.

7.2. 44
4AE BYE SR WAL B ERL E 5 de, o] AAE SAA 2
EEECRE R PR
b QAo e R IPF4E BT AL AR AL AV 4
UTh ol A2 the Tt o] A4Sk Aoz vk 4 Y%yt

# Sample /etc/dhcpd.conf

# (add your comments here)

default-lease-time 600;

max-lease-time 7200;

option subnet-mask 255.255.255.0;

option broadcast-address 192.168.1.255;

option routers 192.168.1.254;

option domain-name-servers 192.168.1.1, 192.168.1.2;
option domain-name "mydomain.org";

subnet 192.168.1.0 netmask 255.255.255.0 {

range 192.168.1.10 192.168.1.100;
range 192.168.1.150 192.168.1.200;
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o] -2 DHCP A ¥ 7} Zgto] A E o] 192.168.1.10-192.168.1.100 ==
192.168.1.150-192.168.1.200 8] W o] 3P F4E F+= 2742 713Utk I
Fars, B FolAETF SRS AL HAS 2 F A ¢h=ThH, 600 = F 2t
ols = 1P 4 Yuth A, H e (585 &) o] 717k 7200 = Yyt
AW = s Fefo| AE 7 A B Y upA I ® 255.255.255.0, EREFNAE FA R
192.168.1.255, 2+-9-E]/ A o] E ¢l o] 4 & 192.168.1.254, 18] 3 DNS A ¥ &
192.168.1.17} 192.168.1.25 A+-&-3 AL "& 1" It

whor o} e Ho) 9E 9= Feto] ol

E =
—=
| S 5o}, netbios-name-servers A

3ho] WINS A M & <) 4@ D27} 9hehd,
Y3 R0 B2 Pk

9
mlo iz

option netbios-name-servers 192.168.1.1;

Dhcpd 4 74 3t DHCP 1 Y-sh--Fof A H sl 5L, 122
[http://www.tldp.org/HOWTO/DHCP/index.html] o] A 2t

7.3. %=

DHCP¢| th3] #x}53}= A& [http://www.dhcp-handbook.com/dhcp_faq.html]
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8. =12l Y| Y A nv] A (DNS)

Tl v Au] 2 (DNS) & IP F49F 28] Fo13 =W <l o] 5 (FQDN)< th&
U a2z A=A YepdlE A Muj2 ]yt o] ”J%‘EE, DNS+=IP
FAE 7|5t 28 E A3 A YT DNSE A= HAFEE2 vl Y A2t
E8J Ytk 85+ GNU/Linux Aol A v AW #e] & 93t 7 dutd e g
AR5 = z 2 29 <1, BIND (Berkley Internet Naming Daemon) £ A3 g4 t}.

Elug 232 e A, dnsE A x| 5}17] Y3te] thSo §a S 98 sk

sudo apt-get install bind

8.2. A=A

Lo 27N

DNS 274 3t d52 Jete/bind L HE 2ol A7F FUth 8 44 5tgd-2
/etc/bind/named.conf ©] a1, 7] A 3} O] W& ofefj o} Zo] Ko Hoh

// This is the primary configuration file for the BIND DNS server named.

//

// Please read /usr/share/doc/bind/README.Debian for information on the
// structure of BIND configuration files in Debian for BIND versions 8.2.1

// and later, *BEFORE* you customize this configuration file.

//
include " /etc/bind/named.conf.options";

// reduce log verbosity on issues outside our control
logging {

category lame-servers { null; };

category cname { null; };

I3

// prime the server with knowledge of the root servers
zone "." {

type hint;

file " /etc/bind/db.root";

// be authoritative for the localhost forward and reverse zones, and for
// broadcast zones as per RFC 1912
zone "localhost" {

type master;
file " /etc/bind/db.local";
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zone "127.in-addr.arpa" {
type master;
file "/etc/bind/db.127";
|3

zone "0O.in-addr.arpa" {
type master;
file "/etc/bind/db.0";
|3

zone "255.in-addr.arpa" {
type master;
file "/etc/bind/db.255";
|3

// add local zone definitions here
include " /etc/bind/named.conf.local";

include 2 DNS A&} AL 7HA] = 91 Y o] & A4 Uty 2 A8 AF 31 Y
Ul o] directory 22 34 & oA & 4= 9J+=%] DNSo| &8 54Ut} BINDe &=
gL ol g EFE AY AEE AL T

/etc/bind/db.root IH Y= A4S FE U A AWM ES 7] FUTH I AHES Ao
2ol wheh W A = 31 REEA] A F o] up ugoll e A] o oF gt

_—

zone G A2 vkAH AW E A G, IFH T IR gdo) A FUth BE
zone 3L -2 A 7}1A] A9 A= (RRs): SOA RR, NS RR¥} PTR RRS 3% gt}
SOAX Start of Authority2] ko] YUt} "@" = A A& o] n] 3t E 3l o] &
7] U NSE W Y A A9 22 Utk PTRS £9 ¢ v A H Yyt
DNS M ¥ & A1 &517] 9)3ted, Bjuld ZE 2 E oA th29] WS A9 ok

sudo /etc/init.d/bind start

FAE AL FE Aol Adwd EAE

M
e
k
ok
4>
30,
fy
°
v}

3. =2xZ

eJe 171 -

DNS HOWTO [http://www.tldp.org/HOWTO/DNS-HOWTO.html]
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9. CUPS - o1 A

2 A2 E9]o]= Common UNIX
A B A A 5 A

£ AV AR L BF) T o)A 7P T A4

Printing System (CUPS) €] U t}.
o] 5 o] GNU/Linux ¥l 3 o] A]
AS dUt

01:11594 o]_/,\HQ,EB]E /\‘]H]/\E—__ﬂt:s_
o]
2l

ey
T
r[o

N

CUPSE 94 #Ad A th71a 8 #elstal, 5 JdHU A 22 EF(PP)E

A FA MEADL 28 L ATHT, LENELY AR #o]47hA o) B4
WY 2HE S 18 B2 AT 1Y =95 A9 Ytk CUPSE =3t
PostScript Printer Description (PPD) 3} Y E9 3 Z & E 9] A5 A& X A3,
<=3k ZIRke] AR A EE 7HAIAL Sl Y]

9.1. A A

o 39 $HF 7 FH o] CUPSE 4% 5h2] W, 2hershal apt-get ™ % Ssudo 2
A WA el AAHA e 714 E B0, S 23
=0} ehele] 1

e

= B

L

=
2

[kl

ot e
[kl o

E oA

sudo apt-get install cupsys cupsys-client

A2 T AFH W, 7 A= el kol A of 2l glo] A X5 ol Uitk X7}

=2
uE 2] = uf, CUPS A= 252 o g2 A Ut A7} Q2 2 AL elste 4,
/var/log/cups/error_log®l] = o8] 21 39S T3 CUPS A 275 A2
Assyth wheF T o8 2271 oJ g Eo] JHdt 2AE 9etetr] Y3 S E S

AEE HoF2 ¢g=td, CUPS 2E1& ¢ AHAM5] &9
AFH AA 31d U 2] LogLevel X A] A= "debug" &=
MAsE Aol 9 5te] 748 4 9, W BE A2 /1% Utk 2 438

Qe Vinfo" AIth wok o] WAL MEATHY, ol el e BAE AN A Foll, 21
shelo] % 2 9E ¢ 2] Aste] ohAl Aok} 4 oz HEE AS

B

9.2. 4 A
Common UNIX Printing System 4] ¥ 2] %22 /etc/cups/cupsd.conf 3 U o]
Z3E A RS 55Fo] AA FHuth CUPS A A 3L ofulx] HTTP AW & —‘H?}
_U_AJ;G _L}OL,,} Fd XX 1):;1& tq.e A==} o].g};‘q /\-12-1 _.—4010 _lq;]ga—]._tﬂ o]/\
AFEAFE2 CUPS AR st AT o oty =2 s JdsUth Ao =
HASH|E dote AR 3 2 7HA = o 7)ol B Ut

_1
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©  2AshLe AAs) Aol A ) RALE iR 2004
g BEslobe FuTh a4 of e Ade) 4F e FRAAL
a1 LW AP ANE TS dFU Tk

/etc/cups/cupsd.conf I+ 4 & BALSFAL A 7] A 1A HE st ¥, Eju|d

7]
ZEZENAN 5 P2 4Y Stk

sudo cp /etc/cups/cupsd.conf /etc/cups/cupsd.conf.original
sudo chmod a-w /etc/cups/cupsd.conf.original

[JServerAdmin: CUPS A ¥ o] 2] A= A| A8 Fa] 2ol o]uf|Q =42 A A 35}7]
13t Aol a1, kS| Jetc/cups/cupsd.conf A A 3L S o] B HE o] A S d+=
grE U #F3517] 93ke] 431, ServerAdmin & A 23 4 &
T} o So, o] 2] H o] CUPS Alu] ] Al 28] el zko] 11, o] o] 2 747}
'bjoy@somebigco.com’ o] ®, o} of] B o] Z 3} 2ol ServerAdmm =43
gk

ServerAdmin bjoy@somebigco.com

IM

CUPS M w] A7 vt o] A4 AAIA] Hi 3t ¥ @2 Al A&, Bird 2F5ZE A

th=o S dgste] 3AE AlAE v s o] A £ ¢fo] Eﬂ/\]+

man cupsd.conf

/etc/cups/cupsd.conf A A I}t Lo HAF L W= o] = ufjof L}, E 1]
S mEd A 8o W e ol CUPS AM & AN 3 Aol B
ek

sudo /etc/init.d/cupsys restart

Some other configuration for the CUPS server is done in the file

/etc/cups/cups.d/ports.conf:

[NListen: &5 7] & A o] 2] 3}o], CUPS A 2] d X+ 22 127.0.0.1 IP F49]
) Q| o] ~rkg %%145} CUPS M7} A A | ES] 3 o] ] 9] IP
F4EBEAANGAY, YL MEN TAE o ELIP F4 S Sk,
EEAYAH R, P FA/EZE S Listen A A Aol F7}3) oF gt o &

=9°], 24 U EL 3T A2l CUPS A 2] IP 47} 192.168.10.250 ©] 11 o] A B
HES D Y T ALHNAN TAS AT 5 UES BEYE Qe

/etc/cups/cups.d/ports.conf 3L -2 A A 5}7] 9 5Fo] &1, o} 2} o] Listen
AN AE 27 g ok

Listen 127.0.0.1:631 # existing loopback Listen
Listen /var/run/cups/cups.sock # existing socket Listen
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9.3. 3%

Listen 192.168.10.250:631 # Listen on the LAN interface, Port 631 (IPP)

9] 9] of o] A, THeF o] 2 K o] cupsd 7} £ Z W A E]F o]~ B EX AL UEHA 9
Local Area Network(LAN) 2] o]t Yl Q1] H| o] ARWFS EA|8}8] 11 shojd, =
T4 (127.0.0.)= A A2 stAY AA DL = A5Uth F2H S 236to], 54
TAREO|FO] AAE e EE HENT A 0|28 A =Y, o} &}
2ol EAE o]F socrates & 9] 319 Listen &5& s 4 5 Uth

Listen socrates:631 # Listen on all interfaces for the hostname 'socrates’

Listen X] /\] Z]’—‘,—:- Xﬂﬂ ?-5]—__1—_’_ EH/‘\_] ] o]| Port & }\]—_9_5],0:‘1 E]» _4_ 7]-01 S /\

Port 631 # Listen on port 631 on all interfaces

CUPS g Atoe] E [http://www.cups.org/]

46


http://www.cups.org/
http://www.cups.org/

WEA T

10. HTTPD - o}5}x]2 1 A8

o}5hx] = GNU/Linux A1 28 4] 74 A8 0 2 4§+ 9 4w duch

A Auls FeholAE FAFHol oa] 235 = A sl o] A& AlF3H7] £ 5
g F Ut Sgfol A E = A3 2 o 7 Firefox, Opera, =+ Mozilla &} -2
B A2 AR 8to] § so] A2 2 Ystw BA FUTh

ARG A= ) AR E 7HE] 7] 7] f16ke] hd ] A8 =9l o] 5 (FQDN) %

S F7H = 2L 42 E 7} &= Uniform Resource Locator (URL) 2 9 &
ST} o & S0], $EE %)) Alo] E |http://www.ubuntu.com] 9] & 5 o] A &
H2) 3 gohw, ALgAHs 2% FQDN w2 48 % 2 guth v $42 A9
[http://www.ubuntu.com/support/supportoptions/paidsupport] o] &4 H =
2452 W, AL 2= FQDNel 4 2 & 5715ke] 948 ghc.

uli

9 o) A5 A48 Y 5te] AFRE = 7 dubA 9l = 27 & Z-2 Hyper Text
Transfer Protocol (HTTP) € U t}. Secure Sockets Layer /2] Hyper Text Transfer
Protocol (HTTPS) ¢} 3¢ & 92 & == t}& &2 & 3}7] 9 3l File Transfer Protocol
(FIP) 22 Z2EZEX T3 A9 gt

o}z}tx] 4 A ¥ = MySQL d] o] Ep] o] 2 ol A, HyperText Preprocessor (PHP)
23 YE Ao, 2831 Pythond} Perld} 22 tf 2 27| = 2T HE Adoj&3}
SHA 2% AFg 5 o] FYrth o] ¥ A A S LAMP (Linux, Apache, MySQL %
Perl/Python/PHP) 2} % % 5} 11, ]743 Q) 7uke) =7 AL A DEl T o] 317

o
AR Adan 22D SAEL 74 T

o{l

10.1. A %

obsbA2 § AL SRE

204 AHg bS5 BTk bk X28 A A shel
0 gridzg= 3

sudo apt-get install apache2

10.2. A A
olutx] = IRt HAE A 31d o] AAAE Y= Aoz Aol Utk F
A 3} DL apache2.conf Y YT} 71351, o2 A A 914 52 Include A A| A&
—6— [e)

=
o
. =
AHgtel HE L 4 Aw, B A AL = aho} Q=S EE AT
& AUtk oA ANAE o3t 4% A Eo] Fol W 5 Af Utk F 44
7(:)]_5)T % o Alo

A 8] &= 3} TypesConfig ) A] A}of] &3] A8 2] =
mime.types Q] mime ¥4 £H5 & 7= 3L & 9L + IdH5 Y
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7] otupx|2 A 9+ % etc/apache2/apache2 conf ‘?j Ut} o}u}x]2 A H} £ M A3}
SaE B EEE ARE 4 AL

10.2.1. 7] B A Q1 A A

o] g2 olutx|2 Ao A A et EE AW U th § ZAISE A2
o}u}x]2 = A [http://httpd.apache.org/docs/2.0/] & &= T th

g e A2 71 AR A AT BTk 1AL, St

A7 7V T2 EE (VirtualHost A A AHS AF§-8Fo]) 7hA] 22 A 3 5 of
ok 5t o] AlolEE ZFX| T Yt AU E AR S 45
, Mol AbO|EE 7421 Qb 271A 0 7 EAEES 93} oA

o & H 1 fo kI r &
2
£ o °F fr
oA
)
A

5y 2o

™

0% 48R ST A5tk TUE AR B0, /)2 AAE Y FAES
2] 72 Ao E R AL, EE Ao E LS} o] o] 42

E 9] ServerName A A| A2} 15 0] 483 URLe| QA= Je=FFEE
Q& Ut 7|2 AA 7MA S AEE ¥ 7 318 ¥, Jetc/apache2/sites-available /default
2 A YU B ARE AL TAE A= S A S

deiotd, 22 HaEe W2 ool dEdt o5& 7ML 2 32

H AL Ut} o & £ 91, sudo cp /etc/apache2/sites-available/default
/etc/apache2/sites-available/mynewsite o} ol] 7] & 3}= 2 71A] A A A=
Agetel Mz Aol EE AAF) Ashel 1A Ee AL HA P,

[IServerAdmin A A zb= A ¥ & A| A/ A2 AHE §1 3 o] vl d =48 3 315}7]
kel A1 A Utk 712 2 A 3H-2 webmaster@localhost Y Ut} o] 22,
hef of 2 o] 1 AW o) Al |l A Atetd, o 2 oAz Mg E 5 e

ojv|d A= WA H o of I Th. whef Oiﬂi—r° ‘Q AL EZF A E 7HA AL
ATH, ofut 22 I #AIE Hi1s7] 9ste] o] o d F4E 7R & ol g
A A S HolE YT /etc/apachez/sites-available o] Ato] E A shd ol A
o] AAAE FFO A A L

(Listen X A] A}= o} 3} 2|27} Sojotsts, T E, 28| AR Ao g2 [P FAE

A1 T REFIP A7 A A H A gk, o oh X2+ AW 7 A= =
Z1A e A8 BEIP F4F =5 YT Listen 2| A AHE 31 712 A A3
80 YUt 24 of o] Tz QEHo|AE EA3H7] 95t o] A
127.0.0.1:800 2 W75t 3 7] A oo 2 ALe e
1A o= ZEE WA A5t (& ) 81E AT+
FEHEY F2L 95ty J= aU 2 UF7E gyt o] AAAE 93t
/etc/apache2/ports.conf Tt L o A} A AIAE Fra1 AT 5~ gl5U T

[JServerName-2 A1 & A}& ¢l U}, o] R EL SIxlo] Eof 2T 4= ¢l+= FQDNE

ARt T2 FUTh 718 7Hd T2 E o= 2 A 5HF ServerName©|
7] W) 2ol ThE 74 T A E o] A A}-8381= ServerNameo] oFd FQDN-&
RE 715 A S AER O Z4H U} ubunturocks.como] 2H= W) ¢l
olg= TS W, M TAE A 9ol 9= ServerNameo] ro =
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ubunturocks.com< ¢} & 814 Al . ServerName2 o Al WHE 714} S A E
3} (/etc/apache2/sites-available /mynewsite) o] @ 0 A A] Q..

@ wwwE ol 2ol A FAsHA A st AHE A= B
] & o] www.ubunturocks.comZ E3| A = YAlolEo 2 4
AA AA st dojd 5 55Ut o] wlf ServerAliasE AH8-5H2
F Utk ServerAliasol] L EFEE AR £ 5 JFYUTL = &

ServerAlias *.ubunturocks.com= ¢ &35} .ubunturocks.com 2 2

U F4 8 o} AL A S] WAl =e] 428 4 A FUTh

[ODocumentRoot= YA | EE T/ 5t= ot A 52 ot ubx| 7} 25 uff AHE-8h+=
AA DU 71232 /var/www J Yt} oF A2 [var/wwwol] o} 7 ] ALo] E 7L
9 A ", Jetc/apache2/apache2.confol] )= RedirectMatche] A4S 2 A Z 8 o]
/var/www/apache2-default2 12| o] o}u}x]22] 7| & YAlo|EE & A
FUth Aol PFEAE S gl o] S I, BRE A Pelt
A gl g HAshs 22 LA v AL

ru
30k

=

u‘l)

@ o} 3} x]+= /etc/apache2/sites-available t] & & 2] & 2]

5 Utl. /etc/apache2/sites-enabled)] Q= A& HI="J2

T /J\h" ALol EE 718l 2 £ YUt a2ensite (Apache2 Enable Site)
S < A3} sudo a2ensite mynewsiteE ¢ 2 35to] 2 2 3 4 2
ﬂiaﬂé#%*wﬂ*ﬂﬂmmwmwbﬂiﬁﬁﬂ&ﬂEA“ﬂ
3} /etc/apache2/sites-available/mynewsite Y U T}, B] <=3l H}H © 2 a2dissiteS
AHEete] Alo]EQ A S AT = JFUTH

[k

¢}
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10.2.2. 7] ¥ 4 A

[IDirectorylndex+= A-8-AH7) v &l &
222 B ax S Ao 78

=91, AF&-A7} http:/ /www.example.com/this_directory/ 2=
° X]% 2 g 3tohd, ARSI E 4 Qe wl o] Aol 2 7HA 7L lss YT

, Directorylndex #| o] 2| 7} ¢l 7 -%-oll&= Z #| o] A & EA F Ut o]
217} §1 12, Indexes 5 0] A= o] QITHH Al ¥ ol A A3 o] & E g
< 27 ¥ Yth upx g o & Directorylndex 3| ©] X = ¢l 1 Indexes &A%
o] ¢} 5 o] ¢l © ¥ Permission Denied 3] 0] 2| & H A F Ut} &, AF& 219
] E0] 29 A ¥ = £ Directorylndexel] 43 H 514 ZOﬂ A 7 A
= 392 A& #}ol Al Al t}. Directorylndexol] 1+ 3t o] s
17, Indexes A o] AA T o] Jtid A= HTML Ao 2 I tjd E g
R sk dE B2 st o 552 A AR ARl Al Al 5 T

/etc/apache2/apache2.confol] ]+ Directorylndex®] 7] k-2 "index.html index.cgi

Y, o o .IFU o, r_u o
(o]

(
‘|—‘

0 A ko mx g & 40 o 8
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index.pl index.php index.xhtml" ¢ U t}. AF-&2171 @ A 5t o] & & 2] o] ko] 5
F 317} 9ok obsk A2 of F 744 9re) 21 AHg Aol A Al B R T

[JErrorDocument 2| A] A}= E 3 8t of| 2] ALA S 5l AFE S = A==
o}71A & 9% 1L e A Qe AL 38 T ol B Sol, A8AT WD
A o] A 8HA] ¢F O W, 404 of| 21 7F D ojuhal, ofnhx|2 712 A A of| what,
/ust/share/apache2/error/HTTP_NOT_FOUND.htmlvar 3} & o] B o] X Al FH Ut} 1 9td -2
A1 ¥ 2] DocumentRootol] §137, /error t] 2 & 2] & /usr/share/apache2/error/
22 940 2 A A A S} /etc/apache2/apache2.conf W 2] Alias ] A] A7} 91 <5 U] T}
712 A4 H ErrorDocument A A A9 H553 HeH, o] Y2 AHE Tyth
grep ErrorDocument /etc/apache2/apache2.conf

071 A Aol 9 slo], AW = /var/log/apache2/access.log 3L & A%
23F 7] F dYth CustomLog A A AFE 7HA| AL 74 52 A4 91
o] AlolEXf o] AL H A3 AL BEE /etc/apache2/apache2.confol] A] A =
712 A9 Ae AYA 2 5 A5t =3 ErrorLog A A AHE 5 51
N7 71 EH = L2 AR T & A5Unh o] B9 712 AR L
/var/log/apache2/error.log 3 U T}. LogLevel (7] & A A2 "7 31") 3} LogFormat (7] &
A AL Jetc/apache2/apache2.confS HAIA| )5 AA] A AT 4~ Q< T

O 7kA A8 Abgre Awg A4 o] 7] Hobe ez e g A4 o] Furth
Option& o] 2 g A A 25 59 8t} YU th Directory F-4-2 XML H| 2 54|
B2 FoA L, 2efA o vy th

<Directory /var/www/mynewsite>
</Directory>

Options #] A| ZH= Directory F-4& W ol &}t = 1 0]/ b3 9 gt&< 7FA AL

(th2 A A, #Y o=z F& FYth

[JExecCGI - CGI 2T H E 9] 435 5§ i whef o] HelAlglo] A e H
AATIH CGI AAHEE 2 5 g5 YT

Q HHudsdeccsaiEes Aol olis dgyn. olse
A FE = AFYTh CGl 2T HE = o 29 DocumentRoot
319 the O e £ 2] o A g of ofvt 511, © 4 of ] e £ who]
ExecCGI &2 7HA of Fth. o] 212 713 474 o] 1, CGl
A YEE 93} 7] E 9 2= /usr/lib/cgi-bin YUt}
[(JIncludes - A ¥ =9 includesE 3§ g4t} A = includes=
include 3¢ £ & HTML 3} ¥ & 5§ Tt} o] 22 LutA 2l
Al o] bt o B A o} 3 x|2 SST 8%
[http://httpd.apache.org/docs/2.0/howto/ssi.html] & E 4] A] 2.
OIncludesNOEXEC - A ¥ < includesE 3] -&35}A] 9, CGI A~ HE U9
#execd} #include ¥ 3 2 AFR31A] B3 = gt
[(JIndexes - 8 % ¥ t]& E 2] Yl of] Directorylndex”} (index.html} Z-2) glthd,
YdEe J§E §458 222 o] FUth
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(Multiview - €l = o] whet H7)2) H 71 S A9 ) o] A
Hobgel o f2 |8 AR 0w A HA
o] A1) X}akoll T g o} 5} X|2 A
[http://httpd.apache.org/docs/2.0/mod/
mod_negotiation.html#multiviews] & = 4 A] 2.
OSymLinksIfOwnerMatch - 7+oF €} 5} ==t e B 2|7} 3 39} &2
a2fFAE 7 HE 24 AEY JaE8 e yth

m o
il
ke
[m

TV ZAEE ZEIAE 1'/‘r‘—E- P4, e SXRE o] F, Ev
AT JEZ FUth o & 5o, 22 A ARolA 7H 2 2E
http://www.example.com %} http / lwww.anotherexample.com
S Q5T o] AE A 7B % 7Y S P AN g
9 sk <VirtualHost> 2| A 2k} o -§- U T} o] & 7|9k 7 S 2E =
<NameVirtualHost> X A] A2} o] -§- & T}

>

[?1 ot oﬁo
i ot o bt
"R

[-o[r ftlo mlm
[P

Sl Y AR E AN AL 2 5 S o A g
Utk wrok AW AR = 2 A A7 A Aol B 1 A4
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S AN AL A BAES AV ABHI olvd F4E AAFHA 4SS E

2
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s
[>
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oz
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2
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E e
o
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7H EAEE Y5te] FE EAE (indexhtmla} 2&) 7R = fHE g =
DocumentRoot X A| A2 2] A& gt} 7|2 A2 A E DocumentRoot= /var/www

U,

ServerAdmin #] A] A}+= VirtualHost @ of] £3% =, of| 2] #| o] A o] A o] ]| Y F4 9}
A vt 2 RS+ A4S Aoy, o ¢ s o] A9 uigZ ol AHE =
ol d 4 YJyrh

10.2.4. ] A A
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o

LockFile - LockFile #| A] x}i= Al #] 7} USE_FCNTL_SERIALIZED_ACCEPT &+
USE_FLOCK_SERIALIZED_ACCEPT % 9] 3t At = o1& wf AHEH &=
lockfilePJ B2E AR Futh 22 WEA 22 yaF o] AR o of gyt
NES &1 ol 21 da =7t A A 8HA] o 2712 A4 o= Ui,
] 75‘%3}%1,2*1 roote]] 2 ARE ¢S Sl HEERZ 22 H23 49
AAE 712 4R oz v Furh

PidFile - PidFile X A| 2}= A ¥ 7} Z 2 A ID (pid) & 7| 238t= 31L S A A
%HW]AﬁLﬂ-lmMﬂﬂﬂﬁﬂ“aéAmdﬁﬂww 2 7o, o]
AN A= 718 Aoz F AR oF T
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WEA T

User - User | A| A= 842 tleks}7] 1510] A8l o] ool A5 & A8}

ololt & XA Tt o] A2 AW S A4 FUth o] AR HZE
N oL L =3l o 2] RO ) Aol E WFEALE H 2 4= ¢l Ut Users 9] 5]
7|12 A H 32 www-data YU Tth

2 & o] 3= A2 A& LA &= 3l User A A AHS root 2 A A 514
AA L. User2 roots AHg3h= o2 4 Aol Adist Bt 1S
=A gtk

d

!

fUY

Group A A| ZF+= User A A] L2} v] 2 @Y o Group2 A 7F S 3 2 th g3t
IS AA U 718 A - E 252 =3l www-data Yt}

10.2.5. o}3} %] =&

obsba & RE WA S A Gyt o] A2 A Aol 7HF 712 A Vs ek
ZAstE A v FUth FFHE Vs 2 AR YA S 0= BES
S8kl AHg Ths FUTh 7R AR o r, REY] 7|2 A A A2 A3kd Aol
AMHol 23 Hyth ek M7 SR A= REe A SIS Ak
Hctd, REL 2edte] A5td B 4 93, LoadModule 2] A A2 AL}

oz wju 27HE = s uth IFA G, obvkA & BES s A U

AA RS MEA] A Aot H ofof FUTh FEFE o927 A RE
=d= 58S Avkd s Utk A7 A A= 2 <IfModule> £ 4o
SR A Aoz A4 o x3E ¢ sy th ¥ E22 #7145
o}}A]2 B

BES apt-get B AG el FAHE 5 A% MYSQL 9152 9/
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BEEL HAX3 T, 11 BE-E /etc/apache2/mods-available T] A E 2] o] 21 A & Ut}h
BEE A8 753 8k 212 a2enmod M H S A E = S5 UTE BRE S AN
7}55HA) 51, 1 BE L Jetc/apache2/mods-enabled T] @ E 2] Yo A & Uth

10.3. HTTPS A A

mod_ssl 52 o}3}x]2 AW F23%- FALS 453} dl= 7| 5S gy
2B E,SSL #4535 At of 2l E 9] Bl A7t F4lE & o, https:// B F
FA47F B A 4 2o U 9] Uniform Resource Locator (URL) 2] A] Zoj] A&

Huch
mod_ssl 252 apache2-common 3| 7] 2] W o] 15Ut} o] 3 7] A 7} A %] =
ATHH, Hu)d ZFZE oA th39] B8-S AW st mod_ssl EES 43 & 5

A5tk

% 9
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sudo a2enmod ssl

10.3.1. Q15 A 2} H S

of e Re] AT AW BE7) Asto], B A 7 HE BEN AT 3 7]
FEHE AG FUTH PR Fo, B R ) AT EFFHE AF 23,
o B L9 o & 59 31, 183 AF 7| BHCAO) AL W $S Bt
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10.3.2. Q15X 7/

HA AW S 52t stefwd 79 15 A 728 gy o
ASME AU E= CA-ARI RJISA S ol 5} =
CA-ARQI QIF A= 829 AWl 7 74 T8 58S Alg Fuch

O 22k A =2 () A Al Al 2 A flo] A5 A 22 A5 A9} ehso]A
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Hol AL 94 gk,
OCAZ AHIE 9152 25t ml, TS 4 i o] 4§ ek Aol A5 she
Aol A8 e B g,

SSLg A 18k 2] 9 Hehg
CAS| %58 /1 0k W 2 A7
AZAE vl W, Bebe A A
AQAE Bol 2 A T,

oAHFEL HAd AAHE Aot A7H-ARIE ASAE e 5 JA T A 7R-ARQLEH
1= A= CA-AFQI H ¢ 2*194710 s Al
2 7F-AFO1H Ol Z A = )RR 9 B ale-A o o) A}

=
AZAAE AEAE U Aol =8 ATHE A 48
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.
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HEE AT FEUTH CAAIE AZ A& Kok AW E 98 of

289582 AT FUTHCANA AZAE B AL ok F A5 Th ke

AgAA AL kg3t 2EUTh

1LAE 783 3 45 7] 42 BE YT

2. 571 7ol 27T} AFA 2 HL BEUTH ABA 23 o2 Ee] Au9}
2L sAPsE HA A uE AT



3. AFA 8 E, oY AA A AlF ot w412 27 CAR Hidct
el odH oA oW A5 71 HS AT A E oo E F glsuTh
2T 242 otut o Fe AA FY, A7 U558 4d, B <43
440 24 2AE At

AZNE ol HolA Bk

5. 0] AFAE o E 2 o] Bk Auo] A S, B =R AL Fel 5] A&
Fuc,

CASIA AEAE WA B o2 2nz A7b-A1 ASEAE HEAA, 2 A7)

A 7S e 2 Yyt

10.3.3. Certificate Signing Request (CSR) 9+H=7]

ASHM A 8% (CSR= =Y, o2 272 71 & Teolomt Ut 71
W7 Ast Huld 2F2EdA v ¥R S T 5 A5 Uth

openssl genrsa -des3 -out server.key 1024

Generating RSA private key, 1024 bit long modulus
..................... ++++++

................. ++++++

unable to write 'random state'

e is 65537 (0x10001)

Enter pass phrase for server.key:

olAl o2 %o ¢E TS 4 Ttk H A Bk Aeto], 1AL 43
8x}2] Ex}of of FT}. -deb3S A A3l A% H 43| ol 4xte] 2} Yk
22 8 %X}zal [Ex FFEE 2P AR dofol e I YTh 4%

A

A A3 4 FFE A JE FUTh 2AS AF] A dES T, AW 7=

THE o] A A1 server.key I+ A 2 A 7Fo] H Ut

O TSt B AHE A4S T8 glo] AIAIZ 5= JdFytt o] AL
B AHE A Z3t= o] vt 43 TS Y8 o7t gleng
#Ae) gttt A 9, 2 AL P 5] oFA SR B35k Hb o] 1 H ok 7] 2]

A% AW A% npR7A 9 o v ATk

oW B 9olt, T2 Yol A] -des3 29 AL wE A - Bn)d ZEZEA
thed ¥ SAsE Aow 95 TE go] R AME s 22
A 5 A&k
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openssl rsa -in server.key -out server.key.insecure

= ?:*i T ol CSRES AT vl AT &+ A5y

CSRE =y, Bujd g2 EoA v 3= A3 ok

G5 TES UYL E Bo] Fuivh wetoj el o] AR %3 TES Lo},
3| A o] B, Aol E ]%, oA ID T JHsteF o] FUth o83 BE A
9] CSRE W50 X 11 1 A2 server.csr 3 of] A & Lt} o]

A2 f18he] CAR Bl = 9155t CAN2 ©] CSR »h =
AR IS A E T Futh o TH 225, o HE2 ©] CSRE A3k

AR AZHE BHE7] A3l Huld e A b3 o PS4

ok

openssl x509 -req -days 365 -in server.csr -signkey server.key -out server.crt

Ao e ol T FES JYFES 2
Qe F, o2 A M7} THE) AT TR L senveron Ao A4

O ulok o] g B o] Hol AW 7 A AN AL o] Ahd, olulx CAZ}

S A7 B AU ALAA S AFHE AT 2L

10.3.5. Q1= A A X

7] 9+ server.key2t Q15 A 3t server.crt FE= o] 212 2] CAo A L3P 3 QAF5A A=
Hulgd ZEZEX th3 HHES Tt AT 5 A5 Utk

sudo cp server.crt /etc/ssl/certs
sudo cp server.key /etc/ssl/private

i
o,

/etc/apache2/sites-available/default 3} Y L= o 2] 2] H Ol 7HAY &
3t o) Tt 9 v & F7}8)e] of 3Hu th VirtualHost Tl‘%oil azA
1722 DocumentRoot = Hoj =] F Ytk

f”lo m]m
o o

A
o

SSLEngine on
SSLOptions +FakeBasicAuth +ExportCertData +CompatEnvVars +StrictRequire
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SSL CertificateFile /etc/ssl/certs/server.crt
SSLCertificateKeyFile /etc/ssl/private/server.key

o

HTTPS+= 2 E W& 4438 S5 Ut} Jete/apache2/ports.conf 3L of] T} 9] &
27 sho] of g ok

Listen 443

10.3.6. A ¥ of] F23}7]

AT ASHE AAT Foll, Y AHE A Al Zstofof gyt Hujd

of BYe Aol Y A A AR % Ak

AHEL WA I 4T F
g 3

10.4. =%
o}3} ]2 & A [http://httpd.apache.org/docs/2.0/]

Mod SSL #A] [http://www.modssl.org/docs/]

56


http://httpd.apache.org/docs/2.0/
http://httpd.apache.org/docs/2.0/
http://www.modssl.org/docs/
http://www.modssl.org/docs/

HEHT

11. Squid - sZ2A] A

Squid:= &4 7] 5& 2+= 9 == A] 74] AW =& 13 o] 31 Hyper Text
Transport Protocol (HTTP), File Transfer Protocol (FTP), 28] 3 t}& <1 7] 9]
VEHNIZ 22 EFE5S At =g A2 7l4] Anl2E AlF gyt Squid+= Secure
Sockets Layer (SSL) £ 3 ¢] 7)<d 3} = =4 18] 37 Domain Name Server (DNS)
23 A= ol 3, FHE NG S 3 Tyt E3 Squid+= Internet
Cache Protocol (ICP), Hyper Text Caching Protocol (HTCP), Cache Array Routing
Protocol (CARP), -1 2] 12 Web Cache Coordination Protocol (WCCP) = 2 € Z 3}
22 0dd 3H MG 22 EZS AY Fch

Squid =z =tA] 7] A = Th e Z A & 7] A o) 2 o st S
EFMola, FHY et 2 A 2 2% 7]5 3 Simple Network Management
Protocol (SNMP)E £33} o2 =23 AS 9 A 7|5 Al Z3tee A A
AFRANA HE 719 29 YEY I 712 2 338 4 S5yt 289
Squid = FA], == g A 2 shte] AFEE A e < o, Squide 45=
FAAZ17] fste] w2 e Yol i4E delstnr B o AAl RS

THA=E AlAES A% dy

11.1. A X

SRR

ILI

Ez =4, Squid AW E 22317 93] the o] WL 48 Fuick

sudo apt-get install squid squid-common

1.2. A=A

11.2. 274

Squid+= /ete/squid/squid.conf A 7 3} Y 14]4 A A AE A 7,3*8}% A
489 9 Squid A 5 2ol 3L 771 931
ANAES Hol FUth § 22 Squid®] @ZJOHEHI}ZQ

@ A7 std S d5sh7] Ao, Ao spd o) BARR S el %S
2710 Hosfopgt ynt. el A dee A ge 7HE 5
9}\

sudo cp /etc/squid/squid.conf /etc/squid/squid.conf.original
sudo chmod a-w /etc/squid/squid.conf.original

[Squid Al ¥ 7} 7] 2 A A= TCP X E 3128 th Al o] TCP Z E 88882 7
A1 st ¥, th& 2 Zo] http_port A/ A AHE W 73 d ok

http_port 8388
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[ISquid AWl 5 TAE o] &2 F7] 9 3}¢] visible_hostname A A| A& H 7
FUth ol A o] EL B 2 AFE| TAE o] FL AR E YH UL O
oo A= 1AL weezieZ A A F 5 YTh

visible_hostname weezie

[Jt}A] 39, Squid 2 252 AF8319], 54 Internet Protocol (IP) F4 55
74A) = A8 A5 who] Squidel o3 =2t R IE Y A Hl AT LS 7Vs e S
AT A5 oAl E 501, 192.168.42.0/24 A B U E 9] 3 9] ARl
o FA R 2 4 Y AL Wk

T2 o 219 Jete/squid/squid.conf 3L 2] ACL 4 9] 7} ofefjoll =71 itk
acl fortytwo_network src 192.168.42.0/24

13 T}, Jetc/squid/squid.conf I+ Y 2] http_access & S 2] 7} 9ol t}22 7}
Stk

http_access allow fortytwo_network

OSquid®] & 53t T 2% 7l 5= AHEt, 829 24 B4 47 A1zt
& <toll vk Squidell & sted ZehA]H JAE Ul A A7 ANE 7Heste s AT
F AFULHL A& 501, €84 FEH F8 YA, LA 9 A LF 5] &
= A Ao A YPE0] 10.1.42.0/42 A B U EY T E AL 429

22 o B 29 Jete/squid/squid.conf 3+ L 2] ACL 4 & 9] 713 o}l ol 7} gt
acl biz_network src 10.1.42.0/24 acl biz_hours time M T W T F 9:00-17:00

19 T}, Jetc/squid/squid.conf I+ Y 2] http_access & S 2] 7} 9ol o2 7}
ok

http_access allow biz_network biz_hours

/etc/squid/squid.conf T of] ¥ F & W= So =,
B8 AAES Hu)d =
Zz72 382 ) /\]z} 61—141;].

sudo /etc/init.d/squid restart

1.3. =x%

11.3. 1=

Squid Y AFe] E [http://www.squid-cache.org/]
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12. 1] A 2] A A

HA Fels AR HAS BEst= o< ZFd JdUth 2AL, 2 ZE G o]0
AL HALE HET TS dof]l T HAL HAFE o 259 A7 AFR 5=
APA 22w &S Aste] LA T ok T2 =70 FUTh 2eu
HA #AE9 82 AzEYo] /T A HEE I do &35 JdF U
oL LA E AHEL AP E0] X AR E HASE= A2 AFEHE AR
st AL 2 5 Y2 AU A7) WA B E Y 2o IdSs Ut

12.1. Subversion
Subversion & 2 Z A2 WA g A] A Ut} SubversionS AF2-5Fo], & A
a7 F A9 o]HS 7|2 YFUTE IAL Ao A4 stdg g E S
Ze gyt 9tde Efe G AFAZ FARAYUTE AFAE HE5 91
A e} - B2 A o] A A HHEO A S Yt e e RE WAL 7Yl
A5 YT

12.1.1. A x

HTTP = 2 E &3 AH&-819] Subversion A Z A4S 2817 93, A8 &2
Y AW E A X3t A sto of gt o}3}%]2+= Subversion} & 525}
Aol 51 = AF Ut o}3t 28 A X eta A A 3] H ot ofsbx]2 S W
HTTP ¥ 3 9& #% A A 2. HTTPS = 2 & F-& AF8-351o] Subversion A 74 o
Aot H, vtEA] o 2] 29| o} 3} X2 g AW Yol T A8 AFA|E A X 3HaL

Al

las
Lo
-

Aol oF FUTL A A5 A E A5 AR 87 1510 ol 52 o o]

oF
HTTPS § o9& #=x 34 A L.
Subversion& A 2|3t ¥, Eujd ZEZEo A t}S-9 Ha S A3 gk

sudo apt-get install subversion libapache2-svn

12.1.2. 4 A A

o] Aat= F oA AFH 7| A 7 A2 AlaH o] AXH Ao = 7hE T
o] 92 Subversion A FAE LA HEI ZZAEE JHIT 5 I=AE ALY

ek
12.1.2.1. Subversion #] &4 9H= 7]

Subversion A F 4= Huld ZF 2 E oA th5 2] HH S AESHo] Rk &

A5tk

svnadmin create /path/to/repos/project
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12.1.3. {4 34

Subversion A1 F A= 24 U237 A9 W 2 HIHE == T3 U EY A
ZREZE 5 F2AHANZ o) E 4 AF Utk 28 st A A A A=
v}
[e]

AA Y URL gUth thx £+ A EGA S URLAAE AMS 7S d2 o=

AT+ A=A E 7€ FUTh

$£4.1. 4 Wy

Schema Access Method

file:// A[AZAFZ (EE YT )

http:// Subversion< 912l 5}= o}u}x]2 ¢
A8l 2 WebDAVE 55t A2

https:// http:// 2} Z 24, SSL 45 3} E A&

svn:// svn= AF2-5F= A v 2 Subversion
ZEEZS 39 J2

svn+ssh:// svn://e} 2o} SSH B d & AFE

o] A=, EE H2 HHZ #15te] SubversionE o2 A A5t A& HY
AUt A7 A=, 2 712 E vhEUTth & © 259 AREo ol i 3k AHAI g A2, svn
A [http://svnbook.red-bean.com/]& Zal 314 Al 2.

12.1.3.1. A A g4 H (file:/ /)

347 ek Th o] A2 2 22 71 oA
sgz oA, e}
2ol 98 Pk

svn co file:///path/to/repos/project

=

rlr

svn co file://localhost/path/to/repos/project

A7 5HA) ekskeke, Al Sl L ¥4 (/1D 7h 1 ek,
3 (o] B9t file), hA T St A2 S
B2E 0|52 A BTHE, WEA T A
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12.1.3.2. WebDAV = 2 8 Z-& A}-&-3}o] 2 (http://)

WebDAV = 2 & 28 A2 3}o] Subversion A A4S A 2317 93810, e ELS
HEE A o}3}x]2 S W& A A sl of U Th BIEA] Th39] o & o 229

/etc/apache2/apache2.conf 3} Y of] =7} sk t}:

<Location /svh>

DAV svn

SVNPath /path/to/repos

AuthType Basic

AuthName "Your repository name"

AuthUserFile /etc/subversion/passwd
<LimitExcept GET PROPFIND OPTIONS REPORT>
Require valid-user

</LimitExcept>

</Location>

t}-&-9|, /etc/subversion/passwd 3} L2 HFE A] gk5 U T o] 3} Y& AR %} Q1= 9]
AAE AS AU o & To] AGAE FAASHE AT Lol FBE 3713
Jd ZEZENA S WHS AET = AF YT

htpasswd2 /etc/subversion/passwd user_name

o] L ojej o] AT E YYFEE Bol Btk 35S P F, T AHEAE

Hal Yk o)A, theel WS Aol AFas AT 5 e

svn co http://servername/svn

o Yo = N EHAER A HUth AT E FAHEE A= 4F ST,
SSL 3315 AHE S 1S A3 Fuch AA s AL, oy a2 A
St Al .

12.1.3.3. SSL ¢t 5. 3}.9} 37 WebDAV 2 2 & & AF2-31o] A2 (https://)
SSL ¢+ 5 312} 34 WebDAV x 2 & Z (https:/ /)< A3} Subversion A F a5
A2stE AL hitp:/ /5 A8 A vl 5oty o] P2, o] 2| H2 HiE A
ol 5} A2 ) AWl A2 A5 NS Ax 57 Aol of gt
%AihVerisignTJr 223 7oA By A AS AT 5 d5Y T
SR AEFo] 227 AR JAFAE AAT 5 JdFYTh

o] Aaf= o2l F Y ofutx|2 Y Aol PR E AFSAE AA st AT
72 gtk o) 4], Subversion A 4 & A2a7] §otd, 9 HEL B2 51414 2!
A2 WL Aes 7211, iR =2 EFo| th5 Yt} o 2 &2 W= A] Subversion
AF 25 H2oH7] §15ke] https:/ /& AH&-8fo of T

12.1.3.4. Subversion T2 EZ -2 A3l H 2 (svn://)

Subversion A F 47t HEol A F, AT L JZ 2T S ARZT F IS A

ZZ2L AAF7] 918} /path/to/repos/project/conf/svnserve.conf 3L 2 H X &+ 4~

61



Q&UTh S Sol, A5 AT AL, 1 A4 el e 252 F4 A
Fuck

# [general]
# password-db = passwd

99l 252 34 A @ Fol, passwd 5ol B4 B2 BT 5 A5k
a9 ez, 22 gAE g W passwd 39S BB Y3t S A2 AMEAE
27 g BHe e T 25 ok

username = password

o ZpAISE 212, 1 S 2 S Al L.

oA, svn:// ZE2EFZ AFE319], T2 7| Al T+ thE 7] A 9 )+ Subversion
AF4aE H2okaL, svnserve W 2 AR St svn AW E AP S 5 dF YT
TS 3 g5yt

$ svnserve -d -foreground -r /path/to/repos

# -d - daemon mode

# —foreground - run in foreground (useful for debugging)
# -r - root of directory to serve

For more usage details, please refer to:
$ svnserve -help

o] B o] £23¥ &, Subversiona 7|2 A A ZE (3690)2 = 7] A 2 T}
EE@EXi%‘ﬁé HAodted, Huld T 2T Eo A thgo] Bl S uir
AP stof o gt

svn co svn://hostname/project project —~username user_name

A Aol me}, T E Eo Futh Q5o I T, Subversion A FAo A ZEE
AZ ol Ut 22 BEAME D 2 2 A E A A4 E 573} 5= 42, update
Ry 49 gtk 1 yEge) B, 0he ol Hud zgz e 4

gk

cd project_dir ; svn update

7t7ke] Subversion ¥ & AF-3he Aol the H AA B AL, L L
x4 A L. o S, co (checkout) B & o that AL v S 9, glu)d
ZEZEd A thge Wale e gk

svn co help

12.1.3.5. SSL ¢+ % 3} 9} 37| Subversion Z & € -2 AF2-3}o] A2 (svn+ssh://)

AR AW DA svn:/ L H 2 W9 A Aok AN e, 19 99
Fz AR ol & }% ol ]2 o] 919 AAE mehstal svnserve § & = A8 3o
Subversion A ¥ & A 35ttt 7HE gyt
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32 7)Ao ssh A7 A3 5

o3 ol ot A4S 1§ Folehe Ak

7473 Gt 8912 5l W, ssh AHg5to] 1 7] Aol 2191 AE s HAA L.

WO RIS @4 gow BE QS o gtk BreF 2192 ¥ 5 ek, o
A

&Y st7] Aol 22 WA LA A

svn+ssh:// Z 2 8 FL SSL 95 3} 9} 8+ Subversion A &+
AHE HUTHE AR AEE o] PHE AFE S 5 gtk 22 A
Ao E (& o] AT oo ®), A &2 WA 29 |3
Abg- ko] oF o

b
=
Eéi
=l
o
N
o
o
£

svn co svn+ssh://hostname/var/svn/repos/project

A Ao meh, 45 E Eo] U th BEEA] ssh F3to] 2191 & uff A&k
o]=o] ¥ & Subversion A &4 oA TEE A3

O

12.2. CVS A H

CVSE M el Alsd QUth a2 5hde] o] 8L 287 8ol 1AL AT
% A%t

12.2.1. 4 A
Hruld ZEx oA, cvs & X317 915l the o] BHe 98 ek

A3 o], cvs A1 5 Al 28l 5 A 512 W xinetd & A % 8k oF T
of| A, xinetd & A %] 35}7] Y 3to] t}2o ¥aS Qe sk

<

w»

it
(m

sudo apt-get install xinetd

12.2.2. 24

cvs & AN G Fol, A4t AFHOE 23 Uk /1R Ao, AFat
/wN%mWﬂﬂEﬂ%ﬂﬁﬂ%Hﬂ-l%i%%%?%ﬂ%ﬂ%ﬂ%%%

A8 5 gk

cvs -d /your/new/cvs/repo init

27| AZ A7 S I 3, CVS AW E Al &a7] 9] 8to xinetd & A AT &
A5 UTE Jetc/xinetd/cvspserver I+ o] Th3 &S HAF U th

service cvspserver
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port = 2401

socket_type = stream

protocol = tcp

user = root

wait = no

type = UNLISTED

server = /usr/bin/cvs

server_args = -f —allow-root /var/lib/cvs pserver

disable = no
}
) (el AR AT (
AFas AQFE AL 3 FAA L

xinetd & AT Fo thz2 WP S APsto] CVS AW E AP

sudo /etc/init.d/xinetd start

cheo] WS S aste] CVS Au 7L 48 5 A

filo
4
-

sudo netstat -tap | grep cvs

o) WYL ANY ), of e B e The B T 19} fAME 2L Holok Ptk

tcp O O *:cvspserver *:* LISTEN

oAl 7)Mo B e ASAE HBa, N2z
Bl AL AT 5 AUk

o CVSE OS A A ¢f= F&HA AL AE 718

H& AL CVSE oted @52 AgAE Agahs A0 A/, o] AL
7he e B FAIE 7HA AL A5y th AAE A2 CVS i wE =
SHAA L.
12.23. Z2 A E T 3}7]

o] AL CVS AFAE o} BA A2 ZRAES F7}5te Ao

FUthOdEe e HEn a2 23 BN 44 5Y

o[Al, CVS A 42 g AEZ F713517] 9ot th5o WS 4

cd your/project

cvs import -d :pserver:username@hostname.com:/var/lib/cvs -m "Importing my project to CVS repository"

@ o EL CVS 2E tHE S #3517 9 5e] CVSROOT 37 =
AHE 4= 9l Y th CVSROOT 37 427} export = 1, $19] cvs & # o]
-dFAS FE AL AT S YSUT
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ek
=

9%tk obubs 7Hg

30

i3
A

o)

AR

oy

/var/lib/cvs) YA E ] & WA A ThE 1

=

Yok

EE Hstn, 1 CVS AN E

=}z

. hew_project



HESNF

new_project > E &

o] R H of A] &= o}

R of g o,
N =ASE A, Ae ol g OVS g AL WEA
CVS A &4 [var/lib/cvs) &) 7] A3E 7FA ok st 7|2 Ao 7|
src 152 1 CVS Agar e 27 AshE 7FA L Y5 Ut 18 BE,
A EE I AHGAE o] AF ol F/4E 4 YT, T F I AGAE CVS

5

Ao Z2 A= H T 5 9

S Wl Bl o) a, start = DA Bl YUt 2T AEL
EAT 71A] A &AW CVS7F I AES Q73R 2 whe

12.3. 7=z

Subversion & 3] o] #] [http://subversion.tigris.org/]

Subversion & [http://svnbook.red-bean.com/]

CVS 1 ++4 [http://ximbiot.com/cvs/manual/cvs-1.11.21/cvs_toc.html]
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13. gl o]EpH| o] A~

FEFE 7 7HA ol e o] 2 AW E AlF U th 252
CJMySQL™
[1PostgreSQL

m QA Aol A ARE 7Hs U o] G2 o] HlolEhi o] & MM S o] DA

Adasta dAste AlE AW duoh

13.1. MySQL
MySQLL wh2 31, WE| 228 =, 542 ALg4, 22 2 7313 SQL vl o] Ep#] o] 2 A1)
QUTE o] AL o] £z EF o} ool EHH £ AT WA 2 F 2T 7o}
7l ge A AsHe gske] A8 BT

13.1.1. A A

MySQLS A 8t7] §]8ted, Bln|d ZFZEA th3 W3S A3 Fth

sudo apt-get install mysql-server mysql-client

A7 0}A 2 T, MySQL A ¥l A5 4 0 2 A2 Utk MySQL A il 7} 213
A2 ARG Hud 2ERE A T} o) BHe AN 5 YTk

sudo netstat -tap | grep mysq|

o] Bl e WY W, o H L The F EE T8 HA AL Holok Ptk

tcp O O localhost.localdomain:mysql *:* LISTEN -

ghof AW 7} kA A Fo] ohuehi, 1AL A&7 $shel the o] Wele

sudo /etc/init.d/mysql restart

13.1.2. 44
AR o, Helahe] FEE AR A BT MySQLE B X & F, A
WA 2 o2l o] WhEA] sokshi 21 MySQL Bl 2] 9458 A5 2
Uitk o 2L 3] A 3te], hee] WS Y Utk

il

sudo mysqladmin -u root password newrootsqlpassword
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sudo mysqladmin -u root -h localhost password newrootsqlpassword

2339, XE WHZ 59 7|2 A A 7S AA 7] A8 setc/mysal/my.enf T+ S
ARG o+ AsUth B 2 & 212 ete/mysal/my.enf IS =2 S Al £

13.2. PostgreSQL

PostgreSQL-2 A5 2 ¢l 4 4-§ tl| o] Bp o] 2= A| 26l 8] 7] 5 o] 2kA| o DBMS
A" o A 2k & Ql= RS 23k AR -BA Y Hl o] Bhul| o] 2 AJ A~ F
SRS
13.2.1. A 4

PostgreSQLE 41| 57] 13tel, B mEmeol A thg o] W3 A9 Fuick

sudo apt-get install postgresql

AR 7} v A E, ¥ 5 712 A o] §-85H7] = SHARE o B2 9] B 8ol wat
PostgreSQL A ] = A A g

13.2.2. 44

7|2 A o7 TCP/IPE 53t A& A4 4 glayh
PostgreSQL= S~ Z2}o| A E 9
A7 o=, IDENT Q15 i o] A guth PostgreSQL JJra] 2} oFU A
[http://www.postgresql.org/docs/8.1/static/admin.html] & = s}4 A| &

Tho] 4= of e o] TCP/IP } %8 A1-8-317] & sk F ol
ozg 9 3o MD5 ¥ < A3tk 714 g ok PostgreSQL A J}ol o

/etc/postgresql/<version>/main T] 2 & 2] U o] A7 H Ut} o & 591, PostgreSQL 7.45
AX ST, A7 3 Y2 Jetc/postgresal/7.4/main T F E 2] Woll A7 H o}

@ ident A 35-& A 3}7] 91319, /ete/postgresal/7.4/main/pg_ident.conf 3} o]
258 27 gk

TCP/IP H <& AF2-617] 9] 3}, /ete/postgresql/7.4/main/postgresql.conf 3L 2 H A

gk
#tcpip_socket = false = of] 9] X] 3} 1212 tcpip_socket = true & ¥ 7 gt}
Thek o i o] S =AE €L Jvtd, EE UE S HEE = AR- T
UAsYTH ZA & 22, 7 A 519 &= PostgreSQL A1 & 2 Al 2
1B AR oE, AH§A HES MD5 ZeholAE ASL 95l 43D & favinh
aug, 4 trust S0 A E S-S AHESHE S PostgreSQL A ¥ & A A sk,
dojet o] A2 7&?'5}3, 45 & Ad4skal, MD5

=
/etc/postgresql/7.4/main/pg_hba.conf 3} L -2 H %] s
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ident 9 MD5 Z2}o] A E ¢15S A 3He BE A& S5 74 Heshn g

22 27t Funk

local all postgres trust sameuser

77 %, PostgreSQL A W & A 4317] 9 3he] the B 49 gtk

sudo /etc/init.d/postgresql start

PostgreSQL A1 7} 434 0.2 A2 F, 72 47
o] o] EbH| o] A of] & EL7] 95te] Elud 222 E

psql -U postgres -d templatel

9 9] a2 AR} postgres Z 4 PostgreSQL ©] o] Ebaf| o] & templatel 2 F <
St} PostgreSQL AW 2 H<431H, o 2 B S SQLZE2EES HA Yt}
postgres AHg2LS] 4T E A 3}7) 95k psql ZEZE| A th22] SQL B S
288 4= 9l th.

templatel=# ALTER USER postgres with encrypted password 'your_password';

A8l Zof|, MD5 Q122 AF235}7] 95} Jete/postgresal/7.4/main/pg_hba.conf

17 g ok

4‘ u-'O-(
o fol

tlo
=

Lo

¢
oy

o

Y
s
4

7HE trust & 4 A g oS &

filo
L

Yok

F7}

local all postgres md5 sameuser

€ A adecmTEE 4as gen o Be
atetu| B S A 5t7] 98l A= PostgreSQL 2] A Qhu A
[http://www.postgresql.org/docs/8.1/static/admin.html] & =
F4 A 2
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14. oW Y A8 A

WEAD EE QB Y Aol A B Aol HE ThE Ao oM 9L 1A
FA L Be Axdo] P At A%t B HUh 4249 ALDE F7 o)

F457] 91 8ho] M= ubz A 475 of of Fuith Myl AHehe Mail User
Agent (MUA) = o)1 & Zeho] ol = A1§ 532, w4 4 & 11} 7] 91 5}e]
3t == o 7] 9] Mail Transfer Agents (MTA) € 533, vpA|9te g2 W=
Apgke] v utof WS 817] 91 8ho] Mail Delivery Agent (MDA) & 727
g th 22) 3, QS B POP3 E = IMAP AW & E5h0] Wbz ALgho] o v <l
SetelAE s A A Foh

14.1. Postfix

¥ Mail Transfer Agent (MTA) 4 Ut} o] A
4 gt} 228 32 MTA ¢ sendmail Z} F %}o]
91/]‘3} o] 992 postfix & o} G A AAstal AAst= A& 2 otk £

IS B A (FASH olvl 4 Hfj 7] 97 ARE- 3= SMTP A H 2 A
oA e AE AW Tt
14.1.1. A4 %]

postfixE SMTP-AUTH$} Transport Layer Security (TLS) 3} $HA| A X 3}7] 9] 3},
ool B3-S A9 gk
sudo apt-get install postfix

AR 744 Fol Bol R e A ke AE S F2 0, AL L DA o A
W} 248 mpA R A g

postfix & A A 3}7] §] 8}, th2 W P2 A3 Fth screen> sudo
dpkg-reconfigure postfix

mail.example.com = £ | A TAE o] F o2 thA I h

14.1.3. SMTP Q1

o

< A= SMTP AUTHE $ 51o] SASLS AH&-3L 5 = postfixS A A sl A
Utk AA 31d & A A HA = thAl9, 2E postfix et S A A 67
¢ 3l o] postconf H H S A8 4 5y th A 3telu] E &2 /ete/postfix/main.cf
549 ol 217 FUth 5ol whek dlej o] £ seulE & A A4S

O

AThe, 1 9P S AYSAG EE 7319 Yo WY 5 AUk
1. SASLE AF23}o] SMTP AUTHE (saslauthd) += & PostfixS A A 3}2] H:

L, do
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postconf -e 'smtpd_sasl_local_domain ='

postconf -e 'smtpd_sasl_auth_enable = yes'

postconf -e 'smtpd_sasl_security_options = noanonymous'

postconf -e 'broken_sasl_auth_clients = yes'

postconf -e 'smtpd_recipient_restrictions = permit_sasl_authenticated,permit_mynetworks,reject_unauth_destination'
postconf -e 'inet_interfaces = all'

echo 'pwcheck_method: saslauthd' >> /etc/postfix/sasl/smtpd.conf

echo 'mech_list: plain login' >> /etc/postfix/sasl/smtpd.conf

o TLSE ¢3lo] A E o=AE A7 ) RS Eo]E o, 2| A
3 A L g

il

openssl genrsa -des3 -rand /etc/hosts -out smtpd.key 1024

chmod 600 smtpd.key

openssl req -new -key smtpd.key -out smtpd.csr

openssl x509 -req -days 3650 -in smtpd.csr -signkey smtpd.key -out smtpd.crt
openssl rsa -in smtpd.key -out smtpd.key.unencrypted

mv -f smtpd.key.unencrypted smtpd.key

openssl req -new -x509 -extensions v3_ca -keyout cakey.pem -out cacert.pem -days 3650
mv smtpd.key /etc/ssl/private/

mv smtpd.crt /etc/ssl/certs/

mv cakey.pem /etc/ssl/private/

mv cacert.pem /etc/ssl/certs/

AL AZ 7B A LA D AFAE A 5 AU Th b
PHoRE, AnR AFAE BE 4 ASUThH AN AL
10347, “27b-AH9l A% 4 BHE 7] [55] & 2 5H41 A

postconf -e 'smtpd_tls_auth_only = no'

postconf -e 'smtp_use_tls = yes'

postconf -e 'smtpd_use_tls = yes'

postconf -e 'smtp_tls_note_starttls_offer = yes'

postconf -e 'smtpd_tls_key_file = /etc/ssl/private/smtpd.key'
postconf -e 'smtpd_tls_cert_file = /etc/ssl/certs/smtpd.crt’
postconf -e 'smtpd_tls_CAfile = /etc/ssl/certs/cacert.pem’
postconf -e 'smtpd_tls_loglevel = 1'

postconf -e 'smtpd_tls_received_header = yes'

postconf -e 'smtpd_tls_session_cache_timeout = 3600s'
postconf -e 'tls_random_source = dev:/dev/urandom’
postconf -e 'myhostname = mail.example.com’

WS 25 A8t U postfixE 9] s SMTP AUTHS] A A o] =%
E3 Yyt postfixol| A o]0} A TLS| A AMS-& AFAME 23 A5l
ARy

olul] /etc/postfix/main.cf2} this [../sample/postfix_configuration] ©] Z+o} & of of
ek
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Postfixe] % 7] A7 o] o] Al T%t<5 U th. Postfix o] 22 A 232 ¥

sudo /etc/init.d/postfix start

= AP Al 2. oAl postfix o] 2 o] FALS] A X5 o, A o] ELial o] A
A3t} Postf1x~ RFC2554 [ftp://ftp.isi.edu/in-notes/rfc2554.txt] oi| A]
A 2] 3k SMTP AUTHE X3}, SASL [ftp://ftp.isi.edu/in-notes/rfc2222.txt] &

3
w23 94U Th 514 8 SMTPE A8 7] 9154 = SASL 9155 448 of g oh.

14.1.4. SASL A A 5} 7]

SASLE £3F SMTP AUTH 7] 5& A-23}7] 98l 4] = application>libsasl2

SASLE Alth & AHg-3817] e A= s of & Z o] 2 74A] Qs U Th
Postfix+= /var/spool/postfix U] o] chroot® AE] 2 5 23} 7] wl] £ of], SASL 9 A] 1
chroot® 87 el A 523 o =5 4 A3l oF gy th(/var/run/saslauthd T 41 o]
/var/spool/postfix/var/run/saslauthd 7} & U Th). T} H 3 S A B A A L

mkdir -p /var/spool/postfix/var/run/saslauthd
rm -rf /var/run/saslauthd

saslauthd-& 215 A| 7] 8] ©, /etc/default/saslauthd = H 3§ 3} 7] 9] 3}o] & 11, START
HTE | A AW 371 gt saslauthd ©] 714 root 73 of| 4| AP 5 = =
‘47351 7] 913 A<=, PWDIR, PIDFILEZ} PARAMS ¥ ~& B gy th v g e =,
MECHANISMS ®l~& of 2]t o] Eolst= X o2 A4 Pt 1 3L S b=
e B Yk

# This needs to be uncommented before saslauthd will be run
# automatically
START=yes

PWDIR="/var/spool/postfix/var/run/saslauthd"
PARAMS="-m ${PWDIR}"
PIDFILE="${PWDIR}/saslauthd.pid"

# You must specify the authentication mechanisms you wish to use.
# This defaults to "pam" for PAM support, but may also include

# "shadow" or "sasldb", like this:

# MECHANISMS="pam shadow"

MECHANISMS="pam"

) Tl el Fotdttd, shadows pam thalel A 4 Q5 th
o] & MD5 S HE ¢T ALE AHEStaL A b FUTh AF
Asto] B2 AR AL o] B T o Bl o] AR 3= AW
g o) ARG AFe] 22 S ol FyHh

o
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=2, /var/spool/portfix/var/run/saslauthd®] dpkg "state" & 4 d o] E gt}
saslauthd init script= 233 2 A3 2532 /A g HEdEZ S

S 7] A3kl o] 8L AHg Fuith

dpkg-statoverride —force —update -add root sasl 755 /var/spool/postfix/var/run/saslauthd

14.1.5. H A2 E]

SMTPAUTH 442 mpa &tk ol Al 122
QJUITh SASL Bl -2 A1 215}7] 9} 5to] T o] BH2 A

sudo /etc/init.d/saslauthd start

SMTP-AUTH TLS7} A A 3H7] 5 &5k A2 B, thgo) B2 A ¢
telnet mail.example.com 25

of 2 o] postfix ¥l d AW 2 H&ES el 5,

ehlo mail.example.com

250-STARTTLS
250-AUTH LOGIN PLAIN
250-AUTH=LOGIN PLAIN
250 8BITMIME

14.2. Exim4

Julo] AZE SUA A AE Ao A AFLEFE 2 7 H 2] 2] o 3hof| A]
T} Message Transfer Agent (MTA) ¢ Y t}. Exim-2 sendmail x}-2] o]
9l 17, A AL sendmail?] A A= o} =Yt}

eximd 2 A X 57] 1 5tol, the WS AW ok

sudo apt-get install exim4 exim4-base exim4-config

14.2.2. 24

exim4 & 47437) 9 5to], oS W AW Fick

sudo dpkg-reconfigure exim4-config

Ag7} el o] 27} B ATk A}
selulE e A48 4 A== Gk o

i OLO
15—
Qe
M)
2, 2
5 o
=
i
o, i19[:
2o
1= o
rlo L
_8, cd
Ol
v rlo
=
1o
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SAEE o] Puith Bofolei o] TAEL W A 27 ATTHY o
A8 QeI o] 20 A A BIA AAE 5 Uit

of 2] 2 o] A7 Q] o] 2ol 4 AT 5 9]
/etc/exim4/update-exim4.conf.conf I} Y of] A7 H Y

kY

2

2

of
P
"y

292+ 1%

ZF A A 5} o] HFE-o] | I /var/lib/exim4 /config.autogenerated 2 4] A = U T}

O AAE, A EL = A 9}Y, /var/lib/exima/config. autogeneratedi
T2 o7 #HF A g5yt 142 update-exim4.confE A 3 5t
wobch 455 02 Qi o] = H i}

sudo /etc/init.d/exim4 start

TODO: ©] % < exim4 9} 7 SMTP AUTHE A A 3t= AL &4t}

14.3. Dovecot A ¥

A )AL
942 A9 gt o] B imap Ei
N = A S A T

14.3.1. A A

dovecot 43 317] 913}e], Wl B ZEe| A THe B YL A Ptk

sudo apt-get install dovecot-common dovecot-imapd dovecot-pop3d

14.3.2. 24

dovecotg A A3} 7] 93}, /etc/dovecot/dovecot.conf I+ L S HF & 4 5}
of g Fo] AFEetaA} S ZREFS AT 5 931, 142 pop3, pop3s
(pop3 secure), imap L] 27 imaps (imap secure) ©] 2 5 5 Yt} 9]

=2 B2 e A% o] ShhAS W ¥ YUtk o B guE,
wikipedia®] t}5 =&, POP3 [http://en.wikipedia.org/wiki/POP3] £} IMAP
[http://en.wikipedia.org/wiki/Internet_Message_Access_Protocol], 331
F44 2
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IMAPS2} POP3S+= A48 uf] SSL 45315 AM_5t2 2 73t IMAPY POP3
Hol= 2 ¢ obd gyt o) Z 2 EFS A3} THA, /ete/dovecot/dovecot.conf
Shel the 22 47 Bk

protocols = pop3 pop3s imap imaps

ZA¢ dovecote] A48 W) 1 22 EES ALE 7Hs oA U Th TheL,

/etc/dovecot/dovecot.conf I+ ] pop3 FE o o} &S F7F gtk

pop3_uidl_format = %08Xu%08Xv

I t28 AT W gutAaE A

=

N 8] s+ ) Dovecot2 maildir 3} mbox
PFAZ AE FUth 2 A2 7P G A 0 2 AL = gt A
Juth 2722 A2 S 7HA AL Lol T 3 212 dovecot ) AFo] E
[http://dovecot.org/doc/configuration.txt] o] =2] = o] 95U th

o &l wdutA F/7E A3, Jetc/dovecot/dovecot.conf I+ Y-S H A 31 7] 9] 3}

default_mail_env = maildir:~/Maildir # (for maildir)

CC=
ol

default_mail_env = mbox:~/mail:INBOX=/var/spool/mail /%u # (for mbox)

) Thek At A th2 T, o] W IR A ] F/HE A W LS AE57
¢ 3t of ] & 2] Mail Trasport Agent (MTA)E 4 A 3} oF 3t}

o] 2] & o] dovecotS AA S &, TS HAES] 9319 dovecot o 22 Al =

S Al L.

sudo /etc/init.d/dovecot start

TkeFimap E+= pop3E AHE 715 3H 31 tHA, telnet localhost pop3 =+ telnet
localhost imap2 ¥ 4 A1-8510] 21918 A =a] & 5 Y& Th 037} 22
Ag BT, AXE 4340z 8 A AUtk

bhuvan@rainbow:~$ telnet localhost pop3
Trying 127.0.0.1...

Connected to localhost.localdomain.
Escape character is ']'.

+0OK Dovecot ready.

14.3.3. Dovecot SSL A4 A

SSL& A28 = E dovecot2 A A 317] 9 5}, sete/dovecot/dovecot.conf 3L 2

A7) 98 A3 Tk FL 54 Pk
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ssl_cert_file = /etc/ssl/certs/dovecot.pem
ssl_key_file = /etc/ssl/private /dovecot.pem
ssl_disable = no

disable_plaintext_auth = no

cert 2} key 3} ¢ -2 44 X] € wlf dovecotol 2] &t 2}5 A 02 vk FJUt. o] 7]&
AR =] A] 9k Skar Fefo]AE A A& & ufl "bad signature” | H & FA ==
AE FY A L. o] AL 93, AP L ASHEALET S A, == B}
AL, A 229 SSLASAE A 4 5yt

14.3.4. o] 2 A= 9] 8l u}slw] M A

FeOIA ML AN E d2oeE, Bed 2e QM 44
% b WA AT b ST,

LIIMAP - 143

o}
5

—°.L nﬂ

oo

[JIMAPS - 993
[JPOP3 - 110
[JPOP3S - 995

14.4. Mailman

Mailman-2 A2} 94 3] 9] 2} A2} & 4] &
=29 dUth B L Eas WY

[http://lists.ubuntu.com] & > 3}3h W
FUTh ol AL A s AA 9 § ARG

ry
(L)
o
N
d
I
fo
iy
B>
>

o o (M o
oy [y rr

< im
SN

14.4.1. A A

Mailman-2 J?ﬂrﬂl Z}E‘r AFEALE S8 QA o)A 5 AlF FUtE ¥ e, a4
mod_perl A L oluxE P2 2 3l MailmanS o] 9 ® 1 vy
Ao 7w d /‘Wﬂ% AHS U T o] Wl L A o) e sk A 52 o

[JPostfix
[JExim
[JSendmail
[1Qmail

2]+ ©] 9 A mailman, o}3}2] §] A ¥ ¢} Exim ¥ & AW & 2 2 :
7ok of 2] o] mailmang & | 4 AW e} A A X571 E 9% D}E‘i, rx 9=
21 A A L.

14.4.1.1. o}3}%]2

15} X28 A AT AL 1012 “2A" (47) & 2% AN L.
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14.4.1.2. Exim4

EximdE 4%3t7) 9| 3te] Bl ZEZEA th B 48 ok

sudo apt-get install exim4
sudo apt-get install exim4-base
sudo apt-get install exim4-config

exim47} A X =W, A7 LS Jete/exima Y H E 2o A7 HUth 2 Fo A+,
R AH o R, exima A% HLL 2] 9] AR o] AUk
/etc/exim4 /update-exim4.conf YL}%J /] T/]——% 4\—% H 73?5]——— Aoz o] E_zl o H]—% Eal

Uk

[Jdc_use_split_config="true'
14.4.1.3. Mailman

Mailman & A x]3}7] 9 5to], Eln|d =2 Z EoA] o} HEH S A3 Ik

sudo apt-get install mailman

o] AL M x| 39S /var/lib/mailman t] & & 2] W & B A}e},
/usr/lib/cgi-bin/mailman ] & £ 2] Yo CGl 23 HEE A ] T} list 2|52
AHAE eI, list gl A 225 vH5Uth mailman Z 2 | AL o] AR }o

BERPRCE I8

14.4.2. 27

14.4.2.1. o} 3} %2

o}u}x]27} 4 X =], /etc/apache2/apache2.conf 3L o] T} 9] £ 52 F71E ¢

IREARICE

Alias /images/mailman/ " /usr/share/images/mailman/"

Alias /pipermail/ " /var/lib/mailman/archives/public/"

Mailman2 CGI 22 Y E S ARR817] 950 o}9t]28 o] & Futh v 4w
23 E = /usr/lib/cgi-bin/mailman o) & E g)of] Ax Ut 282z 2 v du
url2 http://hostname/cgi-bin/mailman/ o] g Yt}. vk H 4317 & Yt
/etc/apache2/apache2.conf 3} QD ol A] V& 4~ 9J S th

14.4.2.2. Exim4

Exim4E A %3 &, glu)|gd

T AFyth

IM

23
=]

IM

EA th& B H 2 AHg8ho] Exim AW E A2
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sudo apt-get /etc/init.d/exim4 start

exim42} 37| mailmano] 5213517 WS84, eximd & A G 3= Zlo] I8 Iy}
ol AFd A o], 7|E AA LR, eximd= UE F7 55 44 HdsS
AFE gy o) A 3F A2 Exim [http://www.exim.org] 9 AFo] EE ZZ 34 Al L.
mailmang A3 3}7] fl5to], th A4 SRl T Mz A4 std2 F 75t

-

[[IMain

[JTransport

[JRouter

Exim2 2 & o] 22 44 sld &3 Adste] &+ 24 gd & wsyth 1822

14.4.2.3. Main

Main £ 50 £35t= 25 A A 3L 5L Jetc/exim4/conf.d/main/ T] &l & 2] W of] & &+
H Yt} 04_exima-config_mailman ©] 2k 0] E-2] A 5} t}2 o] W& S 71 4
9%k

# start

# Home dir for your Mailman installation - aka Mailman's prefix

# directory.

# On Ubuntu this should be " /var/lib/mailman"

# This is normally the same as ~mailman
MM_HOME=/var/lib/mailman

#

# User and group for Mailman, should match your -with-mail-gid

# switch to Mailman's configure script. Value is normally "mailman"

MM_UID=list
MM_GID=list
#

# Domains that your lists are in - colon separated list
# you may wish to add these into local_domains as well
domainlist mm_domains=hostname.com

# These values are derived from the ones above and should not need
# editing unless you have munged your mailman installation

#

# The path of the Mailman mail wrapper script
MM_WRAP=MM_HOME/mail/mailman

#

# The path of the list config file (used as a required file when

# verifying list addresses)
MM_LISTCHK=MM_HOME/lists/${Ic::$local_part}/config.pck

# end
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14.4.2.4. Transport

Transport 570l &3l ZE A4 3d &

== 1_ /etc/exim4 /conf.d/transport/ D] E“Eﬂ
ol 217 Yt} 40_exima-config_mailman ©] &+ o] 52] A} 3} Qo t}-3-2] W&
Z748 5 A5k

mailman_transport:
driver = pipe
command = MM_WRAP \
'${if def:local_part_suffix \

{${sg{$local_part_suffixk-(\\W+)(\\+.*)?K{\$1}} \
{post}}' \

$local_part
current_directory = MM_HOME
home_directory = MM_HOME
user = MM_UID
group = MM_GID

14.4.2.5. Router

Router &0 £38l= 25 A4 9pd 2

/etc/exim4/conf.d/router/ T F E 2] U] o]
o1 Z2) A o] 29 v §-2 F e

N
=2 T

S
#] 7} = U t}h. 101_exim4-config_mailman ©] 2+

91Utk

mailman_router:

driver = accept

require_files = MM_HOME/lists /$local_part/config.pck
local_part_suffix_optional

local_part_suffix = -bounces : -bounces+* : \

-confirm+* : -join : -leave : \
-owner : -request : -admin

transport = mailman_transport

O Main} Transport 274 314 E9] 4= o] = A7 H = 1 syt
221}, Router A7 3L A& M= A] EZolof gt o] 574
1} -2 200_exim4-config_primary 3} o] A of] Wk= A] L}EbL}of U T}
o] = A gde goe x2o ARE 7R 1 QU h A AR 5 o)
FAEAS 7Y O AAISE AL, FR G 9E FA AL
14.4.2.6. Mailman

mailman-g A %) st

=

mailmans A 23 &, 7|2 44 v g g AES wrEojof gt o I 7
2EE WE7] Y5t v WE S A8 Fyh
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sudo /usr/sbin/newlist mailman

Enter the email address of the person running the list: bhuvan at ubuntu.com
Initial mailman password:

To finish creating your mailing list, you must edit your /etc/aliases (or
equivalent) file by adding the following lines, and possibly running the
“newaliases' program:

## mailman mailing list

mailman: "|/var/lib/mailman/mail/mailman post mailman"
mailman-admin: "|/var/lib/mailman/mail/mailman admin mailman"
mailman-bounces: "|/var/lib/mailman/mail/mailman bounces mailman"
mailman-confirm: "|/var/lib/mailman/mail/mailman confirm mailman"
mailmanjoin: "|/var/lib/mailman/mail/mailman join mailman"
mailman-leave: "|/var/lib/mailman/mail/mailman leave mailman"
mailman-owner: "|/var/lib/mailman/mail/mailman owner mailman"
mailman-request: "|/var/lib/mailman/mail/mailman request mailman"
mailman-subscribe: "|/var/lib/mailman/mail/mailman subscribe mailman”
mailman-unsubscribe: "|/var/lib/mailman/mail/mailman unsubscribe mailman"

Hit enter to notify mailman owner...

#

14.4.3. &¢

FElE ol el 718 44" AAE 7Hthal 7H4 v mailman CGI
23 Y EE o] A3| /usr/lib/cgi-bin/mailman/ ] g € 2] Wl g5 YTt
Mailman €] 7|9t #2] 7]5& A3 gyt o] sl o] A& H237] §13ted, th-& ¢
urls o] 22 ¢] BepeAo) A AR Fu ok

http://hostname/cgi-bin/mailman/admin

712 244 v 29 2]~ E, mailman 7} o] Sh o] YEbE U Th T W A H B AE
oS FYtd, oH R AF FETE EolE A Utk 2 EA AT E
AHsA T, o222 o]l ML 2|2l AR A e WA A5y
g % 3 - 2 Bl (Jusr/sbin/newlist) & AHg-5to] A2 WA B|AES e
AsUth e e r, § A slo]ag At 2 WdY B|l2EE e
T AsUn

o

14.4.4. N}-8-R}

Mailman-2 ARg 2ol Al 5 7] 9ke] QB | o] 25 A5 Ut o] o] A&
Ao, s wile o 222 bAoA Abg
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http://hostname/cgi-bin/mailman/listinfo

712 AAE v dg g AE, mailman 7} o] 3do)| JEFG U 2 WYY g AE
o8& 25, 7he AL BAUTE ol R o]u] A Fa, o] B (A E A
I8 A5 E }?J 3t7] f18te] 4= Fych JHEANA o)W D 2o 7F B F U T
7Fdet7] f1ete] 1 ol 4 EAE mE Yt

14.4.5. &=
GNU Mailman - 4 %] o554 [http://www.list.org/mailman-install/index.html]

3% - Exim 42} Mailman 2.18 37 AF&35}7]
[http://www.exim.org/howto/mailman21.html]
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5174 2 9 HE 9l Microsoft®Windows® A]
HEEA] o] Fo] A A HUth SEF AW Qb A 9] o] FE A= AT
A NELDZ AL S T Ast A2 FEF AW E dA 7] 9t

AeEE A =125 400 gy
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AP SRE A2WS AL = ol dES W AT A0 ENTE
TARE AL ALz ol FEY AW 2E AFHL FHSHE AL oz
FUh ol A AHl 2t 429 T W= Zo] Fol B AFH G A Aol that Fne)
FRE =TT, b2 Al M 28 V)50 BRE 2R A 5 A&k
Ostelsh e 5 Aul2 A H WA A 22 (SMB) 22 EZL AL§ 3ol
WEYZ 4ol 514, 6, 2§ 12 m zdHY FHE FHUTH

(o) # & 2] A)u] A. Lightweight Directory Access Protocol (LDAP) 2} Microsoft
Active Directory® 71ES AT U EY 32 AFE 9 AR Ao O3t 7}
AEE FF FUTh

Dﬂ%ﬂﬁ%ﬂ?ﬁ@%ﬂ@ﬁl A 1231 Kerberos 15 A H] 2 2p 22
A2} 71 &g AHEte] U =S A9 AFE £ AR AE S A5

H2o] A5 AFE EE ASA] YU E AU

GFAHA, FEFACH S A== Feo|AEA o] BRE HYE AFsta
JEHR A VEYI AYEE ZGT 5 A5 UL IEL X Y EY AL 3]
FEF A ago] 3= 7HE TR AL E S o] 9] Stid= SMB AW =& T3}
T7ES 22 SAMBA suite ¢JUTH S EE A8 QhyA] Q] o] HE A= Al

z 72 W3 522 gl o] SAMBA suiteS A x| 311 A g4 0l A AL dl= A
7reks] shAl s Ut 71sko], SAMBAC] th $F A S E A&} A H = o] FAS Y
vhof 91 A 9k, SAMBA ) Alo] £ [http://www.samba.org]oll 91551t}
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2. SAMBA A %]

SAMBA AW 22 13€ 42317 93] Bejo} e A o ¥ e 9

o

sudo apt-get install samba
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3. SAMBA A A

AT 7|2 A WA AYNELR A& F7F8t7] S8k

/etc/samba/smb.conf LS HAA = Ao w SAMBA AW E AR 4 9T

AR st & o B2 A B = /etc/samba/smb.conf IF L ] Ao 9131, = B 1]
EZEA 29 HHE BT /etc/samba/smb.conf Bl 7L F| o] X E H

Fek

J
o N

man smb.conf
@ HA stdS AR Ao, oJe]He R 5o BARS ulE 3

s3] oful ST T B g oeRe Fxd 4 9
74A A H 1 B 2ol whet 2 A 5 dsith

rlr

sudo cp /etc/samba/smb.conf /etc/samba/smb.conf.original

o] A, /etc/samba/smb.conf I} LS G o] H A T}

3.1. A

st LAE F AW 22732 SAMBA suiteo]] B sk, #-&#F=
AA Az 5= Ao o5l Zﬂlﬂ—h— 71s e A e ez
FHAJQUEA A AW 755 Alest7] fsto] ke o gte] 23t
228 2P YFUTL A E S0, FEFE HAE] Auj2E 53
AFE 9 AR AR 22 W ES A A9 v%‘ He, AR A A Y] e, T e
AT MuAS B AFE G AREAS 1S5S AT T

t}S HEo SAMBAS A t]d 8] A2 =2 ¥ Z(LDAP), 28 1 Kerberos

AZ M el 22 A 7|l it & t] AAM A =25 Tt &2 =3t
V== ZEo|AES AN E 7IA L Y EY T TS st HeE 5+ SAMBA
A std o A AR Qle B R A A Ao e AT w$A 2 A dYTh

3.1.1. Active Directory

Active Directory= Microsoftol] ©] 3 t] & E ] A u] A2 &Afdo] Qi o8 o],
VEY 3 A ARG A A WS F/35H7] 913 -2 Al g ot=dl A8 g U Th

ol# et KO F43H AAE A Fd= Ao F715H9], Active Directory+= 5= 3t
YEYIE At 5439 I35 Het Aoz & F2-S gt Active Directory+=
AeHer #e5a, 5349 "/1‘3“531 A adlo A 2hE 4 = 58S destE

T A, 2g 1 Y EYI A9 Hetke g 3 th SAMBA 3 7] 2] = shite]
A=¢= = F2| Aol A Active Directory A H| &5 ARG-3H7] A oto] A4 E
AFUTH
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3.1.1.1. LDAP

LDAP A =2 732 A% = 7 37F o Al Microsoft Active Directory A W] 22}
W AR B oz Hd s Auls )5S AT Futh ol @ Aul st
AFE, AL}, 227 W20 Folsls AFE E= LA 2E ) A8
B % Belah A ol e @ A4S A%, 94, 192 B3] 91 A9
S0e Aot AL 23 T o2 R SRE N 2HL 5o AHEA
}d‘lﬂ 4 1= LDAP?] ©] 32 OpenLDAP ©] 2} & 3 1 t}. OpenLDAP t] 2 E g
29] shi}o] LDAP Aol 4] T2 Ao teEe 4R S
2 7= AW b2, slapd 2} slurpd ¢ Y th. OpenLDAP-Z,
3} 34 Aol e o, AE$= wul ol BejA} ahe
A vhRAA B o2 9, B, 291 v d e AW A% AT 98k
SAMBAZ®} 4 g5}

3.1.1.2. Kerberos

3.1.2. A3

|
kel NS ]*O“’“ —11’/]_1_ Ltﬁ]r% /“JE] J&I’J%
t}, SR = o] Kerberos ¢1% 3} Kerberos t| o] Ep#l o] 2~ #e2] & e sl
W o] &2 krbskdc e} kadmln Ut SAMBAE 95 ¢ = T ¢l e z}oj
Foto] AFE F AR ALY Q1SS 913 8ute] G X 2 A Kerberos€ AHS- &
IS5yt 294 st H, —?——t*—‘nz— A~ "2 wkE A] KerberosE A %] &1of of
, /etc/samba/smb.conf = & A St realm ¥} security R =& A= 5 HEE A
% o] of gt} o & £ 9], Jetc/samba/smb.conf I} LS HF 517 Yol &4 11, o}
#H= Sk

lil yo o ko ndk |
|

ST - R P T

{0 o,

realm = DOMAIN_NAME
security = ADS

I kel 919 gre veka, 28| a O 9l A% gy o

1o
[
o,
e

Tz Tl

filo

@ 99| o ¢ DOMAIN_NAME E2-2 o] ] &
7HA 3 B A sk A e 2 sH A 2.

o
kol'

| £33+ 247 312 W SAMBA B £2 2| A 2 a4 Zo] B2 shch guy

o] Y17
3z TS 3 3S JEsts A0 g SAMBA Hl 22 A A 2 ok

=
=

SIS
m

l

_>L

o.EL

l

sudo /etc/init.d/samba restart

Bl A%
FE AR Va2 oot AFE 282 §L5A A8 a7 9 sl
ﬂﬂiﬂﬂﬂﬁﬂﬂ&ﬁﬂ% ore] T ol A AFE A9} e Ao = AR o]
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=

[e]
=97

e
r
o
=

A
b &
k)
&3
ln

1AL A8} AR 7 2 S8 A D, )
2 V=93 A0 952 37 9% 4ol Bk,

=)
N
N
3
1>
lo

20
i’
18 °
ﬂ;

W= 2 AHSA 7L, SHE AFE AHLS AAL 9A b
MEADE 98 2uE AR AT UEYT ADL AS37)
A= =0 ZAR 3 Aol weh, 955 7 4 AFE A
2 o AATHA T A AL T Ao A2 ohe Aol ARE 5

L
fr e oX F

B I
pAY)
Io

¥0, 10 do gy & X v
1
ok

oy ofN S dK aju oX m{
oo > T g
L > 2

SAMBA &% 3} ef] 715 0} A 4= 9la1, 71 4% o o] Ep o] &

e e A AR oz EASE 2718 AFE o Bo R A2
AFE = /A AL SAMBA 93 5ol 71317 918 EH e
g =&z E A smbpasswd ¥ &S AHE Ty h

O_u
flo

do M1 =2 dH
=

Hoyo g T
minbzié
10

o4 = oav
A
o 8o

sudo smbpasswd -a -m COMPUTER_NAME

@ )9} o o  COMPUTER_NAME E2-& oj g o] 27518 & 714 AR S
A3 54 AFE Y AA o] F o A AL e FAAIA L.

3.1.3.519 Jo A

AFE Ee AL 52 O, 5 e e ATS
Z A A st} o] 2] 3k 2 A IE Jete/samba/smb.conf
g BYH T AAE Y BHe WAL AT ARE FAIE Ao w ARY 4
A5 YT o & S0, o] 2] & o] sourcedocs ©] 2} £ 2= SAMBA 72 A1 Z 31,
planning o] 2} &8 R A&} 5ol Al = read-only 2 A3Hs 11 authors 2}
8+ 15 Frichard gk o] 5 ARS A Al 1 gl 27 & 3 83H
B}, Jetc/samba/smb.conf 3 Y-S H AL 9] 5lo] & 11 t}h-2 9] 3}HE-2 [sourcedocs]

G5 ofefof 7} F ok
read list = @planning
write list = @authors, richard

WA o] S35 71 A 317] $13) /etc/samba/smb.conf S # & gL T},

£ 7}& 3 2 @32 administrative 3 A3 S48 &+ Ak el
st A duth & H2 Adde 7 AR AbE BAA o #e 2 dEe]
A4 g AFUth s

o £3HE oW FHE 97, 27, E WP
oF o] H%OI AH&-2t melissa of| A| 9 2] o & AH-g- o
A 3t} i, Jetc/samba/smb.conf 3D S H ] 3}17] 936 Q11 o229
[sourcedocs & ofgfof] 71 gtk

-

N o ol N = HE
o rly & 2 e

rﬂ rE]

s

ftlo

4)4

E

-\o

admin users = melissa

WA o] 35 71A] A 817] 913H /etc/samba/smb.conf & A7 T Th
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3.2. ZgfoldE
CRELZgodE 22 IARSMBEZEEZR FHHAUEYI AL
H2st7] A 582 7L A F Ut o & S9], smbclient 2 =2 = F R E =
3 A% 22 EF(FIP) 2etoldES A o=, 949 379 31d
A 2"E A BHE 21S 38 P th smbclient & /\H’L%}—t« ofl =, bill o] & 94 2]
A== Aol 93l Al&5 = documents 2= &7 0 XY AH83517]
Ao, A B ZEZEqAN G T2 PH S ?JEﬂ ok

smbclient //bill/documents -U <username>

AL 17 F,-U 297 oo
WA T, 4B R0 A5 H UL
sk Al e 2y o2 s

man smbclient

SMB L2 EFS AHEote= A4 VM EHZ ALY 24 (W HFE S AR
AHE-3tThE 9 1)) B E (& 8] 7]) = mount B 8-S ARE-3te] 3 7 U T A&
= o], development 2}= 9= 2= AW A+9] project-code 2t o] 29 & ZT|E
dlightman o] g}= AF&- 2124 of 2] &2 2] A]2~H 9] /mnt/pcode (mount-point:
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H = A. Creative Commons by
Attribution-ShareAlike 2.0

CREATIVE COMMONS CORPORATION IS NOT A LAW FIRM AND DOES NOT
PROVIDE LEGAL SERVICES. DISTRIBUTION OF THIS LICENSE DOES NOT
CREATE AN ATTORNEY-CLIENT RELATIONSHIP. CREATIVE COMMONS
PROVIDES THIS INFORMATION ON AN "AS-IS" BASIS. CREATIVE COMMONS
MAKES NO WARRANTIES REGARDING THE INFORMATION PROVIDED, AND
DISCLAIMS LIABILITY FOR DAMAGES RESULTING FROM ITS USE.

License

THE WORK (AS DEFINED BELOW) IS PROVIDED UNDER THE TERMS OF THIS
CREATIVE COMMONS PUBLIC LICENSE ("CCPL" OR "LICENSE"). THE WORK
IS PROTECTED BY COPYRIGHT AND/OR OTHER APPLICABLE LAW. ANY USE
OF THE WORK OTHER THAN AS AUTHORIZED UNDER THIS LICENSE OR
COPYRIGHT LAW IS PROHIBITED.

BY EXERCISING ANY RIGHTS TO THE WORK PROVIDED HERE, YOU ACCEPT
AND AGREE TO BE BOUND BY THE TERMS OF THIS LICENSE. THE LICENSOR
GRANTS YOU THE RIGHTS CONTAINED HERE IN CONSIDERATION OF YOUR
ACCEPTANCE OF SUCH TERMS AND CONDITIONS.

1. Definitions.

a. "Collective Work" means a work, such as a periodical issue, anthology
or encyclopedia, in which the Work in its entirety in unmodified form,
along with a number of other contributions, constituting separate and
independent works in themselves, are assembled into a collective whole. A
work that constitutes a Collective Work will not be considered a Derivative
Work (as defined below) for the purposes of this License.

b. "Derivative Work" means a work based upon the Work or upon the Work
and other pre-existing works, such as a translation, musical arrangement,
dramatization, fictionalization, motion picture version, sound recording,
art reproduction, abridgment, condensation, or any other form in which
the Work may be recast, transformed, or adapted, except that a work that
constitutes a Collective Work will not be considered a Derivative Work for
the purpose of this License. For the avoidance of doubt, where the Work is a
musical composition or sound recording, the synchronization of the Work
in timed-relation with a moving image ("synching") will be considered a
Derivative Work for the purpose of this License.
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c. "Licensor" means the individual or entity that offers the Work under the
terms of this License.

d. "Original Author" means the individual or entity who created the Work.

e. "Work" means the copyrightable work of authorship offered under the
terms of this License.

f. "You" means an individual or entity exercising rights under this License
who has not previously violated the terms of this License with respect to the
Work, or who has received express permission from the Licensor to exercise
rights under this License despite a previous violation.

g. "License Elements" means the following high-level license attributes as
selected by Licensor and indicated in the title of this License: Attribution,
ShareAlike.

. Fair Use Rights. Nothing in this license is intended to reduce, limit, or restrict
any rights arising from fair use, first sale or other limitations on the exclusive
rights of the copyright owner under copyright law or other applicable laws.

. License Grant. Subject to the terms and conditions of this License, Licensor
hereby grants You a worldwide, royalty-free, non-exclusive, perpetual (for the
duration of the applicable copyright) license to exercise the rights in the Work
as stated below:

a. to reproduce the Work, to incorporate the Work into one or more Collective
Works, and to reproduce the Work as incorporated in the Collective Works;

b. to create and reproduce Derivative Works;

c. to distribute copies or phonorecords of, display publicly, perform publicly,
and perform publicly by means of a digital audio transmission the Work
including as incorporated in Collective Works;

d. to distribute copies or phonorecords of, display publicly, perform publicly,
and perform publicly by means of a digital audio transmission Derivative
Works.

e. For the avoidance of doubt, where the work is a musical composition:

i. "Performance Royalties Under Blanket Licenses." Licensor waives the
exclusive right to collect, whether individually or via a performance
rights society (e.g. ASCAP, BMI, SESAC), royalties for the public
performance or public digital performance (e.g. webcast) of the Work.

ii. "Mechanical Rights and Statutory Royalties." Licensor waives the
exclusive right to collect, whether individually or via a music rights
society or designated agent (e.g. Harry Fox Agency), royalties for any
phonorecord You create from the Work ("cover version") and distribute,
subject to the compulsory license created by 17 USC Section 115 of the
US Copyright Act (or the equivalent in other jurisdictions).
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f. "Webcasting Rights and Statutory Royalties." For the avoidance of doubt,
where the Work is a sound recording, Licensor waives the exclusive right
to collect, whether individually or via a performance-rights society (e.g.
SoundExchange), royalties for the public digital performance (e.g. webcast)
of the Work, subject to the compulsory license created by 17 USC Section
114 of the US Copyright Act (or the equivalent in other jurisdictions).

The above rights may be exercised in all media and formats whether now
known or hereafter devised. The above rights include the right to make such
modifications as are technically necessary to exercise the rights in other media
and formats. All rights not expressly granted by Licensor are hereby reserved.

. Restrictions. The license granted in Section 3 above is expressly made subject
to and limited by the following restrictions:

a. You may distribute, publicly display, publicly perform, or publicly digitally
perform the Work only under the terms of this License, and You must
include a copy of, or the Uniform Resource Identifier for, this License
with every copy or phonorecord of the Work You distribute, publicly
display, publicly perform, or publicly digitally perform. You may not offer
or impose any terms on the Work that alter or restrict the terms of this
License or the recipients' exercise of the rights granted hereunder. You
may not sublicense the Work. You must keep intact all notices that refer to
this License and to the disclaimer of warranties. You may not distribute,
publicly display, publicly perform, or publicly digitally perform the Work
with any technological measures that control access or use of the Work in a
manner inconsistent with the terms of this License Agreement. The above
applies to the Work as incorporated in a Collective Work, but this does not
require the Collective Work apart from the Work itself to be made subject
to the terms of this License. If You create a Collective Work, upon notice
from any Licensor You must, to the extent practicable, remove from the
Collective Work any reference to such Licensor or the Original Author, as
requested. If You create a Derivative Work, upon notice from any Licensor
You must, to the extent practicable, remove from the Derivative Work any
reference to such Licensor or the Original Author, as requested.

b. You may distribute, publicly display, publicly perform, or publicly digitally
perform a Derivative Work only under the terms of this License, a later
version of this License with the same License Elements as this License, or
a Creative Commons iCommons license that contains the same License
Elements as this License (e.g. Attribution-ShareAlike 2.0 Japan). You must
include a copy of, or the Uniform Resource Identifier for, this License
or other license specified in the previous sentence with every copy or
phonorecord of each Derivative Work You distribute, publicly display,
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publicly perform, or publicly digitally perform. You may not offer or
impose any terms on the Derivative Works that alter or restrict the terms
of this License or the recipients' exercise of the rights granted hereunder,
and You must keep intact all notices that refer to this License and to

the disclaimer of warranties. You may not distribute, publicly display,
publicly perform, or publicly digitally perform the Derivative Work with any
technological measures that control access or use of the Work in a manner
inconsistent with the terms of this License Agreement. The above applies
to the Derivative Work as incorporated in a Collective Work, but this does
not require the Collective Work apart from the Derivative Work itself to be
made subject to the terms of this License.

c. If you distribute, publicly display, publicly perform, or publicly digitally
perform the Work or any Derivative Works or Collective Works, You must
keep intact all copyright notices for the Work and give the Original Author
credit reasonable to the medium or means You are utilizing by conveying
the name (or pseudonym if applicable) of the Original Author if supplied;
the title of the Work if supplied; to the extent reasonably practicable, the
Uniform Resource Identifier, if any, that Licensor specifies to be associated
with the Work, unless such URI does not refer to the copyright notice or
licensing information for the Work; and in the case of a Derivative Work, a
credit identifying the use of the Work in the Derivative Work (e.g., "French
translation of the Work by Original Author," or "Screenplay based on
original Work by Original Author"). Such credit may be implemented in
any reasonable manner; provided, however, that in the case of a Derivative
Work or Collective Work, at a minimum such credit will appear where any
other comparable authorship credit appears and in a manner at least as
prominent as such other comparable authorship credit.

5. Representations, Warranties and Disclaimer

UNLESS OTHERWISE AGREED TO BY THE PARTIES IN WRITING, LICENSOR
OFFERS THE WORK AS-IS AND MAKES NO REPRESENTATIONS OR
WARRANTIES OF ANY KIND CONCERNING THE MATERIALS, EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT
LIMITATION, WARRANTIES OF TITLE, MERCHANTIBILITY, FITNESS FOR

A PARTICULAR PURPOSE, NONINFRINGEMENT, OR THE ABSENCE OF
LATENT OR OTHER DEFECTS, ACCURACY, OR THE PRESENCE OF ABSENCE
OF ERRORS, WHETHER OR NOT DISCOVERABLE. SOME JURISDICTIONS
DO NOT ALLOW THE EXCLUSION OF IMPLIED WARRANTIES, SO SUCH
EXCLUSION MAY NOT APPLY TO YOU.

6. Limitation on Liability. EXCEPT TO THE EXTENT REQUIRED BY
APPLICABLE LAW, IN NO EVENT WILL LICENSOR BE LIABLE TO YOU ON
ANY LEGAL THEORY FOR ANY SPECIAL, INCIDENTAL, CONSEQUENTIAL,
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PUNITIVE OR EXEMPLARY DAMAGES ARISING OUT OF THIS LICENSE OR
THE USE OF THE WORK, EVEN IF LICENSOR HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

. Termination

a.

This License and the rights granted hereunder will terminate automatically
upon any breach by You of the terms of this License. Individuals or entities
who have received Derivative Works or Collective Works from You under
this License, however, will not have their licenses terminated provided
such individuals or entities remain in full compliance with those licenses.
Sections 1, 2, 5, 6, 7, and 8 will survive any termination of this License.

. Subject to the above terms and conditions, the license granted here is

perpetual (for the duration of the applicable copyright in the Work).
Notwithstanding the above, Licensor reserves the right to release the Work
under different license terms or to stop distributing the Work at any time;
provided, however that any such election will not serve to withdraw this
License (or any other license that has been, or is required to be, granted
under the terms of this License), and this License will continue in full force
and effect unless terminated as stated above.

. Miscellaneous

a.

Each time You distribute or publicly digitally perform the Work or a
Collective Work, the Licensor offers to the recipient a license to the Work
on the same terms and conditions as the license granted to You under this
License.

. Each time You distribute or publicly digitally perform a Derivative Work,

Licensor offers to the recipient a license to the original Work on the same
terms and conditions as the license granted to You under this License.

If any provision of this License is invalid or unenforceable under applicable
law, it shall not affect the validity or enforceability of the remainder of

the terms of this License, and without further action by the parties to

this agreement, such provision shall be reformed to the minimum extent
necessary to make such provision valid and enforceable.

. No term or provision of this License shall be deemed waived and no breach

consented to unless such waiver or consent shall be in writing and signed
by the party to be charged with such waiver or consent.

. This License constitutes the entire agreement between the parties

with respect to the Work licensed here. There are no understandings,
agreements or representations with respect to the Work not specified here.
Licensor shall not be bound by any additional provisions that may appear
in any communication from You. This License may not be modified without
the mutual written agreement of the Licensor and You.
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Creative Commons is not a party to this License, and makes no warranty
whatsoever in connection with the Work. Creative Commons will not be liable
to You or any party on any legal theory for any damages whatsoever, including
without limitation any general, special, incidental or consequential damages
arising in connection to this license. Notwithstanding the foregoing two (2)
sentences, if Creative Commons has expressly identified itself as the Licensor
hereunder, it shall have all rights and obligations of Licensor.

Except for the limited purpose of indicating to the public that the Work is
licensed under the CCPL, neither party will use the trademark "Creative
Commons" or any related trademark or logo of Creative Commons without

the prior written consent of Creative Commons. Any permitted use will be in
compliance with Creative Commons' then-current trademark usage guidelines,
as may be published on its website or otherwise made available upon request
from time to time.

Creative Commons may be contacted at http://creativecommons.org/.
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& B. GNU Free Documentation
License

Version 1.2, November 2002
A2+ © 2000,2001,2002 Free Software Foundation, Inc.

Free Software Foundation, Inc.
51 Franklin St, Fifth Floor,
Boston,

MA

02110-1301

USA

Everyone is permitted to copy and distribute verbatim copies of this license
document, but changing it is not allowed.
Version 1.2, November 2002

PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional
and useful document "free" in the sense of freedom: to assure everyone the
effective freedom to copy and redistribute it, with or without modifying it,
either commercially or noncommercially. Secondarily, this License preserves
for the author and publisher a way to get credit for their work, while not being
considered responsible for modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the
document must themselves be free in the same sense. It complements the GNU
General Public License, which is a copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software,
because free software needs free documentation: a free program should come
with manuals providing the same freedoms that the software does. But this
License is not limited to software manuals; it can be used for any textual work,
regardless of subject matter or whether it is published as a printed book. We
recommend this License principally for works whose purpose is instruction or
reference.

APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains
a notice placed by the copyright holder saying it can be distributed under the
terms of this License. Such a notice grants a world-wide, royalty-free license,
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unlimited in duration, to use that work under the conditions stated herein. The
"Document", below, refers to any such manual or work. Any member of the
public is a licensee, and is addressed as "you". You accept the license if you copy,
modify or distribute the work in a way requiring permission under copyright law.

A "Modified Version" of the Document means any work containing the
Document or a portion of it, either copied verbatim, or with modifications
and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of the
Document that deals exclusively with the relationship of the publishers or
authors of the Document to the Document's overall subject (or to related
matters) and contains nothing that could fall directly within that overall subject.
(Thus, if the Document is in part a textbook of mathematics, a Secondary
Section may not explain any mathematics.) The relationship could be a matter
of historical connection with the subject or with related matters, or of legal,
commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are
designated, as being those of Invariant Sections, in the notice that says that
the Document is released under this License. If a section does not fit the above
definition of Secondary then it is not allowed to be designated as Invariant.
The Document may contain zero Invariant Sections. If the Document does not
identify any Invariant Sections then there are none.

The "Cover Texts" are certain short passages of text that are listed, as
Front-Cover Texts or Back-Cover Texts, in the notice that says that the Document
is released under this License. A Front-Cover Text may be at most 5 words, and a
Back-Cover Text may be at most 25 words.

A "Transparent” copy of the Document means a machine-readable copy,
represented in a format whose specification is available to the general public,
that is suitable for revising the document straightforwardly with generic text
editors or (for images composed of pixels) generic paint programs or (for
drawings) some widely available drawing editor, and that is suitable for input to
text formatters or for automatic translation to a variety of formats suitable for
input to text formatters. A copy made in an otherwise Transparent file format
whose markup, or absence of markup, has been arranged to thwart or discourage
subsequent modification by readers is not Transparent. An image format is

not Transparent if used for any substantial amount of text. A copy that is not
"Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without
markup, Texinfo input format, LaTeX input format, SGML or XML using a
publicly available DTD, and standard-conforming simple HTML, PostScript or
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PDF designed for human modification. Examples of transparent image formats
include PNG, XCF and JPG. Opaque formats include proprietary formats that
can be read and edited only by proprietary word processors, SGML or XML

for which the DTD and/or processing tools are not generally available, and

the machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such
following pages as are needed to hold, legibly, the material this License requires
to appear in the title page. For works in formats which do not have any title page
as such, "Title Page" means the text near the most prominent appearance of the
work's title, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose
title either is precisely XYZ or contains XYZ in parentheses following text that
translates XYZ in another language. (Here XYZ stands for a specific section
name mentioned below, such as "Acknowledgements", "Dedications",
"Endorsements”, or "History".) To "Preserve the Title" of such a section when
you modify the Document means that it remains a section "Entitled XYZ"

according to this definition.

The Document may include Warranty Disclaimers next to the notice which
states that this License applies to the Document. These Warranty Disclaimers
are considered to be included by reference in this License, but only as regards
disclaiming warranties: any other implication that these Warranty Disclaimers
may have is void and has no effect on the meaning of this License.

VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially
or noncommercially, provided that this License, the copyright notices, and the
license notice saying this License applies to the Document are reproduced in

all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading
or further copying of the copies you make or distribute. However, you may
accept compensation in exchange for copies. If you distribute a large enough
number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may
publicly display copies.

COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed
covers) of the Document, numbering more than 100, and the Document's license
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notice requires Cover Texts, you must enclose the copies in covers that carry,
clearly and legibly, all these Cover Texts: Front-Cover Texts on the front cover,
and Back-Cover Texts on the back cover. Both covers must also clearly and
legibly identify you as the publisher of these copies. The front cover must present
the full title with all words of the title equally prominent and visible. You may
add other material on the covers in addition. Copying with changes limited to
the covers, as long as they preserve the title of the Document and satisfy these
conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should
put the first ones listed (as many as fit reasonably) on the actual cover, and
continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering

more than 100, you must either include a machine-readable Transparent

copy along with each Opaque copy, or state in or with each Opaque copy a
computer-network location from which the general network-using public

has access to download using public-standard network protocols a complete
Transparent copy of the Document, free of added material. If you use the latter
option, you must take reasonably prudent steps, when you begin distribution
of Opaque copies in quantity, to ensure that this Transparent copy will remain
thus accessible at the stated location until at least one year after the last time you
distribute an Opaque copy (directly or through your agents or retailers) of that
edition to the public.

It is requested, but not required, that you contact the authors of the Document
well before redistributing any large number of copies, to give them a chance to
provide you with an updated version of the Document.

MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the
conditions of sections 2 and 3 above, provided that you release the Modified
Version under precisely this License, with the Modified Version filling the role
of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things
in the Modified Version:

GNU FDL Modification Conditions

A. Use in the Title Page (and on the covers, if any) a title distinct from that of
the Document, and from those of previous versions (which should, if there
were any, be listed in the History section of the Document). You may use the
same title as a previous version if the original publisher of that version gives
permission.
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B. List on the Title Page, as authors, one or more persons or entities responsible
for authorship of the modifications in the Modified Version, together with at
least five of the principal authors of the Document (all of its principal authors,
if it has fewer than five), unless they release you from this requirement.

C. State on the Title page the name of the publisher of the Modified Version, as
the publisher.

D. Preserve all the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifications adjacent to the
other copyright notices.

F. Include, immediately after the copyright notices, a license notice giving the
public permission to use the Modified Version under the terms of this License,
in the form shown in the Addendum [103  below.

G. Preserve in that license notice the full lists of Invariant Sections and required
Cover Texts given in the Document's license notice.

H.Include an unaltered copy of this License.

I. Preserve the section Entitled "History", Preserve its Title, and add to it an
item stating at least the title, year, new authors, and publisher of the Modified
Version as given on the Title Page. If there is no section Entitled "History" in
the Document, create one stating the title, year, authors, and publisher of the
Document as given on its Title Page, then add an item describing the Modified
Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for public access
to a Transparent copy of the Document, and likewise the network locations
given in the Document for previous versions it was based on. These may be
placed in the "History" section. You may omit a network location for a work
that was published at least four years before the Document itself, or if the
original publisher of the version it refers to gives permission.

K. For any section Entitled "Acknowledgements" or "Dedications", Preserve the
Title of the section, and preserve in the section all the substance and tone of
each of the contributor acknowledgements and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and
in their titles. Section numbers or the equivalent are not considered part of the
section titles.

M.Delete any section Entitled "Endorsements". Such a section may not be
included in the Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict
in title with any Invariant Section.

O. Preserve any Warranty Disclaimers.
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If the Modified Version includes new front-matter sections or appendices
that qualify as Secondary Sections and contain no material copied from the
Document, you may at your option designate some or all of these sections

as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version's license notice. These titles must be distinct from any other
section titles.

You may add a section Entitled "Endorsements", provided it contains nothing
but endorsements of your Modified Version by various parties--for example,
statements of peer review or that the text has been approved by an organization
as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage
of up to 25 words as a Back-Cover Text, to the end of the list of Cover Texts in the
Modified Version. Only one passage of Front-Cover Text and one of Back-Cover
Text may be added by (or through arrangements made by) any one entity. If the
Document already includes a cover text for the same cover, previously added by
you or by arrangement made by the same entity you are acting on behalf of, you
may not add another; but you may replace the old one, on explicit permission
from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give
permission to use their names for publicity for or to assert or imply endorsement
of any Modified Version.

COMBINING DOCUMENTS

You may combine the Document with other documents released under this
License, under the terms defined in section 4 [99 above for modified
versions, provided that you include in the combination all of the Invariant
Sections of all of the original documents, unmodified, and list them all as
Invariant Sections of your combined work in its license notice, and that you
preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple
identical Invariant Sections may be replaced with a single copy. If there are
multiple Invariant Sections with the same name but different contents, make the
title of each such section unique by adding at the end of it, in parentheses, the
name of the original author or publisher of that section if known, or else a unique
number. Make the same adjustment to the section titles in the list of Invariant
Sections in the license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the
various original documents, forming one section Entitled "History"; likewise
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combine any sections Entitled "Acknowledgements", and any sections Entitled
"Dedications". You must delete all sections Entitled "Endorsements".

COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents
released under this License, and replace the individual copies of this License

in the various documents with a single copy that is included in the collection,
provided that you follow the rules of this License for verbatim copying of each of
the documents in all other respects.

You may extract a single document from such a collection, and distribute it
individually under this License, provided you insert a copy of this License into
the extracted document, and follow this License in all other respects regarding
verbatim copying of that document.

AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and
independent documents or works, in or on a volume of a storage or distribution
medium, is called an "aggregate" if the copyright resulting from the compilation
is not used to limit the legal rights of the compilation's users beyond what the
individual works permit. When the Document is included in an aggregate,

this License does not apply to the other works in the aggregate which are not
themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the
Document, then if the Document is less than one half of the entire aggregate, the
Document's Cover Texts may be placed on covers that bracket the Document
within the aggregate, or the electronic equivalent of covers if the Document is in
electronic form. Otherwise they must appear on printed covers that bracket the
whole aggregate.

TRANSLATION

Translation is considered a kind of modification, so you may distribute
translations of the Document under the terms of section 4. Replacing Invariant
Sections with translations requires special permission from their copyright
holders, but you may include translations of some or all Invariant Sections in
addition to the original versions of these Invariant Sections. You may include a
translation of this License, and all the license notices in the Document, and any
Warranty Disclaimers, provided that you also include the original English version
of this License and the original versions of those notices and disclaimers. In case
of a disagreement between the translation and the original version of this License
or a notice or disclaimer, the original version will prevail.
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If a section in the Document is Entitled "Acknowledgements", "Dedications",
or "History", the requirement (section 4) to Preserve its Title (section 1) will
typically require changing the actual title.

TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as
expressly provided for under this License. Any other attempt to copy, modify,
sublicense or distribute the Document is void, and will automatically terminate
your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so long
as such parties remain in full compliance.

FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU
Free Documentation License from time to time. Such new versions will be
similar in spirit to the present version, but may differ in detail to address new
problems or concerns. See http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number. If the
Document specifies that a particular numbered version of this License "or

any later version" applies to it, you have the option of following the terms and
conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does
not specify a version number of this License, you may choose any version ever
published (not as a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your documents

To use this License in a document you have written, include a copy of the License
in the document and put the following copyright and license notices just after
the title page:

Sample Invariant Sections list

Copyright (c) YEAR YOUR NAME. Permission is granted to copy,
distribute and/or modify this document under the terms of the
GNU Free Documentation License, Version 1.2 or any later version
published by the Free Software Foundation; with no Invariant
Sections, no Front-Cover Texts, and no Back-Cover Texts. A

copy of the license is included in the section entitled "GNU Free
Documentation License".

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace
the "with...Texts." line with this:
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Sample Invariant Sections list

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts
being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of
the three, merge those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend
releasing these examples in parallel under your choice of free software license,
such as the GNU General Public License, to permit their use in free software.
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