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The following diagram introduces the GateKeeper’s physical architecture, dividing in a centralized
way, internal and external networks.
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2.  A UTHENTICATION �S M ETHODS SUPPORTED BY THE G ATEKEEPER

For every connection made to the GateKeeper, the user has to identify then authenticate himself in
order to confirm its identification.

Net SecurityMasterfi  GateKeeper supports the following authentication’s methods:
• Plain password
• unique OPIE password
• SecureNet Key token
• ActivCard token
• Safe Data Card token.

2.1. Plain password Authentication

The authentication consists in giving the GateKeeper a password (not to be revealed, under any
pretext whatever). This password can be used to secure several connections/logins.

2.2. Unique OPIE password Authentication

The OPIE system (One-time Passwords In Everything) allows the generation of single-use password
based on a secret pass-phrase.

2.3. SecureNet Key token Authentication

When a connection is attempted, the GateKeeper displays a number (challenge) that62h(ustassword) TjETBT/F6 12 Tf1 0 0 37fn456.24 Tm-0..30 Tc 0typeonsionner)calculator. Uion ased on a kreNknowsionly byconfte handmade to the GateKeepecalculatorassword

n g e )  t h a t 6 2 h p r o v r m  u s e r  a d e  t o  t h e  G a t - p h r a s e .2.3. ActivCary token AuthenticationActcalculator ato rm itscalser adoingratade 08 Tw (Seassword) TjETBT/F6 12 Tf1 0 0 277. Tc 56.24 614 Tm0 TcureNet Ke-phrase.2.3. Safe Data Cary token AuthenticationSafe Datcalculator ato rm itscalser adoingratadeassword
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3.2.2. Connection through TELNET with a non-standard port number

The 
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3.2.5. Using UBING, FINGER, UPING, TRACEROUTE, or WHOIS services inside TELNET proxy

TELNET proxy allows the use of UBING, FINGER, UPING, TRACEROUTEU, or WHOIS services.
The /help command, given at stage 3, allows you to know which services are authorized from
your source machine, and summarizes the commands syntaxes:

3.2.5.1. Using UBING service inside TELNET proxy

• Stage 3: instead of giving a name or destination address, type the /bing command, followed
by the machine’s name or address of both ends of the link to measure:

Options may be:
♦ -Sn sets the big packets size to n bytes.
♦ -sn sets the little packets size to n bytes.
♦ -n doesn’t translate IP addresses into full qualified domain names (avoids DNS lookups).
♦ -z Fills in the non compressible data paquets

 (in order to measure the real throughput of a link with compression).
♦ -v Gives more information about the received packets.
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3.2.5.4. 
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You will then return to stage 3; use again BING, FINGER, 
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3.2.8. Connection through FTP with another authentication method

• Stage  1: connection to the Net SecurityMasterfi  GateKeeper server: (identical to § 3.2.7):

• Stage  2: identification and  specification of the destination machine:

This stage allows the FTP proxy to determine the authentication method to use according to the
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Your account is locked. Contact your system administrator:
(Call 9999 or 99.99.99.99 for external calls).

Connection closed by foreign host.

Name (SOLsoft:root): user_name
331- Password required for user_name.
Password: password
421- Your account is locked. Contact your system administrator:
421- (Call 9999 or 99.99.99.99 for external calls).
Connection closed.
Login failed
ftp>

3.3. Password Management

3.3.1. Connection with a wrong password

• For a 

TELNET  connec

tion:

• For an FTP connection:

Important: You have a limited number of attemps to make a connection to the GateKeeper. Over
this number, your account is locked: only a system administrator can unlock it.

Contact the GateKeeper�s management service:

Attention: Your counter (of failed attempts) will become null again when and only when a successful
connection to the GateKeeper is made.

3.3.2. Connection with a locked account

• For a 

TELNET  connection:

• For an FTP connection:

Login incorrect.
Password:

Name (SOLsoft): user_name
331- Password required for user_name
Password: wrong_password
530- Login incorrect.
Login failed.
ftp> user user_name

user user_name
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3.3.6. Connection with expired password

• For a TELNET connection:

All passwords have a limited lifetime. It will expire automatically and the GateKeeper Server
will ask you to change it.

However, a few days before the expiration date, the server displays a message advising you of
the next expiration, and number of days left.

• For an FTP connection:

Your password has expired. Please change it.
Changing password for user_name .
Old password:

Your password will expire in x.x  day(s).
Host (or /help):

421- Your password has expired. Please change it using the
     telnet service.
421- Connection closed.
Login failed.
ftp>

230- Your password will expire in x.x  day(s).
230- Please change it using the telnet service.
230- User user_name  logged in. Please select your host.
ftp>
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4.3. Connection with connection interruption

• Stage  2




