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Abstract: Cloud computing provides great convenience for people’s daily life, however, it also introduces huge security threats via
related technology. Recently more and more vulnerabilities have been discovered for virtualization in laaS of cloud platform, and it can be
viewed as a difficult problem to discover DDoS and Escape vulnerabilities in virtualization mechanism. In this paper, some known bugs
are analyzed for related platforms, target test case sets are extracted and extended, and randomized fuzzing test is designed and
accomplished. In addition, an automatic prediction is proposed based on gray Markova model, via which the direction of fuzzing test can
be supervised and adjusted in real time, and self-adapting fuzzing test can be achieved for virtualization platform. Finally, a prototype,
called VirtualFuzz, is designed and accomplished in this paper. Experiment data demonstrates DDoS and Escape vulnerabilities can be
discovered effectively in the new method. Out of 24 test cases acquired, 18 known cases are evaluated and 6 unknown cases are
discovered. Moreover, 3 vulnerability authentications are obtained by CVE, while the optimized results for efficiency are emphasized via
comparison between VirtualFuzz and other Fuzzing tools.

Key words: self-adapting; fuzzing test; gray Markov model
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h T 51 S S TAERIA DG 2, AR TR XS 1aaS J2 A i LAk IR I AR A DG 15 5 A SR B IEAT 1] A 21 L LY
{105 W U 1 49 18 (CVE-2015-3456), % I 1] 17 £ - K2 F0L 4 B 5K ) 8% 1) S IR AR A wpr AT o 1 0o 2 N 32 JR% % g U AL
(GuestOS) 1 #4 i 17 25 5 47 BR 461, T % 52 3R X 3= ML (HostOS) [ ARAL AT AL BR. 1] i, ook 25 38wy LA A e 7 il £ AL
ARGV L XN LIBATRIFTE RN, IERESR T ZE M U5 B 1 B, 44 Li(fdctrl—fifo[fdctrl—data_
pos-1] & 0x80)n 4 #4)3& by, 1My fdetrl—data_len 5 K H A8 6,5 b 1% 4 R4l i, M R GE s AT VA2 dE N 2B 1 A if
3, HEE 2 A if 430, BN 1A if 20 30k U RIFE v 880 else if 4332, fdctl_set_fifo() B £sid, H bx
SR XA 2 T, A A S N NI AR HE S ) 1 A R B AR AE — A HostOS K4 1 T A i 41, A1 bk G At 42 ot 2 ok
DX AL, T T 2 5 % d AR AR AT BCRR A GuestOS £ HostOS 11 H 1.

static void fdetrl handle drive specification_command(FDCtrl #fdctrl, int direction)

FDrive #cur _drv = Er-t_ru'r_druff‘dr‘rr]) |

ifl(fdctrl = 3fifo[fdetr] — ddata_pos — 1] & 0x20)

if (Edctrl —>fifol[fdctrl —>data_pos — 1] & 0x40)  This condition can be constructed
fdetrl —>fifo[0] = fdetrl —>fifo(l1];
fdetrl —>fifol2] = 0:
fdctrl —>fifo[3] = 0;
fdetrl_set_fifo(fdetrl, 4);

else

fdetrl _reset_fifo(fdetrl);

}

}

e%se if [(Fdctr] ~ >data_len » TJP/”’//’
o _

ur_drv — vhead << 2) | GET_CUR_DRV(fdctrl);

This condition has some problem

factrl_sct_fife(Fdetrl, 1);

) ) This function_call can be bypassed
Fig.1 Details about escape vulnerability: CVE-2015-3456
Bl 1 Bt diA 40715 :CVE-2015-3456
3 HXEX

EX 1. HARZE X Target_Buffer, {## TB, TB={CPU,Memroy,10}.i% & X i Tk B 45 I 4 2B 5 H b5
G DX, B 48 F T A7 J0OHE HE AR b ) 5 T 2 o DX SO A DAy R 4 4 AR e ) R B SO B 1o OB SR TS
PSR o U R B A B T NSRS AR R Pk S 0 R o ) B AR SE 4y 3 2K, Hi & CPU K HFRZEIX
Memory 28 HARZE 1P X K& 10 2K H FrZZiX.

EX 2. Hix%Target_Func, f{i#k TF, TF={CPU,Memroy,|0}.i% & X H T4k H ¥5 i I AH 5 BE 11 H ¥5 5k
B AR AL S AR AP B AR AR 3L 4 3 2%, 40 Sl CPU 2K H AR B . Memory & H bk 56 8 DL A 10 28 H A
PRIAL.

E X 3. HFr#d b Target_Datablock, @i #% TD, TD={CPU,Memroy,I10}.i% & X FH Tk H A5 I i A7 5215 1
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EX 7. B H L 10 :Constrained_Export, fij# CEx,CEx={Crossed_Func,Crossed_Module,Crossed_File}.
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B 240 AR 0 A B 4 e VI e e 3ok R TR R b AR 4R R 0 BBk 5 g 5t B b ) Bl S B i B SR AR £
W BB 2 O B SO 2R R B AR
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E X 10. 7 DDoS fi :DDoSed Point, fij #% DP,DP={Stable_Pointer_DDoS,Stable_Data_DDoS,Stable_
InfiniteLoop_DDoS}. 1% 58 X 1 T ik i 8 v 3 SO RN 248 0L 108 48l 55 B0k i Fuzzing i 72 v e g
FT 43 H %Ll DDOS A5 A — % H A AR M, 45 4 B0 A VRIS b7 V1 )2 58400 DDoS fiAE N A 3 Bl 2 R 41 T 1
Fe e i fuh &, IR 58 X AT DDoS A AR 4 MBEALL DDoS 5 3T DDoS i il 55 A% i Rk LRk AT 52500, AL S
FOE M ¥ FoE ] R . B0 ] FCBRIE 5.

EX 11. AJ#ki% 15 :Escaped_Point, fAi#X EP,EP={Stable_Pointer_Escape,Stable_Func_Escape,Stable_Data_
Escape}.iZ & X H T i i i 78 T S5 B0 AL 20 15 1ML RE 3% Moty 23 Fuzzing 0300 72 rh i 4R 45 (19 BT A8l 1k itk
R —E AR DR 22, 75 45 6 0 A VR0 o D1 o S AL it 7 N T4 3 s 24 SR 4 2R 1 mT P i B A 12k, IR
I 5E A TR AR A MBE AR 3R AT B T R 3 I e B o R LR AT B ), A AR AR E T AR AR E
AT BRI AR ) mT F EdE.

EX 12, JEWACHE LR 55 U i -1aaS_DDoS_Vul, iZ e SCH T $ifiad (11 1) i 40044 i 2 0 45 4 6 55 U V), 0 4% O
TR EARN G BHRA RN D SRR %S BRI A O, 7T DDoS B w45 i i AH OCHRAE, H A& AT
HKoRH

laaS_DDoS_Vul={TB,TP,TD,CEm,CP,CEx,DP}.

EX 13, MR I 1aaS_Escape_Vul,i% 58 X T Ffi i T 1) i FL A4 ik 7 1) 8 398 s I, 60 435 Jrs VIR AR FH 1)

HArx . AR D B R, By 0, ar e Mool s8I AR SRR AR HAR AT 01 4
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laaS_Escape_\Vul={TB,TP,TF,TD,CEm,CP,CEX,EP}.

AR A A E SC RS R 1aaS (1 UL & B85 s S AU S8l R4 . Bt Al
5. B E, arn BL b e SOBE. I IR A 2R T 6218 3 W T B A e SO IR T 8 P R AR 2R AT 2
Ay T A B R T AR JE T8 S 7S 5 S0) 31 i 25 1 SCIAD P e 10 00 A 00 ) AR 2 i SR BB o) 4 1 St
T 5 T B A U SO v 2 SCHRASE, 45 R AR FE L A R T U VS 2 TR 2 B S 0 D (9 1 A 1k 268 =
WML G T BT s BRI S YRR S 20 AT BT SR AT A CR AT K T 15 I 2B SO E A A B

FU 1. X H AR SR X EOE AN 5 b B B A i o S B R BN £ TR A DA B
8 B0 29 R L Ay i R S A e, 2 A AR mI 1 BB BTG BR A B IR A 1 1) R 2 i DX ) R DA A 26 TR
55 I

if TB=CPU|Memory|lIO && CEm=Crossed_Func|Crossed_Module && CP=shortjmedium && CEx=Crossed_
Func|Crossed_Module && DP=Stable_Data_DDoS|Stable_InfiniteLoop_DDoS,

then laaS_DDoS Vulyg

FM 2. BFxd HARFRE s QRN 10 5 it il BE 9 A 25 pR B B B £ R B A O A B b B R
R A HHE 2 R HE 0 O I R BB S, M A AR AR ) R FR B BB A 5 AR BN A AR T ) H AR TR IR R HUAL
244 1 55 Y 3 -

if TP=CPU|Memory|l0 && CEm=Crossed_Func|Crossed_Module && CP=shortmedium|long && CEx=
Crossed_Func|Crossed_Module && DP=Stable_Pointer_DDoS|Stable_Data_DDaS,

then laaS_DDoS_Vulyp

U 3. 15 B bR X, s 29 RN 1 55 5 ot bl R RS Dk 5 o 0 AR B I 24 T A O R e O
A Bn 29 AR I Dk 1 R B B, 2 A AR E T I BN 2 o e B R I A R T ) BR 92 X ) R AU AR
TR

if TB=CPU|Memory|lO && CEm=Crossed_Func|Crossed_Module && CP=shortjmedium && CEx=Crossed_
Func|Crossed_Module && DP=Stable_Data_Escape,

then laaS_Escape_Vulig

UM 4. 35 H bR e 5 BOE 20N O 5 S B B 8 B A B B SR B A A O e B B R
B0 29 R 11 B A P B SO, 2 AT A E R R IR BRI A T ) A R R R A0 A 306 3 e 1)

if TF=CPU|Memory|lO && CEm=Crossed_Module|Crossed_File && CP=medium|long && CEx=Crossed_
Module|Crossed_File && DP=Stable_Func_Escape,

then laaS_Escape_Vulie

M 5. % H bR s BOE 20RO O 5 3 3 5 2 08 1 o B E i A B B 24 VI A A R B B R
A, S 240 TR D 0 R BB A, 2 A AR T P AR R B I A A T ) bR i B P LA 8 e

if TP=CPU|Memory|lIO && CEm=Crossed_Func|Crossed_Module && CP=shortjmedium && CEx=Crossed_
Func|Crossed_Module && DP=Stable_Pointer_Escape,

then laaS_Escape_Vulip

U 6. 15t B bR X, s 29 RN 15 5 ot b bk BE RS Dk 5 R 0 AR B A 24 T A O R e O
At S 240 TR D 0 R BB AR, 2 AT AR T R BB DX I A T ) R SR X PR R A 08 e s 3

if TD=CPU|Memory|lIO && CEm=Crossed_Func|Crossed_Module && CP=shortjmedium && CEx=Crossed_
Func|Crossed_Module && DP=Stable_Data_Escape,

then laaS_Escape_Vultp

4 BT IREDIRA KR EMNIK T A
25— BENL AR X, 0 R BE AL R AR — IR 0] K to BT A HRIR A LR X £ DA FR IR ) B A IR 2 S5 1 7
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to I 22 i AR A DL B 00 R IXFIAE LAY BT 4500 R I B R (AR 1k 55 3 25 W DR R I PR 0 B O B ZR 7]
KA, FLAT I JE S 170 2 SR 0 It WLt 2 ] i 7% T O o 3238 R ) R T ek R A S 1) T 2R T KB T T
U 1bb 28 Jo R (1 A e A 3 i D 0D T g 3 A R AT v L IR T . K R e i DA R T R T R
I 773045 B 3K LR 7 30 A R R R AT 5 v B S, A i e AT, O 5 SR O 2 8 A A £ T
B TN 37 S, B A K U TN A TR 2, L it WL A K P KA B L A TR 2 T R T R B T
T 1) K 0 U0 % B BT 984 50 P 2 K 0 500 2 AT AR %) 00 2 AL L R AT SR B T K G SR AT SRR R A
SCAETH ) 1aaS Jo2 8 2 ASORII AR (1 ok A rh 5 1N BE AL F500, 6 32 22 H 105 T4 SASDRII A 1 77 i K5 0000 &5 SR 51N
I S H RS 0 3 B s A o 2 e 5 U I R 1 4 R AT L T A S 2 AR 1 BTG AR AR 3
T2 0 G AR DA 52 o 77 AR 1) BRI FRAR A B v S5 R T FE IR A 8 B B 3 ORI B (R R, O T 8
e TOUINDRS B2, 75 70 40 B0 1aaS J= K R B IS A7 R A, 2 P8R K R GE TN Jy v 5 Ty IR W] B TR 7 VA AR 45, TE
K B 7R AT SR A YU ASE Y 12 7 ¥ T B A R G A TR T P A A e [ BN AT 3 1 1 R AT SR T IR 2 R A,
N2 B TC SRS AL 2 IS AT IR T R AR B B T
4.1 BIMIBER R
JABI R G50 3 T K 10, GM(L, )RR A 57, R4 Y (k) i, HLAR T S0 R s,
B SRR 31
XO={xO(1),x9(2),... xXO(n)}.
AR SO HAR I P T AN
XO={xO® 1B xO TP xO.TF x©.7D,x®.CEmx®.CcP x©.CEx,x?.EP}.
Xt XOf— ik B

xO (k) = Zk: xO@i);k =1,2,...,n.
i=1
7320 L R 28 A
x(l)z{x(l)(l),x(l)(Z) _____ x(l)(n)}.
AR i A2 Y O R 8 A S R T Y (k) 120
i@w+D=i@w+nf%%m=af@{%WD*%}*k

42 X5 BRRS
BLY (k) b b v, 4 F06E 52 ) 5 800 20 24 AT T Y (K) 1085 T D, A T Q 2o e h B 5 T4
TR
Qi :[QiarQiﬁ],
=Y(K)+a,
Q=Y (K)+pBi=12,..,
b o BB ML R LT & 12T RS TS UDmsﬁaw&ﬁﬂi@ﬁwpiﬁ%Tﬁﬁ@ﬁDmsﬁﬁ
IL@,'?E’JU(?SEX{E.
4.3 HEBWEER
PRAFRE T BEAE i AL I8 4T 1 FR P S0 i B IR A BUE I e B 1 AR B H AR SR A X={x.TB,x.TP,
X.TF,X.TD,x.CEM,X.CP,x.CEX,X.EP}, Ifil #& # L W] 75 2 4% 2l Hb 3& N, B b i FUAL T & F R AEE I AR 40 1) 5 2 M
RIFRER IR N
PM =M™ M0, j=1,2,..
Py R7s HIR RGN Qi 2 m DIERE B Q) W%, M, %TF&A%*’% T R TR VIR QI
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AR M IR Q43 m AL BRHEHRS B Q) ¥ J5 4 Bt 4 &5 e A K.
4.4 = INE

V(K) = Qr ;Quﬁ

4.5 IR FEE

THOMRS B T B S U6 72 LU AE B2 /N5 22 AR R 58 i, a3 2 LU AL AR A C ARDBR/NBR AT 1T /N iR ZE 3R P
BT, 7 % i C<0.35 H. P>0.95.
4.6 BEFN A E
DL b P sk A% 19 32 22 A i R R N E b R AT S SO K B 1R A s ) A Y A, 75 18 A
LR S0 A S T 7 18] () 8L R AE
1. Y(k), > laaS_DDoS_Vul.,i <{TP,TD,TF TB};
IAEAE TV 75 1) 0065 1 FO A 4 408 e 45 0 )
2. Y(k), > laaS_Escape_Vul,,i e{TP,TD,TF TB};
IAEAE T 77 10 8025 1 F0L A 0k 36 A0 )
3. Y(k)— laaS_Escape_Vul and Y (k) — laaS_DDoS _Vul,i e{TP,TD,TF,TB}.
JAEAE T 75 1 [ B 8065 0 F0L 1 4 0 i 45 0 D) 5 3 36k K D)
4.7 35 SHEHIMAR
A SCREOR DR BT SR B A JE A T v A T [ R LA & R 3 i R B LKL R R T LS CPU JERItE. W
T2 S 10 BRI 15 58, 28 T YRR B0 25 5 U1 10 5 V00 o 5 I L0 D e A R 11 R B0 H G R L R B0 2 100
PRS2 RS A4 T S 3 B0 25 YRR 20 B R AL e R 1 3 2 R B0 ) B AR SRR BT & IR Ol i
ARVEND 1) Bl 8 bR E5ORH DG A5 R0 T S K 7 e 1) L A K B A, 4 SR 1) R O 11 S B0 Y ]
Je % T oA A G REAE R AR I A G, 3 T bR MR A 1R BE WL AR B A2 i V2 E S BOBUE Y P B 2 R AR
FH 2% 428 1] A2 o AR S 481051 /5 K b BAR R 48, S R 4 I it 45 . DL B 3k T K 2 R T SR 110 T ul A
T A i 2R GRS OO, 8 s Y000 77 [ () 402 4 SR, P00 e > i R UL AR T SR I 1), DT e A
TEFL G PRI TR R I T0000 7 1) 1 A4k S AT AR 0 3K, T 1 3 N R 22 T ASORER DUk N 2 B8R eR B0 o0 & A A
VIS5 R T 77 1) S5 1E A P RS 7 ) AR TR BT S AN R R A AR e A R AN ) i P4k Th B A8 R e H 3G R TR 38 )5 7%
AR AN ] F 23 B0 R [A) 16 R B0 FH 9 28, DT U 2 e 2 5 1D 1) R 04 S DL 61 o A\ 38 43 N 70

5 FREBERZLIH

AL ) 1aaS J2 [ LR L 8 f 040 SF 5 35638 I SEBL R A R 48 VirtualFuzz, =225 T GuestOS 45 HostOS (1)
WG BIEAT IS UF S SIS TIRS 75 fU T, 200 AR (1 7 25 o 1SRG S s B0 L 00 R 5 i S R U
S AE B AR YRR I R D T R (0] 8 P A By A S 70 B 54, R TS A T 18 10 B bR B0 T DG R A N B
P RS AE R 03 N BRI 10 57 1 00, B 2 e i e . B R P el . ez A P o Bl R T R
BRI H50I G A U 52 A ASEA 0 Ak Sk 2 G v D 380 19 YRR B T B SR IR 2 R A SE IR WA T R I H (vmware,
bochs 7 A FF 5 I H , P Ikt 12 19 24 552 560 5o G2 o i s 2 AT 3 S0 I 306 i A 8 1), ) A PR R 2 - windows T
& K linux F4 T M7 (135358 T B windbg (i A< '5:6.12.2.633), GDB (R A 5 :7.3) 2% 5 p IR i ) 3 38 3 5 0 2 4
B T BB TT & (IDAB6.8 FRA) . IR 2835 14w ‘5 (windbg HH4F) . BRI N A & F MARIT T H 58 A% D B Rg
FRUASERT I 3 23 D2 AR LA b F @& R i PR AR TE % 1aaS J2 R LA i o 1 0 28 S A4 11 L AR B iy 24
FI CPU 544 1 b & FFBOMT R, 42980 M 0040 I FRAE 45 52 AN I 48 B4R A . HostOS 5 GuestOS {5 iy 2
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CPU 454 H2 S Bl T v A 4E 200 IR 55 15 18 30 I ] 1) I 5 A JBE 1 7R A K A AR I e 8 A b PN A2, I IR 1T
SR PR i N B 5 T 8 i % AR I BT . R A RE I B 2 s,

T RIS

bRA | V7 bR .
EIﬁg&Z 5 1R L A

Wk b
GBS

BRI }—{m&%%%%}—a{¢&mc\

SRS

WHE R AR
Bt st

Fig.2 Design flow of VirtualFuzz
K 2 VirtualFuzz %It e

IRiRgES
EEERE S

LYRIEAT I

HHEL 2 751 2R G0 1 S0 S B0 0 G (1 I U AR B0 — 3 ) SCA JR T30V 43 AT B 23 W Il i il B i
(R IERRAT R T R IE 2 R, 3 A A vh B)AE 5 Rk SR S5 5 2 T Valgrind ) VEX-IR HR)TE & KA 5
W H PR A TS mibRid, 5 Windows 2 Linux P& R 30 R 246 40T 845, 58 sl 75 sUR g
T2 BEJ5 B0 3 FiRpAE U F R JT RSO 08, o Joi ot 47 55 v 2 A7 24 U R AT W B e 28 A2 s T R F A% 5 (proof of
concept, & #x PoC).

6 X Iy

SEIG FBE N 5 RN G Iz 1 1aaS & ERME - & & THJEF K, A Xen,KVM,Qemu,Bochs,
Vmware, ¥ 5 F & 7 55 5 AU ST R v OR S OCBER R T 2 2 TS S 3N A Ml #E g v B b D A
IFAE el b 9 Jo 2t S 1 1) 415 2400 R 55 5 3 a0 ) JAr o A P T 0 280 T o AR SR K R 4t T B AR
M 7 BRI E AR 4R b 1K) O B 42 0 5 B 5 R, I S I AR AR R AR T SR TR, B ) ok S 45
ROy 1], 125 3] B 38 N AR B AR 1) 52 56 8455 2 800 R .

1) @G

> AbFEES:Intel(R)Core2Duo CPU E7500@2.13GHz;
> W 17:32.00GB;
» I 1:NVIDIA Ge Force 9600 GSO 512.
2) HMFE
> BE RS Windows 7 ALK Service Packl;SUSE Linux Enterprise Server 12;
>  JFRIREEVS 2013;GCC 7.1.
3) W xT %
> Xen:3.0.1--4.5.x(F& T Linux I &);
> KVM:11-17(ZE T Linux V- &);
> Qemu:2.2.1--2.7.x(JETF Linux &),
> Vmware:10.0.4--12.0.x(3% T Windows - 4);
>  Bochs:2.5.0--2.6.x(3% T Windows ¥ 5&).

6.1 BirliX#iESE
SCI AT H AR 6 & 5 2 A o0 Mt A7 2 R v e B S B bR M. Ui by A ELTR] PR A2 G &R T 3L
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0T LR IG da ] 1) D REASE R K A S bR K, 75 38 T U I 20 BT A J3 L 6 1) B DI 45 5 S A I e L Bk RO I
B 29RO R R AH AR BRI 3] H b DR K B ok b LU Il CVE-2015-3456 4], & /s il AR S 5 84S
I B R 3 55 53 M e A H AR AR 5, O ¢ R I A, R AR R 18] 3 P,

AT

AP
BR HOR T+ B A H7CFG

|

(4500 8 B + A B

| St s WA o

Fig.3 Generation of target test sets
K3 H RS A od i
6.2 B I&EMEMNIDE S
THAERXTEE 6.1 5 I A5 H AR IR &, JETT B 3 B AR RSOR I 10 ok 2 1 1) 55 6.1 715 rh s B 43 /9 H
PRINREE S BTG BRI B B BB L RN T HEAT ORI, [7] I v 5506 A B B 2R AT 5k K 13
DAL, AR5 5 400 i 55 e 308 38 s ] S R R ) Ay i 3¢, U B0 I8 U ) 58 T H AR IRl R T s R BR K,
AR BT 6N BN )R AU AR SRt AT I 1 5 0005 A A e o 23 B, R AR G ok i 14 4 B,

Value

Value
14 1 4 Fuzzing direction: «
Predicted direction: -
0.754 0.75 -
0.5 - et " 05 . .
- . - .
0.25- ! 025 1
1 2 3 N Time 1 2 3 N-1 N Time
Xen Qemu
Value Value
1 4 1 4
0.75 0.75 -
' st
05 " .- 05 A = '
0.25 N i 0.25
1 2 3 N-1 N Time 1 2 3 N-1 N Time
KVM Vmware

Fig.4 Prediction statistic for adaptive fuzzing test
K4 S A P e o
B 4 W] RN SEEG X 4 9857 & v 1 B OE SO IR T AR AT AR G v ¥ H b R G 3L 486 538 N KA sk
1703 PP A B 100 AN RAF fBEAT 2 I, LR R B T X={x.TB,x.TP,X.TF x.TD,x.CEm,X.CP,
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X.CEX,X.EPYE A £ 2 J& 1 ¥R 5% 7 725 A 1) R ASLOR 38K 250 AR EOUMEL, DAL AN O 281 L AR 1) 7] 2 NCR LA B 4% s i
THREAE (9 SRAE SUPE Ry id 3k, T il B 4 Jros RDROR A 7 ) JBC(EL R S AR B T /R ] SR T A st LA SR 43, LA
Xen FERIAET- G A 6, I I EEAE B0 R DRI R R AR UK A i /e 0.25~0.6 2 (0], 1 T /K mJ R TR s 5 145
ZE7E[0.13,0.22] P9 54 35 3 SR A a4 it B A58 22, 1% o A THOIIASE 28 T S 7 Dy G s VA AR, T ASOR 0 kit 2 e 1)
YRk R ABLAE £ ik 25 R ). 5 2 N THE Y i A P A 448 I 45U Y AS L 46 T (R 38008 24 SR A2 R B ) 4387 Qemu
TE T IR LG R AT ORI S 7 ORARE AL, 2 B MR A A BN IUE R 0.572, R MEAF FLARAL L SRR %
A PR U VI A A 5 A S5 AL s VA Lz /1N, BRI 5 AN W) B A0 e A Y ) AL 2% s AR BSORI I X 1) - TR0 1) LA R
U R 2240 0.08, ELAE TN A AR b g ) e g B ALLHE 265 T 45 TRl 5 28 N T HE 2 ml 200, 1% st Kb T v Ak 6 465 T 45
D 1 R FET 200 AL S A 5 o P AR 2 S 1 500 240 R 42 I 2. [ I L 23 i KM R Vimware “F £ KVM %
e Py M 4 R IR 22, 2 A A7 AE Z WA R IR I VT A Vmware 1 & 35 SRR U7, R 218 #1146 0.03~0.14
2 TB), PR A Ay R % B v ) 22 A ), HL RSO DK v 2 e 1 2 ) e TR AN B0 D, 2N TCA G BT U R TE D
[A] P 0] &7~ Bochs MEFMGIREE T (1588 o0 4 45 R, 2 2V 5 Vmware S5 R , BR T 08, AN 75 J I A
6.3 ImERFR

X H bR 5 G8 I IS AR SR AT (R I AT G v R 2T Vmware & Bochs -5 N IR R ILH
20, DR ZEGETHRT 3 2557 & (Xen, KVM, Qemu) H 1)k T 4 e, EEAHE I 25:(1) RGN E s (2) &N
kA S i v R R R BE 1 TR VR 2 T AR B o (R B LA N B A R G B s G 2 2R
TAAEEE 1 ST L M3 204 fk o 3% 5 B0 B0HE 29 BN 10 AE 76 8] 2 10 5080 20 TR 45 1 R AT 2 3 446 i 45 ik
W s ARSI W3R 10 3 8 G RT B 45, 70 Tl SR AFHE 48 IR 55 s 30 55 5,4,7 A, 20 RS ki 37 5% 2,2,4 4,
Iy 5 Xen,KVM,Qemu “F- 4.

Table 1 Vulnerability judgement results
Fz 1WA AR

FEiEN %
en KVM Qemu
.40 il 25 31(5) 22(4) 54(7)
3% 20(2) 25(2) 37(4)

6.4 B4R REIER KR E %M

EF T BRI A B M R AR SR A BRI IR T L3R 2, 3541 24 AN 3 Xen P EFH 7 4. KVM
SEE P 6 ALK Qemu G Y 11 AN AR v 4 5 Vul_A B Vul_X. TR B & 45 VirtualFuzz T8 B &
G T 45 SN A% 2 22 24 AT TS AT AR L 6 s VIR w3 ke, Rt 1% 24 /N B 3 T R A AN O
K1 CVE I, 7] It 5 T o A 601 1) v ARG VW) 0138 2 T 7, 2R 0 P42 V) 43 0 56 I8 281) 3 A 32 9 il LA
£, CVEF X Xen R I 2 AN A S0, 43 H0068 R 31 10 FE 5 1) 19 < A 31 e %50 2 7 1 Ab B R £, B A 2 B iE CVE 7,
A F R B HEIR A KM R PR 8 A 32 22 5 B T 2 R0 I 1R 36 TF e A 04 4 MR LE R 45 TR B 2 ANk IR U
i, Qemu SERIML H3RTG T 4 AR AR, ILPH 34O &R CVE 5, 5 — MR A S TAR A B i R I, B kAl 7
FI3E CVE ™ BRI T 10 Ab B 72 (1 W R B oo s b, Hor EZERUE T R Gl o0 (1 2 4R 53 41,
AR AT S0 A T BT R T 2 R AT E RS L CVE S 1055 B, 1 2R s 11 w0 308 o 95 30 37 3 FE A 6 52 T 45+ 0e 9
5 HARREAR ],

L CVE-2016-2841 Jy 4, & T i 325 41 i 58 Bk B 0 2(1) 3R H Fn 4385, Qemu 5 AT Hh il 3k B4l 45 b
M2 A LR AT hwinet H 36 R 945 ZEURED X6 19 AR5 e A R ) R 48, 0 il i o 1879
M BB AR B 5 56k VEX-IR H s 5 34T %14 25T GDB A& ik i fi e o IF)iE 5 Rk i A 3))
A UEHE 2 bR IR AE e L REAE BR R R TE BT A0 R4 AF5(2) TS, 2T 240 ne2000 1 - Hh i T 1 REAIE 1
SE JAH I SC BRI (0 AR 5 ) e (3) E SR RS A T /R T SRR S W 70 B2 A2 B0 A ok R T g
U5 R AR 2 I 55 Tl 0 (W 308 29 4% 5 (4) 70 THD Tl RRAEASE I L i 50 B 00 4 A T B LA 0 i 2 v N Ly 7R ]



1314 Journal of Software 334k Vol.29, No.5, May 2018

RPA S FEM T T 1EH Al 1S BN FE e B 68 5 R AT R 485 77 18 3EAT 5080 A8 55 S B0 26 il (B) I &l it
K& R E AL i) PSTARTPSTOP 2747 %48 H b5 VM 4 iz 4%

Table 2 Verification of known vulnerabilities and discovery of unknown vulnerabilities
F 2 BRI B R AR S R

T4 & K [N EL A

VUl_A Xen TE4 IR %5 CPU . 41:CVE-2015-7812
vul_B Xen R4 IR % 10 £L%1:CVE-2015-0268
vul_C Xen R4 RS 10 C.%1:CVE-2014-2580
vul_D Xen i 41k 55 10 £ 411: CVE-2014-2580
Vul_E Xen 4R 5% 10 K, EHiE CVE
VuUl_F Xen e Memory L A1:CVE-2015-7835
Vul_G Xen ik 10 K1, BEH1E CVE
Vul_H KVM R4 IR % 10 C.%1:CVE-2015-6815
Vul_I KVM TE4 )RS5 10 . 41:CVE-2014-7842
vul_J KVM 48R 55 Memory £ 411:CVE-2016-4440
Vul_K KVM R4 IR % 10 TNk CVE 5
vul_L KVM ik 10 £ 41:CVE-2015-6815
Vul_M KVM kit 10 £ 411:CVE-2015-0239
VUI_N Qemu .40 0 5% CPU £L41:CVE-2016-2858
vul_O Qemu .40 % Memory B4 CVE 5
Vul_P Qemu a4 55 10 5 #0:3%78 CVE-2016-2841
Vul_Q Qemu TR IR %5 10 K EN:3£15 CVE-2016-0749
Vul_R Qemu R 10 SR 4&N:3%18 CVE-2016-2150
Vul_S Qemu a4k 55 10 T 411:CVE-2014-3672
Vul_T Qemu i 4 )ik 55 10 £ 41:CVE-2016-2391
vul_U Qemu kit 10 £ 411:CVE-2016-2391
Vul_Vv Qemu i 10 CL40:CVE-2015-7504
Vul_W Qemu b1 10 K, EHIE CVE
Vul_X Qemu IR 10 L 1:CVE-2015-3456

6.5 THEED TS LI

H 7, Tl 5 222 R F8 6 8 2 B T2 T4 & VirtualFuzz JR A R Se 101 BETT A9, 4 SO EL T 3
T e 780 30 3 M AR AR AR TR, T2 BB bR R G A BRI RIS AT A1 JS I P REARRE. R 3 TR AFL T ZEHI )
T RS T e I 24 e AU AR I X, vy A R0 i 3R A W0 1 8 R A B I ST PR RR TR AR L9 0h 46%,; Trinity 2 TH H)
Android 5T DRI T2, ol [ i 3625 Android N E K& N 2 M BERIFELI N 36%;Peach &I 4F 5K 2 22 H)f
FEN G U F2 48 N 50 P BRI TR 3 Y R e, e sk ok BT A 4r, I RE SRR L0 R 41%; 43
HR R R S VirtualFuzz T 19 5 R LT & B (10 P 3 BUFEIL 2] 23.69%, tik AR AL T O TR I PERE T4,
AR T B 0 B JR A Ok B IE NS R O R G BRI AR I T BRI TR, 5 S — e AR AL A ).

Table 3 Performance comparison between prototype and other fuzzing tools
F 3 JRA ARG A AOR I T M e EL

15 s R T 5 DAY (us) DR (us) 13 P fE BEAE(%)
AFL 472291 88.230 6 46.12
Trinity 66.4417 93.2191 36.61
Peach 53.693 1 79.3378 41.35
VirtualFuzz 59.844 9 81.3215 23.69

AL 1aaS JZ2 A RESME & B IR SEBL T Pl I A2 9 7 T AR 1 v S s A v R S
B ) 5 B 2 R 50 (R RSO0 UK, I BE T 17— ol ) RSO0 000K 10y 50 3 2 M 0 ¥ AR S 20K R R TN A 2R A T
(ELAR 51T S U RSO U PR 7 i R P A, S5 B AT 80 L PRk 1 R 0L s 1] 560 0E 5 425 4 e 2 B 0F 22 g UL
PRBESEIL T L0 I 1) 360 E A oA RS ] PO 42, £ — S8 R T _EAIE S T %A 2 AR AT R S S SR
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5 e S bR BT G 2R, R E— 2D A AOR I X 10 R0 A B RE 6 6 AN MR FE 0 I 0 1 175 D0 T S B KV ]
(1 15 3 AR Ik v
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