[image: ]
[bookmark: _GoBack]I debugged the program with GDB, and found a segment fault occurred in XRef::getNumEntry.
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The fault occurred when the program executed the instruction on the .text 0x0011872e. Because, at that time, the value stored by the register “ebp” is 0 at that time, and the address “0x14” is obviously invalid.
I got the source code segment corresponding to the disassemble instructions.
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I think the register ecx on the .text 0x0011872 stored the variable “size” which is a private member of Class XRef defined in XRef.h. 
Maybe at that time, the instance of the class XRef has been destructed. As a result, when the program executed the instruction on the .text 0x00118717, the register ebp will be overwritten by 0.
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(gdb) set args fuzzing-seeds/seed1.pdf
(gdb) r

Starting program: /home/lily/Desktop/xpdf.real fuzzing-seeds/seed1.pdf

[Thread debugging using libthread_db enabled]

Using host libthread_db library "/lib/1386-linux-gnu/libthread_db.so.1".
Warning: Cannot convert string "-*-helvetica-medium-r-normal--12-%-%-*-*-*-is088
59-1" to type FontStruct

Warning: Cannot convert string "-*-courier-medium-r-normal--12-*-*-*-*-*-{508859
-1" to type FontStruct

Warning: Cannot convert string "-*-times-bold-i-normal--20-*-*-*-*-*-{508859-1"
to type FontStruct

Warning: Cannot convert string "-*-times-medium-r-normal--16-*-*-*-*-*-1508859-
" to type FontStruct

Program received signal SIGSEGV, Segmentation fault.
exb7c3772e in XRef::getNumEntry(long long) ()

from /usr/lib/1386-linux-gnu/libpoppler.so.a4
(gdb)
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guissan push — ebp

00118711 push  edi
00118712 push  esi

00118713 push  ebx

00118714 sub  esp, 2ch

00118717 nou  ebp, [esp+3Chsthis]

00118718 mov  eax, duord ptr [esp+3Charg_i

0011871F call  sub_60790

00118724 add  ebx, 0E426uh

00118720 nov  edi, duord ptr [esp+3Chearg ek

0011872E nov  ecx, [ebpll]

00118731 nou [esp+3Chvar_20], eax

00118735 test  ecx, ecx

00118737 jle  loc_118708

00118730 mou  duord ptr [esp3ch+var_34], 1 ; bool

00118745 mou  duord ptr [esp+3ch+var_38], O ; char

00118740 nou [esp+3Chsvar_8C], ebp ; this

00118750 call  _ZNuXRefSgetEntryEib ; XRef::getEntry(int,bool)
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int XRef::GEENEMENEEY (Goffset offset)

}

if (size > 0)

{
int res = 0;
Goffset resOffset = getEntry(0)->offset;
XRefEntry *e;
for (int i = 1; i < size; ++i)
{
e = getEntry(i, gFalse);
if (e->type != xrefEntryFree && e->offset < offset & e->offset >= resOffset)
{
res = i;
resoffset = e->offset;
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return res;
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else return -1;




