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PROTICT

Introduction: Who am |?

Thierry Laurent

. IT : one of my favourite hobbies since... the 1979 Apple II!

. Studied IT but university background in social sciences & economy
. Researcher for four years in UCL
. 24 years in IT with more than 20 full years in Information security & BCM

. Owns ProtICT since 2016
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PROTICT

Introduction: Who am |?

Why Infosec in “Classified Environments”?

. Got my first NATO secret security clearance in 1985

. More than 10 years of experience in “classified” (military/law
enforcement/civilian) environments

PROTICT content 4



PrROCT

Introduction: General Disclaimer

“Classified” means Confidentiality!

CONTENTS WILL FOCUS ONLY ON: SECURITY
CLEARANCE
outdated specific or published examples REQUIRED
no link with specific locations or organizations TO ENTER THIS
AREA!

no information about current security measures
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E
Why Discussing Classified Environments?

PrROC

- Exemplary cases of formal/legal boundaries

Operations =g
security

« Combine all dimensions of information
security

Confidenticlity
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- A glimpse into what may be the future of

cybersecurity
- classified environments: first cyberwar

targets!
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Why Discussing Classified Environments?

- lllustrates contemporary questions:
or secrecy of illegitimate political practices...?

 Legal protection of the state ...

IRAQ:
NUCLEAR WEAPONS PROGRAM

* We know Iraq has the knowledge needed to build a nuclear
weapon without external expertise
* We are certain many of the processes required to produce a
weapon are in place
~ We think they p a viable pon design
— We do not know the status of enrichment capabilities
— We think a centrifuge enrichment program is under
development but not yet operational
* We do not know If they have purchased, or attempted to
purchase, a nuclear weapon
* We do not know with confidence the location of any nuclear
weapon-related facilities

Q Our knowledge of the Iraqi nuclear weapons program is based
largely — perhaps 90%_-- on analysis of :’mgrecx'se intelligence

TIAX2002 ECLASS)

DECLASSIFIED I FypLL SECRETINUFORNX1
5 Sep 02 Auherity: £D 13528

Chief, Records 2 Declase Div, WhE

Duts: ITEFET

Y IRAQ:
BIOLOGICAL WEAPONS PROGRAM

* We know Iraq has the knowledge needed to build
biological weapons without external expertise

* We are certain all of the processes required to produce
biological weapons are in place

— We know they have produced anthrax, ricin toxin,
botulinum toxin and gas gangrene

* We cannot confirm the identity of any Iraqi facilities that
produce, test, fill, or store biological weapons

— A large number of sus; facilities have been identified
that could support R&D/production

— We believe Iraq has 7 mobile BW agent production plants
but cannot locate them

Our knowledge of what biological weapons the Iragis are able
to produce is nearly complete...our knowledge of how and
$ where they are produced is probably up to 90% in. lete

1432003
SECRETIINOFURNX

58ep 02 TECLASSIFIED IN FULL
Agthority. EO 1352¢
Chief, Records & Decisss Div, WHE
Date: FEUR NS
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-] Q-
STATUS OF WMD PROGRAMS

* We assess Iraq is making significant progress in WMD
programs

* Our assessments rely heavily on analytic assumptions and
judgment rather than hard evidence

* The evidentiary base is particularly sparse for Iraqgi nuclear
programs

* Concerted Iraqi CCD&D have effectively negated our view
into large parts of their WMD program

‘ We don’t know with any Ereciﬂ'on how much we don’t know
iy £ oo

71432002
5 Sep 02
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Why Discussing Classified Environments?

- lllustrates contemporary questions:

Activity of whistle-blowers defending privacy and democratic rights

TeANSPARENCY
FoR THE STATE!
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What is a Classified Environment?

Main goal: preserve confidentiality of classified assets
(information assets directly linked to the security/sovereignty of a National State

or an Entity made of a group of States) Classification levels

(from the highest level to lowest):

® CO m p | i e S fO rm a | |y W it h | e g a | n O rm S rat h e r ) TfPTiSﬁirgehte(sTISe)vel of classification of material on a national level. Such material

would cause "exceptionally grave damage" to national security if publicly

than “business”-driven ones. g el

— Such material would cause "serious damage" to national security if publicly
available.

+ Confidential
— Such material would cause "damage" or be "prejudicial" to national security if

« Relies on a formal “standard” security scale eyt

Restricted
H H H \\ 1/ A a — Such material Id "undesirable effects” if publicl ilable. S
that is national impact ("damage”)-driven in Counties do nol have such a cassiication. |
* Unclassified
1 — Technicall t a classification level, but i d f t d ts that
Western countries. o Nok e 5 CASSTCAon eted S6ous. SUch Socuents can be vewed 5y

those without security clearance.
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What is a Classified Environment? 707!

Mainly public bodies:

Military headquarters & premises,

Governmental crisis centres,

Foreign affairs and defence ministries,

Intelligence, security and law enforcement agencies,
Security operations centres for sensitive ICT infrastructure,

International organisations sites (e.g. NATO-SHAPE)

10
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What is a Classified Environment? PROTI

Sensitive civilian premises / critical infrastructures:
Data centers

Nuclear & scientific labs

[ eppeiin

etc

National Security
Science and Technology

DEFENSE ADVANCED
RESEARCH PROJECTS AGENCY

PROTICT content 11



What is a Classified Environment? =

AND private subcontractors!
Military industry,
« Air & space,
Energy,
Engineering,
Enforcement & security,
ICT,
Biotechnologies,
etc.

PROTICT content -



Classification Scales

Various flavours: National - NATO — EU

\

§

COSMIC

NORTH ATLANTIC COUNCIL

CONSEIL DE L’ATLANTIQUE NORD 79
| Co8NIC 70P SBCRET

. ELomer VR SUMMARY HECORD
AC/19-R/52

DRLIDING CORL, 290155

- COMMITTEE Q3

Pelais de Cha

Sensitiveness
level

Top secret —Cosmic Top secret
Top secret —Focal Top secret
Secret - Atomal

Confidential

Restricted

Limited High

PrRO;CTT

NATO SECRET

OTHE" ==F
/ NORTH ATLANTIC MlLITARV COMMITTEE RECV‘I.U._.D
COMITE MILITAIRE OE LATLANTIQLIE NORO
6
N A-I' !] CHCM-EXD- 13-81
3 July 1981

MEMORANDUM FOR THE SECRETARY GENFRAL, NORTH ATLANTIC TREATY ORGANIZATION

SUBJECT: Allied Command Europe Responses to an Intervention
in Poland (NC)

Reference: MCM-EKD-86-80, 17 December 1980

Limited Basic— Ofﬂciae Only — Unclassified but Sensitive

Public - Unclassified

PROTICT content
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axtux
Limited -> measures of classification without formally classification

Classification is very slow


PrROCT

Classification Scales

Russia: Specificity of the information is considered.

Scale is linked to importance of impacted or 6n inc %@

(rather than impact level for the state}g g

i Lanee ( ussian @
Completely B ranc
Secret (damag | e, ins @ u orga L2t

a8

Sekretno: “Secret”
Dlya Sluzhebnogo Pol’zovaniya: “For official use only” (included foreign books!)

PROTICT content 14
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level determination -> how critical for the state




Classification Scales

“Classification” is far

Secrecy ?

as old as the first state. more recent:
Anything could be [ generally formalized
“secret” without during the 20t
formal definition. century.

Laws clarify essentially:

What shall be AND shall not be classified
Information classification duration per category (e.g. 30 — 20 — 10 years)
Standard de-classification and disposal processes

PROTICT content
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Classification Scales PROTICT

China:

Laws formalizing defined classification levels were published in...

... 2010 and classification standards in March 2014!

State Secrecy Bureau’s March, 2014 Interim Provisions on Management of State
Secrets Classification @zmzrzernamne

https://chinaspc.files.wordpress.com/2014/12/classification-requlations-translation.pdf

Goal: fight against “red stamping” intended to cover corruption/bribing/etc...

PROTICT content 16



Security Clearance

Classification relies on the Security Clearance
principle:

- Status granted to an individual allowing him
access to classified information or supporting
assets including restricted areas.

- Requires a formal validation by a national state
authority after a background check.

- International classification (e.g. NATO or EU)

relies on cross-certification of national
clearances

PROTICT content
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LEVEL 6 CLEARANCE

Dir.
Mad Scientist

Do AabropiyRic

Spacmlty: Biasi OTs
Exgprira I !

DO R Y
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Security Clearance

Company clearance:
- accounting health,
- economic status of the company,

- export activities (sales of sensitive material
to sensitive countries),

- etc.

- Appointment of a company

dedicated security officer in charge
of security clearances management

NATO UNCLASSIFIED

> APPERDIXE o
> AEX to
< ACa D003
Fa Security Clearance Certificate (FSCS)

1. This is to certify that on 25,10,20114, the National Security Authority of
the Republic of Bulgaria granted to the TEREM - Georgl Benkovski Ltd.,
located at Bulgaria, 4023 Plovdiv, 2 Tsar Simeon, str, a NATO
CONFIDENTIAL security clearance in accordance with the provisions of the
Indusirial Security Directive supporting Enclosure “G* to the NATQ Securty

Policy, C-M{2002)49, valid until 14.10.2014,

2. The National Security Authority of the Republic of Bulgaria confirms that
the facillty referred to in paragraph 1 above possesses NO storage
capabiliies approved for the safeguarding of NATO classified information

pacvd

I Tsveta Markova /

(MINISTRY OF NATIONAL DEFENCE OF THE REPUBLIC OF TURKEY]

TESIS GOVENLIK BELGES|

THE NATION AL SECURITY AUTHORITY OF THE CZECH REPUBLIC
[AGDII SEZPELHOSTH D CESKE REPLILIKY] %

PrROCT

CERTIFICATE

Ne NATO-R 039,
OF A REGISTRY IN THE'AREA OF INTERNATIONAL RELATIONS
WITH NATO

The State Commission on Information Security
In its capacity as National Security Authority in the Republic of Bulgaria

CERTIFIES

o i e g v OPTICOELECTRON GROUP JSCo
ey 4500, RON, STH FLOOR, ROOM 510 N e s
ANB21208.001.07 i coscvesen ot NATO "SECRET"

i iczoon e »
Tha Moty comois wi B roquists 3 the secey esorts nder the st Inormason Froweton A, siborios e Acs o s splicaton and
e WATO scurty rogatons.

weotume 11012007

Chaparsn o 55

(sigraure =
 WOJSKOWE CENTRUM NORMALIZACJL, JAKOSCI T KODYFIKAGTT
Mififary Cener for Standardization, Quality Assurusice amd Codification
FACILITY SECURITY CLEARANCE CERTIFICATE ODDZIAL KODYFLKACII WYROBOW OBRONNYCIT
(CERTIFIKAT REZPECNOSTN| ZPUSORILOSTI) A ‘mmnu“';‘l‘:["n;’.‘(’&;‘;‘;lmcxw
NUMBER/£ISLO: 000183 : G S
LT i o 19502017 .
e e e
Tc.
MILLE SAVUNHA BAKANUIGH =
ANKARA 1

ZASWIADCZENIE
CERTIFICATE

(FACILITY SECURITY CLEARANCE CERTIFICATE)

Beige Nu(Oouman Numpery 209425
Gogueti Tashi (Vald Do) saszs

st s Sagaing 293/, Sk e, 71000 Oitezi
=

Trams sihiy] i

Zabwinleza sig, e nn podstaie sozonegn wriosku jednostka orgmizacyjn® nazwie
This is to cériify that

GDANSKA STOCZNIA REMONTOWA

P OmkEBG Sannma Sierien Aapama v Gatyiee

ot Iracat Sanayi v Ticaret Ance

im. Jozefa PILSUDSKIEGO S.A.

e

i

Tes s oty Adwe) SO0k Yonmapate v sk a1 et S

Bk Kt 3 Dare 20 Kl

b e A o e s el s

L rie i

Tiskiye Cumburiyet Savurma Sanayi that the Turkish

L ooyt 1 st wese

0958 umu% e
&

Ths s to oy

Ml Glvenlk Maksw asindsn, | Repubic National Secury Authorty for

Swurma sansyii e fgi faslyelier | Daferce lndusky graned  Securty
apis Kanun i

19 Law No: 5202 en Defence Industrial
Securly, rulss. reguiatons and NATO
n

MILLI SRVUNAIR BAKANI NAMINA
{ON BEHALF OF TUR HIND)
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Security Clearance

- Personal clearance:
- criminal record,
- financial records,
- priorjobs,
- political activities,
- association membership,
- travelsin sensitive countries,
- etc.

ICMPGRC  CRIMINAL CONVICTIONS CONDAMNATIONS AL CRIMINEL SUMMARY OF POLICE RESUME DES RENSEI-
CONDITIONAL AND ABSOLUTE LIBERATIONS COMDITIONMELLES ET INFORMATION GNEMENTS POLICIERS
DISCHARGES INCOMDITIONMELLES [NOT INTENDED FOR SENTENCIMG (A NE PAS UTILISER AUX FINS DE
AMD RELATED INFORMATION ET RENSEIGNEMENTS COMNEXES PURPOSES) LASENTENCE|

RESTRICTED DIFFUSION RESTREINTE

DISTRIEUTION

NANES) L
NOMS) | Jac

R.M. 140

IH"-'--‘-"!"S'J D736 Page 1
CHARGE AND DEPOSION | S |
PCUSANION ET DISPOSINON DETRIELTION

MAY 30 204 FPS 7955170 FPS
' DSPOSTION .

CHARGE - ACCUSATION

eyt

—
10JAN I

' \'\‘:}:
=\ |
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Security Clearance

Complexity and thoroughness of the
clearance process depends on the
country National Security Authority and
the requested level.

Background checks and administrative
validation ask for:

2-3 months to ... 2 years!

PROTICT content

ClA HISTORICAL REVIEW PROGRAM
Rolease As Sanitized

. Enclosure 21
SUBJECT: Clayﬂli(ZOl-SLM&?)

1. Subject was born on 17 March 1913 in New Orleans,
Louisiana.

2. Standard background informaticn on Subject
(parents, marital status, records of education and
erployment, etc.) is lacking because SEAW was a contact
of the Domestic Contact Service.

3. Traces on Subject have beaen run in RID/Main
Inéex, the index of the Office of Security and the
Central Cover Staff. The first showed only a 1951 FBI
interview with SHAW about a former employee of the Haw
Orleans International Trade Mart. The second showed
that O0/Contacts Division had requested a name trace
about 13949 and that the check of PBI records then con-
ducted was negative. Central Cover Staff had no record.

4. Some of the 00-B reports based on SHAW'S
reporting are on hand. They are the following. (It
is noted that the source description identifies the
source by job title.)

a. OO0-B 47958, 26 March 1952, concerns

a letter written to the public relations
director of the International Trade

Mart by one Dr. Jutta SCEHALLER, a trade
consultant to the Bonn Government. The
letter is a follow-up of discusseions held
in New Orleans during December 1951. The
letter said that Soviet production and
export trade were being advertised and

Bocument {Tﬁg‘ﬁﬂ - Y

for FOIA Reviow on

DEC 1977

000053

PrROCT
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Security Clearance P07

In Belgium:

Autorité Nationale de Securite

WWW.nvoans.be

Relying on: i
-VVSE (“SUrete de I'etat”: 600 FTE)
- SGRS ("Service Général du Renseignement et de la Sécurité”: 60o FTE)

Legal basis: https://www.nvoans.be/fr/fag/cadre-legislatif

PROTICT content 21



Security Clearance P07

ROYAUME DE BELGIQUE

\ Affaires étrangéres,

=%i/"  Commerce extérieur et

" Coopération au Développement

- Some figures in Belgium (2016):

[EI—H NATIONALE VEILIGHEIDSOVERHEID
. . AUTORITE NATIONALE DE SECURITE
Delivery of 7452 personal security clearances =

NATIONAL SECURITY AUTHORITY
Delivery of 262 company clearances

862 cases of collaboration with foreign authorities willing to deliver clearances

34.134 security checks (90% to access European summits or critical infrastructures such as airports)

- Number of files is increasing yearly (+10 to 25%) iite of the fact the cost of the
procedure is now heavy (1200€ per company & 25d=/per individual for a Secret
clearance) whereas some years ago it was...free!

PROTICT content 22


axtux
security clearance for secret level is about 5 years


Security Clearance

- Personal clearance request issue?
This shall be requested to work on a known
project

BUT working on a project processing classified
data requires a clearance to get any access... !

Moreover the process is long and cumbersome...
So, many people must start “working” with a

request proof and a criminal record evidence or
an outdated clearance... ®

PROTICT content

PrRO: T
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axtux
goal for clearance but no job without clearance


Security Clearance

Difference
between private

background check
acceptance and
security clearance

Impact in case of non-
compliance for the victim
and the culprit!

PROTICT content

PrROCT

Worst case: Loss of
job/Fines/years of
prison

VS
lifetime in jail
or...worse!

24



Access Control Challenge? PRO7IC

Old challenge: close to impossible to map assets/human resources in a large
organization.

« Cold war techniques of classified information circulation relied on:
— Avoid transmission of digital versions

— Use of human “mules” to transmit critical documents
— Printing signature techniques
— Old encrypting techniques such as DES for highly sensitive digital documents

— Perimeter security for fully isolated ICT systems

— Limit access to data: “need to know” principle
— Rely on “four eyes” principle for all critical information processing
— Log/archive all workflow processes steps implementation

PROTICT content 25



Access Control Challenge? PRO7IC

Some use cases of organisational
weaknesses:

- Document archiving
- Document storage

- Document duplication

PROTICT content EI 26


axtux
hide major security incident to avoid problems

complicance, security and reality is different e.g. blind forms


Access Control challenge?

215t century: Some apparent changes such as:

- Mapping of classified document national central registry and
security clearances.

- Reliance on various techniques to individualize documents (e.g.

crypto signature).
« Application-controlled lifecycle of most sensitive documents.

- Use of Big data mining-like techniques.

PROTICT content
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Access Control Challenge?

- Data mining technologies are promising...

— e.g. toidentify valuable human targets! Combination of
decisional capability/access to very sensitive information
(variety/combination)

But the human factor stays the weakest link...!

And such technologies are expensive for the “weakest
link” of a chain

— E.g. NATO: decentralized national control

PROTICT content

\ ORGANISATION DV TRANE DE L” ATLANTIQUE NORD
\ NORTH ATLANTIC TREATY ORGANIZATION

TOP SECRET

secnéTaiRe GhnRAL
56/5D/WASHDE-12/526-DLB/IULETS

FROM:SECRETARY ?MR&L
TO:SECRETARY OF DEFENSE/WASHDC

PrROCT

Subject:Assistant Undersecret|

TOP ]
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Access Control Challenge?

PROG T

Better control BUT

.. the risk grew noticeably: N

_ E_ ) . o Person Category SSN'ActiveDuw-Ofﬁcer(USAF) -
g.if 99.9 % of the cleared US citizens __ e
Comply Wlth the rUIeS___ Eligibility: Dop CAF | Place of Birth: N/A

Investigation: SBPR, 2013 02 26, OPM

Accesses

.b..SOOQ individuals have a non-compliant
ehaviour (security leakage, espionage A e
’

Atomal TS

absent-minded loss of classified data, etc.)!

Suitability and
Category US Access Nuclear NC2-ESI \Twstworlhiness scCl
CNWDI NC2-ESIA |IT: N/A Yes

Rest Data NC2-ESI B |Public Trust:
N

NC2-ESIC

NC2-ESI D

Person Category Information

Category Classification:

N/A
Organization:

Organization Status: N/A
Grade: 10

PROTICT content
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Main Issues .

- Classification: self-generating monster!

In spite of pre-defined areas of acceptable NATO SECRET BB
classification of information. @ KONT ATLAWTIC WiLITARY COMMITTEE  REGU:D

NATO SECRET e

Any reference to a classified document iyt
theoretically requires the same level of A 05 RS o, AR FE G
Classiflcatlon ! SUBJECT: ‘iiléﬂ‘iaﬁ';“‘?%‘)’ Europe Reeponses to an Intervention

Reference: MCM-EKD-86-~80, 17 December 1980

E.g. Sensitive topic (Secret)
-> Meeting organisation to discuss the topic (Secret)

-> Decision to cancel the meeting (Secret)!

PROTICT content



Main Issues PROTICT

- Mislabelling of classified information

 Public bodies frightened by the classification requirements weight

This opens a paradox: a very sensitive environment is sometimes
not formally classified and rely on third-party classification (e.g.
international/mutualized environments)

PROTICT content 31



Main Issues s

« Subcontractors control: who needs a clearance?

W),

It is not uncommon that hundreds of people in a large
subcontracting company get partial access to data
related to a sensitive project.

— E.g. The European parliament questions regarding the
Orange leakage concerning TESTA-based information

— E.g. Rumours of F-35 technical data Chinese hack

PROTICT content 32



Malin Issues g
Security technologies:

- Lack of specific “reliable” security
systems?

« Use of Russian, Israeli, US or Chinese
technologies... Alternatives???

PROTICT content 33



Main Issues 2ROTICT

e |solation of networks is becoming a BIG issue

- Network interconnection for quick communication purposes

— Very high complexity of networks and inability to get fool proof
environments (technology vulnerability/compatibility/maturity
issues)

— Interconnection of networks with different levels of trust/security
for resilience purposes (e.g. SDnetwork)

I

— A

-~ Network interconnection legacy issue (e.g. security level change) _
\é/mm’_\ !!i;

-~ Network security heterogeneity (e.g. weakest link in continental
networks covering various countries, multiple topologies, various
technologies, etc. )

PROTICT content 34



Main Issues s

 Prevention of unauthorized access is becoming a BIG issue:
— Cost of risk prevention related to mobile connectivity

— The “lost” USB stick syndrome
« The US military headquarters data theft by the PLA unit 61398

« The Stuxnet case (US/Israeli attacks against the Iranian nuclear program)

- Risk prevention related to BYOD

e.g. scanners to detect mobile/smart phones/smart devices

There are solutions but most are:
VERY expensive
Only reliable in highly controlled environments

Very efficient in limited scale infrastructures

PROTICT content 35



Malin Issues Rog”

We can fortunately rely on encryption on vulnerable network segments or to protect
sensitive storage... BUT

Obsolescence of standard cryptographic
algorithms such as AES is foreseen for... +/-
2025 - 2030 at the latest!

The culprit: Quantum computing cyberwar
capabilities...

Is this one of the reasons behind the Chinese “Great Firewall” and the Russian
disconnected Internet?

PROTICT content 36



Main Issues s

- The infrastructure cost & management issue

The “James Bond” base

vs the “temporary”
solutions... %)

PROTICT content 37



Main Issues .

- The infrastructure cost & management issue

-~ Long-term strategic vision questions
— Lack of security awareness from politicians and civil servants

PROTICT content 38



Main Issues PROTICT

- The infrastructure cost & management issue

— Lack of available budgets
— Length of time to build “hard” infrastructures

Cold War classified environment extreme examples: full cities!

B AN

Mercury (US) Tomsk-7 (USSR) Krasnoiarsk-26 (USSR) City 404 (China)

PROTICT content 39



Main Issues Ry
- The Democratic control:

The most sensitive state secrets are

sometimes...

Not classified!...

- e.g.the Umicore role in the atomic bomb race &
military nuclear programs.

PROTICT content 40



How to Secure? PROTIC

How do you build your security
measures?

- Classification formal security
requirements

- Specific legal basis [ Top

- Risk analysis (methodology & tool)

SECRET|

=
m
o
E

[For Your EVES ONIY |

CLASSIFIED |

PROTICT content 41



PROTCT

How to Secure?

Classification frameworks are just one source of security requirements...

BUT when you build security requirements for one environment that needs to be
security cleared, classification regulations have always the top priority, before
considering other legal regulations, sectorial norms, risk-based management
standards, best practices and so on!

PROTICT content 42



How to Secure?

Practically:

+ Physically isolated areas with individual access and multi-layer
security systems (fences, guards, CCTVs, badge-controlled access
with PIN /biometrics information, intrusion detection systems, etc.)

« Network segregation & defence in depth (“air gap” - cryptos —
firewalls — IDS — application proxies — etc.)

+ Single use of physical IT assets, full ownership (no “cloud”) & system
hardening

« Tight control on information lifecycle: creation — Frocessing -
duplication — communication — storage — disposa

« Formal trainings regarding clearance impact and security awareness

' U App for Classifi i

« Strong access control: Need to know — 4eyes — SoD

SINA L3 Box GEHEIM / STHENG GEHEIM
V5-VERTRAULICH
¥8-ND

SINA Ona Way GEHEM

« Encryption at all levels (authentication, signature, storage,
timestamping, etc.)

SINA L2 Box VS-ND

« Physical access control rules for external parties — i
| T
VE-NfD

«  Formal IT (service) management rules (ITIL-like)

« Etc.

PROTICT content

NATQ SEGRET

PrROCT

Components : Germany NATO [:l EU

SECRET LE

NATO RESTRICTED
NATO SECRET
INATO RESTRICTED
NATOQ SEGRET

NATG CONFIDENTIAL
NATO RESTRICTED
wnder pvatuation
NATO SECRET

NATO GONFIDENTIAL

NATQ RESTRICTED

Srumerarion

NTIEL UE
RESTREINT UE
RESTREINT UE

una

undar avalyatios
RESTREINT UE
under evaluation
CONFIDENTIEL UE
RESTREINT UE

2 par 1an, 2015

SHNNA i 1 joint development ot *#]iTFEs ans secunet
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How to Secure? R

Problem: information is classified but not
physical assets as such!

BUT obtaining an ICT environment that is
compatible with classification rules asks for
years...

One solution: comply with classification rules for a
formally non-classified environment to be ready
BUT this has a heavy cost.

PROTICT content Lt
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How to Secure? PROTICT

Formal risk analysis tools such as CRAMM or EBIOS

EBIOS FLAN
w g _ Practicc

STRAT Teay |

Standard and formalized approach RISKF n Incredibly cumbersome and time
consuming (>expensive)

Comprehensive database *D &
Used as a permanent tool to support EE Qm\ Database not regularly updated
an ISMS cycle Rarely if ever used on an ongoing

basis

CRAMM Ask for a LOT of manual fine-tuning

* To link assets to countermeasures
* To update contents
* To overcome the rigid approach

III

For experienced people: still more efficient to rely on the methodology but use a “manual” approach!
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How to Secure? .

In practice:
Comply strictly with legal and classification regulations
Clarify the business requirements sensitiveness but stay reasonably on the “safe side”
In case of doubt, never underestimate the risk
Rely on norms and risk analysis tools as safeguards but not as final solutions
“Trust no one” when you build the rules: the human factor stays the weakest link

Adapt later the rules to the reality of the environment (up or down in a PDCA cycle
perspective)

Financing cannot be a major problem
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Final Question: the Risk PROTICT

- Data leaks, espionage, cyberwar, etc.

Aren’t we exaggerating the risk...?

Well... NO!!!
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PrRO:CT

Final Question: the Risk

The "Red colonel” case (1988)

48
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Final Question: the Risk

April 2018: The "Pol Grégoire” scandal.

Foreign affair diplomat working for the KGB since 1987. His
activities were seemingly discovered by the Security of State in...
2012 whereas he was still active!

He delivered documents, Belgian ID cards and passports to
Russian undercover agents.

Conclusion: 6.271€ of fine and 1 year of suspended prison

sentence!

PROTICT content

PrRO:CT
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Final Question: the Risk PROTICT

LA SPECIAUTE ciivois

Today: probably between 250 & 300 Russian & TORGE AU
Chinese agents in Belgium. MD b Eapions
(Service Europeen Action Extérieure) =it

April 2019: the Serbian-Russian connection: in
2016, one SGRS major would have disclosed
confidential information to a Serbian lady
working probably for the Russian FSB. Current
conclusion: the deputy director resigned...

[re

COMMENT RECOMAIT-ON N ESPION RUSSE?

AVANT MAINTENANT
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Final Question: the Risk PROTICT

And what about our “partners/allies”?
The Juste Lipse wiretapping case (French, German & Spanish EU Council delegations)

(1995-2003)

of counsel

OSSA

PROTICT content
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Final Question: the Risk

The Belgacom hacking case "Operation Socialist” (2013)

TOP SECRET STRAP 2
OP SOCIALIST Outcome

In MyNOC:
~ CNE Access to BELGACOM ~ MERION ZETA - 6 endpoints into Engineer/
support taff IP range
~ 2 endpoints into BELGACOM DMZ (from prep VA work)
~ Optimal Bearers identiied providing good access to BELGACOM proxy.
Post MyNOC:
~ Optimal Bearers continue to allow QI against BELGACOM engineers/proxy
~ Intemal CNE access confinues to expand — getiing close 1o access core
GRX Routers - currently on hosts with access
~ NAC continue to support with Network Analysis £

of internal networks, network Understanding
research on credentials and identification of |

engineers/system administrators and their
specific roles.

one
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TOP SECRET STRAP 2
MyNOC Focus

Expand collection and capability to enable better exploitation
of Belgacom

Identify key staff at BICS, and selectors used by these
individuals for QI

Map the network to better understand the Belgacom
Infrastructure

Investigate VPN links from BICS to other telecoms providers
Investigate the vulnerability of the MyBICS Reporting Tool.

Jgjﬁ ons

PrROCT

TOP SECRET STRAP 2
One Month Later — OP SOCIALIST

Scoping session conducted — main focus to be on enabling GNE
access to BELGACOM GRX Operator

Ultimate Goal — enable CNE access to BELGACOM Core
GRX Routers from which we can undertake MiTM
operations against targets roaming using Smart Phones.

Secondary focus ~ breadth of knowledge on GRX Operators
Operations Manager assigned, team assembles

@ belgacom compony
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Conclusions: the Time vs Cost Issue =

Classification is just one formalization of the eternal weapon race
between the shield and the sword.

All actors are in a world of uncertainties but this is even more
critical for the EU because of:

- Increased dependency on digitalization

- New technical challenges (e.g. Quantum)

- Explosion of cost of security technologies able to cope with threats
- Lack of “EU champions”

- Increased uncertainties about alliances in and out of EU

No way to avoid huge investments in the nearby future if EU wants to
stay a major actor in the future...
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Conclusions: the Human Side S

The behavioural aspect: think twice before working in such an environment!

il
Access to challenging technologies Not technologically trendy

Full security scope Cumbersome and rigid processes
Large budgets Not easy for imaginative or creative
mindsets
Access to sensitive security topics Need to comply with secrecy

PROTICT content 54



PrROCT

Thanks for your attention!

SORRY, BUT THESE
HIGHLY COMPROMISING
DOCUMENTS BELONE TO MY

PRIVATE SPHERE!...

All the pictures used in the document are available on the Internet.
They are only used hereabove for educational illustration purposes.
Please do not re-use them out of such a fair use context without the approval of the owners.

Thanks.
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