
DIGITAL CIRCUITS ARE COMMONLY
designed at multiple levels of abstraction, in-

cluding the layout, transistor, gate, register-

transfer (RTL), and architecture (behavioral)

levels. Designers describe circuits in a hierar-

chical, top-down fashion, typically using com-

puter-aided design (CAD) tools. To simplify

the design process, designers try to model cir-

cuits at a fairly abstract level, such as illustrat-

ed in the sidebar, “Modeling the 74283 adder.”

Despite the simplified representation and

computation they imply, however, circuits

described at a high level still challenge the

designer. Challenges exist because most

CAD tools for design verification, test gener-

ation, and timing analysis cannot use high-

level abstractions. Instead, the tools work

primarily at the gate level, reflecting that lev-

el’s well-developed Boolean algebra foun-

dation and also its independence of IC

technology details. Consequently, to use

CAD tools, designers often “flatten” high-lev-

el designs to the gate level. This situation

both increases circuit complexity and caus-

es a loss of valuable high-level design data.

To resolve this situation, researchers are

focusing on CAD tools that exploit multiple

levels of hierarchy, but the lack of high-level

benchmark circuits to evaluate tool quality

and performance handicaps such research.

This situation is what spurred us to obtain

high-level circuits for use in calibrating new

high-level methods in terms of well-under-

stood, low-level approaches.

The widely accepted ISCAS-85 bench-

mark suite has been in use ever since being

introduced in netlist form at the Interna-

tional Symposium of Circuits and Systems in

1985.1 The circuits are industrial designs

whose functions and high-level designs have

not been published, both for confidentiali-

ty reasons and to allow them to be viewed

as random logic circuits with no significant

high-level structure.

In researching high-level test generation

techniques,2 we found that, in fact, the

ISCAS-85 circuits have well-defined, high-

level structures and functions based on com-

mon building blocks such as multiplexers,

ALUs, and decoders. Because structural

knowledge helps us analyze test require-

ments at the gate level, we began to reverse-

engineer the benchmarks, starting with the

original gate-level netlists. This process let us

systematically recover the circuits’ hidden

functional and structural information. The

high-level models we developed are now

available to other researchers, as explained

in the sidebar, “High-level ISCAS-85 models.”

This article describes our experience in re-

verse-engineering the ISCAS-85 circuits.

Reverse-engineering rationale
Designers typically use reverse engineer-

ing to determine a system’s specifications,

output functions, or other design character-

istics from an existing implementation. This

contrasts with the customary “forward”
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(specification to implementation) design process.

Companies often reverse-engineer their competitors’ prod-

ucts to discover how they are made or to evaluate their qual-

ity. In the software industry, for example, reverse engineering

refers to updating, for reuse, programs whose specifications

have been lost or inadequately documented.3 In computer

hardware, designers have used reverse engineering to ex-

tract gate-level models from transistor circuits.4

A limited form of reverse engineering applies to layout ver-

ification: Designers use CAD tools to extract a netlist from a cir-

cuit’s layout implementation and compare it to the circuit’s

original representation, a problem commonly known as LVS

(layout versus schematic).5 However, extracting higher level

functional information, such as an RTL or architectural de-

scription, from a gate-level circuit has rarely been addressed.

We realized that, to discover what useful high-level struc-

ture the ISCAS-85 circuits might contain, we would need to

reverse-engineer their gate-level netlists. Figure 1a (next

page), which shows part of the netlist defining one of the

smaller ISCAS-85 benchmarks—the c880, with its 383 gates,

26 inputs, and 60 outputs—illustrates this task. The specific

problem is to recognize that certain groups of gates have a

well-defined function (carry look-ahead or CLA) that can

be replaced by a high-level module (a CLA generator). The

highlighted gates in Figure 1a show a CLA circuit that is trans-

formed in Figure 1b into a high-level module (circled area).

Logic from function. The well-known 74181 unit ALU and

function generator further illustrates the problem of trans-

forming low-level functions into high-level logic. Figure 2

(page 75) shows the 74181’s standard logic circuit schemat-

Modeling the 74283 adder

Figure A1 is a gate-level schematic diagram of the often-
used 74283 adder. We have abstracted the 74283 adder
to a single high-level module in Figure A2. This example il-
lustrates some differences between high- and low-level mod-
els. To determine the four signal values labeled “?” in Figure
A1, we must evaluate every gate in the circuit—a tedious
computation. If instead we consider the gates’ collective,
high-level functionality, we can simplify the evaluation of the
unknown signals. In this case, the circuit’s function is the ad-
dition Z = A + B + C. It is obvious from Figure A2 that the re-
quired values are the solution to 13 = ? + 5 + 0, so A = 8 =
10002, and the unknown bits in Figure A1 are 1000.

This example also illustrates the fact that, despite their ease
of representation and computation, circuits described at a
higher level raise new challenges for fields such as testing.
For instance, we can’t readily tell how we should represent in
Figure A2 the structural fault labeled SA0 (an internal line
stuck at zero) in Figure A1.
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Figure A. Functional modeling example: gate-level model of
the 74283 adder (1), and equivalent high-level model (2).

High-level ISCAS-85 models

High-level models, in both structural and behavioral ver-
sions (in schematic circuits and Verilog simulation code),
are available for all the ISCAS-85 benchmark circuits at
http://www.eecs.umich.edu/~jhayes/iscas/bench-
mark.html. These models partition the original netlists into
standard RTL blocks and identify the block functionality. The
structural Verilog versions, for which we have a complete
set, express the specific high-level structure implicit in the
original gate-level designs. In some cases, we have also
constructed behavioral Verilog models, which define high-
level blocks as logical equations that can be synthesized
into gates. The resulting suite of hierarchical designs great-
ly extends the ISCAS-85 circuits’ usefulness and is avail-
able for experimentation in a variety of applications such
as test generation, logic synthesis, and timing analysis.

While the high- and gate-level models of each circuit
are intended to be both functionally and structurally equiv-
alent, small and unavoidable structural discrepancies pur-
posely exist between the models in some cases; these are
noted at our Web site where they arise. Functional equiv-
alence was checked using the logic verification tool VIS, as
well as by comparing fault detection lists.
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ic. Researchers have characterized this circuit as a typical ex-

ample of unstructured logic, yet as Figure 3 shows, the 74181

has a considerable amount of high-level structure.

Recognizing the logic that makes up a CLA block—the cir-

cled elements in Figure 2—is key to unlocking the 74181’s se-

crets. Note how Figure 3b represents the four boxed circuits

in Figure 2 as the single module M1 with 4-bit I/O buses. A sec-

ond quadruplicated circuit in the 74181 leads to the high-lev-

el module M2, as in Figure 3c. The XOR gates are also grouped

into 4-bit word gates. The 74181’s original designers cleverly

constructed the M1 and M2 logic so that with input line M = 1,

each setting of the S (function select) bus produces one of 16

possible Boolean functions of the form F(A,B).

Reverse-engineering techniques. We can identify high-

level structures in logic circuits with a combination of tech-

niques. These techniques do not completely solve the

reverse-engineering task, but they do illustrate the principles

we followed to derive the ISCAS circuit functions.

■ Library modules. These common components, such as

multiplexers, decoders, adders, and CLA generators,

are found in IC manufacturers’ databooks or cell li-

braries and in textbooks. The modules usually exist in

variants due to differences in input size (fan-in or word

length) and gate types. The circled logic elements in

Figure 2 are variants of the CLA module marked in

Figure 1. Note the different gate types and that the num-

ber of input bits of the CLA modules increases, from bot-

tom to top, as we move from least significant to most

significant bit positions.

■ Repeated modules. Often a subcircuit whose logic func-

tion is not apparent occurs frequently, especially in

data-path circuits where the same circuit slice repeats

for different bits of input data. For example, Figure 2

shows four copies (boxed) of the three-gate M1 circuit.

Since the 74181 operates on 4-bit data words, such four-

fold repetition is to be expected.

■ Expected global structures. After recognizing several

modules, the reverse engineer can look for common

structures, signals, or functions that use these modules.

For example, knowing that Figure 2 contains CLA gen-

eration logic, we would expect the circuit to produce

certain functions such as the P (propagate), G (gener-

ate), and sum functions associated with CLA addition.

Not surprisingly, M1 (M2) produces G (P) signals; the

XOR gates produce the sum function.

■ Computed functions. With a few structural clues to a sub-

circuit’s role, we can compute its logic function in sym-

bolic or binary (truth table) form, then relate it to known

functions or to other circuit functions. This is feasible

only for functions of typically no more than four or five

signals. For example, each primary output Fi in Figure

2 can be expressed as

Fi = (Ci + M) ⊕ Di ⊕ Ei (1)

for i = 0, 1, 2, and 3, which helps us understand what Di

and Ei produce (the operands for addition).

■ Control functions. We can often identify key control sig-

nals whose settings partition a complex function into

simpler ones. In Equation 1, for instance, M is shared by

each Fi, a typical characteristic of control signals. On

setting M = 0, Equation 1 becomes

Fi = Ci ⊕ Di ⊕ Ei

(a)

(b)

...
737 = and (237, 662)
738 = not (670)
739 = and (228, 673)
740 = and (237, 670)
…
763 = nand (635, 644, 722)
764 = nand (609, 687)
765 = nand (600, 678)
766 = nand (600, 609, 687)
767 = buff (660)
768 = buff (661)
…
812 = nand (619, 796)
813 = nand (609, 796)
814 = nand (600, 609, 619, 796)
815 = nand (738, 765, 766, 814)
819 = nand (741, 764, 813)
…

Figure 1. A portion (13%) of the ISCAS-85 c880 benchmark:
netlist with the gates of a CLA generator highlighted (a) and
equivalent gate-level schematic with the CLA generator circled (b).
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which is the logical ex-

pression for the arith-

metic sum of two data

bits and a carry bit.

This suggests that M = 1

turns off the 74181’s

arithmetic functions

and turns on its logic

functions, which in-

deed it does.

■ Bus structures. The out-

puts of repeated mod-

ules often can be

grouped into buses.

Further circuit parti-

tioning can result from

noting where these

common signals lead.

■ Common names. When

analyzing netlists, we

sometimes find a

shared name among

several elements. We

may not know what that

name implies, but

grouping the elements

together temporarily

can lead to further struc-

tural insights.

■ Black boxes. If all else

fails, we can encapsu-
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Figure 2. Gate-level schematic of the 74181 ALU showing some of its high-level structure.

M1

CLA

4

4

4

1

1

4

4 4

4

4
4

4
4

4

4

4

1

1

1

1

(a)

(b)

(c)

4

4

4

4

4

4

4

4

4
1
4
4
1

4

4

1

1

A

B E

S

A

B D
D

S

A

B

S

M

E

S3S2

S1S0

M2

C′n

C′n

CnCn+1Cn+2Cn+3

C′n+4

M3G′

P′

C

F

Y

X

A=B
A
B
S3
A
B′
S2

A

B
S0

B′
S1

D

E

Figure 3. 74181 ALU: high-level model (a), logic of module M1 (b), and logic of module M2 (c).



ISCAS-85 BENCHMARKS

76 IEEE DESIGN & TEST OF COMPUTERS

late a circuit as a module of unknown function or black

box. This step is unavoidable when dealing with low-

level control circuits consisting of truly random logic.

Extending the process. To extend the reverse-engi-

neering process to larger designs, we converted the original

netlists to schematics to visualize the circuits and track their

interconnections. We used Synopsys’s Design Analyzer CAD

tool for this purpose. Next, we wrote a program to automate

library module recognition. This program, which imple-

ments a simple pattern-matching method replaces certain

subcircuits with a single module. Figure 4 shows three such

examples.

Finally, we temporarily removed buffers from the original

netlists, since they do not affect functionality, and thereby

reduced the netlist size of the ISCAS-85 benchmarks by about

15% on average.

As we learn a circuit’s functions, we can use them to un-

derstand adjoining logic. Identifying library building blocks

such as multiplexers, flip-flops, decoders, and carry gener-

ators is essential. As reverse engineers, we can also find glob-

al interconnection structures, such as CLA or carry-select

circuits, which helps establish the overall structure.

Another boost to the reverse-engineering process is the

tendency of designers to follow published or textbook de-

signs. For instance, part of the ISCAS-85 c3540 circuit real-

izes the same set of logical and arithmetic functions as the

74181 ALU/function generator, in essentially the same way.

Similarly, the c499 is a single error-correcting circuit that im-

plements a specific, published coding scheme.6

Trial and error. Reverse engineering is inevitably a tri-

al-and-error process. To begin, the reverse engineer must

make some functional assumptions about inputs or subcir-

cuits, even if changes are later required. For example, the

inputs to a large CLA adder cannot easily be properly or-

dered. After deriving the intermediate carry functions deep

inside the circuit, the reverse engineer may need to reorder

the inputs. Another source of difficulty is the occasional non-

standard use of standard modules. In Figure 5, for example,

the control inputs U and V of the multiplexers are actually

part of a data bus, and the data inputs C1–C4 are control

lines, which can be determined only after analyzing the sur-

rounding logic. This particular module—present in the

ISCAS-85 c3540 and c7552 benchmarks—is part of an ALU

that generates all 16 logic functions of its inputs U and V.

High-level models
In this section, we detail the models we obtained for the

ISCAS-85 c880 and c1908 benchmarks; we summarize the rest.

Table 1 lists the ISCAS-85 functions (complete details are avail-

able at our Web site, http://www.eecs.umich.edu/~jhayes/

iscas/benchmark.html).

c880 ALU. Figure 6 shows the high-level model for this

383-gate circuit, which is an 8-bit ALU.

Because the common 74181 ALU has a CLA generator
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Figure 4. Small functional blocks widely used in ISCAS-85 circuits: 2-input XOR (a), 2-to-1 multiplexer (b), and carry generator for
the third bit of a CLA (c).
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module, it’s not surprising to

find a similar module in the

c880. The c880 core is an 8-

bit adder, similar to the

74283. Module M3 produces

the generate, propagate, and

sum signals; M4 and M5 are 4-

bit CLA units. Multiplexers M1

and M6 select incoming and

outgoing data buses, respec-

tively. M2 controls both mul-

tiplexers, such that an

external source must ensure

that only one function is ac-

tivated at a time on C(25:0).

M2 also contains 25 logic

gates that generate control

signals for circuits that pre-

sumably lie outside c880

itself.

c1908 error-correcting circuit. Figure 7 (next page)

shows the high-level model of the c1908 circuit, a 16-bit

SEC/DED (single-error-correcting and double-error detecting)

code-processing circuit with some byte-error-detection ca-

pability. It generates a 6-bit syndrome containing diagnostic

information about the 16-bit data input IN, which the c1908 de-

codes to find the IN bit in error, if any. If it detects an error and

the control inputs are set appropriately, the c1908 then cor-

rects the error. The c1908 has an output indicating an uncor-

rectable error; this is set when more than one erroneous bit is

detected. The circuit can also output the syndrome via the

SC (syndrome checkbits) lines. These lines make it possible

to cascade several copies of c1908 so that detection and cor-

rection can be done for words larger than 16 bits.

Other circuits. Figure 8a (next page) shows the high-lev-

el model for the c432 benchmark, which is an interrupt con-

troller. It has three 9-bit request buses (channels), A, B, and

C, and a channel-enable bus, E. Seven outputs PA, PB, PC,

and Chan [3:0] specify which channels have acknowledged

interrupt requests. 

The 202-gate c499 benchmark is an SEC circuit, as Figure

8b shows. Its 41 combined inputs form an 8-bit internal bus

S, which combines with 32 primary inputs to form the 32 pri-

mary outputs. The S lines generate a unique syndrome for

each erroneous input line. The Boolean expressions defin-

ing S form the H matrix for a (40,32) Hamming code.6

Module M2 contains the necessary correction logic; howev-

er, no error-detection logic is present. 

The c1355 benchmark has the same overall function as

c499, except that all the XOR primitives of c499 are expand-

Table 1. Summary of the ISCAS-85 benchmark circuits. SEC/DED stands for “single-error-correcting and double-error detecting.”

No. of No. of No. of No. of major
Circuit Function input lines output lines logic gates functional blocks

c432 27-channel interrupt controller 36 7 160 5
c499 32-bit SEC circuit 41 32 202 2
c880 8-bit ALU 60 26 383 7
c1355 32-bit SEC circuit 41 32 546 2
c1908 16-bit SEC/DED circuit 33 25 880 6
c2670 12-bit ALU and controller 233 140 1,193 7
c3540 8-bit ALU 50 22 1,669 11
c5315 9-bit ALU 178 123 2,307 10
c6288 16 × 16 multiplier 32 32 2,406 240
c7552 32-bit adder/comparator 207 108 3,512 8
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ed to their four-NAND-gate equivalents, as Figure 4a shows.

The c2670 benchmark is an ALU with a comparator, an

equality checker, and several parity trees. The comparator

has two 12-bit inputs, X and Y, and calculates Y > X using a

CLA adder that performs the addition
–
X + Y. 

The 1,669-gate c3540 is an 8-bit ALU with binary and BCD

arithmetic, and logic and shift

operations. Logical opera-

tions are intermixed with

arithmetic ones, much as in

the 74181. BCD addition is

done via a two’s-complement

adder by adding 6 to both dig-

its of the first operand and

then subtracting 6 from the

digits of the result if they do

not generate a carry. 

The c5315 is an ALU that

performs addition and logic

operations simultaneously

on two 9-bit input data words

and also computes the re-

sults’ parity. The parity logic

for the sums, as well as the

adders themselves, uses a hy-

brid carry-select/CLA scheme

with 4-bit (low-order) and 5-

bit (high-order) blocks. 

The c6288 multiplier has

124 levels of logic gates. Its

2,406 gates form 240 full- and

half-adder cells in a matrix. With billions of I/O paths, it has

been a particularly difficult test case for existing timing

analysis methods.

The c7552 is the largest of the ISCAS-85 benchmark circuits,

with 3,512 gates. It is a 32-bit adder (expandable to 34 bits)

and magnitude comparator that checks the parity of the adder

output and its input buses. Like the c5315, it uses a hybrid car-

ry-select/CLA adder with 4- and 5-bit blocks.

Our reverse-engineering approach applies equally well

to sequential circuits, although that discussion is beyond

the scope of this article.2,7
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Applications
Reverse-engineering the

ISCAS-85 benchmarks to dis-

cover their high-level struc-

tures let us work with only a

small number of compo-

nents and interconnections.

The resulting simplification

made it much easier to ap-

ply these benchmarks to test

generation,2 performance es-

timation,8,9 and technology

mapping,10 and to reap ben-

efits of speed and size.

For test pattern generation,

the main advantages of the

high-level approach are very

compact test sets and re-

duced computation time,

which can be several orders

of magnitude faster than at

gate level. Table 2 highlights

some of our results for a few

ISCAS-85 and ISCAS-89

benchmarks.2

Our future research in this

area will utilize this func-

tional information to devel-

op high-level design-for-test

methodologies and to locate

redundant faults in circuits

during test generation.

In another application,

we9 developed a hierarchi-

cal timing analysis method,

exploiting high-level struc-

ture and function to calcu-

late a circuit’s longest delays.

The c6288 multiplier, for ex-

ample, is notoriously difficult

to analyze with traditional,

low-level approaches. In a high-level model, the number of

paths of longest delay in this circuit is only 2, as opposed to

233(over 8 billion) at the gate level. The c6288 also contains

many false paths: paths that appear to have the maximum

delay but which cannot propagate signal changes.

We have also developed a fast delay calculation method12

that distinguishes between data-like and control-like input

signals. Such distinctions are entirely invisible in the ISCAS-

85 gate-level models. The new method uses the reverse-en-

gineered high-level models to identify the circuit inputs as

control-like (called timing sensitive) or data-like (called tim-

ing insensitive). It assumes that delays are determined only

by the logic values of timing-sensitive inputs. By ignoring the

logic values of timing-insensitive inputs, the overall com-

putational effort is greatly reduced, as Figure 9 shows.

Kukimoto et al.8 have developed a similar approach to

timing analysis using our ISCAS-85 models as benchmarks.

They also report significant computation speedups.

The ISCAS-85 high-level models are similarly useful in oth-

er aspects of design. For example, Chowdhary and Hayes10

use them in conjunction with a technology-mapping tech-

nique that embeds logic circuits in as few field-programma-

Table 2. Test generation for gate-level faults in several ISCAS-85 and ISCAS-89 benchmark
circuits. The c in front of the circuit number indicates ISCAS-85; the s indicates ISCAS-89.

Previous smallest
test set size from Test set size from

Circuit Function gate-level model high-level model11

c880 8-bit ALU 21 171

c6288 16 × 16 multiplier 14 121

c6288 (modified) 16 × 16 multiplier — 52

s298 Traffic light controller 132 1031

s349 4-bit multiplier 84 451

1  Best known to date
2  Minimum possible
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M4 BPH

In(7:0)
M5 BPL

M6

M2M1

M3

UE

SC

Cont4

Cont2

Cont3

Output
data
OUT

Input
data
IN

Cont1

Checkbits

Syndrome

External
syndrome inputs

Byte parity modules

8

6

8
6

6

6

616
16

Uncorrectable
error detector

Error
detector

Syndrome
generator

Mode

Correction flag
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method.12 The dotted lines are timing-sensitive (control-like) inputs.
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ble gate arrays as possible. With larger circuits like most of the

ISCAS-85 benchmarks, it is necessary to partition the given

circuit into subcircuits of a few hundred gates or so, de-

pending on the complexity of the FPGA’s logic blocks, and

map the subcircuits individually. 

HIGH-LEVEL BENCHMARKS HAVE proven beneficial in test

generation, timing analysis, and technology mapping. We en-

courage other researchers to use the schematic and Verilog

versions of these ISCAS-85 models, available on our Web site,

http://www.eecs.umich.edu/~jhayes/iscas/benchmark.html. 

We have also reverse-engineered a few of the ISCAS-89 se-

quential circuits, available on our Web site. Ultimately, we

hope that our high-level models, as well as others’ work along

similar lines, will contribute to the development of more-

powerful, high-level CAD techniques and tools, as they are in-

creasingly necessary in modern VLSI circuit design. 
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