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Revision history

Rev. Date Description
_____________________________________________________________________________________________________________________________________________|
10 8-Apr-2016 Initial release to support the OpenStack® Mitaka release

« The legacy mode version of the driver which uses SSH/CLIQ to communicate with the HPE StoreVirtual Storage was removed this release
« All driver paths and configuration options have been updated with the Hewlett Packard Enterprise (HPE) rebranding

« Requires the python-lefthandclient version 2.X from PyPI

« Configure the suppression of Python requests for library SSL certification

» Added support for manage and unmanage of snapshots

« Volume replication support

« Image cache support

20 8-Nov-2016 Updated for the OpenStack Newton release

30 23-Feb-2017 Update for OpenStack Ocata release
« Image-Volume cache functionality is supported in the HPE LeftHand driver

40 18-July-2017 Update for OpenStack Pike release
« Generic Volume Group support
« Known Limitations

Note
This document should be used for the OpenStack Mitaka, and later releases. An older version of the document exists for the
Hewlett Packard Enterprise Cinder drivers for the OpenStack Liberty release and earlier, 4AA5-1966ENW.



https://www.hpe.com/h20195/v2/Getdocument.aspx?docname=4AA5-1966ENW
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Executive summary

Hewlett Packard Enterprise brings the power of OpenStack to the enterprise. HPE's commitment to the OpenStack community brings new and
enhanced offerings that enable enterprises to increase agility, speed innovation, and lower costs.

Since the Grizzly release, Hewlett Packard Enterprise has been a top contributor to the advancement of the OpenStack project.* HPE's
contributions have focused on confinuous integration and quality assurance, which has supported the development of a reliable and scalable
cloud platform that is equipped to handle production workloads.

To support the need that many larger organizations and service providers have for enterprise-class storage, Hewlett Packard Enterprise has
developed the HPE StoreVirtual Block Storage Driver, which supports the OpenStack technology using the iSCSI protocol. This provides the
flexibility and cost-effectiveness of a cloud-based open-source platform to customers with mission-critical environments and high resiliency
requirements. Figure 1 shows the high-level components of a basic cloud architecture.

OpenStack API
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Compute Networking Storage
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— p——
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HPE StoreVirtual
Storage

Figure 1. OpenStack cloud architecture

1 Stackalytics.com, “OpenStack Pike Analysis,” March 2016. stackalytics.com/?module=cinder-group&metric=commits&release=pike

—



http://stackalytics.com/?module=cinder-group&metric=commits&release=pike

Technical white paper Page 5

Introduction

This document provides information on the new best practice features in the OpenStack Mitaka, Newton, and Ocata releases. These include
configuring and using volume types, extra specs, consistency groups, oversubscription, and multiple backend support with the HPE StoreVirtual
Block Storage Driver.

The HPE StoreVirtual iSCSI Driver is based on the Block Storage (Cinder) plug-in architecture. The driver executes the volume operations by
communicating with the HPE StoreVirtual Storage system over HTTPS and Secure Shell (SSH) connections. The HTTPS communication uses
the HPE LeftHand client, which is part of the Python Package Index (PyPD.

r 1

OpenStack/Cinder

iscCsl

StoreVirtual
iSCSI Driver

Figure 2. HPE StoreVirtual iSCSI Driver for OpenStack/Cinder

HPE StoreVirtual Storage

HPE StoreVirfual Storage uses a single architecture, shown in Figure 3, to deliver primary storage platforms for midrange, enterprise, and
optimized all-flash arrays.

HPE StoreVirtual Storage, based on the HPE LeffHand operating system, is a scale-out storage platform that is designed to meet the fluctuating
needs of virtualized environments. Intuitive, common management, and storage federation meet the need for simplicity and flexibility in foday’s
virtual data centers.

It allows data mobility across tiers, locations, and between physical and virtual storage. HPE StoreVirtual is a versatile storage platform on the
market today.?

Its software-defined storage VSA software and HPE ProLiant rack and BladeSystem-based hardware models provide options to fit any
infrastructure and budget. Enterprise-class storage software functionality and leading virtualization software integration are built-in.

2 Stated on the HPE StoreVirtual webpage, hpe.com/storage/storevirtual

—
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* One common architecture Large sites and
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* One management console I
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Figure 3. HPE StoreVirtual Storage

Configuration

The HPE StoreVirtual Block Storage Drivers for iSCSI was introduced in the OpenStack Icehouse release. Since that release, several configuration
improvements have been made that include, but are not limited to, the following:

« The array requires the HPE LeffHand/StoreVirtual Operating System software version 11.5 or higher.

Kilo
e The array requires the HPE LeftHand/StoreVirtual Operating System software version 12.0 or higher only if volume manage and unmanage
is going fo be used.

Liberty
o Cinder'scinder.caonf settings of max_over_subscription_ratiois used for oversubscription of thin-provisioned volumes and
resecved_percentage to prevent overprovisioning on the HPE StoreVirtual.

e The legacy mode version of the driver, which uses SSH/CLIQ, was marked as deprecated in the Liberty release.

Mitaka/Newton
« Requires the python-lefthandclient version 2.1.0 or newer from PyPI. The client was rebranded from the lefthandclient.

» HPE StoreVirtual Cinder driver’s paths and configuration settings updated as part of the Hewlett Packard Enterprise rebranding.
» Added volume replication support to the HPE StoreVirtual driver.

e The legacy mode version of the driver that used SSH/CLIQ was removed in the Mitaka release.

Pike

e Generic volume group is supported for HPE StoreVirtual driver and support for consistency group is removed.

* Added few known limitations for HPE StoreVirtual driver.
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Volume types creation

Block Storage volume types are a type or label that can be selected at volume create time in OpenStack. These types can be created either in the
Admin Horizon Ul or using the command line, as shown:

Scinder --os-usecname admin --os-tenant-name admin type-create <name>

The <name > is the name of the new volume type. After the volume type names have been created, you can assign extra specs or capabilities to
these types. This will affect the Block Storage Driver’s behavior, depending on which extra specs you assign fo each type you created.

This example illustrates how to create three new volume type names with the names gold, silver, and bronze:
Scinder --os-username admin --os-tenant-name admin type-create gold
Scinder --os-usecname admin --os-tenant-name admin type-create silver

Scinder --os-usecname admin --os-tenant-name admin type-create bronze

Setting extra_specs or capabilities

The extra_specs or capabilities must be set/unset for a volume type. The extra_specs are set or unset either in the Admin Horizon Ul or
using the command line, as shown:

Scinder --os-usecname admin --os-tenant-name admin type-key <vtypes><action> [<key=value>
[<key=value> ...]]

The argument <vtype> is the name or ID of the volume type. The argument <action> must be one of the actions: set or unset. The optional
argument <key=value> isthe extra_specs to set/unset the key. Only the key is necessary on unset. When extra_specs are sefon a
volume type, you must add the following key value pair to connect it to a particular Block Storage Driver.

The <volume backend name> must match the same value that is in the cinder . conf file for a particular Block Storage Driver. Each
volume type must also have a volume_backend_name assigned to it.

volume_backend_name=<volume backend name>

Set examples

Scinder type-key gold set hpelh:data_pl=r-6 hpelh:provisioning=full hpelh:ao=true
Scinder type-key silver set hpelh:data_pl=p-5 hpelh:provisioning=full

Scinder type-key bronze set hpelh:data_pl=c-0 hpelh:provisioning=thin

Unset examples

Scinder type-key gold unset hpelh:ao

When you want fo unset a particular key value pair from a volume type, the value is not required—only the key is.

The current HPE StoreVirtual extra_specs that can be specified in the Icehouse release require a scoping of the LeffHand keys. The filter
scheduler uses the extra_specs data to determine capabilities and the backend. It also enforces strict checking.

Therefore, the scheduler requires scoping or adding, hpelh: to the LeftHand keys. The current list of supported LeftHand keys includes:

e hpelh:provisioning—The valid values are thin and full. Default thin.

« hpelh:ao—The valid values are true and false. Default true.

—
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« hpelh:data_pl—The valid values are: Default r-0.
- r-0 Network RAID-0 (None)
- 0-5 Network RAID-5 (Single Parity)
- 0-10-2 Network RAID-10 (2-Way Mirror)
- 0-10-3 Network RAID-10 (3-Way Mirror)
- 0-10-4 Network RAID-10 (4-Way Mirror)
-r-6 Network RAID-6 (Dual Parity)

Any or all of the above capabilities can be set on a volume type. These are additional capabilities that the HPE StoreVirtual Storage array offers.
To list all the volume types and extra_specs currently configured, use the following command:

S cinder --os-usecname admin --os-tenant-name admin extra-specs-1list

Multiple storage backend support and Block Storage configuration

Multiple backend support was added in the Grizzly release to OpenStack. Detailed instructions on setting up multiple backends can be found in
the OpenStack Administrator Guide.

The multi-backend configuration is done in the cinder. conf file. The enabled_backends flag has to be set up. This flag defines the names
(separated by a comma) of the configuration groups for the different backends. One name is associated to one configuration group for a
backend (e.g, [lefthand-11). Each group must have a full set of the driver-required configuration options. The list shown in Figure 4 shows the
entries in cinder. conf for the HPE StoreVirtual Storage array backends.

# List of backends that will be served by this node

enabled_backends=1lefthand-rest-1,lefthand-rest-2

# [lefthand-rest-1]
volume_driver=cinder.volume.drivers.hpe.hpe_lefthand_iscsi.HPELeftHandISCSIDriver
volume_backend_name=lefthand-cest
hpelefthand_api_url=https://10.10.22.241:8081/1hos
hpelefthand_usecname=<usecname>

hpelefthand_password=<passwords»

hpelefthand_clustername=lefthandSmallCluster

max_over_subscription_ratio=10.0

resecved_percentage=15

image_volume_cache_enabled = True

# [lefthand-rest-2]
volume_driver=cinder.volume.drivers.hpe.hpe_lefthand_iscsi.HPELeftHandISCSIDriver
volume_backend_name=lefthand-cest
hpelefthand_api_url=https://10.10.22.244:8081/1hos
hpelefthand_usecname=<usecname>

hpelefthand_password=<passwords»

hpelefthand_clustername=lefthandlargeCluster

image_volume_cache_enabled = True

Figure 4. Sample cinder.conf file

—
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In this configuration, both the lefthand-rest-1 and lefthand-rest-2 have the same volume_backend_name. When a volume request comes in
with the LeftHand backend name, the scheduler must choose which one is most suitable. This is done with the capacity filter scheduler detailed
in Block Storage scheduler configuration with multi-backend section. This example also includes a single, legacy-configured LeffHand Cinder
driver with a different volume_backend_name.

The oversubscription feature adds two additional parameters that must be set at the global level to apply to all drivers or under each driver
instance in Mitaka. The first new parameter, max_over_subsceiption_ratio, is the ratio of oversubscription when thin-provisioned
volumes are involved. The default ratio is 20.0; this means that a provisioned capacity can be 20 times of the total physical capacity. The second
is ceserved_pecrcentage; this option represents the percentage of reserved backend capacity. The default percentage is zero. The capacity
filter scheduler takes these values into account during its decision for a backend to host a particular volume request.

Block Storage scheduler configuration with multi-backend

Multi-backend must be used with filter scheduler enabled. Filter scheduler acts in two steps:

1. Filter scheduler filters the available backends. By default, Availability/ZoneFilter, CapacityFilter,and CapabilitiesFilter
are enabled.

2. Filter scheduler weighs the previously filtered backends. By default, CapacityWeigher is enabled. The CapacityWeigher atfributes
high scores to backends with the most available space.

According to the filtering and weighing, the scheduler is able to pick “the best” backend to handle the request. In that way, filter scheduler
achieves the goal of explicitly creating volumes on specific backends using volume types.

Block Storage scheduler configuration with driver filter and weigher

The driver filter and weigher for the Block Storage scheduler is a feature (new in Kilo) that, when enabled, allows a filter and goodness function to
be defined in your cinder. conf file. The two functions are used during volume creation time by the Block Storage scheduler to determine
which backend is the ideal for the volume. The filter function is used to filter out backend choices that should not be considered at all. The
goodness function is used to rank the filtered backends from zero to 100. This feature should be used when the default Block Storage
scheduling does not provide enough control for where volumes are being created.

Enable the usage of the driver filter for the scheduler by adding DeiverFilter to the scheduler_default_filters propertyinyour
cinder.conf file. Enabling the driver weigher is similar. Add GoodnessWeigher to the scheduler_default_weighers propectyin
your cinder.canf file. If you want to include other OpenStack filters and weighers in your setup, make sure to add those to the
scheduler_default_filtersand scheduler_default_weighers properties as well.

Note
You can choose to have only the DriverFilter or GoodnessWeigher enabled in your cinder . conf file depending on how much
customization you want.

OpenStack supports various math operations that can be used in the filter and goodness functions. The currently supported list of math
operations can be seen in Table 1.

Table 1. Supported math operations for filter and goodness functions

Operations Type

5500 standard math

not, and, or, & |, ! logic

>, >= < <= == <> = equality

+ - sign

x?ab ternary

abs(), max(x,y), min(x,y) math helper functions

—
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Several driver-specific properties are available for use in the filter and goodness functions for an HPE StoreVirtual backend. The currently
supported list of HPE StoreVirtual specific properties includes:

« capacity_utilization—Percent of total space used on the HPE StoreVirtual cluster

« total_volumes—The total number of volumes on the HPE StoreVirtual cluster

Additional generic volume properties are available from OpenStack for use in the filter and goodness functions. These properties can be seen in
the OpenStack Administrator Guide.

Note
Access the HPE LeftHand specific properties by using the following format in your filter or goodness functions: capabilities. <propecty>.

The sample cinder.conf file in Figure 5 shows an example of how several HPE StoreVirtual backends could be configured to use the driver filter
and weigher from the Block Storage scheduler.

[default]

cinder_intecnal_tenant_project_id = PROJECT_ID
cinder_intecnal_tenant_usec_id = USER_ID

scheduler_default_filters - DriverFilter

scheduler_default_weighers = GoodnessWeigher

enabled_backends = lefthand-rest-1, lefthand-rest-2, lefthand-rest-3
[lefthand-rest-1]

hpelefthand_api_url = <api_url>

hpelefthand_usecname = <usecrname> hpelefthand_password = <password>
hpelefthand_clustername = cluster-1

volume_backend_name = lefthand

volume_driver = cinder.volume.drivers.san.hpe.hpe_lefthand_iscsi.HPELeftHandISCSIDriver
filter_function = “capabilities.total_volumes< 10”

goodness_function = “[capabilities.capacity_utilization< 75]7 90 : 507
image_volume_cache_enabled = True

[lefthand-rest-2]

hpelefthand_api_url = <api_url>

hpelefthand_usecname = <usecname>

hpelefthand_password = <password»

hpelefthand_clustername = cluster-?

volume_backend_name = lefthand

volume_deriver = cinder.volume.drivers.hpe.hpe_lefthand_iscsi.HPELeftHandISCSIDriver
filtec_function = “capabilities.total_volumes< 107

goodness_function = “[capabilities.capacity_utilization< 50]7 95 : 457
image_volume_cache_enabled = True

[lefthand-rest-3]

hpelefthand_api_ucl = <api_ucl»

hpelefthand_usecname = <usecname>

hpelefthand_password = <password»

hpelefthand_clustername = cluster-3

volume_backend_name = lefthand

—
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volume_driver = cinder.volume.drivers.hpe.hpe_lefthand_iscsi.HPELeftHandISCSIDriver
filter_function = “capabilities.total_volumes< 20”

goodness_function = “[capabilities.capacity_utilization< 90)? 75 : 407

image_volume_cache_enabled = True

Figure 5. Sample cinder.conf file showing driver filter and weigher usage

In Figure 5, there are three HPE StoreVirtual backends enabled in the cinder.conf file. The sample shows how you can use HPE StoreVirtual specific
properties fo distribute volumes with more control than the default Block Storage scheduler.

Note

Remember that you can combine the HPE StoreVirtual specific properties with the generic volume properties provided by OpenStack. Also, the
values used in the previous sample are only examples. In your own environment, you have full control over the filter and goodness functions that
you create. For more details and examples, see the OpenStack Administrator Guide.

Volume types assignment

Use the following command or the Admin Horizon Ul (new in Juno) to specify a volume _backend_name for each volume type you create. This
links the volume type to a backend name.

S cinder --os-username admin --os-tenant-name admin type-key gold set
volume_backend_name=1lefthand_gold

The second volume type could be for an iSCSI Driver volume type named silver.

S cinder --os-username admin --os-tenant-name admin type-key silver set
volume_backend_name=lefthand_silver

Multiple key value pairs can be specified when running the previous command. For example, the following command is used to create a volume
type named “gold,” with a data protection level of “r-6,” Network RAID-6 (Dual Parity), and with “full” provisioning.

S cinder --os-username admin --os-tenant-name admin type-key gold set
volume_backend_name=1lefthand_goldhpelh:data_pl=r-6 hpelh:provisioning=full

Volume manage and unmanage

Starting in the Kilo release, HPE StoreVirtual volumes can be managed and unmanaged. This allows importing non-OpenStack volumes already
on an HPE StoreVirtual Storage array into OpenStack/Cinder or exporting, which removes them from the OpenStack/Cinder perspective.
However, the volume on the HPE StoreVirtual Storage array is left intact. From the command line, you can see the available driver instances
represented as “hosts” within the cinder . conf file. This host is where the HPE StoreVirtual volume that you want to manage resides. To see
the list of hosts, use the following command:

S cinder-manage host list

mystack

mystack@lefthand

mystack@lefthand-1

mystackdlefthand-2

To manage volumes that exist on the HPE LeffHand but are not already managed by OpenStack/Cinder, use the command:

S cinder manage --name <cinder name><host>#<pools<source-name>

—
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Where <soupce-name> represents the name of the volume to manage and <cinder name> is optional but represents the OpenStack name
and <host> represents the driver instance. The <poal > value is required. For the HPE StoreVirtual drivers, this is just a repeat of the driver
backend name. The manage volume command also accepts an optional <--volume-type> parameter that performs a retype of the

virtual volume after being managed. The following is an example of the manage command:

S cinder manage --name vol-lhmystack@lefthand#lefthand volumel2345

Note
Cinder manage renames the volume on the HPE StoreVirtual Storage array to a name that starts with volume - followed by a UUID as this is
required for OpenStack/Cinder to locate the volume under its management.

To unmanage a volume from OpenStack/Cinder and leave the volume intact on the HPE StoreVirtual Storage array, use the command:
S cinder unmanage <volume_id>
Where <volume_id> is the ID of the OpenStack/Cinder volume to unmanage. The following is an example of the unmanage command:

S cinder unmanage 647bd7d5-e8el1-4701-9038-7b4del4fdals

Note

Cinder unmanage removes the OpenStack/Cinder volume from OpenStack but the volume remains intact on the HPE StoreVirtual Storage array.
The volume name has unm- prefixed to it, followed by an encoded UUID. This is required because the HPE StoreVirtual has name length and
character limitations.

Snapshot manage and unmanage

Starting in the Mitaka release, volume snapshots can be managed and unmanaged from OpenStack. Unmanaging a volume snapshot allows the
snapshot to be removed from the OpenStack perspective but remain intact on the HPE StoreVirtual Storage array. This can be useful when
volumes are being unmanaged from OpenStack, as the volume’s snapshots will not be automatically unmanaged. Bringing volume snapshots
back into the OpenStack perspective involves using the manage command for snapshots. The process for both managing and unmanaging
snapshots is similar o the managing and unmanaging of volumes.

To manage a volume snapshot from an HPE StoreVirtual Storage array, use the command:
S cinder snapshot-manage <pacent_volume_name> <snapshot_name>

Where <pacent_volume_name> represents the name of the parent volume for the snapshot being managed and <snapshot _name> is the
name of the snapshot on the HPE StoreVirtual Storage array:

S cinder snapshot-manage 16fn6873-eb09-49h2-8c1f-91cchbB83bed5k ums-647kx7d5-eB8el-4701-9374-7b5nb14fTh18

Note
Cinder snapshot-manage renames the snapshot on the HPE StoreVirtual Storage array to a name that starts with snapshot - followed by a
UUID, as this is required for OpenStack/Cinder to locate the volume under its management.

To unmanage a volume snapshot from OpenStack/Cinder and leave the snapshot intact on the HPE StoreVirtual Storage array, use the
command:

S cinder snapshot-unmanage <snapshot_name>
Where <snapshot_id> is the ID of the OpenStack/Cinder snapshot to unmanage:
S cinder snapshot-unmanage 16ab6873-eb09-4522-8d0f-91cchb83beb6k

—



Technical white paper Page 13

Note
Cinder snapshot-unmanage removes the OpenStack/Cinder snapshot from OpenStack but the snapshot remains intact on the HPE
StoreVirtual Storage array.

The snapshot name has ums - prefixed to it, followed by an encoded UUID. This is required because the HPE StoreVirtual has name length and
character limitations.

Consistency groups

Support for Consistency group is available for Liberty to Ocata release. Prior to consistency groups, every operation in Cinder happened at the
volume level. Grouping like volumes allows improved data protection, paves the way to maintaining consistency of data across multiple different
volumes, and allows operations to be performed on groups of volumes. The fundamental supported operations include creating a consistency
group, deleting a consistency group (and all volumes inside of i), adding volumes to a consistency group, removing volumes from a consistency
group, and snapshofting a consistency group.

Note
The LeftHand Cinder driver does not currently support creating a consistency group from a source consistency group or a source consistency
group shapshot.

Consistency group CLI support is defaulted to off. To access the consistency group related CLI commands, modify
/etc/cinder/palicy.conf by cemoving group: nobody from the following lines:

(7411

“consistencygroup:create” : ,

“consistencygroup:delete”: 7,

(731

“consistencygroup:update”: .

“consistencygroup:get”: ,

“consistencygroup:get_all”: “”,

[TR1]

“consistencygroup:create_cgsnapshot” : ,

(7411

“consistencygroup:delete_cgsnapshot™: .

[TR1]

“consistencygroup:get_cgsnapshot”: ,

(731

“consistencygroup:get_all_cgsnapshots™: ,

Creating a consistency group
Once the palicy.conf file is correctly modified, you can create a consistency group either in the Horizon Ul or using the command line,
as shown:

Scinder consisgroup-create [--name <name>] [--desceiption «desceiptions] <volume-type>
Where <volume-type> is the OpenStack/Cinder volume type name and - -name and - -description are optional:
Scinder consisgroup-create --name “MyCG” --description “lefthand cg” lefthand

To view the newly created consistency group, use the command:

Scinder consisgroup-list

| 851b2099-dbba-4b92-a097-8c08£9a8404f | available | MyCG |

—
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Deleting a consistency group
An empty consistency group can be deleted either in the Horizon Ul or using the command line, as shown:

Scinder consisgroup-delete <consisgroup-id>

Where <consisgroup-1id> represents to consistency group ID:

Scinder consisgroup-delete 831b2099-d5ba-4b92-a097-8c08£9a8404F

If the group has volumes, add the force flag (Note: This will fully delete all volumes in the group.):
Scinder consisgroup-delete <consisgroup-id> --force

Where <consisgroup-1id> represents to consistency group ID:

Scinder consisgroup-delete 831b2099-d5ba-4b92-a097-8c08f9aB404f --force

Adding volumes
Add volumes to the consistency group by either using the Horizon Ul or using the command line, as shown:

Scinder consisgroup-update <consisgroup-id> --add-volumes <uuidl,uuid?,...... >

Where <consisgroup-1ds» represents the consistency group ID and <uuidl,uuid?2,...... > is a comma-separated list of
OpenStack/Cinder volume IDs:

Scinder consisgroup-update 831b2099-d5ba-4b92-a097-8c08£9aB8404f --add-volumes 87acB88d4-e360-4bdb-bB888-
2208fbe?282dd,9ce09c09-0a20-4bcd-bdla-0eaal5dbelcd, a4563466-61d4-4018-b586-£0/£84c4010¢

Removing volumes
Remove volumes from the consistency group by either using the Horizon Ul or using the command line, as shown:

Scinder consisgroup-update <consisgroup-ids> --remove-volumes <uuidl,uuid2,...... >

Where <consisgroup-1id> represents the consistency group ID and <uuidl,uuid?Z,...... > is a comma-separated list of
OpenStack/Cinder volume IDs:

Scinder consisgroup-update 831b2099-d5ba-4b92-a097-8c08f9aB404f --cemove-volumes 87ac88d4-e360-4bdb-
b888-2208fbe282dd

Note
This does not delete the volume; it only removes it from a group.

Creating a cgsnapshot
To snapshot a consistency group, use the command:

Scinder cgsnapshot-create [--name <name>] [--description «description>] <consisgroup-id>
Where <consisgroup-1id> represents the consistency group ID and --name and --description are optional:

Scinder cgsnapshot-create --name “MyCGSnap” --description “Snapshot of MyCg”
831b2099-dbba-4b92-a097- 8c08f9aB8404f

To view the newly created cgsnapshot, use the command:
Scinder cgsnapshot-1list

| 70c266bb-8255-4f2b-83cf-87f79d54dfb4 | creating | MyCGSnap |

—
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Deleting a cgsnapshot
To delete a cgsnapshot, use the command:

Scinder cgsnapshot-delete <cgsnapshot-id>

Where <cgsnapshot-1id> is the consistency group snapshot ID:

Scinder cgsnapshot-delete 700266bb-8255-4£2b-83¢cf-87£79d54d b4

Generic volume groups

Consistency group feature of cinder is replaced with Generic volume groups in Pike release. Consistency groups in cinder only support consistent
group snapshot. It cannot be extended easily to serve other purposes. A tenant may want to put volumes used in the same application together
in a group so that it is easier to manage them together, and this group of volumes may or may not support consistent group snapshot. Generic

volume group is infroduced to solve this problem. By decoupling the tight relationship between the group construct and the consistency concept,
generic volume groups can be extended to support other features in the future.

Creating a generic volume group
You can create a generic volume group either in the Horizon Ul or using the command line, as shown:

Scinder --os-volume-api-version 3.13 group-create [--name <name>] [--description <description>]
GROUP_TYPE VOLUME_TYPES

Where GROUP_TYPE is the name or UUID of a group type, VOLUME_TYPES is the OpenStack/Cinder volume type name and --name and
--description are optional:

Scinder --os-volume-api-version 3.13 group-create --name MyGVG --description “VSA gvg” GepType
VSA-1,VSA-2

To view the newly created group:
Scinder --os-volume-api-version 3.13 group-list
| 831b2099-d5ba-4b92-a097-8c08f9a8404f | available | MyGVG |

Deleting a generic volume group
An empty generic volume group can be deleted either in the Horizon Ul or using the command line, as shown:

Scinder --os-volume-api-version 3.13 group-delete <group>
Where <group> represents to generic volume group UUID/name:
Scinder --os-volume-api-version 3.13 group-delete MyGVG

If the group has volumes, the - -delete-volumes flag can be added.

Note
This will fully delete all volumes in the group.

Scinder --os-volume-api-version 3.13 group-delete --delete-volumes MyGYG

Create a volume and add it to a group
To create a volume and add it to a group, issue the following command:

Scinder --os-volume-api-version 3.13 create --volume-type VOLUME_TYPE --group-id GROUP_ID SIZE

—
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Note
When creating a volume and adding it to a group, the parameters VOLUME _TYPE and GROUP_ID must be provided. This is because a group can
support more than one volume type.

Adding and Removing volumes
Add volumes to the group or remove volume from the group by either using the Horizon Ul or using the command line, as shown:

Scinder --os-volume-api-version 3.13 group-update --add-volumes <uuidl,uuid?,...... > --cemove-volumes
<uuidd,uuidé,...... > <group>
Where <group> represents the group UUID/name and <uuidl,uuid?,...... > is a comma-separated list of OpenStack/Cinder volume IDs:

Scinder --os-volume-api-version 3.13 group-update --add-volumes 87ac88d4-e360-4bdb-b888-
2208fbe2B82dd,9ce09c09-0a20-4bcd-bdla-0eaal8hdbelcd --remove-volumes a4bb63466-61d4-4018-b586-
£07£84c4010c MyGVG

Note
Removing volume does not delete the volume; it only removes it from the generic volume group.

Creating a snapshot for a group
Snapshotting a generic volume group can be accomplished with the following command:

Scinder --os-volume-api-version 3.14 group-snapshot-create [--name <name>] [--description «<descriptions]
<group>
Where <group» represents the group UUID/name and - -name and --description are optional:

Scinder --os-volume-api-version 3.14 group-snapshot-create --name “MyGVYGSnap™ --desceiption “Snapshot
of MyGVG” MyGVG

To view the newly created group snapshof:
Scinder --os-volume-api-version 3.14 group-snapshot-list
| 70c266bb-8255-4£2b-83cf-87£79d54dfb4 | creating | MyGVGSnap |

Deleting group snapshot
To delete a group snapshot:

Scinder --os-volume-api-version 3.14 group-snapshot-delete <group_snapshot>
Where <group_snapshot> is the group snapshot ID:
Scinder --os-volume-api-version 3.14 group-snapshot-delete MyGVGSnap

Create a group from a group snapshot
To create a group from a group snapshot:

Scinder --os-volume-api-version 3.14 group-create-from-scc --geoup-snapshot <group_snapshots> --name <name>
Where <group_snapshot> is the group snapshot UUID/name:

Scinder --os-volume-api-version 3.14 group-create-from-scc --group-snapshot MyGVGSnap --name MyGVG2

—
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Cloning a group
To clone a group, issue this command:

Scinder --os-volume-api-version 3.14 group-create-from-spc --source-group <soucce_groups --name <name>
Where <soucce_group> is the group we want fo clone.

The newly created generic volume group can be treated as a new, completely separate group with no ties o its parent group or group snapshof.
It can be deleted at any fime, as can its source group.

For more details on usage of commands, refer this link: docs.openstack.org/cinder/latest/admin/blockstorage-groups.html.

Multiple backend requirements

The hpelefthand_clustecname is required and is case-sensitive.

Backend assisted volume migration

Backend assisted volume migration is another new capability when the driver is configured to execute in standard mode. When a volume is
migrated using backend assisted volume migration, both source and destination clusters must be in the same HPE StoreVirtual management
group. The HPE StoreVirtual Storage array uses native LeftHand APIs to migrate the volume. The volume cannot be afttached or have snapshots
to migrate.

Volume retype

Volume retype was available in the Icehouse release. The retype only works if the volume is on the same HPE StoreVirtual Storage array. This
allows the volume retype from a “silver” volume type to a “gold” volume type. The HPE StoreVirtual OpenStack drivers modify the volume’s data
profection level, provisioning type, and Adaptive Optimization settings, as needed, to make the volume behave appropriately for the new volume
type. Use caution when using the optional -migration-policy on-demand as this falls back to copying the entire volume (using dd over
the network) to the Cinder node and then to the destination HPE StoreVirtual Storage array. The Cinder node also must have enough space
available to store the entire volume during the migration. We recommend that you use the default -migration-policy nevec when retype
is used.

Note
The volume_backend_name in cinder.conf must be the same between the source and destination volume types when
-migration-policy is set to never, whichis the default and recommend retype method.

Volume replication

Cinder’s replication is host-driven, meaning all volume_type replicated volumes created on a host are automatically replicated to the
configured secondary target(s). LeftHand only supports periodic replication, meaning the volumes are only synchronized every X amount of
seconds. You can configure the sync period via extra_specs as shown in the Volume type extra_specs section. To begin replicating,
cinder.conf entries need to be created. You also must create a replicated volume type that points to the newly configured backend.

As shown here, the only additional field required to enable replication on a backend is to provide a minimum of one replication_device
entry. If multiple replication targets are desired, adding additional replication_device entries for each target is satisfactory. The following
fields are expected for each replication_device:

« backend_id must be specified but can be any value. It is designed to be a unique identifier for the configured array.

hpelefthand_api_url should be the API URL for the secondary system.

hpelefthand_usecname is the username for the secondary system.

hpelefthand_password is the password for the secondary system.

e hpelefthand_clustername is the cluster for the secondary system.

—
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[lefthandrep]

hpelefthand_api_ucl = https://10.50.3.50:8081/1hos

hpelefthand_username = <username>

hpelefthand_password = <password>

hpelefthand_clustecname = vsa-12-3-mgmtl-vip

volume_backend_name = lefthandcep

volume_driver = cindec.volume.deivers.hpe.hpe_lefthand_iscsi.HPELeftHandISCSIDriver

image_volume_cache_enabled = True

ceplication_device = backend_id:1h-1id,
hpelefthand_api_ucl:https://10.50.3.54:8081/1hos,
hpelefthand_username : USERNAME,
hpelefthand_password:PASSWORD,

hpelefthand_clustername:vsa-12-5-mgmt2-vip

Figure 6. Sample cinder.conf file showing replication devices

Volume type extra_specs
Required extra_spec values:

« replication_enabled = <is> True

Warning: Use the syntax above exactly, including case, or the volume replication will not work.

Optional extra_spec values:

« replication:sync_period = 1800 (in seconds, specifies the time interval for synchronization. Defaults to 1800)
« replication:retention_count = 5 (how many snapshots will be saved on the primary array. Defaults to 5)

e replication:remote_retention_count = 5 (how many snapshots will be saved on the secondary arrays. Defaults to 5)

After modifying cinder.conf and creating a volume type that supports LeffHand replication, any volumes created under that type are
automatically replicated.

Replication status of a host

Since Cinder’s implementation of replication is host-based, you can view the replication state of the host to see if it is enabled, disabled,
failed-over, or in error state as shown below with the - -withreplication flag.

S cinder sepvice-list --witheeplication

fopt/stack/cinder] I +* = cinder service-list --withreplication

cinder-scheduler | a enabled 6-083- .000000
cinder-volume | alex-devstack@3parfc enabled 6-03- .000000 disabled
cinder-volume | alex-devstack@3parfcrep enabled 6-03- 5 .000000 enabled
cinder-volume | alex-devstack@3pariscsirep enabled 6-083- .000000 enabled
volume | alex-devstack@lefthandrep 6-83- .000000

Figure 7. Sample output from the “Scinder service-list—withreplication” command

This shows the alex-devstack@lefthandrep host has a replication status of “enabled.”

—
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Creating a replicated volume
This example assumes a volume type of lefthandrep was created and the proper extra_specs were added in order to support replication.

S cinder create --volume-type lefthandrep 10

id 808482df-3bae-47d1-8c66-6a4lcbcdf/796

S cinder show 808482df-3bae-47d1-8c66-6a41lcBcdf796

ceplication_status enabled

The cinder show command on a volume allows you to see if a volume is being replicated. The default synchronization period is 1800 seconds.
If extra_spec replication:sync_period was specified, the sync period is overwritten with its value.

Listing valid replication targets
Replication targefs are reported as a host capability under the ceplication_tacrgets field. These targets are helpful when an administrator
wants to see the number of targets they are replicating to, or when they need to specify where to fail the host over to.

S cinder get-capabilities alex-devstack@llefthandcep

Jopt/stackfcinder] I t cinder get-capabilities alex-devstack@lefthandrep

description
display_name
driver_version

WEEE 05::Storage::Capabilities::alex-devstack@lefthandrep
pool_ name None
replication_targets [u'lh-1d']
storage_protocol isCsI
vendor_name Hewlett Packard Enterprise
visibility None
volume_backend_name lefthandrep

Figure 8. Sample output from the “Scinder get-capabilities <host>" command

Failing over a host

When a host is failed over through Cinder's failover-host command, all replicated volumes on the host are individually transitioned to the
specified secondary target. If the primary system is entirely offline, the failover still works as intended. If there are any non-replicated volumes on
the host at the time failover is requested, they will not be available on the secondary system. These volumes are forced into error state, but will
once again be available upon failing back.

S cinder failover-host -backend_id <lefthand-target> <primacyflhost>

Where <1efthand-target> is a value obtained from the replication_targets field of Cinder's get-capabilities command and
<primarydhost> is the host that is intended to be failed over.

S cinder service-list -withreplication

E—
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Shows the new status of the replicated host.

Figure 9 shows an example of failing over a host using the get-capabilities command.

Jopt/stack/cinder]l t cinder failover-host --backend_id lh-id alex-devstack@lefthandrep
Jopt/stack/cinder]l

———————— B e o
Frozen | Disabled Reason |

| cinder-scheduler -devstack enabled 2016-03-21T2 .000008
cinder-volume alex-devstack@3parfc enabled 2016-03-21T2! .000000 disabled
cinder-volume devstack@3parfcrep enabled 2016-03-21T2! .000000 enabled
cinder-volume E e 3 i irep enabled .000000 enabled
cinder-volume € disabled .080000

Figure 9. Sample output showing a host in the “failed-over” state

Note
If StoreVirtual backend is in failed over state, new volume creation on secondary StoreVirtual system is not allowed. Trying to create a new
volume will end it in error state as Remote Copy association is either broken or not available.

Failing back a host

All replicated volumes need to be returned to normal. To return a host’s replication status back to normal, steps need to be performed on the
LeftHand backends. For details, see the Failing back a LeftHand backend section in the Appendix. After the host’s replication status is back to
normal, the failback command can be issued.

Note
If these steps are not performed on the backend prior to failing back, the command will not be successful. The host will remain in a failed over state.

Using a --backend_1id value of “default” triggers the failback command as follows:

S cinder failover-host -backend_id default <primacy@host>

fopt/stack/cinder] I +* t cinder failover-host --backend_id default alex-devstack@lefthandrep
fopt/stack/cinder] 1 inde ervi 1list --withreplication
,,,,,,,,,,,,,,,,, ¥
Disabled Reason |
_________________ ¥
scheduler alex-devstack enabled 2016-03-21721:03:46.000000 =
cinder-volume alex-devstack@3parfc enabled 2016-03-21T721:03:53.000000 disabled e -

cinder-volume | alex-devstack@3pariscsirep enabled 2016-03-21T721:03:45.000000 enabled
cinder-volume | alex-devstack@lefthandrep enabled 2016-03-21T21: .000000 enabled
4o e e e e e e e e S e e B S B Sttt +

|
|
cinder-volume alex-devstack@3parfcrep enabled 2016-03-21T721:03:45.000000 enabled e |
|
|

Figure 10. Sample output from the “Scinder failover-host” and “Scinder service-list—withreplication” command

If all the proper backend steps are performed, the host's ceplication_status returns to an enabled state, and can be failed back over at a
later date. The volumes will resume replication and all data will be duplicated to the secondary targets.

Support for Containerized Stateful Services

The HPE LeftHand drivers are supported by the C1lustecHO Flocker open source technology. Details on the setup and usage of Flocker can
be found at clusterhg.com/docs/.

Suppress requests library SSL certificate warnings

The HPE LeftHand client uses the Python request library fo talk to the array, the following warning message is logged to the Cinder’s volume log
on every client request, if the SSL certificate is invalid or out of date.

—
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WARNING py.wacnings /usc/local/lib/pythonZ.7/dist-
packages/cequests/packages/urllib3/connectionpool.py:791: InsecureRequestWacning: Unverified HTTPS
request 1s being made. Adding cectificate verification is strongly advised. See:
urllib3.readthedocs.org/en/latest/security.html InsecureRequestWarning.

Cinder has added the suppress_requests_ssl_warnings option to the cinder.conf configuration file to suppress these warning
messages. The default value is false, but the option can be set fo true to suppress the above warnings. This is a valid warning and probably
should not be disabled in a production environment.

Known Limitations
1. Volume encryption is not supported for HPE StoreVirtual Block Storage Driver.
2. Cinder Cascade deletion operation would not work where snapshot1 is created from volumel and again volume?2 is created from snapshotl.

3. Volume Retype with Replication is not supported. Changing the volume-type of a volume to a volume-type that includes
‘replication_enabled = <is> True’ (and didn't have it before) would not result in adding a secondary copy to a volume. Changing
the volume-type of a volume to a volume-type that no longer includes ‘replication_enabled = <is> True’ would not resultin
removing the secondary copy.

Summary

Hewlett Packard Enterprise is a Platinum member of The OpenStack Foundation. HPE has infegrated OpenStack open source cloud platform
technology into its enterprise solutions to enable customers and partners to build enterprise-grade private, public, and hybrid clouds.

The Mitaka release continues HPE's contributions to the Cinder project, enhancing core Cinder capabilities as well as extending HPE StoreVirtual
Block Storage Driver. The focus continues to be on adding enterprise functionality such as volume replication, image caching, and managing of
snapshots, etc. The HPE StoreVirtual Block Storage Drivers support the OpenStack technology across the iSCSI protocol.

Appendix
Failing back a LeftHand backend

To properly resynchronize a LeftHand volume, the data written to the secondary array while the primary was down needs fo be written back to
the primary. Also, the original schedule needs to be resumed in order to allow primary-to-secondary replication once again.

Perform the following steps for each volume that needs resynchronization:
The original schedule is Paused.
The original volume is set to “Remote”.

Server connections to original volume are set to “Read Only” access.

Server connections to secondary volume are set to “Read Only” access.

A e N o

A new schedule is created to copy from secondary volume to primary volume:
a. This could take a while.
6. The new schedule is paused.
7. The original volume is set to “Primary”:
a. Server connections fo the original volume are set to “Read/Write” access.
8. Validate that the original volume is fully functional.
9. The secondary volume is set to “Remote”.
10. The original schedule is resumed.

Once every volume on the Cinder host has been resynchronized and the original remote snapshot schedule has been resumed, the failback
command can be successfully issued.

—


https://urllib3.readthedocs.org/en/latest/security.html

Technical white paper

For more information

HPE Cloud
HPE Helion

HPE Helion CloudSystem

OpenStack
OpenStack website

OpenStack Documentation

OpenStack Administrator Guide

HPE StoreVirtual array
HPE StoreVirtual Storage Family

HPE StoreVirtual iSCSI Driver

Learn more at
hpe.com/helion

Make the right purchase
decision. Click here to

chat with our presales
specialists.

f ¥ in M

Sign up for updates

© Copyright 2016-2017 Hewlett Packard Enterprise Development LP. The information contained herein is subject fo change without
notice. The only warranties for Hewlett Packard Enterprise products and services are set forth in the express warranty statements
accompanying such products and services. Nothing herein should be construed as constituting an additional warranty. Hewlett Packard
Enterprise shall not be liable for technical or editorial errors or omissions contained herein.

The OpenStack Word Mark is either a registered trademark/service mark or trademark/service mark of the OpenStack Foundation, in the
United States and other countries and is used with the OpenStack Foundation’s permission. We are not affiliated with, endorsed or
sponsored by the OpenStack Foundation or the OpenStack community. All other third-party tfrademark(s) is/are property of their
respective owner(s).

4AA6-5362ENW, October 2017, Rev. 3


http://www.hpe.com/info/getupdated
https://www.hpe.com/global/hpechat/index.html?jumpid=Collaterals_4AA6-5362ENW
http://www.facebook.com/sharer.php?u=http://www.hpe.com/h20195/V2/GetDocument.aspx?docname=4AA6-5362ENW
http://twitter.com/home/?status=OpenStack%20HPE%20StoreVirtual%20Block%20Storage%20Driver%20Configuration%20best%20practices+@+https://www.hpe.com/h20195/V2/GetDocument.aspx?docname=4AA6-5362ENW
http://www.linkedin.com/shareArticle?mini=true&ro=true&url=https://www.hpe.com/h20195/V2/GetDocument.aspx?docname=4AA6-5362ENW&title=OpenStack%20HPE%20StoreVirtual%20Block%20Storage%20Driver%20Configuration%20best%20practices+&armin=armin
http://www.hpe.com/helion
https://www.hpe.com/us/en/integrated-systems/cloud-system.html
http://www.openstack.org/
http://docs.openstack.org/
http://docs.openstack.org/admin-guide/index.html
http://www.hpe.com/storage/storevirtual
https://docs.openstack.org/cinder/pike/configuration/block-storage/drivers/hpe-lefthand-driver.html
http://www.hpe.com/helion

	Revision history
	Executive summary
	Introduction
	HPE StoreVirtual Storage
	Configuration
	Kilo
	Liberty
	Mitaka/Newton
	Pike

	Volume types creation
	Setting extra_specs or capabilities
	Multiple storage backend support and Block Storage configuration
	Block Storage scheduler configuration with multi-backend
	Block Storage scheduler configuration with driver filter and weigher
	Volume types assignment
	Volume manage and unmanage
	Snapshot manage and unmanage
	Consistency groups
	Creating a consistency group
	Deleting a consistency group
	Adding volumes
	Removing volumes
	Creating a cgsnapshot
	Deleting a cgsnapshot
	Generic volume groups
	Creating a generic volume group
	Deleting a generic volume group
	Create a volume and add it to a group
	Adding and Removing volumes
	Creating a snapshot for a group
	Deleting group snapshot
	Create a group from a group snapshot
	Cloning a group


	Multiple backend requirements
	Backend assisted volume migration
	Volume retype
	Volume replication
	Volume type extra_specs
	Replication status of a host
	Creating a replicated volume
	Listing valid replication targets
	Failing over a host
	Failing back a host

	Support for Containerized Stateful Services
	Suppress requests library SSL certificate warnings
	Known Limitations
	Summary
	Appendix
	Failing back a LeftHand backend

	For more information
	HPE Cloud
	OpenStack
	HPE StoreVirtual array
	Learn more at
	hpe.com/helion



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Warning

  /CompatibilityLevel 1.5

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize false

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness false

  /PreserveHalftoneInfo false

  /PreserveOPIComments false

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Remove

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages false

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 600

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages false

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 600

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages false

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly true

  /PDFXNoTrimBoxError false

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)

  /PDFXOutputConditionIdentifier (CGATS TR 001)

  /PDFXOutputCondition ()

  /PDFXRegistryName (http://www.color.org)

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<

    /ENU ([Based on 'Hires pdf'] [Based on 'Hires pdf'] [Based on '[PDF/X-1a:2001]'] Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /BleedOffset [

        0

        0

        0

        0

      ]

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /HighResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks true

      /IncludeInteractive true

      /IncludeLayers true

      /IncludeProfiles false

      /MarksOffset 6

      /MarksWeight 0.250000

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PageMarksFile /RomanDefault

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

    <<

      /AllowImageBreaks true

      /AllowTableBreaks true

      /ExpandPage false

      /HonorBaseURL true

      /HonorRolloverEffect false

      /IgnoreHTMLPageBreaks false

      /IncludeHeaderFooter false

      /MarginOffset [

        0

        0

        0

        0

      ]

      /MetadataAuthor ()

      /MetadataKeywords ()

      /MetadataSubject ()

      /MetadataTitle ()

      /MetricPageSize [

        0

        0

      ]

      /MetricUnit /inch

      /MobileCompatible 0

      /Namespace [

        (Adobe)

        (GoLive)

        (8.0)

      ]

      /OpenZoomToHTMLFontSize false

      /PageOrientation /Portrait

      /RemoveBackground false

      /ShrinkContent true

      /TreatColorsAs /MainMonitorColors

      /UseEmbeddedProfiles false

      /UseHTMLTitleAsMetadata true

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



