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Internet Explorer

According recomended by our official documentation, steps below should enable |IE to do the SSO

| Internet Options

General | Security | Privacy | Content | Connections | Pregrams | Advanced |

Select a zone to view or change security settings,

0 & -..,f ® Trusted sites

Internet Localinfranet  Trusted stes  Restricted
sites # You can add and remove websites from this zone. All websites in
Trusted sites r Sy this zone will use the zone's secunty settings.

. r This zome contains websites that you
v trust not to damage your computer or Aekd thic website to the sone:
your files,

You hanve websites in this zone, |

Security level for this zone
Allowed lewsls for this zone: All
Medium
Prampts before downloading potentialy unsafe

= content
- Uinsigned ActiveX controls will not be downloaded

Wehsites:
https:fjwalsatd. usersys.redhat.com

V! Require server verification (htips:) for al sites in this zone
Enable Protected Made (reguires restarting Internet Explorer)

-~

Internet Options = _S.E.-'

=

Local intranet

Lecal intranet |__E:;_|

You can add and remove websites from this zone. Al websites in
this zone wil use the zone's security setings.

Add this website to the zone:

Wehsites:

* userays.rednat.com Eemowve

. http: | fwallsats usersys. redhat.com

[T] Bequire server verificabon (https:) for all sites in this zone




Internet Options

-

Local intranet

Local intranet

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:

https:/fwallsath.usersys.redhat.com
Websites:

hittp: [ feallsatt. ssrays redhat.com

[F] equire server verification (https:) for all sites in ths zone

Internet Options o
General | Security | Privacy | Cantent | Connections i Programs | Advanced ]
Settings =
| Check for publeher's certificate revocation -
| Check for server certificate revocation™
| Check for signatures on downloaded programs
] Do ot save encrypted pages to delk
| Empty Temparary Internet Filkes folder when browser is &
| Enable DOM Storage
| Enable Erhanced Protected Made®
i
& Enable native XMLHTTP support
[¥] Enable SmartScreen Filter
| Enable Strict P Validation™ =|
| Send Do Mot Tradk requests to sites you visitin Internet EL
] UsessL 2.0
| Usess1 3.0 '
Fi | i "

*Takss effect after you restart your computer

[ Restore advanced seitings |

Rezst Internet Explorer sethings
Ressts Internet Explorer's setbngs to their default
Reset...
condiion.

You should only wse this if vour browser is in an unusable state,

ok || comcal || appiy




Then when | try to reach the Satellite via webUI | can see message below

& Centificate Erron MNavigatio... % l }

G@|@ https:/fwallsath.usersys.redhat.com/ P~ |

@ There is a problem with this website's security certificate.

The security certificate presented by thiz website was not issued by a trusted certificate authority,

Security certificate problems may indicate
| Server,

an attempt to fool you or intercept any data you send to the

We recommend that you close this webpage and do not continue to this website.

:@ Click here to close this webpage.

i @ Comtinue 1o this website (not recommendad).

@ More information

And the prompt from user and password of AD domain *DOMAIN*

Q-

& httpe://wallsath.usersys.redhat.com/ o~ X ” ) wallsath.ussrsys.redhat.com K| |

@ There is a problem with this website’

The security certificate presented by this wel

Security certificate problems may indicate an
| Server.

We recommend that you close this webpa
@ Click here to close this webpage.

@ Continue to this website (not recommend

= More information

s security certificate.

Connecting to wallsatf.usersys.redhat.com.

]

| llsa name |

[Pduwcrd |
Domain: DOMAIN
| Remember my credentials

ok || concel

If cancel this page, Satellite will not login and will come back to the main login page.



RED HAT SATELLITE

Username

e— 0 | hitps/fwallsatt usersysg... £~ ﬂcm.-d |-Ingin

Welcome to Satelli

Yersion Satellite &.

If we type the user and password of AD domain

Q § |ér';' https://wallsath usersys.redhat.com 0~ X || ) Waiting for wallsath usersy...

@/. lhere is a problem with this website's security certificate.

The security certificate presented by this wet

Security certificate problems may indicate an
server.

We recommend that you close this webpa
® Click here to close this webpage.

o - .
% Continue to this website [not recommend

& More information

o

- s ol P—" P S

Windows Security

Connecting to wallsath.usersys.redhat.com.

testuser

ssmsssee

Domain: DOMAIN
" Remernber my credentials

0K | Cancel

The login works as expected.




Any Context -~ Monitor ~

Here the IE version.

@ Permission denied You are not authorized
to perform this action.
Please request one of the required
permissions listed below from a Satellite
administratorn:
« access_dashboard

2 wallsatf usersys redhat.com %

Q Search | ~

@ Permission denied You are not authorized
to perform this action.
Please request one of the required
permissions listed below from a Satellite
administrator:
+ access_ dashboard

Back

Back

Internet
- Explorer11

Version: 1109000 18816

Update Versions: 11.0.47 (KB4040685)
Produwct 10: 00150 - 20000 -0 3- 44450

?}' [¥] Install new versions automatically

2 2013 Microsoft Corperation. All rights reserved.

| Close |

Just to complement, IE is not logging automatically as expected.




Firefox

Again the configuration as recommended in our official docs

fahnur:mnfig x\+

= | E)Fircior  abouticonfig c Q, 5e
Search: | } negu}tlatel

Preference Mame . Status Type Value
nebwork. negotiate-auth.allow-non-fgdn default boolean false
nebworknegotiate-auth.allow-proxies default boolean true
network. negotiate-auth.delegation-uris default string
r'.r;-[';n.'r:rk.m:g(\t::.?_[é--ju!|'|.£|55|i|:’:- defailt -j1ri|1g
networknegotiate-authtrusted-uris maodified string usersys.redhat.com
network, negotiate-auth.using-native-gsslib default boolean true

When reaching Satellite webUI the login happens automatically, as expected.

/‘ wallsath,usersys.redhat.com/ x\-]-
€ ) @R https//wallsath.usersys.redhat.com @ || Q Search T e &$§ & O & =

RED HAT SATELLITE Red Hat Access ~ [l Test User ~

Any Context  ~ Menitor ~ Administer

Q search | ~

@ Permission denied You are not authorized to
perfarm this action.
Please request one of the required permissions
listed below from a Satellite administrator:
= access_dashboard

Back

Firefox Version

@ Permission denied You are not authorized to
perform this action.
Please request one of the required permissians.
listed below from a Satellite administrator:
» access_dashboard

Back

Firefox

56.0.1 (64-bit) What's new

Firefox is up to date

Firefox is designed by Mazilla, a global community working
together to keep the Web open, public and accessible to all.

Want to help? Make a donation or get involved!

Licensing Information End-User Rights Privacy Palicy




Chrome

| believe chrome is not supported but let’s check the behavior.

_/ Privacy error X \\ X

[ C |A Mot secure | hitps://wallsat6.usersys.redhat.com

A

Your connection is not private

Attackers might be trying to steal your information from wallsat6.usersys.redhat.com
(for example, passwords, messages, or credit cards). Learn more
NET:ERR_CERT_AUTHORITY_INVALID

[ Automatically send some system information and page content to Google to help detect

ADVANCED Back to safety

When accessing the login page

_/'f https:ffwallsatbusersysredh. X \\ L

£ [ ! @® hitps://wallsat6.usersys.redhat.com/users/extiogin

Authentication required

https/fwallsatb.usersys.redhat.com

Username

Password

If we cancel will be redirected to the main Satellite page.



EYIEIE]

- rednat

RED HAT SATELLITE

Version Satellite 6.2.12

Login

If we type user and password from AD

f https:/fwallsatf.usersysredh %

f C | @ hips/fwallsaté.usersys.redhat.com /users/extlogir

Authentication required

httpe/fwallsath.usersys.redhat.com

Username | testuser

Password

Will be redirected to the main Satellite page too.



lall=]E

- C | A Not secure | bitps://wallsaté.usersys.redhat.com/users,

-« redhat

RED HAT SATELLITE

Version Satellite 6.2.12

Login




