Image Vulnerability Scanning
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Prerequisites

® Openshift 3.4+
® Openshift added as a "Provider" in CFME 4.5+
® Requires management-infra project and associated token configured during Provider setup:

..............................................................................................................................................................

oc get -n managenent-infra sa/ nanagenent-adnin

--tenpl ate=' {{range .secrets}}{{printf "%\n" .nanme}}{{end}}"' |
grep token | awk '{system ("oc get -n managenent-infra secrets
$1 " --tenplate='{{.data.token}}' | base64 -d")}'

Limitations

® OpenSCAP scans will only work with RHEL 6/7 images

Build Image-Inspector

To incorporate CA chains and/or proxy settings, ensure the image-inspector image is built from the latest source:

1. Clone the repo

git clone https://github.confopenshift/inmge-inspector.git & cd
i mage-i nspect or

.........................................................................................................................................................................

ENV HTTP_PROXY=htt p://proxy-Im.global.lnco.com80 \
HTTPS_PROXY=ht t ps: // proxy-1m . gl obal .| nto. com 80

RUN curl -k
https://sscgit.ast.|nto.con projects/CP/repos/openstack-hot/browse/l m
_ca.penfPraw > /etc/pki/ca-trust/source/anchors/I mca. pem && \

[ usr/ bin/update-ca-trust && \

echo "proxy=http://proxy-Im.global.lnco.com80" >> /etc/yum conf

3. Execute a docker build, tagging the image in the process:
4. Push the image to a locally accessible repository:
5. Testa scan:

Configure CloudForms

These configuration changes require CFME 4.5+



Image-Inspector Registry Location

On each CFME node (Ul, Worker, etc.), ensure /var/www/mig/vmdb/config/environments/production.yml is updated to reflect the location of your
pre-built image, which should include appropriate environment variables, CA chains, etc.:

.....................................................................................................................................................................................

Ivarfwww/mig/vmdb/config/environments/production.yml

# This file takes priority over upstreamsettings in "config/settings.ym?".
: ens:
. ens_azure:
: di sabl ed_r egi ons:
usgovari zona
usgovi owa
usgovt exas
- usgovvirginia
. ens_anmazon
: di sabl ed_r egi ons:
- us-gov-west-1
. ens_kuber net es:
:image_i nspector _regi stry: docker-registry-default.slyapps.ssc.|lnto.com
#### Registry | ocation
;i mage_i nspector_repository: inmage-inspector/inage-inspector ####
| mage, which nust be tagged 2.1, at least in version CFME 4.5
: product:
: updat e_r epo_nanes:
- cf-me-5.8-for-rhel -7-rpns
- rhel -server-rhscl-7-rpns

.....................................................................................................................................................................................

Ivariwww/miq/vmdb/app/models/manageiq/providers/kubernetes/container_manager/scanning

/job.rb

cl ass Managel Q : Provi ders: : Kuber net es: : Cont ai ner Manager : : Scanni ng: : Job <
Job

PROVI DER_CLASS = Managel Q : Provi ders: : Kuber net es: : Cont ai ner Manager

| NSPECTOR | MAGE_TAG = '2.1'.freeze

Assign Compliance Policy

Navigate to Compute > Containers > Providers. Check one or more providers and navigate to Policy > Manage Policies:
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Ensure the OpenSCAP Profiles have been selected and click "Save"
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Schedule a Container Image Analysis Job

Navigate to the system "Configuration" page:
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Expand "CFME Region" > "Schedules". Click the "Configuration" menu and select "Add a new Schedule". Complete all fields, and ensure the
"Action” is defined as "Container Image Analysis". Optionally, define a filter — it's always good to test single image scanning before bulk image
scanning:
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Review Reports

OpenSCAP reports can be reviewed by accessing scanned images (Compute > Containers > Container Images), or by clicking the executed
Task. After navigating the the appropriate image, select a method of viewing your OpenSCAP results
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The OpenSCAP HTML report provides more details, but must be downloaded to view:



@ OpenSCAP Evaluation Report

Automatically generated XCCDF from OVAL file: com.redhat.rhsa-RHEL7.xml

e
Evaluation Characteristics
Target machine  manageig-img-scan-95cad CPE Platforms Addresses
Benchmark  /mpicom rednat hsa-RHELT ds xmi bz2 - @@ 127001
101291189
3 _0000000:1
BenchmarkID  xccdf_com rednat tsa_benchmark_generated- « [0 _1eB0.0:0.0:68c4 151t fead 5471

weoat + (28 _00000000:00:00
« [ _6ACH15A35471

strted at 2017.07-18T14:0052
Finishedat  2017.07-13T140052
Performed by DY

Compliance and Scoring

‘There were no failed or uncertain rules, It seems that o actio is necessary.

Rule results

Severity of failed rules

Score
Scoring system score Maximum Percent
umxcedt sconng defaut 100.000000 100.000000 0%

Resources

® http://www.tigerig.co/openscap-in-a-secure-environment/
® https://access.redhat.com/documentation/en-us/red_hat_cloudforms/4.5/html/managing_providers/containers_providers
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