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This use-case was part of a OSP-D hackfest organized within the RCIP consultants team (January 2016).

Contacts

* Kevin Pichardie
* Fabien Cambi

Description

The goal of this use case is to take advantage of the multi-backend feature of keystone v3 with OSP-D 7.2.
At the end of this document you'll be able to authenticate your users through an openldap and affect them to
specific projects.

The setup was done on a single KVM host.
The openldap server is on the KVM host.



https://mojo.redhat.com/people/kpichard
https://mojo.redhat.com/people/fcambi
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Architecture

KVM host
OSP-D 7.2 Stack

Instack

Usecase resolution

Setup LDAP

Install the packages

Configure SELinux properly and start slapd
(or deactivate SElinux: setenforce 0)

Generate the encrypted password for "mypassword"

N
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sl appasswd -h {SSHA} -s mypassword

Create the provisionning files for a basic Idap tree
Be careful about space characters on the end of lines
Goal: Create the admin (Manager) access

File: manager.Idif

dn: ol cDat abase={2} hdb, cn=confi g
changetype: nodify

repl ace: ol cSuffix

ol cSuffi x: dc=redhat, dc=exanpl e, dc=com

repl ace: ol cRoot DN
ol cRoot DN: cn=Manager, dc=r edhat , dc=exanpl e, dc=com

add: ol cRoot PW
ol cRoot PW <Previously generated |ine from sl appasswd>

Goal: Create the top tree "redhat.example.com", and subtrees "Groups", "Users" and "Roles".

File: structure.ldif

dn: dc=redhat, dc=exanpl e, dc=com
obj ect O ass: dcObj ect

obj ect Gl ass: organi zati on

dc: redhat

o: redhat

dn: ou=G oups, dc=r edhat , dc=exanpl e, dc=com
obj ect O ass: organi zati onal Uni t
ou: G oups

dn: ou=Users, dc=r edhat, dc=exanpl e, dc=com
obj ect O ass: organi zati onal Uni t
ou: Users

dn: ou=Rol es, dc=r edhat , dc=exanpl e, dc=com
obj ect O ass: organi zati onal Uni t
ou: Roles

Goal: Create the groups "sysadmins” and "marketing".

File: add_groups.ldif

dn: cn=sysadm ns, ou=G oups, dc=r edhat , dc=exanpl e, dc=com
cn: sysadmn

obj ectCl ass: top

obj ect C ass: groupof nanes

nmenber: cn=user A ou=peopl e, dc=r edhat , dc=exanpl e, dc=com
description: UNI X systens adm ni strators
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dn: cn=mar ket i ng, ou=G oups, dc=r edhat , dc=exanpl e, dc=com
cn: marketing

obj ect Cl ass: top

obj ect Cl ass: groupof nanes

menber : cn=user B, ou=peopl e, dc=r edhat , dc=exanpl e, dc=com
descri ption: Marketing

Goal: Create the users userA and userB.

File: add_users.|dif

dn: cn=user A, ou=User s, dc=r edhat , dc=exanpl e, dc=com
cn: userA

sn: User A

obj ect Cl ass: top

obj ect Cl ass: person

#pass: usera

user Passwor d: { SSHA} qFw52ZHBXxEb3Ansi ni DPGUCOOwWgBNhFG

dn: cn=user B, ou=User s, dc=r edhat , dc=exanpl e, dc=com
cn: userB

sn: User B

obj ect Cl ass: top

obj ect Cl ass: person

#pass: userb

user Passwor d: { SSHA} S9gx0i TJ+8bLLj wn/ gLO/ Qdl 9dBPKk+B

Provision the Idap tree

| dapnodi fy -Y EXTERNAL -H | dapi:/// -f manager.|dif

| dapadd -x -D "cn=Manager, dc=r edhat, dc=exanpl e, dc=coni’ -H | dap://I ocal host

f structure.ldif

| dapadd -x -D "cn=Manager, dc=r edhat, dc=exanpl e, dc=coni’ -H | dap://I ocal host

f add_groups. | dif

| dapadd -x -D "cn=Manager, dc=r edhat, dc=exanpl e, dc=cont’ -H | dap://I ocal host

f add _users.|dif
Test the Idap

| dapsearch -x -w nmypassword -D "cn=Manager, dc=r edhat, dc=exanpl e, dc=conml' - P

"dc=r edhat , dc=exanpl e, dc=conf'

-w nmypassword -
-w nmypassword -

-w nmypassword -

This command should output the entine Idap records starting from the top tree "example.com”.

Enable Keystone V3

Prerequisites

* Deploy a typical 5 nodes Openstack platform using OSP-d 7.2

* SSH to your overcloud controller(s)
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Information needed from post-deployment

Export default variables :

export HOSTAUTH=$( keystone endpoint-list | grep "dashboard" | awk '{print $6}' | cut -d"/"

-f3 | cut -d":" -f1)

export MYREQ ON="r egi onOne"

export ADM N _TOKEN=$(sudo grep ”~adm n_t oken /etc/keystone/ keystone.conf | awk '{print
$3}' )" source overcl oudrc

Create V3 service endpoint

Create a identityv3 service :
keyst one service-create --name keystonev3 --type identityv3 --description "Keystone
Identity Service v3"

Create the apropiate endpoints, if you use SSL please change http for https :

keyst one endpoi nt-create --regi on $MYREG ON --servi ce keystonev3 --publicurl "http://
$HOSTAUTH: 5000/ v3" --admi nurl "http://$HOSTAUTH 35357/v3" --internalurl "http://
$HOSTAUTH: 5000/ v3"

Create basics domains on V3 api
Openstack cli isn't fully compliant with osp 7.2 api version so we will set all V3 request througth direct api.

Get the admin token:

ADM N_TOKEN=$(\
curl http://$HOSTAUTH 5000/ v3/ aut h/ t okens \
-s \
=i\
-H "Cont ent - Type: application/json" \

-d
{
"auth": {
"identity": {
"met hods": [
" passwor d"

1,

"password": {

"user": {
"domai n": {
"name": "Default'
iE
"nane": "adm n",
"password": "' ${OS_PASSWORD}' "
}

},

"scope": {
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"project": {
"domai n": {
"name": "Default"
H
"nane": "adm n"
}

}

}
}'" | grep ~X-Subject-Token: | awk '{print $2}' )

Create a new admin_domain:

| D_ADM N_DOVAI N=$(\
curl http://$HOSTAUTH 5000/ v3/ domai ns \

-s \

-H " X- Aut h- Token: $ADM N_TOKEN' \

-H "Cont ent - Type: application/json" -d '{ "donmi n": { "enabled": true, "nane":
"adm n_donmin" }}' | jq .dommin.id | tr -d """ )

Create a cloud admin user:

| D_CLOUD_ADM N=$(\
curl http://$HOSTAUTH: 5000/ v3/ users -s -H " X- Aut h- Token: $ADM N_TOKEN' -H " Cont ent -
Type: application/json" -d "{

\"user\": {

\"description\": \"Cl oud adm nistrator\",

"domai n_id\": \"$I D_ ADM N_DOVAI N\ ",
"enabl ed\": true,
"name\": \"cl oud_adm n\",
"password\": \"password\"

— o — —

}
}" ] jg .user.id | tr -d "' )

Get the admin role ID:

ADM N_ROLE_I D=%(\

curl http://$HOSTAUTH 5000/ v3/r ol es?nanme=admni n \
-s \
-H " X- Aut h- Token: $ADM N_TOKEN' \

| jg .roles[0].id | tr -d """ )

Add user cloud_admin as admin:
curl -X PUT http://$HOSTAUTH: 5000/ v3/ domai ns/ ${|1 D_ADM N_DOVAI N}/ user s/ ${| D_CLOUD_ADM N}/
rol es/ ${ ADM N_ROLE_I D} \

-s \

=i\

-H " X- Aut h- Token: $ADM N_TOKEN' \

-H " Cont ent - Type: application/json

Check cloud-admin role:

curl http://$HOSTAUTH: 5000/ v3/ domai ns/ ${| D_ADM N_DOVAI N} / users/ ${1 D_CLOUD ADM N}/ rol es \
-s \
-H " X- Aut h- Token: $ADM N_TOKEN' | jqg .roles
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Get cloud-admin token:

Create a new domain for multi domain:

Create admin for this domain:
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"description\": \"Adm nistrator of domain dontl\",
“domain_id\": \"$I D DOML\ ",

"enabl ed\": true,

"nane\": \"adnl\",

"password\": \"password\"

— - - - —

}
}" | jg .user.id | tr -d'"")

echo "I D of user admil: $ID ADML"

Set role admin:
curl -X PUT http://$HOSTAUTH: 5000/ v3/ domai ns/ ${| D_DOML} / user s/ ${1 D_ADML}/ r ol es/
${ADM N_ROLE_| D} \

-s \

-\

-H " X- Aut h- Token: $CLOUD_ADM N_TOKEN' \

-H " Cont ent - Type: application/json"

Check role for this user:

curl http://$HOSTAUTH 5000/ v3/ domai ns/ ${| D_DOML}/ users/ ${| D_ADML}/r ol es \
-s \
-H " X- Aut h- Token: $CLOUD ADM N_TOKEN' | jq .roles

Add a new project:

I D_PRI1=$(\
curl http://$HOSTAUTH: 5000/ v3/ proj ects \
-s \

-H " X- Aut h- Token: $ADM N_TOKEN' \
-H "Cont ent - Type: application/json" \

-d
{
\"project\": {
\"enabl ed\": true,
\"domain_id\": \"$I D DOML\",
\"nanme\": \"prj1\"
ja
}" | jq .project.id | tr -d """ )

echo "ID of prji: $ID PRJ1"

Set policy v3 compliant for controller nodes:
wget https://github. conf openst ack/ keyst one/ bl ob/ mast er/ et c/ pol i cy. v3cl oudsanpl e. j son

sed s/ adm n_domai n_i d/ ${| D_ADM N_DOVAI N}/ \
< /etc/ keystone/ policy.v3cl oudsanpl e. j son \
> [etc/ keystone/ policy.json-v3

cp /etc/ keystone/ policy.json /etc/keystone/policy.json-v2
cp /etc/ keystone/ policy.json-v3 /etc/keystone/policy.json
chown keystone /etc/keystone/policy.json
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Restart keystone api service:
systentt| restart openstack-keystone. service

Enable multi-backend

Configure Identity Service to use multiple back ends
mkdi r /etc/ keyst one/ domai ns/
chown keystone /etc/keystone/ donai ns/

# openstack-config --set /etc/keystonel/keystone.conf identity

donmi n_speci fic_drivers_enabl ed true

# openstack-config --set /etc/keystonel/keystone.conf identity domain_config dir /etc/
keyst one/ domai ns

# openstack-config --set /etc/keystonel/keystone.conf assignnent driver

keyst one. assi gnnment . backends. sql . Assi gnnment

If cli isn't working, like on 7.2 for example just replace the value in /etc/keystone/keystone.conf

Restart keystone to enable multi backends:
systentt| restart openstack-keystone. service

Dashboard Configuration

Dashboard configuration for Keystone V3
To enable dashboard functionning with Keystone V3, on all controller nodes you need to edit /etc/openstack-
dashboard/local_settings and change those lines:/I\ wrong indentation in the above file will result in apache not

starting /I\

OPENSTACK_AP| _VERSI ONS = {

"identity": 3,

}

[...]

OPENSTACK_KEYSTONE_MJULTI DOVAI N_SUPPCRT = True

[...]

OPENSTACK_KEYSTONE_DEFAULT_DOVAI N = ' Def aul t

[...]

OPENSTACK_KEYSTONE _URL = "http://[API VIP | P]:5000/v3
OPENSTACK_KEYSTONE DEFAULT_ROLE = " _nember "

[...]

#SESSI ON_ENG NE = ' dj ango. contri b. sessi ons. backends. cache’

Then you need to restart httpd:
systenct!| restart httpd
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Link Keystone to LDAP

Create LDAP domain in keystone:

| D_DOVRH=$(\

curl http://$HOSTAUTH: 5000/ v3/ donmi ns \
-s \

-H " X- Aut h- Token: $CLOUD_ADM N_TOKEN' \
-H " Cont ent - Type: application/json" \

-d ' {
"domai n": {
"enabl ed": true,
"name": "redhat"
}

}" | jq .domain.id | tr -d '"")

echo "I D of donmin rh: $I D _DOVRH

Create the domain configuration file:

touch /etc/ keyst one/ domai ns/ keyst one. [ domai n nane i n keystone]. conf

chown keystone -R /etc/ keystone/ domai ns/

# This file should match the domain created in keystone. So you'll have to repl ace the
val ues with your information.

Configuration of Idap keystone backend:
File: /etc/keystone/domains/keystone.redhat.conf

[ I dap]
#1 P of the openl dap server
url = |dap://[openldap server ip]/

#User used to nmanage the | dap (should match ol cRoot DN from manager.|dif file)
user = cn=Manager, dc=r edhat, dc=exanpl e, dc=com

#Password (should match ol cRoot PWfrom manager.|ldif file)
password = ol cRoot PW

# Suffix of the Idap (should nmatch ol cSuffix from manager.|dif file)
suf fix = dc=r edhat, dc=exanpl e, dc=com

# Val ues of the Idap attributes of a user (should match the information of the file
add_users. | dif)

user _obj ect cl ass = person
user _id attribute = cn
user _nanme_attribute = cn

#Unconmment if you use ssl
#use tls = Fal se

[identity]
driver = keystone.identity.backends. | dap.ldentity

10
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Restart keystone to enable multi backends:
systenctl restart openstack-keystone. service

Link the openstack services to keystone V3

On the controllers you need to edit the configuration of each service.
Nova configuration

File: /etc/nova/nova.conf

aut h_uri=http://[api-vip-ip]:5000/v3

aut h_versi on=v3

systentt| restart openstack-nova-api.service

Neutron configuration

File: /etc/neutron/neutron.conf

aut h_uri=http://[api-vip-ip]:5000/v3
systentt| restart neutron-server.service
Cinder configuration

File: /etc/cinder/api-paste.ini

aut h_uri=http://[api-vip-ip]:5000/v3

systenct| restart openstack-cinder-api.service
Ceilometer configuration

File: /etc/ceilometer/ceilometer.conf

aut h_uri=http://[api-vip-ip]:5000/v3

systentt| restart openstack-ceil oneter-api.service openstack-ceil oneter-central.service
Glance configuration

File: /etc/glance/glance-api.conf
and

File: /etc/glance/glance-registry.conf

aut h_uri=http://[api-vip-ip]:5000/v3

systentt| restart openstack-gl ance-api.service
Heat configuration

File: /etc/heat/heat.conf




Keystone v3 and multi-backends

auth_uri=http://[api-vip-ip]:5000/v3

aut h_versi on=v3

systenctl restart openstack-heat-api.service openstack-heat-api-cloudwatch. service
openst ack- heat - api - cf n. servi ce

Link external user to project

Get the Idap user id for user "username":

USER_LDAP_| D=$(\

curl http://$HOSTAUTH 5000/ v3/ user s?donai n_i d=$I D_DOVRH -s -H " X- Aut h- Token:
$ADM N TOKEN' | jq '.users[] | select(.name=="usernane") | .id" | tr -d '"")

Get the member role id:

MEMBER _ROLE_| D=$(\

curl http://$HOSTAUTH: 5000/ v3/ r ol es?nanme=_nenber _ \
-s \
-H " X- Aut h- Token: $ADM N_TOKEN' \

| jg .roles[0].id | tr -d """ )

Add a new project:

| D_PRIRH=$(\
curl http://$HOSTAUTH: 5000/ v3/ proj ects \
-s \

-H " X- Aut h- Token: $ADM N_TOKEN' \
-H " Cont ent - Type: application/json" \

-d "
{
\"project\": {
\"enabl ed\": true,
\"domain_id\": \"$I D DOVRH ",
\"nanme\": \"prjrh\"
I
} | jq .project.id | tr -d """ )

echo "ID of prjrh: $I D PRIRH'

Add role member to an external user on a project :
curl -X PUT http://$HOSTAUTH: 5000/ v3/ proj ect s/ ${1 D_PRIRH} / user s/ ${ USER LDAP_I D}/ r ol es/
${ MEMBER ROLE I D} \

-s \

=i\

-H " X- Aut h- Token: $ADM N_TOKEN' \

-H " Cont ent - Type: application/json"

Now this user can connect and start using Openstack.

12
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Testing

Setup an SSH tunnel, connect to the dashboard and see if you can connect using the credentials you created:
login: <username>
pass: <password>

domain: redhat
curl -X PUT http://$HOSTAUTH: 5000/ v3/ proj ect s/ ${1 D_PRIRH} / user s/ ${ USER LDAP_I D}/ r ol es/
${ MEMBER ROLE I D} \

-s \

=i\

-H " X- Aut h- Token: $ADM N_TOKEN' \

-H " Cont ent - Type: application/json"

Issues

If you can't login, on the controller you can look at the keystone logs:
sudo -i
tail -f /var/l og/keystone/ keystone. | og

You should see something like:

jan 18 23:24:29 hackfest-node2 slapd[717]: conn=1279 fd=11 ACCEPT from

1 P=192. 168. 122. 21: 52875 (1 P=0. 0. 0. 0: 389)

jan 18 23:24:29 hackfest-node2 slapd[717]: conn=1279 op=0 BI ND
dn="cn=Manager, dc=r edhat , dc=exanpl e, dc=conf net hod=128

jan 18 23:24:29 hackfest-node2 slapd[717]: conn=1279 op=0 BI ND
dn="cn=Manager, dc=r edhat , dc=exanpl e, dc=coni’ mech=SI MPLE ssf =0

jan 18 23:24:29 hackfest-node2 slapd[717]: conn=1279 op=0 RESULT tag=97 err=0 text=
jan 18 23:24:29 hackfest-node2 slapd[717]: conn=1279 op=1 SRCH
base="ou=User s, dc=r edhat , dc=exanpl e, dc=con’ scope=1 deref=0 filter="(& cn=fcanbi)
(obj ect Cl ass=person))"

jan 18 23:24:29 hackfest-node2 slapd[717]: conn=1279 op=1 SRCH attr=mai| userPassword
enabl ed cn

jan 18 23:24:29 hackfest-node2 slapd[717]: conn=1279 op=1 SEARCH RESULT tag=101 err=0
nentries=1 text=

jan 18 23:24:29 hackfest-node2 slapd[717]: conn=1279 op=2 UNBI ND

jan 18 23:24:29 hackfest-node2 slapd[717]: conn=1279 fd=11 cl osed

jan 18 23:24:29 hackfest-node2 slapd[717]: conn=1280 fd=11 ACCEPT from

1 P=192. 168. 122. 21: 52876 (| P=0.0. 0. 0: 389)

jan 18 23:24:29 hackfest-node2 slapd[717]: conn=1280 op=0 BI ND
dn="cn=Manager , dc=r edhat , dc=exanpl e, dc=conf net hod=128

jan 18 23:24:29 hackfest-node2 slapd[717]: conn=1280 op=0 BI ND
dn="cn=Manager, dc=r edhat , dc=exanpl e, dc=coni’ mech=SI MPLE ssf =0

jan 18 23:24:29 hackfest-node2 slapd[717]: conn=1280 op=0 RESULT tag=97 err=0 text=
jan 18 23:24:29 hackfest-node2 slapd[717]: conn=1280 op=1 SRCH
base="ou=User G oups, dc=r edhat , dc=exanpl e, dc=com’ scope=1 deref =0

13
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filter="(& & objectC ass=groupCf Nanes)

(menmber =cn=f canbi , ou=user s, dc=r edhat , dc=exanpl e, dc=com) ) (obj ect d ass=gr oupOf Nanes) )"
jan 18 23:24:29 hackfest-node2 slapd[717]: conn=1280 op=1 SRCH attr=ou cn description
jan 18 23:24:29 hackfest-node2 slapd[717]: conn=1280 op=1 SEARCH RESULT tag=101 err =32
nentries=0 text=

jan 18 23:24:29 hackfest-node2 slapd[717]: conn=1280 op=2 UNBI ND

jan 18 23:24:29 hackfest-node2 slapd[717]: conn=1280 fd=11 cl osed

If come components (i.e heat) seem to be unresponsive, try to check the status of pacemaker and clean the
resources:

pcs status
pcs resource cleanup <fail ed resource>

Useful links

https://access.redhat.com/articles/1270363

https://access.redhat.com/articles/1193253

https://access.redhat.com/node/1407823

https://access.redhat.com/node/1339493
https://access.redhat.com/documentation/en/red-hat-enterprise-linux-openstack-platform/7/integrate-with-
identity-service/chapter-1-active-directory-integration

https://access.redhat.com/node/2019453

https://wiki.openstack.org/wiki/Horizon/DomainWorkFlow
http://www.florentflament.com/blog/setting-keystone-v3-domains.html
http://adam.younglogic.com/2015/05/rdo-v3-only/

14


https://mojo.redhat.com/external-link.jspa?url=https%3A%2F%2Faccess.redhat.com%2Farticles%2F1270363
https://mojo.redhat.com/external-link.jspa?url=https%3A%2F%2Faccess.redhat.com%2Farticles%2F1193253
https://mojo.redhat.com/external-link.jspa?url=https%3A%2F%2Faccess.redhat.com%2Fnode%2F1407823
https://mojo.redhat.com/external-link.jspa?url=https%3A%2F%2Faccess.redhat.com%2Fnode%2F1339493
https://mojo.redhat.com/external-link.jspa?url=https%3A%2F%2Faccess.redhat.com%2Fdocumentation%2Fen%2Fred-hat-enterprise-linux-openstack-platform%2F7%2Fintegrate-with-identity-service%2Fchapter-1-active-directory-integration
https://mojo.redhat.com/external-link.jspa?url=https%3A%2F%2Faccess.redhat.com%2Fdocumentation%2Fen%2Fred-hat-enterprise-linux-openstack-platform%2F7%2Fintegrate-with-identity-service%2Fchapter-1-active-directory-integration
https://mojo.redhat.com/external-link.jspa?url=https%3A%2F%2Faccess.redhat.com%2Fnode%2F2019453
https://mojo.redhat.com/external-link.jspa?url=https%3A%2F%2Fwiki.openstack.org%2Fwiki%2FHorizon%2FDomainWorkFlow
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