My current MS Failover Clustering testing configuration looks as follow:

First of all we need to be sure that Linux -IO Target (LIO) has been installed. Try executing Linux-
IO Target management shell “targetcli” and if it succeeded then we are fine. If not — go and install
it.

Next we have to create and configure iSCSI backend. Here is how it looks on my system:

[vrozenfe@jack msfc]$ targetcli

targetcli shell version 2.1.ftb42

Copyright 2011-2013 by Datera, Inc and others.
For help on commands, type 'help'.

You are not root, disabling privileged commands.

/>1s

[ R RSN [...]
07 DACKSLOTES ....eeeeeiiieieteteieet ettt sttt ettt ettt st et b et sa et b et b et sa e st bt e s et seene b et neneen [...]
| o- block ........... [Storage Objects: 0]
[ 07 FHLEIO 1ottt ettt sttt eaene [Storage Objects: 1]
[]0-diskOT ..cvviieiiiiiiciececcee [/home/vrozenfe/work/images/disk01.img (10.0GiB) write-back activated]
| 0- pscsi ........ ettt ehtte e etea et bbbt et ea bt h et et e aea e e be e eh et et et e st be e eb et et st et beneene [Storage Objects: 0]
| 0- TamdisK ...oeveevereeieieireinene ettt ettt ettt [Storage Objects: 0]
0- ISCST vvverevenieeeeeeeeeeee e ettt ettt h et bt et e h et et et e be st e besbesbeshene [Targets: 1]
| 0- 1QN.2016-03.10CA1.SEIVET:SAS ...c.veeueeuieuieuieieteteienteriesteste st esie st eie bt et est et este st e b e seenbesbesbessesnesseeneenee e eneeneen [TPGs: 1]
| 07 EDBL ettt sttt ettt ettt et et e be s b e beshebesbessesbaeaeenaene [no-gen-acls, no-auth]
| 07 ACLS ettt ettt ettt st b e be s b e b e s b e e h e e bt et ea b et e st et e be b e besbebesheaeas [ACLs: 2]
| | o-ign.2008-11.org.linux-kvm:5b959a7f-e33£-4229-97b4-da6fe8fb7062 ........c..ccvvevveuennencnnee [Mapped LUNs: 1]
| ] 0-MAPPA_IUNO ..ottt ettt ettt et [lunO fileio/disk01 (rw)]
| | o-ign.2008-11.org.linux-kvm:4c377bf7-23b1-3413-a3c1-bc9f5b32a344 .........cccceveiveennenee [Mapped LUNs: 1]
|

| 0-MAPPeA_IUNO ...ttt [lunO fileio/disk01 (rw)]



0= UDIS .ottt et e te et e et e e te e s ba et e et e e b e e b e te e be e be e beeraeeraeetaebaebaenseenseenteteenteentenn [LUNSs: 1]

|

[ 0= TUNO e [fileio/disk01 (/home/vrozenfe/work/images/disk01.img)]
|07 POTLALS ettt bbbt b e e b et b ettt a bbbttt be s [Portals: 1]
| 07 0.0.0.0:3260 ..ottt sttt e et te et e st e e e bt e et e e e h b e et e e eabe e et ae e st eensbeenataeenbaeenteas [OK]
0= 100PDACK ...ttt st sttt et ettt be e neas [Targets: 0]
07 VHOSE 1entetiieeitetete ettt ettt ettt et e e et e e st et e st et et e st e besh e besh e e ae e bt e Rt eh e et e st e e ea b et e s te s entententan [Targets: 0]

There are a lot of usefull step-by-step information regarding to building iSCSI target with
targetcli utility, one of them can be found here:
http://www.server-world.info/en/note?0s=CentOS 7&p=iscsi

However there is one thing that probably requires some explanation. When we create ACLs
we need to provide correct IQNs like:

iqn.2008-11.org.linux-kvm:5b959a7f-e33f-4229-97b4-da6fe8fb7062 and
iqn.2008-11.org.linux-kvm:4c377bf7-23b1-3413-a3c1-bc9f5b32a344

where 'iqn.2008-11.org.linux-kvm:' is a default prefix that QEMU uses if the initiator name has not been
specified, and “s5b959a7f-e33f-4229-97b4-da6fe8fb7062 « OT “5b959a7f-e33f-4229-97b4-da6fe8fb7062 « are the UUIDs
associated with the relevant VMs. It is simply how the QEMU iSCSI layer builds INQ names by
concatenating two strings.

Next we need to start working on Windows setup.

First of all we need to setup a AD/DNS Server. In my case I used a physical WS2012R2 system for
this purpose, but it can be a VM as well. Then I created two WS2012R2 virtual machines. For the
reference, please see below the contents of both command files I use for running my two-node
failover clustering setup:

[vrozenfe@jack fc]$ cat fcO.sh
#!/bin/sh

IMG="/ws2012r2_fc0.qcow?2'
QEMU=/home/vrozenfe/work/upstream/qemu/x86_64-softmmu/qemu-system-x86_64
DISC='"iscsi://192.168.1.200:3260/iqn.2016-03.1ocal.server:sas/0'

VNC="-vnc 0.0.0.0:5'

sudo SQEMU -cpu gemu64,+x2apic,family=0xf,hv_vapic,hv_spinlocks=0xfff,hv_time -boot ¢ -m
1G -smp 4,maxcpus=4,cores=2,threads=1,sockets=2 -usbdevice tablet -drive
file=/home/vrozenfe/work/images$IMG,if=none,id=drive-ide0-0-
0,cache=off,werror=stop,rerror=stop -device ide-drive,bus=ide.0,unit=0,drive=drive-ide0-0-
0,id=ide0-0-0,bootindex=1 -netdev tap,id=hostnet0 -device
e1000,netdev=hostnet0,mac=26:3A:42:3F:5B:70,id=net0 -boot dc -uuid 5b959a7f-e33f-4229-97b4-
da6fe8fb7062 -rtc-td-hack -global kvm-pit.lost_tick_policy=discard -monitor stdio -name FCO
-enable-kvm -vga cirrus $VNC -drive
file=$DISC,if=none,media=disk,format=raw,rerror=stop,werror=stop,readonly=off,aio=threads,cac
he=none,cache.direct=on,id=drive-hotadd,serial=sas-test -device virtio-scsi-pci,id=scsi-hotadd
-device scsi-block,drive=drive-hotadd,id=hotadd,bus=scsi-hotadd.0,bootindex=2


http://www.server-world.info/en/note?os=CentOS_7&p=iscsi

[vrozenfe@jack fc]$ cat fc1.sh

#!/bin/sh

IMG="/ws2012r2_fcl.qcow?2'
QEMU=/home/vrozenfe/work/upstream/qemu/x86_64-softmmu/qemu-system-x86_64
DISC='"iscsi://192.168.1.200:3260/iqn.2016-03.1ocal.server:sas/0'

VNC="-vnc 0.0.0.0:7'

sudo SQEMU -cpu gemu64,+x2apic,family=0xf,hv_vapic,hv_spinlocks=0xfff,hv_time -boot ¢ -m
1G -smp 4,maxcpus=4,cores=2,threads=1,sockets=2 -usbdevice tablet -drive
file=/home/vrozenfe/work/images$IMG,if=none,id=drive-ide0-0-
0,cache=off,werror=stop,rerror=stop -device ide-drive,bus=ide.0,unit=0,drive=drive-ide0-0-
0,id=ide0-0-0,bootindex=1 -netdev tap,id=hostnet0 -device
e1000,netdev=hostnet0,mac=26:3A:42:3F:5B:72,id=net0 -boot dc -uuid 4c377bf7-23b1-3413-a3c1-
bc9f5b32a344 -rtc-td-hack -global kvm-pit.lost_tick_policy=discard -monitor stdio -name FC1
-enable-kvm -vga cirrus $VNC -drive
file=$DISC,if=none,media=disk,format=raw,rerror=stop,werror=stop,readonly=off,aio=threads,cac
he=none,cache.direct=on,id=drive-hotadd,serial=sas-test -device virtio-scsi-pci,id=scsi-hotadd
-device scsi-block,drive=drive-hotadd,id=hotadd,bus=scsi-hotadd.0,bootindex=2

Then we have specify network settings for both VM and add them to domain.

This is how Node0 network configuration looks like:

GEMU (FCO) — TigerVNC

Server Manager

- (\9 | I' Manage  Tools  View
& Network Connections =la] x | .
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And finally we have to add Failover Clustering feature on both nodes:

QEMU (FCo) - TigerVNC x
= Server Manager - || x
Server Manager * Local Server s View
A
B PROPERTIES —
. For WIN-SAS-FCO TASKS =
i Local Server %
- ever
W& All Servers ot config
H - DESTINATION SERVER =
NR Fileand Storadl  Select features WIN-SAS-FCD.corparozenfe.com SvEr
Before You Begin Select one or more features to install on the selected server. FF
Installation Typs Features Description ot partici L |
n
Server Selection || BitLocker Unve Encryption .NET Framework 3.5 combines the TC+100
Server Roles [ BitLocker Netwark Unlock [ A3 A e T S )
APls with new technologies for :
L] BranchCache building applications that offer
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After that stage we should be able to start Faiover Clustering Validation Wizard.

GEMU (FCO) - TigerVNC

File Action View Help

] Failover Cluster Manager Failover Cluster Manager
Create failover clusters, validate ial failover clusters, and perform configuration changes to —
wour failover clusters.

\l’al@te Configuration...
Create Cluster...

~  QOverview Connect to Cluster...

A failover cluster is a set of independent computers that work together to increase the availability of server roles. The

clustered servers (called nodes) are connecied by physical cables and by software. If one of the nodes fails, another View
node begins to provide services. This process is known as failover. Refresh

Properties
~  Clusters Help

Name Role Status Node Status

~  Management

To begin to use failover dustering, first validate your hardware configuration, and then create a cluster. After these
steps are complete, you can manage the cluster. Managing a cluster can include copying roles to it from a cluster
running Windows Server 2012 R2, Windows Server 2012, or Windows Server 2008 R2.

ﬁ Validate Configuration...

ﬂ Create Cluster...

ﬁ Connect to Cluster...

| ~  More Information

This action launches the validation wizard, which guides you through the process of testing the hardware configuration for a cluster.

[z B

We have to start with “Validate Configuration” option.



QEMU (FCO) - TigerVNC x
=< Failover Cluster Manager -0 %
File Action View Help
|
4 Failover Cluster Manager Failover Cluster Manager | Actions
Validate Configuration...
Create Cluster...
Connect to Cluster...
View »
Refresh
This wizard runs validation tests to determine whether this configuration of servers and attached storage is
E s o rea set up comectly to support failover. A cluster solution is supported by Microsoft only  the complete Properties
Cluster corffiguration (servers, network, and storage) passes all tests in this wizard. In addition, all hardware
components in the cluster solution must be "Certified for Windows Server 2012 R2." Help

Testing Options
Corfimmation
Validating

Summary

If you want to validate a set of unclustered servers, you need to know the names of the servers.
Important: the storage connected to the selected servers will be unavailable during validation tests.

If you wart to validate an existing failover cluster, you need to know the name of the cluster or one of its
nodes.

You must be a local administrator on each of the servers that you want to validate.

To continue, click Next.

More about cluster validation tests
[] Do not show this page again

ﬁ Connect to Cluster...

| ~  More Information

This action launches the validation wizard, which guides you through the process of testing the hardware cenfiguration for a cluster.

Press “Next”



QEMU (FCO) - TigerVNC x
=< Failover Cluster Manager -0 %
File Action View Help
|
& Failover Cluster Manager Failover Cluster Manager [ Actions
Validate Configuration...
Create Cluster...
ﬁ Select Servers or a Cluster Connect to Cluster...
View »
Befare You Begin To validate a set of servers, add the names of all the servers. Refresh
= To test an existing cluster, add the name of the cluster or one of its nodes. .
select Servers or a Properties
Cluste:
Help

Testing Options
Corfimmation

Validating

Summary

Bemove

ﬁ Connect to Cluster...

| ~  More Information

This action launches the validation wizard, which guides you through the process of testing the hardware cenfiguration for a cluster.

Go to “Browser”.



QEMU (FCO) - TigerVNC

#

Failover Cluster Manager

File Action View Help

|

% Failover Cluster Manager

Failover Cluster Manager

Validate Configuration...

Select this object type:
|Computers

From this location:
|mrp.wozenfe.mm

Create Cluster...

Connect to Cluster...

View »
Refresh

Properties

Help

Enterthe object names to select (examples):

[ aavancegy |

Add

<Previous || Mext -

L i i e
ﬁ Connect to Cluster...

| ~  More Information

[<]

This action launches the validation wizard, which guides you through the process of testing the hardware cenfiguration for a cluster.

“Advanced”.



QEMU (FCO) - TigerVNC

Failover Cluster Manager

% Failover Cluster Manager

Failover Cluster Manager

Select this object type:

| [ Obiect Types.. |
From this location:
|mrp.wozenfe.mm H Locations.. |

[ Common Queries |
Name Statswih_v] | | ]
Descrtion: | Stas with v | | | m
[] Disabled accounts

["] Non expiring password

Days since last logon: l:l

This action launches the validatio

In Folder

Validate Configuration...
Create Cluster...
Connect to Cluster...
View »
Refresh

Properties

Help

Let the Wizard to find the relevant candidates.

[ 2



QEMU (FCO) - TigerVNC

Failover Cluster Manager

% Failover Cluster Manager

Failover Cluster Manager

Select this object type:

i =
From this location:
|mrp.wozenfe.mm H Locations.. |

Common Queries

Name

Starts with v |

Description: |Start5w1'th v| |

[] Disabled accounts
["] Non expiring password

Days since last logon: l:l

Search results:

This action launches the validatio

In Folder
com.vrozenfe.c...
corp.vrozenfe.c...

MName
& HVSERVER

And choose our two nodes.

Validate Configuration...
Create Cluster...
Connect to Cluster...
View

Refresh

Properties

Help

[ 2




QEMU (FCO) - TigerVNC x

=< Failover Cluster Manager -0 %

File Action View Help

|

% Failover Cluster Manager

Failover Cluster Manager

Validate Configuration...

Create Cluster...
Connect to Cluster...

Select this object type: View R
|Computers
Refresh
From this location: .
|mrp.wozenfe.mm Properties
Help

Enterthe object names to select (examples):
WIN-SAS-FCO; WIN-SAS-FC1

Add

<Previous || Med- | [ Cancel

L i i e
ﬁ Connect to Cluster...

| ~  More Information

[<]

This action launches the validation wizard, which guides you through the process of testing the hardware cenfiguration for a cluster.




QEMU (FCO) - TigerVNC x
=< Failover Cluster Manager -0 %
File Action View Help
|
& Failover Cluster Manager Failover Cluster Manager [ Actions
Validate Configuration...
Create Cluster...
ﬁ Select Servers or a Cluster Connect to Cluster
View »
Befare You Begin To validate a set of servers, add the names of all the servers. Refresh
= To test an existing cluster, add the name of the cluster or one of its nodes. .
select Servers or a Properties
Cluste:
Help

Testing Options
Corfimmation
Validating

Summary

ﬁ Connect to Cluster...

WIN-SAS-FCO.com vrozenfe.com
WIN-5A5-FC1 comp vrozenfe.com

Add

| ~  More Information

This action launches the validation wizard, which guides you through the process of testing the hardware cenfiguration for a cluster.




Before You Begin Choose between running all tests or running selected tests.

Select Servers ora The tests examine the Cluster Configuration, Hyper-V Configuration, Inventory, Network, Storage, and
Cluster System Configuration.

Testing Options

Microsoft supports a cluster solution only if the complete configuration (servers, network, and storage) can

Test Selection pass all tests in this wizard. In addition, all hardware components in the cluster solution must be "Certified
for Windows Server 2012 R2."

Corfimmation

Validating

Summary
) Run gl tests (recommended)

@) Run only tests | gelect

More about cluster validation tests

ﬁ Connect to Cluster...

| ~  More Information

QEMU (FCO) - TigerVNC x
=< Failover Cluster Manager -0 %
File Action View Help

|

4 Failover Cluster Manager Failover Cluster Manager | Actions
Validate Configuration...
Create Cluster...

w Testing Options Connect to Cluster...

View >

Refresh
Properties

Help

This action launches the validation wizard, which guides you through the process of testing the hardware cenfiguration for a cluster.

Run only selected tests this time.




Testing Options & Eﬁ

Test Selection

Storage

D—.ﬂ System Corffiguration

QEMU (FCO) - TigerVNC x
=< Failover Cluster Manager -0 %
File Action View Help
|
& Failover Cluster Manager Failover Cluster Manager [ Actions
Validate Configuration...
Create Cluster...
Connect to Cluster...
View »
Befare You Begin Select the tests that you want to run. A few tests are dependent on othertests. ¥ you choose a Refresh
Select ora dependent test, the test that it depends on will also un. Properties
Cluster
Description Help

These tests gather and
display information about the
nodes.

ﬁ Connect to Cluster...

| ~  More Information

This action launches the validation wizard, which guides you through the process of testing the hardware cenfiguration for a cluster.

Disable all options except for “Storage”.



QEMU (FCO) - TigerVNC

=< Failover Cluster Manager

File Action View Help

|

4 Failover Cluster Manager Failover Cluster Manager | Actions

Before You Begin You are ready to start validation.
Select S ora Please confirm that the following settings are comect:

Cluster
Testing Options
Test Selection

WIN-SAS-FCO.corp.vrozenfe.com
WIN-SAS-FC1.corp.vrozenfe.com

Corfirmation
List Disks Storage
List Disks To Be Validated Storage
alidate CSV Network Bindings Storage
Validate C5V Settings Storage

vialid=ta Micl- A | stamems Thmrana

To continue, click Next.

ﬁ Connect to Cluster...

| ~  More Information

Validate Configuration...
Create Cluster...
Connect to Cluster...
View

Refresh

Properties

Help

This action launches the validation wizard, which guides you through the process of testing the hardware cenfiguration for a cluster.

Run the test.




QEMU (FCO) - TigerVNC x
=< Failover Cluster Manager -0 %
File Action View Help
|
4 Failover Cluster Manager Failover Cluster Manager | Actions
Validate Configuration...
Create Cluster...
Connect to Cluster...
View »
Before You Begin The fallowing validation tests are running. Depending on the test selection, this may take a significant Refresh
amount of time. .
Select Servers or a Properties
Cluster Progress Test Resutt
Help

100%

Validate Disk Access Latency

Validate Disk Arbitration

Validate Disk Failover

Validate File System

Validate Microsoft MPIO-based disks

Validate Multiple Arbitration

Validate SCS| device Vital Product Data (VPD)
Validate SCSI-3 Persistent Reservation

The test passed.
Pending...
Pending...
Pending...
The test passed.
Pending...
The test passed.

Testing Options
Test Selection
Corfimmation
Validating

Issuing Persistent Res »

Vimlicd=d. " E-il Dend

B

Test is cumenthy running.

ﬁ Connect to Cluster...

| ~  More Information

This action launches the validation wizard, which guides you through the process of testing the hardware cenfiguration for a cluster.




QEMU (FCO) - TigerVNC x

= Failover Cluster Manager |_|£|L

File Action View Help

|

% Failover Cluster Manager

6 )| i CA\Users\Administrator. CORP\AppData\Loca 2 ~ (2 Failover Cluster Validation ...

%Stnrage

Name

=
o
i
c
=

Description

List Disks Success »

List Disks To Be Validated Success

Validate CSV Network Bindings Success

Validate C5V Settings Success

Validate Disk Access Latency Success

Validate Disk Arbitration Success

Validate Disk Failover Success

Validate File System Success

Validate Microsoft MPIO-based disks Success

Validate Multiple Arbitration Success

Validate SCSI device Vital Product Data (WVPD) Success

Validate SCSI-3 Persistent Reservation Success

Validate Simultaneous Failover Success

e S e AT

Validate Storage Spaces Persistent Reservation Success

This action launches the validation wizard, which guides you through the process of testing the hardware cenfiguration for a cluster.

And get results.



