Detailed description of the problem

See our channel structure. All our machines are in custom channels, so we have the
ultimative control over what is available to them. Additionally we use a two-staging
strategy; test systems are in a staging channel to where we apply errata and new
packages first and test things out. Production machines are in production channels.

Our custom channels are named after the original Red Hat channels they are clones of.
For example:

Red Hat channel: Red Hat Desktop (v. 4 for 32-bit x86)
-> clone of above: RIAG staging Red Hat Desktop (v. 4 for 32-bit x86)
-> clone of the latter: RIAG Red Hat Desktop (v. 4 for 32-bit x86)

The channel structure can be seen in the following two pictures.
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The following software channels are owned by your organization.

#anage Software ) i 2
! Modify an existing software channel by selecting it fromthe list below, or create a new sofiware channel.

Channels
Manage Software 1-42 of 42 £
Pachages o
RIAG packages 0
L RIAG packages Red Hat Enterprise Linux ALL 25
RIAG staging Red Hat Desktop (v. 3 for x86) 2468
- RIAG staging packages Red Hat Enterprise Linux DT (v. 3 for x86) 25
+ RIAG staging Red Hat Desktop (v. 3 for x86) Extras 45
- RIAG staging Red Hat Network Tools for RH Desktop 3 (i386) 394
RIAG Red Hat Desktop (v. 3 for x86) 2468
i RIAG packages Red Hat Enterprise Linux DT (v. 3 for x86) 25
i- RIAG Red Hat Desktop (v. 3 for xB6) Extras 45
- RIAG Red Hat Network Tools for RH Desktop 3 (i386) 304
RIAG staging Red Hat Enterprise Linux WS (v. 3 for x86) 3072
+RIAG staging packages Red Hat Enterprise Linux WS (v. 3 for x86) 25
- RIAG staging Red Hat Enterprise Linux WS (v. 3 for x86) Extras 68
i- RIAG staging Red Hat Network Tools for RHEL 3 WS (i386) 491
RIAG Red Hat Enterprise Linux WS (v. 3 for x86) 3072
- RIAG packages Red Hat Enterprise Linux WS (v. 3 for x86) 25
i- RIAG Red Hat Enterprise Linux WS (v. 3 for x86) Extras G8
*~ RIAG Red Hat Network Tools for RHEL 3 WS (i386) 491
RIAG sraging Red Hat Desktap (v. 4 for 32-bit x86) 1987

- RIAG staging packages Red Hat Enterprise Linux DT (v. 4 for x86)
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RIAG Red Hat Enterprise Linux WS (v. 3 for x86) 3072

- RIAG packages Red Hat Enterprise Linux WS (v. 3 for xB6) 25

- RIAG Red Hat Enterprise Linux WS (v. 3 for x86) Extras 68

i~ RIAG Red Hat Network Tools for RHEL 3 WS (i386) 491

RIAG staging Red Hat Desktop (v. 4 for 32-bit x86) 1987

*~ RIAG staging packages Red Hat Enterprise Linux DT (v. 4 for x86) 24

*~ RIAG staging Red Hat Deskop iv. 4 for x86) Extras 27

+RIAG staging Red Hat Network Tools for RH Deskiop (v.4 for x86) 219

RIAG Red Hat Desktop (v. 4 for 32-bit x86) 1987

L RIAG packages Red Hat Enterprise Linux DT (v. 4 for xB6) 24

i~ RIAG Red Hat Desktop (v. 4 for x86) Extras 27

i~ RIAG Red Hat Network Tools for RH Desktop (v.4 for xB6) 219

RIAG staging Red Hat Enterprise Linux WS (v. 4 for 32-bit x86) 1987

“- RIAG staging packages Red Hat Enterprise Linux WS (v. 4 for x86) 24

- RIAG staging Red Hat Network Tools for RHEL WS (v.4 for x86) 219

- RIAG staging RHEL WS (v. 4 for x86) Extras 27

RIAG Red Hat Enterprise Linux WS (v. 4 for 32-hit x86) 1987

i RIAG packages Red Hat Enterprise Linux WS (v. 4 for x86) 24

i~ RIAG Red Hat Network Tools for RHEL WS (v.4 for 32-bit x86) 219

- RIAG RHEL WS (v. 4 for x86) Extras 27 v

RIAG staging RHEL AS (v. 4 for 64-bit IBM zSeries) 2130 il

+ RIAG staging packages RHEL AS (v. 4 for 64-hit IBM zSeries) 13

-~ RIAG staging RHEL AS (v. 4 for z5eries] Extras 6

i~ RIAG staging RHEL AS (v. 4 for zSeries) Hardware Certification 6

RIAG RHEL AS (v. 4 for 64-bit IBM z5eries) 2130

i RIAG packages RHEL AS (v. 4 for 64-hit IBM zSeries) 3

b RIAG RHEL AS (v. 4 for zSeries) Extras 6

- RIAG RHEL AS iv. 4 for zSeries) Hardware Certification i
1-42of42
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With this channel structure in place errata from Red Hat come in for the Red Hat base
channels. These are visible as errata which have potential targets for cloning but have

not yet been cloned.

. File Edit View Go Bookmarks Tools Window Help

290895 S 5]

A i‘,'ﬁbk’uﬂ EJBookmarks % S¥Sstats % OpenSSL Dot HN % RH bugzilla % RH kbase % RHN Yr Account

»

] | i Red Hat Network - Errata - Clone Er... | ks

@

L]

Your RHN Systems Errata Channels Schedule

RED HAT NETWORK SATELLITE Loscen ;. usd0872 EIGH oUT

Users

Satellite Tools

| Systems jl € Search NO SYSTEMS SELECTE

Eiam tﬁ Errata Management w
Advanced Search
Manage Ema @& Clone Errata

Clone Errata i " o
The following errata list represents errata which may be cloned by your arganization.

% |y errata which are potentially applicable to one of your channels can be cloned. An errata is potentially applicable o a channel if that
Ernn Legend | chaMmelas cloned fram a channel to which the errata applies.

@ Security Selectthe errata Powayish to clone, and click ‘Clone Errata’to continue.

% Bug Fix

View errata potentially applicable iof] Any managed channel View
& Enfancement ™ Show errata which have already b

1-40f4 (0 selected)

|

RIAG staging RHEL WS (v.

4 for x86) Extras

RIAG staging Red Hat

Desktop (v. 3 for xB6) Extras
2005-08-16 RIAG staging Red Hat No

Desktop (v. 4 for xB6) Extras

RIAG staging Red Hat

Enterprise Linux WS (v. 3

for x86) Extras

RIAG staging RHEL WS (v.
4 for x86) Extras
RIAG staging Red Hat

Critical: Adobe Acrobat Reader security
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To demonstrate the wrong behaviour of the satellite, we do NOT clone these errata
right now.

We create a new clone channel called test channel. The parent channel of this new
clone is one of the channels, the outstanding errata is for. We also select to clone the
current state of the parent channel (that is with the outstanding errata, as this has
already been applied to the original Red Hat channels, just not yet to our clones).
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Demails

Manage Software

Channels Clone Channel

Manage Software

T Selectthe channel you wish to clone from the list below. You can clone a channel in one of three ways:
achages

+ Current state of the channel

The new channel will include all of the latest packages from the target channel, and all errata related to the channel will be cloned
into your organization. If your organization already owns a clone of an errata, the new channel will be associated with that errata
instead of creating another clone of the errata.

*

Original state of the channel

The new channel will be a clone of the original state of the target channel. This is done by cloning all of the packages fram the
target channel which do not have an errata associated with them. Mo errata will be cloned into your organization.

+ Selecterrata

The original state of the target channe| will be cloned into the new channel. You will then have the option to select the errata you
wish to import into the new channel. Importing an errata will bring the packages from the target channel referred to by the errata into
the new channel. Selecting all of the errata from the list of potential errata is the same as cloning the current state of the channel.
Selecting none of the errata is the same as cloning the original state of the channel.

" Selecterrata

Create Channel .
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Clone Type:  Current state of the channel
ParentChannel: [ RIAG packagas B
Channel Name*: hg]tdnng

Channel Label’:

Base Channel Arc hitecture*:

Channel Package Summary:

Channel Summary*:

GPG key URL:

GPG key ID:

GPG key Fingerprint:

Channel Description:

Ex: Custom Channel

estclone
Ex: custom-channel
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Now we have a new clone available. Which base channel it is attached to does not
matter for demonstrating the problem.
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The following software channels are owned by your organization.

Manage Software
Channels

Modify an existing software channel by selecting it from the list below, or create a new software channel

Manage Software. 1-43 of43

Packages "

RIAG packages

packages Red Hat Enterprise Linux ALL 25

29
RIAG staging Red Hat Desktop (v. 3 for xB6) 2468
i~ RIAG staging packages Red Hat Enterprise Linux DT (v. 3 for x86) 25
=3 F=al

If we now go to check the outstanding errata, which we still should clone over to the
WS4-extra / DT4-extra / WS3-extra / DT3-extra clones, they are gone!
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Red Hat Support told me I had to select the specific channels rather than 'Any
managed channel'. On one hand I do not believe this could be meant to be, on the
other hand that would be a major headache for anyone really working with custom
channels as the number of channels can grow very quickly. Well, I did as I was told
anyway. No errata available for cloning is shown, unless 'Show errata which have
already been cloned' is selected (another thing I can not believe is meant to be this
way; the errata I'm after is cloned, but not yet to the selected channel). When
displaying the errata which already have been cloned, I get a number of errata in the
list I don't think should be there, but more about that towards the end.
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The following errata list represents errata which may be cloned by your organization.

Quly errata which are potentially applicable 1o ane of your channels can be cloned. An errata is potentially applicable to a channel if that
agl was cloned from a channel to which the errata applies

guwish to clone, and click ‘Clane Errata’ to continue.

gy errata potentially applicaBTege:| RIAG staging Red Hat Deskbop (v.3 for x56) Extras
e how errata which have already been cromen

1-15 0f 15 (0 selected)

RIAG staging RHEL WS (v.
4 for x86) Exiras
RIAG staging Red Hat

Desktop (v. 3 for x86) Extras
q s005750  kFal: Adobe Acrobat Reader security og.1g  RIAG staging Red Hat
B L e 20050836 e shiop (v, 4 forx86) Extras 'O
RIAG staging Red Hat

Enterprise Linux WS (v. 3
for x86) Extras
testclone

RIAG staging RHEL WS (v.
4 for x86) Extras
RIAG staging Red Hat
Desktop (v. 3 for x86) Extras

Critical: Adobe Acrobat Reader security o7.08 RIAGstaging Red Hat
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RIAG staging Red Hat
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Let's compare the two errata shown in the last screen shot. The 2005:575 is one I
cloned in the ordinary way, the 2005:750 is the one we're talking about the whole time
(not yet cloned, but not shown as 'waiting to be cloned' any more).

The original errata of the 2005:575 1s RHSA-2005:575, just as it came in from Red
Hat and as it is available for the original Red Hat channels. This errata I had cloned to
the applicable staging channels, which then created the errata CLSA-2005:575. And
this one again, I had cloned to the production channels, which created the errata
CMSA-2005:575.
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view sensitive information. The Common Vulnerabilities and Exposures
project has assigned the name CAN-2005-1841 ta this issue

All users of Acrobat Reader are advised to upgrade to these updated
packages, which contain Acrobat Reader version 7.0.0 and are not vulnerable
1o this issue.

Solution

Befare applying this update, make sure all previously released errata
relevant to your system have been applied.

To update all RPMs for your particular architecture, run:
rprm -Fvh [filenames]

where [filenames] is a list ofthe RPMs you wish to upgrade. Only those
RPMs which are currently installed will be updated. Those RPMs which are
notinstalled butincluded in the listwill not be updated. Note that you

can also use wildcards (".rpm if your current directory "only* contains the
desired RPMs.

Please note that this update is also available via Red Hat Network. Many
people find this an easier way to apply updates. To use Red Hat Netwaork,
launch the Red Hat Update Agentwith the following command:

up2date
This will start an interactive process that will resultin the appropriate
RPMs being upgraded on your system.
Affected Channels
RIAG staging Red Hat Desktop (v. 3 for x86) Extras
RIAG staging Red Hat Deskiop (v.4 for x86) Extras
RIAG staging Red Hat Enterprise Linux WS (v. 3 for xBB) Extras

RIAG staging RHEL WS (v. 4 for x86) Extras
testclone

Fixes

[CAN-2005-1841 temparary file disclosure flaw]
[CAN-2005-1841 temporary file disclosure flaw]
[CAN-2005-1625 acroread buffer overflow]
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Please note the list of 'Affected Channels' in the last screen shot. It does list all the
staging channels the errata does apply to. Everything went fine, the new packages are
in those channels, all no problem. The testclone channel is listed here as well, since

we chose to clone with the 'current state' of the Red Hat channel.

Now, let's compare this to the 2005:750 errata, which we did not clone before creating

the new testclone channel.
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Oh, nice, the system automatically cloned the errata to CLSA-2005:750. Looks cool.
Let's first have a look at the original RHSA-2005:750.
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Relevant

All Demils Packages  Affected Systems

Synopsis

Critical: Adobe Acrobat Reader security update

Issued: 2005-08-16

Updated: 2005-08-16

Topic

Updated acroread packages thatfix a security issue are now available.

This update has been rated as having critical security impact by the Red
Hat Security Response Team.

Description

The Adobe Acrobat Reader allows users to view and print documents in
portable document format (PDF).

A buffer overflow bug has been found in Adobe AcrobatReader. ltis
possible to execute arbitrary code on a victim's machine if the victim
opens a malicious PDF file. The Common Vulnerabilities and Exposures
project has assigned the name CAN-2005-2470 to this issue.

All users of Acrobat Reader are advised to upgrade to these updated
packages, which contain Acrobat Reader version 7.0.1 and are notvulnerable
to this issue.

Solution

Before applying this update, make sure all previously released errata
relevant to your system have been applied.

To update all RPMs for your particular architecture, run:

mres E=FIP
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Before applying this update, make sure all previously released errata
relevant ta your system have been applied.

To update all RPMs for your particular architecture, run:
rpm -Fvh [filenames]

where [filenames] is a list of the RPMs you wish to upgrade. Only thase
RPMs which are currently installed will be updated. Those RPMs which are
notinstalled butincluded in the listwill not be updated. Note that you

can alsa use wildcards (*.rpm) if your current directory "only” contains the
desired RPMs.

Please note that this update is also available via Red Hat Network. Many
people find this an easier way to apply updates. To use Red Hat Network,
launch the Red Hat Update Agent with the following command

up2date

This will start an interactive process thatwill resultin the apprapriate
RPMs being upgraded on your system.

Affected Channels

Red Hat Desktop (v. 3 for x86) Extras

Red Hat Desktop (v. 4 for x86) Extras

Red Hat ise Linux WS iv. 3 for xB6) Extras
RHEL WS (v. 4 for x86) Extras

Il

Fixes

[CAN-2005-2470 acroread buffer overflow]

Keywords

(none)

CVEs
CAN-2005-2470
References

hittp:ffwww.adobe com/supportitechdocs/32 1644.html

Notes

o I




Looks all fine. Especially note the 'Affected Channels' entries. Now, examine the
automatically created CLSA-2005:750.
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Relevant

IEI’TE{I‘,B No SYSTEMS SELECTED

All Demils  Packages  Affected Systems

Synopsis

Critical: Adobe Acrobat Reader security update

Issued: 2005-08-16
Updated:  2005-08-16

Topic

Updated acroread packages thatfix a security issue are now available.

This update has been rated as having critical security impact by the Red
Hat Security Response Team.

Description

The Adobe Acrobat Reader allows users to view and print documents in
portable document format (PDF).

A buffer overflow bug has been found in Adobe Acrobat Reader. Itis
possible to execute arbitrary code on a victim's machine if the victim
opens a malicious PDF file. The Common Vulnerabilities and Exposures
project has assigned the name CAN-2005-2470 to this issue.

All users of Acrobat Reader are advised to upgrade to these updated
packages, which contain Acrobat Reader version 7.0.1 and are notvulnerable
to this issue.

Solution

Befare applying this update, make sure all previously released errata
relevant to your system have been applied.

To update all RPMs for your particular architecture, run:
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To update all RPMs foryour particular architecture, run
rpm -Fvh [filenames]

where filenames] is a list of the RPMs you wish to upgrade. Only those
RPMs which are currently installed will be updated. Those RPMs which are
not installed but included in the list will not be updated. Note that you

can also use wildcards (*.rpm} if your current directory *only* contains the
desired RPMs.

Please note thatthis update is also available via Red Hat Network. Many
people find this an easier way to apply updates. To use Red Hat Network,
launch the Red Hat Update Agent with the following command:

up2date

This will start an interactive process that will resultin the appropriate
baegporaded on your system.

Affected Channels
testelone
Fixe®

[CAN-2005-2470 acroread buffer overflow]

Keywords
(none)
CVEs
(none)
References
hipfwww.adobe.comysupporttechdocs/32 1644 himl
Notes

(nane)
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As we can see, this was only cloned to the testclone channel. Basically fine, as I want
to have control over what channels a errata is cloned to and I did not yet specifically
clone this one to the applicable staging channels. The thing which really bothers me,
however, is the fact that this errata is not shown any more in the list of errata available
for cloning.
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Let's say I'm not yet up to date with cloning erratas over to the staging channel and
my colleague creates a new clone channel. In this case I will never see that there is an
errata which I did not yet clone to my staging channels. It will just be missing from
my staging channels (and of course also from their clones, the production channels).
This can be a security issue if it was a security errata. It can also cause big problems
later on if in two months time a errata is issued which has a dependency for the
specific version of the RPM attached to this 'lost' errata; I will not be able to apply
that new errata as the dependency is not fulfilled.

Ok, Red Hat support has a solution to this problem, they say. It's as simple as that:
For each cloned channel, display the errata which already have been cloned, select the
one which got 'lost' and clone it again:
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Ai 4% Home | EJBookmarks % SYSstats % OpenSSL Docu... - RH Support % RIAGthn % RHN % RH bugzilla % RH kbase % RHN Yr Account

|

1 Red Hat Network - Errata - Clone Er... | g Red Hat Network - Sign In 1

Your RHN Systems Errata Channels Schedule Users Satellite Tools Help

@i Errata Management @

The following errata list represents errata which may be cloned by your organization.

Qnly errata which are potentially applicable 1o one of your channels can be cloned. An errata is potentially applicable to a channel if that

| Erat Legend ag| was cloned from a channel to which the errata applies.

@ Security \ Select the errdyou wish to clone, and click ‘Clone Errata’to continue.
% Bug Fix

ey errata potertially appliciBTe gy | RIAG staging Red Hat Desktop (v. 3 for x6) Extras
4 Enhancemeni | how errata which have already been clomen

1- 15 of 15 (0 selected)

RIAG staging RHEL WS (v.
4 for x86) Extras
RIAG staging Red Hat
Desktop (v. 3 for xBB) Extras
al: Adobe Acrobat Reader security s RIAG staging Red Hat
fite 20050816 Desktop (v. 4 for x86) Extras
RIAG staging Red Hat
Enterprise Linux WS (v. 3
for xB6) Extras
testclone

RIAG staging RHEL WS (v.
4 for x86) Extras

RIAG staging Red Hat
Desktop (v. 3 for xBB) Extras

[ RHSA-2005:750 )

- Critical: Adobe Acrobat Reader security L RIAG staging Red Hat
[ @ RAS itz update LR Desktop (v. 4 for x86) Extras
RIAG staging Red Hat
Enterprise Linux WS (v. 3
for xB6) Extras

[ Systems  ~ [Qsearch No SYSTEMS SELECTED| Manage || Clear |

J
[]

| |

e [

Great — is it?

o
E=EP

First of all I currently do have 42 clone channels all in all. I'm definitely not keen to
check through them all every once in a while. And even worse, in the list of already

cloned errata I have no indication at all which errata has NOT been cloned to the

selected channel. So I say the solution is no solution at all. If it helps, it only helps
when I exactly know which errata I'm missing, and this is exactly what I do not know.

Is there a way to actually find out which errata I'm missing. Oh yes, I can think of one.
Select the errata, check the packages attached to the errata and see in what channels

theses are actually available, it's nicely listed.
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Ai 4% Home | EJBookmarks % SYSstats % OpenSSL Docu... - RH Support % RIAGthn % RHN % RH bugzilla % RH kbase % RHN Yr Account

1 Red Hat Network - Errata - Manage ... |z Red Hat Network - Sign In 1 %]

S

Your RHN

Manage Errata

RED HAT

Systems

rossen - usd0872 s1GH ouT

NETWORK SATELLITE

Errata Channels Schedule Users Satellite Tools Help

|En~ata | Gy 5earch NO SYSTEMS SELECI'ED

@i Errata: CLSA-2005:750-07 5
Details Channels, @

1-40f4(0 selected)

Fed Hat Enterprise Linux WS (v. 3 for x86) Extras
Red Hat Desktop (v. 3 for xB6) Extras

acroread-7.0.1-1.1.0.EL3-i386

Red Hat Desktop (v. 4 for xB6) Extras
RHEL W5 (v. 4 for xB6) Extras
testclone

acroread-7.0.1-1.2.0.EL4-i366

Red Hat Enterprise Linux WS (v. 3 for xB6) Extras
Red Hat Desktop (v. 3 for xB6) Extras

acroread-plugin-7.0.1-1.1.0.EL3-i386

Red Hat Desktop (v, 4 for x86) Extras
RHEL WS (v. 4 for x86) Extras
e stclane

acroread-plugin-7.0.1-1.2.0. EL4-i386

Update List]

-4 of 4 (0 selected)

Remove Packages I

[ & [Dane

Cool. Or rather not. I definitely don't want to click through all the hundreds of errata
and compare whether the selected channel is in the list. If that was necessary a
satellite would definitely be of no use any more, more of a burden than a tool to help

administrators.

Well, well, well, a completely different approach; instead of hunting through the
errata menus, take the way via channels. Oops, this way it works. However, again it is
necessary to go through every single channel one by one, quite (VERY) cumbersome.

But at least it works.
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Below is the list of the errata which ¥mgly to the original channel, but have not yet been cloned into your channel. To clone an errata to this
channel, select one ofthe available optidwe and click 'Clone Errata’ below.

1-10of1

| Merge wiCLsA 2005750 =]

RHSA-2005:750 CLSA-2005:750 (+pub, -mod)

1-10ofl

Clone Errata .
o
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Nope guys, you can tell me what you want, but the way through the errata tab is either
a bug (some kind of slightly wrong SQL statement?) or a screwed up design. If I do
have a way to display all the errata waiting for cloning, (Errata -> Clone Errata, as
shown first), I'm sure not going to the trouble of walking through all my channels
(Channel -> Manage Software Channels -> select each channel -> Errata -> Clone, as
shown in the last screen shot) in order to find those errata. I have better things to do
than spending hours with that.

So please either fix the display of errata waiting to be cloned, or entirely take that
menu option away as not to irritate people and make them falsely believe every errata
has been cloned perfectly well, even though it has not been.

Thanks,

Kurt



