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EIDE - Enhanced Integrated Drive Electronics
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EMPI – Enterprise Master Patient Index

EST – Eastern Standard Time

FTP – File Transfer Protocol

GB – GigaByte

GNU - GNU's Not UNIX [recursive]

HAPI – Health Application Program Interface

HIAL – Health Information Access Layer

HL7 – Health Level 7 [Application Layer]

HL7 CTS – HL7 Common Terminology Services

HTML – HyperText Markup Language

HTTP – HyperText Transfer Protocol

HTTPS - HyperText Transfer Protocol Secured [SSL] 

IDE - Integrated Drive Electronics

IP – Internet Protocol

IRIS – Infoway Reference Implementation System

ISP – Internet Service Provider

IT – Information Technology

JAR – Java Archive

J2EE – Java Server 2 Enterprise Edition

JAX-RPC – Java API for XML-based RPC

JSP – Java Server Page

LAN – Local Area Network

MB - MegaByte

MHz - Megahertz

MUMPS - Massachusetts’s general hospital Multi-Programming System

MVC – Model View Controller

MYSQL – Name of Open Source Database Engine

NDC – National Delivery Centre [EDS Canada]

PCI - Peripheral Component Interconnect

PDF - Postscript Document Format

POSIX - Portable Operating System Interface for UNIX

RAID - Redundant Array of Independent Disks

RAM - Random Access Memory

RIM - HL7 Reference Information Model

RPC – Remote Procedure Call

SDRAM - Synchronous Dynamic Random Access Memory

SCP – Secure CoPy

SCSI - Small Computer Systems Interface

SFTP – SSH File Transfer Protocol

SIG - Special Interest Group

SOAP - Simple Object Access Protocol

SOW – Statement Of Work

SQL – Structured Query Language

SSH - Secure SHell

SSI – Server System Infrastructure

SVGA - Super Video Graphics Array

SVR4 - System V Release 4 [UNIX]

TCP/IP - Transmission Control Protocol / Internet Protocol

UDDI – Universal Discover, Description and Integration

UML - Unified Modeling Language

UNIX - not an acronym; UNIX is a pun on MULTICS 

URL – Universal Resource Locator

USB - Universal Serial Bus

WAR – Web Deployment Archive

WSDL – Web Services Description Language

XML – eXtended Markup Language

XSLT - eXtensible Stylesheet Language Transformations
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1. APPLICATION ARCHITECTURE

This section describes the application sub-systems and major application architectural components.

The IRIS applications validate, prototype and demonstration key concepts documented in the EHRS Blueprint.  The objective of the blueprint is to facilitate the development of a specification and framework that will enable a peer-to-peer Pan-Canadian Electronic Health Record that will encompass and provide shared national access to the following types of Canadian Health Information Technology. 
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Figure 1 - Application Concepts implemented by the EHRS Blueprint

Overview

Phase I & II of the IRIS project implements the minimum subset of core EHRi services and functionality that is required to demonstrate Client Registry to Client Registry Interoperability.  The following Diagram is copied from the EHRS Blueprint and it provides an excellent overview of the internal actors involved.  IRIS implements a Client Registry, a simple ADT Application and several key components of the HIAL.  The Project’s focus will be on the HIAL and the interactions between the HIAL, the Client Registry and the ADT application.  This is required to demonstrate the extraction of sample clinical data from an EHR Repository Service to demonstrate (simulate) the construction of an EHR derived from different Health Jurisdictions in Canada. 
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Figure 2 - EHRS Blueprint Client Registry to Client Registry Interoperability

Logical Technical Architecture

The following is a high level diagram of the Repository and Services architecture defined in the EHRS Blueprint.
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Figure 3 - EHRS Repository and Services Architecture

IRIS will implement the popular J2EE (Java Server 2 Enterprise Edition) Model View Controller Framework.  The J2EE Framework was selected, as it implements the n-tiered technology strategy and specific options documented in the EHRS Blueprint. 

IRIS LAB

The following is a high level diagram of the IRIS application architecture.
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Figure 4 - IRIS Lab Application Architecture

IRIS implements a simple ADT application and search screen as required to generate queries and cause changes to clients that will result in the demonstration of CR-to-CR Interoperability.

It is not an objective to implement any ADT or EHR functionality beyond that which is necessary to demonstrate CR interoperability.

The EMPI (Enterprise Master Patient Index) is important to a successful IRIS Implementation.  The EMPI is the central structural element to the bridge that supports the electronic exchange of data across the IT health care community required to support the continuity of care.  The EMPI enhances data integrity and completeness of key medical records and registration data as patients move through episodes of care.  The EMPI records and improves on critical patient demographic data as the patient moves through episodes of care.  The EMPI is at the root of the technology that physicians use to locate all visits across the jurisdiction. The EMPI is a central jurisdictional index of patient demographic and other key information required to create a Universal Health Record with in a Jurisdiction.  It manages variations in patient data and creates a map to link them all together for a longitudinal record.

Most of the remaining IRIS application functionality is hidden from view.  IRIS is principally a message driven services infrastructure.  To expose the success of the IRIS lab one needs to expose the generation of the content contained in the various HL7 messages and their payload bodies.  

IRIS implements a visual dashboard that listens to ports and log files to exposes message queues and their message payloads to interested parties. This is very important, as the concepts behind the CR-to-CR interoperability are in question.  IRIS will prove and demonstrate the ability to exchange data between different versions of the underlying protocols that are used within the domains of the participating repositories.  Is it really possible to implement CR interoperability with CRs built on repositories in different jurisdictions that use different versions of the HL7 protocols?  Such are the challenges.  The IRIS ADT and EHR Portal Applications will be used to demonstrate that HL7 message payloads are successfully notifying their peers of their transactions.  For many, the only proof of success will be to inspect the actual message payload bodies, involved at each step, at each transaction.  The IRIS Dashboard will provide this capability.

In addition to prototyping the applications and dashboard depicted in the above diagram, Phase I & II also implements with greater vigor an initial Reference Implementation of the EHRS Blueprint Specification of the EHRS Repository and Services Architecture depicted below.
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Figure 5 - EHR and HIAL Services

The IRIS strategy is to implement (prototype) those portions of the framework that are necessary to demonstrate CR to CR Interoperability, to stub those services associated with CR to CR Interoperability but not critical to a demonstration and to make every thing else out of scope.

The following diagram details precisely which components are prototyped, stubbed and out of scope.
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Figure 6 - IRIS Scope for EHR and HIAL Services

2. IRIS LAB Requirements

2.1. ADT Requirements

	#
	Requirement Name
	Detailed Requirement Description
	Req Type
	UC Ref.

	1. 
	Search local ADT database
	Provide the ability for the user to search for a client in the local ADT’s database.  The search fields available to the user should be: Surname, Given Name, Date of Birth, Gender, Local MRN, External Type and External Id. 

At least one criterion must be entered for the search to execute.

The user can use wildcards by using the “*” character.

Only the records that match 100% of the criteria are returned.
	Functional
	FE-UC1.0

ADT-UC5.1

	2. 
	Maximum Rows Returned
	Provide the ability to the user to specify the maximum rows returned when performing a search.  If a user does not specify a maximum, a default (configurable) values should be used.

This will help performance by limiting the number or records that have to be displayed.
	Technical
	

	3. 
	Display ADT search results
	Provide the ability to display the search results based on an ADT search.  The fields displayed to the user should be Family Name, Given Name, Further Given Name, Date of Birth, Gender, Address, Local MRN, PHN, and a merged indicator set if the record is part of a merged set of records. 

The application will provide the ability to scroll through multiple returned clients.  If no clients are returned an appropriate message will be displayed
	Functional
	FE-UC1.1

	4. 
	Client search of local CR
	Provide the ability for the user to select and perform a search for a client against the local CR.  The search fields available to the user should be: Surname, Given Name, Date of Birth, Gender, Local MRN, External Type, External Id and Confidence Level. 

At least one criterion must be entered for the search to execute.

Wildcards will be ignored when doing a CR search.

The CR will do a deterministic search using the local MRN or external ID if entered by the user.

The CR will do a probabilistic search if the criterion given does not include the local MRN or external ID.

When a local query is specified and valid criteria entered the system will initiate the query by sending the local CR a well-formed HL7 message QUQI_RM020000 (version 3.0) or Q22 (version 2.4).
	Functional
	FE-UC1.0

	5. 
	Confidence Level Search Criteria Constraints
	When entering a confidence level as part of search criteria, the user should be restricted to enter a whole number between 0 and 100.  

Where 0 denotes any record with at least one criterion match will be returned. 100 denotes only the records with criterion matching and having a confidence score >=100 being returned.  For more details see the “Probabilistic Search of CR Database” requirement.

Confidence level only applies to a probabilistic CR search.  It will be ignored for any other searches.
	Data
	FE-UC1.0

	6. 
	Display CR search results
	Provide the ability to display the search results returned from a CR search.  The fields displayed to the user should be Confidence Score, Family Name, Given Name, Further Given Name, Date of Birth, Gender, Address, Local MRN, PHN, and a merged indicator set if the record is part of a merged set of records. 

The results will initially be in a HL7 message, MFMI_RM020001 (version 3.0) or K21 (version 2.4).  The contents should be displayed in a user-friendly format i.e. display the results in a HTML table.

The application will provide the ability to scroll through multiple returned clients.  If no clients are returned an appropriate message will be displayed
	Functional
	FE-UC1.1

	7. 
	Client Demographics Search of Local CR
	Provide the ability to query the local CR for a client’s demographics.  The client for whom demographics are requested should be selected from the results of a “Client Search of local CR”.

When a local CR query for client demographics is specified and valid criteria entered, the system will initiate the query by sending the local CR a well-formed HL7 message PRPA_RM020000 (version 3.0) or Q21 (version 2.4).
	Functional
	ADT-UC6.0

	8. 
	Display Client Demographics from Local CR
	Provide the ability to display the search results returned from a CR search for client demographics.  The fields displayed to the user should be the same fields listed in the “Add Client” requirement, local MRN, all names and external ids associated with the user.

The response will initially be in a HL7 message, MFMI_RM020002 (version 3.0) and K22 (version 2.4).  The contents should be displayed in a user-friendly format i.e. display the results in a HTML table.
	
	

	9. 
	Query Error Notification
	Provide the ability to notify the user if the query of a CR or ADT fails with an appropriate message.
	Functional 
	ADT-UC6.0

	10. 
	Sorting Options Search Results
	Provide the ability to sort on one of the following columns – Confidence Score (CR search results only), Family Name, Given Name, Further Given Name, Date of Birth, Gender, Address, Local MRN, and PHN when displaying the search results based on an ADT or CR search.  The user should be able to sort any of these columns in ascending or descending order.

The default sort order ascending using the following fields - Family Name, Given Name, Further Given Names and Date of Birth.
	Functional
	FE-UC1.1

FE-UC8.0

	11. 
	Add Client to ADT Database
	Provide user the ability to add a client to the ADT database based on user input via a screen.  The fields available for entry to the user should be Date of Birth, Gender, Street, City, Province, and Postal Code.

A unique local MRN will be generated for the new client.
	Functional 
	FE-UC7.0

FE-UC7.1

FE-UC7.2

	12. 
	Add Client using Local CR Data
	The user should have the ability to perform “Client search of local CR” and select a client from the results to be added to the current ADT.

A unique local MRN will be generated for the new client.
	Functional
	FE-UC7.0

	13. 
	Multiple names associated with a client (Add)
	The user should have the ability to add multiple “names” while adding a client.  Each name consists of Type, Family Name, Given Name and Further Given name.  Only one of each type can be added.


	Data
	FE-UC7.0

FE-UC7.1

FE-UC7.2

	14. 
	Multiple External ID’s associated with a client (Add)
	The user should have the ability to add multiple “external Ids”.  Each id consists of Type and Value.  Only one of each type can be added.
	Data
	FE-UC7.0

FE-UC7.1

FE-UC7.2

	15. 
	Generate EHR Stub Data
	For demonstration purposes when a client is added to an ADT, the system should associate the new client with sample (i.e. stubbed out) EHR encounter information.

The system should send the client and encounter data to the EHR for its records every time an add is performed.
	Functional
	ADT-UC6.0

	16. 
	MRN Generation
	Provide the ability to generate a new unique MRN during the addition of a new client.  
	Functional
	ADT-UC1.0

	17. 
	Notify CR of an Add
	Provide the ability to notify the CR of a new client added to the ADT database.  The notification must be via HL7 message PRPA_RM030000 (version 3.0) or A28 (version 2.4).  

The CR needs to be notified to keep its copy of the client demographics in sync with the ADT i.e. ensure it has all the clients.
	Functional
	ADT-UC6.0

	18. 
	Name Type Constraints
	When entering a valid name type the value should exist in a pre-defined list, configurable by an administrator.  Sample types include married, maiden, etc.  This constraint applies to any screen where a name type can be manipulated by the user i.e. add, update, search.
	Data
	FE-UC7.0

FE-UC7.1

	19. 
	External ID & Type Constraints
	When entering a valid external ID type and external ID value to the user, both fields must be entered if either is specified.   This constraint applies to any screen where the external id and type can be manipulated by the user i.e. not add, update, search.


	Data
	FE-UC1.0

	20. 
	External ID Type Constraints 
	When entering a valid external ID type the value should exist in a pre-defined list, configurable by an administrator.  Sample types include driver’s license and medical card number.  This constraint applies to any screen where the external type can be manipulated by the user i.e. not add, update, search.
	Data
	FE-UC1.0

	21. 
	External ID edits based on External ID type
	The system will provide the ability to configure and store simple formatting rules (i.e. Data type and field mask and length) and associate them with each External ID type value.  This constraint applies to any screen where the external ID and type can be manipulated by the user i.e. not add, update, search.
	Data
	FE-UC1.0

FE-UC7.2

	22. 
	External ID Value Constraints 
	When entering and external ID value the system will ensure the value conforms to simple formatting rules (i.e.. Data type and field mask and length) associated with the specified External ID type value. This constraint applies to any screen where the external ID can be manipulated by the user i.e. not add, update, and search.
	Data
	FE-UC1.0

FE-UC7.2

	23. 
	Gender Type Constraints
	When entering a valid gender type the value should exist in a pre-defined list, configurable by an administrator. Sample types include male, female etc.  This constraint applies to any screen where the gender type can be manipulated by the user i.e. not add, update, search.
	Data
	FE-UC1.0

	24. 
	Date Constraints
	When entering a date in the system, a consistent date format should be enforced.  This constraint applies to any screen where a date can be manipulated by the user i.e. not add, update, search.
	Data
	FE-UC1.0

	25. 
	Province Constraints 
	When entering a province the value should exist in a pre-defined list, configurable by an administrator.   This constraint applies to any screen where a province can be manipulated by the user i.e. not add, update, search.
	Data
	FE-UC7.0

	26. 
	Street1/Street2 Constraints
	When entering street1 and street2, street1 must be filled out if street2 is used.  This constraint applies to any screen where street1/street2 can be manipulated by the user i.e. not add, update, search.
	Data
	FE-UC7.0

	27. 
	Postal Code
	When entering a postal code the edit mask must be as follows – A#A #A#, where “A” represents alpha character and “#” represents a numeric character.  This constraint applies to any screen where postal code can be manipulated by the user i.e. not add, update, search.
	Data
	FE-UC7.0

	28. 
	Cancellation Option
	Provide the ability for the user to cancel out of any screen. When this is selected the demonstration application will not save any uncommitted changes nor prompt the user to save changes.
	Functional
	FE-UC1.0

	29. 
	Update ADT Client
	Provide the ability to update an existing ADT client.  The fields editable are the same fields listed in the “Add Client” requirement, local MRN, all names and external ids associated with a client.

The local MRN is for display only.
	Functional 
	FE-UC7.0

	30. 
	Multiple names associated with a client (Update)
	The user should have the ability to update/remove multiple “names” while updating a client.  Each name consists of Type, Family Name, Given Name and Further Given name.  Only one of each type can be added.


	Data
	FE-UC7.0

	31. 
	Multiple External ID’s associated with a client (Update)
	The user should have the ability to update/remove multiple “external Ids” while updating a client.  Each id consists of Type and Value.  Only one of each type can be added.
	Data
	FE-UC7.0

	32. 
	Notify CR of an Update
	Provide the ability to notify the CR of an update to a client record on the ADT database.  The notification must be via HL7 message PRPA_RM040000 (version 3.0) or A31 (version 2.4).

The CR needs to be notified to keep its copy of the client demographics in sync with the ADT i.e. apply all the same updates.
	Functional
	ADT-UC6.0

ADT-UC1.0

	33. 
	Merge ADT Clients
	Provide the ability to merge two existing ADT clients.  The user should have the ability to indicate which record is the primary and secondary record.  The database should be updated to indicate the primary record subsumed the secondary record.  Note the records must be able to be unmerged.
	Functional
	FE-UC1.1

	34. 
	Notify CR of an Merge
	Provide the ability to notify the CR of a merge of two client records on the ADT database.  The notification must be via HL7 message PRPA_RM_050000 (version 3.0) or A40 (version 2.4). 

The CR needs to be notified to keep its copy of the client demographics in sync with the ADT i.e. merge the same clients.
	Functional
	ADT-UC6.0

ADT-UC3.0

	35. 
	Unmerge ADT Clients
	Provide the ability to unmerge two existing ADT client records previously merged.
	Functional
	FE-UC1.1

	36. 
	Notify CR of an Unmerge
	Provide the ability to notify the CR of an unmerge of two client records on the ADT database.  The notification must be via HL7 message PRPA_RM_080000 (version 3.0) or A37 (version 2.4). 

The CR needs to be notified to keep its copy of the client demographics in sync with the ADT i.e. unmerge the same clients.
	Functional
	ADT-UC6.0

ADT-UC4.0

	37. 
	ADT to CR Transmission
	Messages sent from an ADT to CR should be repeated if the CR does not respond within a configurable period of time.
	Technical
	ADT-UC6.1

	38. 
	Associate an ADT instance to its Local CR instance
	When configuring and instance of an IRIIS ADT application, should provide the ability to specify and associate it with a single local CR, which provides a Web Service interface and expects HL7 messages wrapped in SOAP.  (i.e. an IRIS CR instance or external CR in the future).. 

When performing functions (add, update, query, etc.) the ADT application will have the ability to detect and communicate with its assigned Local CR instance,
	Technical 
	ADT-UC6.1

	39. 
	SOAP Transmission
	Transmission of HL7 messages between an ADT and CR should use SOAP.
	Technical
	ADT-UC6.1

	40. 
	Record HL7 Messages
	Provide the ability to toggle on/off the ability to save the HL7 messages transmitted between the ADT and CR. 
	Technical
	

	41. 
	Security
	Enforce a login using a userid/password.  No screen within the ADT should be accessible unless the user has logged in.
	Technical
	

	42. 
	Assign Security Parameters
	Provide the ability to assign an ADT user a user ID and password.
	Technical
	

	43. 
	Delete Security Parameters
	Provide the ability to delete an assigned user ID and password.
	Technical
	

	44. 
	Update Security Parameters
	Provide the ability to update an assigned user ID or password.
	Technical
	


2.2. CR Requirements

	#
	Requirement Name
	Detailed Requirement Description
	Req Type
	UC Ref.

	45. 
	CR to ADT Communication
	Communication between the CR and ADTs within its jurisdiction must support the ability to receive and respond with the corresponding HL7 2.4 or 3.0 messages.
	Technical
	CR-UC6.0

CR-UC6.2

	46. 
	CR to CR Communication
	Communication between the CRs must support the ability to receive and respond with the corresponding HL7 3.0 messages.
	Technical
	CR-UC6.0

CR-UC6.2

	47. 
	Support for CR - Add Client Message
	Provide the ability to accept and respond to an HL7 Add client message from another CR.  The following versions of the message must be supported - PRPA_MT030000 (version 3.0).
	Functional
	CR-UC6.0

	48. 
	Support for ADT - Add Client Message
	Provide the ability to accept and respond to a HL7 Update client message from any ADT within the CRs jurisdiction.  The following versions of the message must be supported - PRPA_MT030000 (version 3.0) or A28 (version 2.4).
	Functional
	CR-UC6.0

	49. 
	Add Client Records
	When the system receives a “Add Client” message informing the CR of a newly added client to an ADT within the same jurisdiction or another CR, the system will automatically do the following:

· Initiate a probabilistic search.  If an exact match is found update that record with the data in the message (excluding the CRID).

· Otherwise add the new client to the database with the data in the message and generate a new CRID for the new client.


	Functional
	CR-UC1.0

	50. 
	Probabilistic Search of CR Database
	When a “Search for Clients” message is received from an ADT or EHR with in the same jurisdiction the system will initiate a probabilistic search against the local CR database if the Local MRN, and External ID are not present.  The fields used to do a probabilistic search can be any combination of Surname, Given Name, Date of Birth, or Gender.

Rows returned do not have to match 100% of the criterion.  Each column should be given a weight value.  Based on the number of columns matching, a sum of weight values can be determined.  If this value is >= the confidence level (sent in the message) and < y (y should be configurable) then return the record.

If there is no confidence level supplied a default value (configurable) should be used.

If the sum of the weight values exceeds y then it’s assumed to be an exact match.
	Functional
	CR-UC5.0

CR-UC5.2

	51. 
	CRID Generation
	Provide the ability to generate a new unique CRID when the addition of a new client.  
	Functional
	CR-UC1.0

	52. 
	Notify CR of Add Client
	Provide the ability to notify other CRs within its jurisdiction when a new client is added based on an Add message from an ADT within its jurisdiction.  

The notification to other CRs must be via HL7 3.0 message PRPA_MT030000.
	Functional
	CR-UC6.0

	53. 
	Support for CR - Update Client Message
	Provide the ability to accept and respond to a HL7 Update client message from another CR.  The following versions of the message must be supported - PRPA_MT040000 (version 3.0).
	Functional
	CR-UC6.0

	54. 
	Support for ADT - Update Client Message
	Provide the ability to accept and respond to a HL7 Update client message from any ADT within the CRs jurisdiction.  The following versions of the message must be supported - PRPA_MT040000 (version 3.0) or A31 (version 2.4).
	Functional
	CR-UC6.0

	55. 
	Updating Client Records
	When the system receives a “Update Client” message from an ADT within the same jurisdiction or another CR, the system will automatically do the following:

· Initiate a deterministic search against the local CR database if the CRID is present in the message.  If a match is found update that record with the data in the message. 

· If no match was found add the client according to the “Add Client Record” requirement.

· If the update or addition was successful then perform a probabilistic search.  If a match is found perform a link between the two clients.


	Functional
	CR-UC1.0

CR-UC2.0

	56. 
	Deterministic Search of CR Database
	When a “Search for Clients” message is received from an ADT or EHR with in the same jurisdiction, the system will automatically initiate a deterministic search against the local CR database if the Local MRN, or External ID is present.
Only the records that match 100% of the criteria are returned.
	Functional
	CR-UC5.0

CR-UC5.1

	57. 
	Linking of Clients During an Update
	Provide the ability to automatically link clients when an update occurs.  The database should be updated to indicate the two client records are linked.  Note the records must be able to be unlinked.

A link of clients should only occur if a probabilistic search returns a matching record based on the client demographics used to just update a client.
	Functional
	CR-UC2.0

CR-UC3.0

	58. 
	Notify CR of Update Client
	Provide the ability to notify other CRs within its jurisdiction when an update to a client has taken place, based on an Update message from an ADT within its jurisdiction.  

The notification to other CRs the must be via HL7 3.0 message PRPA_MT040000.
	Functional
	CR-UC6.0

	59. 
	Support for ADT - Merge Client Message
	Provide the ability to accept and respond to a HL7 Merge client message from any ADT within the CRs jurisdiction.  The following versions of the message must be supported - PRPA_MT050000 (version 3.0) or A40 (version 2.4).
	Functional
	CR-UC6.0

	60. 
	Merging of a Client Records
	When the system receives a “Merge Client” message from an ADT within the same jurisdiction, the system will automatically update the database to indicate the primary record has subsumed the secondary record.  Note the records must be able to be unmerged.

Note if the two records being merged do not have the same CRIDs then a link should occur.
	Functional
	CR-UC3.0
CR-UC10.0

	61. 
	Support for CR - Link Client Message
	Provide the ability to accept and respond to a HL7 Link client message from another CR.  The following versions of the message must be supported - PRPA_MT070000 (version 3.0)
	Functional
	CR-UC6.0

	62. 
	Normal Linking of Clients
	When the system receives a “Link Client” message from a CR or a link is requested internally, the system will automatically link clients based on two CRIDs contained in the message.  The database should be updated to indicate the two client records are linked.  Note the records must be able to be unlinked.
	Functional
	CR-UC3.0

	63. 
	Notify CR of Link Client
	Provide the ability to notify other CRs when a link between two clients has occurred.  The notification must be via HL7 3.0 message PRPA_MT070000.
	Functional
	CR-UC6.0

	64. 
	Support for ADT - Unmerge Client Message
	Provide the ability to accept and respond to a HL7 Unmerge client message from any ADT within the CRs jurisdiction.  The following versions of the message must be supported - PRPA_MT080000 (version 3.0) or A37 (version 2.4).
	Functional
	CR-UC6.0

	65. 
	Unmerging of Client Records
	When the system receives an “Unmerge Client” message from an ADT within the same jurisdiction, the system will automatically update the database to indicate the primary record no longer subsumes the secondary record.

If the two records being unmerged have different CRIDs the two records have to also be unlinked.
	Functional
	CR-UC11.0

	66. 
	Support for CR - Unlink Client Message
	Provide the ability to accept and respond to a HL7 Unlink client message from another CR.  The following versions of the message must be supported - PRPA_MT090000 (version 3.0).
	Functional
	CR-UC6.0

	67. 
	Unlinking of Client Records
	When the system receives an “Unlink Client” message from a CR or an internal request, the system will automatically unlink clients based on two CRIDs contained in the message.  The database should be updated to indicate the two client records are linked.  Note the records must be able to be unlinked.
	Functional
	CR-UC3.0

	68. 
	Notify CR of Unlink Client
	Provide the ability to notify other CRs when an unlink between two clients has occurred.  The notification must be via HL7 3.0 message PRPA_MT090000.
	Functional
	CR-UC6.0

	69. 
	EHR to CR Communication
	Communication between the CR and EHRs within its jurisdiction must support the ability to receive and respond with the corresponding HL7 3.0 messages.
	Technical
	CR-UC6.0

CR-UC6.2

	70. 
	Support for Query for Client Demographics
	Provide the ability to accept and respond to a HL7 Query for Client Demographics message from any ADT/EHR within the CRs jurisdiction.  The following versions of the incoming message must be supported - QUPA_MT020000 (version 3.0) or Q21 (version 2.4).   The messages that should be used to respond with the results are QUPA_MT012000 (version 3.0) or RSP K21 (version 2.4)
	Functional
	CR-UC6.0

	71. 
	Support for Query for Clients
	Provide the ability to accept and respond to a HL7 Query for Clients message from any ADT/EHR within the CRs jurisdiction.  The following versions of the incoming message must be supported - QUPA_MT010000 (version 3.0) or Q22 (version 2.4).  The messages that should be used to respond with the results are QUPA_MT011000 (version 3.0) or RSP K22 (version 2.4)
	Functional
	CR-UC6.0

	72. 
	Associate a CR instance to another CR instance
	When configuring and instance of an IRIIS CR application, should provide the ability to specify and associate it with another CR, which provides a Web Service interface and expects HL7 messages wrapped in SOAP.  (i.e. an IRIS CR instance or external CR in the future).

When performing functions (add, update, link, etc.) the CR application will have the ability to detect and communicate with its associated CR  instance,
	Technical 
	ADT-UC6.1

	73. 
	SOAP Transmission
	Transmission of HL7 messages between CRs should use SOAP.
	Technical
	CR-UC6.1

CR-UC6.2

	74. 
	CR to CR Message Recording
	Provide the ability to toggle on/off the option of recording any CR-to-CR message communication for later use.
	Functional
	CR-UC6.0


EHR Requirements

	#
	Requirement Name
	Detailed Requirement Description
	Req Type
	UC Ref.

	75. 
	Read-Only
	All data presented to a user is read-only and cannot be modified any of the EHR screens.
	Functional
	

	76. 
	Search local CR for Clients
	Provide the ability for the user to search for a client in the local CR.  The search fields available to the user should be: Confidence Level, Family Name, Given Name, Date of Birth or Gender field External Type and External Id. 

At least one criterion must be entered for the search to execute.

Wildcards will be ignored when doing a CR search.

When a local query is specified and valid criteria entered the system will initiate the query by sending the local CR a well-formed HL7 message QUQI_RM020000 (version 3.0) or Q22 (version 2.4).
	Functional
	FEHR-UC1.0

	77. 
	Display CR Search results
	Provide the ability to display the search results based on a CR search.  The fields displayed to the user should be Confidence Score, Family Name, Given Name, Further Given Name, Date of Birth, Gender, Local MRN, and PHN.

The search results will initially be in a HL7 message, MFMI_RM020001 (version 3.0) and K21 (version 2.4).  The contents should be displayed to the user in a user-friendly format i.e. a HTML table.

The application will provide the ability to scroll through multiple returned clients.  If no clients are returned an appropriate message will be displayed
	Functional
	FEHR-UC1.1

FEHR-UC6.0

	78. 
	Sorting Options Search Results
	Provide the ability to sort on one of the following columns – Confidence, Family Name, Given Name, Further Given Name, Date of Birth, Gender, Local MRN, and PHN when displaying the search results based on a CR search.  The user should be able to sort any of these columns in ascending or descending order.

The default sort order should be Confidence, Family Name, Given Name, Further Given Name, Date of Birth, Gender, and PHN.
	Functional
	FEHR-UC1.1

FEHR-UC3.0

	79. 
	Query Error Notification
	Provide the ability to notify the user if the query of a CR or EHR fails with an appropriate message.
	Functional 
	FEHR-UC6.1

	80. 
	Display EHR Encounter Data
	Provide the ability to display all the EHR encounter data related to a particular client.  This includes all the fields listed in the “Display CR Search Results” requirement as well as all encounter data for a client by province.  The encounter data fields should be Encounter Type, Encounter Description, Summary, Timestamp (date encounter took place); Facility Name the encounter took place at.
	Functional 
	FE-UC7.0

FEHR-UC4.0

	81. 
	Cancellation Option
	Provide the ability for the user to cancel out of any screen.
	Functional
	FEHR-UC1.0

	82. 
	External ID & Type Constraints
	When entering a valid external ID type and external ID value to the user, both fields must be entered if either is specified.   This constraint applies to any screen where the external id and type can be manipulated by the user i.e. not add, update, search.


	Data
	FEHR-UC1.0

	83. 
	External ID Type Constraints 
	When entering a valid external ID type the value should exist in a pre-defined list, configurable by an administrator.  Sample types include driver’s license and medical card number.  This constraint applies to any screen where the external type can be manipulated by the user i.e. not add, update, search.
	Data
	FEHR-UC1.0

	84. 
	External ID Value Constraints 
	When entering and external ID value the system will ensure the value conforms to simple formatting rules (i.e.. Data type and field mask and length) associated with the specified External ID type value. This constraint applies to any screen where the external ID can be manipulated by the user i.e. not add, update, and search.
	Data
	FEHR-UC1.0

	85. 
	Gender Type Constraints
	When entering a valid gender type the value should exist in a pre-defined list, configurable by an administrator. Sample types include male, female etc.  This constraint applies to any screen where the gender type can be manipulated by the user i.e. not add, update, search.
	Data
	FEHR-UC1.0

	86. 
	Date Constraints
	When entering a date in the system, a consistent date format should be enforced.  This constraint applies to any screen where a date can be manipulated by the user i.e. not add, update, search.
	Data
	FEHR-UC1.0

	87. 
	Support for HL7 Messages
	Communication between the EHR and CR must use HL7 3.0 messages.
	Technical
	FEHR-UC1.0

FEHR-UC6.0

	88. 
	EHR to CR Transmission
	Messages sent from an EHR to CR should be repeated if the CR does not respond within a configurable period of time.
	Technical
	FEHR-UC1.1

FEHR-UC6.1

	89. 
	Associate an EHR instance to its Local CR instance
	When configuring and instance of an IRIIS EHR application, provide the ability to specify and associate it with a single local CR, which provides a Web Service interface and expects HL7 messages wrapped in SOAP.  (i.e. an IRIS CR instance). 

When performing queries an EHR application will have the ability to detect and communicate with its assigned Local CR instance,
	Technical 
	FEHR-UC1.1

FEHR-UC6.1

	90. 
	SOAP Transmission
	Transmission of HL7 messages between an ADT and CR should use SOAP.
	Technical
	FEHR-UC1.1

FEHR-UC6.1

	91. 
	Security
	Enforce a login using a userid/password.  No screen within the ADT should be accessible unless the user has logged in.
	Technical
	

	92. 
	Assign Security Parameters
	Provide the ability to assign an ADT user a user ID and password.
	Technical
	

	93. 
	Delete Security Parameters
	Provide the ability to delete an assigned user ID and password.
	Technical
	

	94. 
	Update Security Parameters
	Provide the ability to update an assigned user ID or password.
	Technical
	


Additional Technical Requirements

	#
	Requirement Name
	Detailed Requirement Description
	Req Type
	UC Ref.

	95. 
	Internet Browser Support
	The ADT, EHR and CR applications must be designed to run within a browser.  EDS will test the IRIS applications using Microsoft Internet Explorer 6.0.
	Technical
	

	96. 
	Application Navigation
	All navigation within an IRIS application must be done through the use of the application provided navigation functions.

The back button and other browser features will not be disabled, thus if used the application may not behave as expected.
	Technical
	

	97. 
	Reusable Software Components
	All software components should be designed with the intention of reuse by other projects.  For example each component should be self-contained and have related documentation pertaining to what supporting components it requires.
	Technical
	

	98. 
	Open-source Components
	Reuse of open-source over proprietary components is encouraged as long as the license associated with the components does not incur any additional cost to CHI if it chooses to reuse or resell the software components.
	Technical
	

	99. 
	Encoding/Decoding Service
	IRIS should provide classes that can encode/decode data where necessary i.e. encode a character string as Base64 characters.  

This service is deemed as “stubbed”, so no actual encoding/decoding takes place, but compliable components will be created for other services to call upon.  If called upon other services will receive the same value as what was passed in.
	Technical
	

	100. 
	Encryption/Decryption Service
	IRIS should provide classes that can encrypt/decrypt a character string where necessary i.e. encrypt a character string as IPSEDIC.

This service is deemed as “stubbed”, so no actual encoding/decoding takes place, but compliable components will be created for other services to call upon.  If called upon other services will receive the same value as what was passed in.
	Technical
	

	101. 
	Workflow Service
	IRIS should provide classes that can send data to a workflow engine.  

This service is deemed as “stubbed”, so no actual transmission to a workflow will take place, but compliable components will be created for other services to call upon.  If called upon other services will always receive a “success” response.
	Technical
	

	102. 
	Key Management Services
	IRIS should provide classes that can be called upon to generate sequential keys.  The classes should know how to keep track of what the last key was and restart at the proper point after an application restart.
	Technical
	

	103. 
	Data Services
	IRIS should provide flexible a persistence layer that allows an application to be ignorant of what RDBMS is used.  The layer will be used to access any of the three main database schemas – ADT, EHR, and CR.
	Technical
	

	104. 
	Search Resolution Services
	IRIS should provide reusable classes to lookup routing information based on a given key.  The callers of this service should be ignorant of what type of repository the routing information is stored in. 
	Technical
	

	105. 
	Authentication Management Services
	IRIS should provide reusable classes to lookup and verify user authentication information (userid & password).  The callers of this service should be ignorant of what type of repository the authentication information is stored in.
	Technical
	

	106. 
	Alert/Notification Services
	IRIS should provide reusable classes to allow callers to notify other applications of an event via the following modes of transmission - JMS, Log File, or Database.
	Technical
	

	107. 
	Pub/Sub Services
	IRIS should provide reusable classes to allow other classes within the same JVM to exchange information via a publish/subscribe pattern.  The pub/sub pattern has three roles to fill.  The publisher, subscriber and provider.  This service includes the publisher and subscriber.  The publisher will accept data from a provider and publish it to any subscriber who subscribes to that particular type of data.
	Technical
	

	108. 
	Configuration Services
	IRIS should provide reusable classes that allow easy access to configuration type parameters.  The caller should be ignorant of what type of repository the configuration information resides in.
	Technical
	

	109. 
	Session Services
	IRIS should provide reusable classes that provide a session management service.  The callers of this service would be able to store any serializable data and later retrieve it.

The stored data should expire and be removed after a configurable time period has passed.
	Technical
	

	110. 
	Log Management Services
	IRIS should provide reusable classes that provide a logging service.  The callers of this service can pass a character string and indicate what log it should go to.  The caller should be ignorant of what type of log they are interacting with.  The log types should be file,  or database.
	Technical
	

	111. 
	Exception/Error Services
	IRIS should provide custom exception classes that allow an error to be propagated between components within an IRIS application.
	Technical
	

	112. 
	App Protocol Services
	IRIS should provide application protocol services. These are the services that hold the HL7 message payload.  In Phase II, IRIS implements Application Protocol Services for Simple Object Access Protocol (SOAP). 
	Technical
	

	113. 
	Network Protocol Services
	IRIS should provide the ability to transmit data between an ADT-CR and EHR-CR over a TCP/IP network.
	Technical
	

	114. 
	Transformation Services
	IRIS should provide transformation services that allow a particular IRIS application to transform different message definitions into IRIS canonical form. The service will also transform messages from the canonical form to the output format.   In Phase II, IRIS will implement transformation services for well-formed HL7 2.4/3.0 XML schema message into/from IRIS canonical form.
	Technical
	

	115. 
	Parser Services
	IRIS should provide reusable parser services to allow an application to parse a well-formed HL7 2.4/3.0 XML message into HL7.org (3.0) or HAPI (2.4) Java objects.
	Technical
	

	116. 
	Serialize Services
	IRIS should provide reusable serialize services to allow an application to parse a well-formed HL7 2.4/3.0 XML  message into HL7.org (3.0) or HAPI (2.4) Java objects.
	Technical
	

	117. 
	Router Services
	IRIS should provide reusable classes that allow routing of character strings between multiple points via JMS and Java Web Service.
	Technical
	

	118. 
	System Availability
	The IRIS lab and its supporting technical infrastructure should be available 80% of the time as it is a demonstration application, excluding Scheduled Outages, Staging Periods and User Acceptance Testing periods.
	Availability
	

	119. 
	Process Monitor Audit Service
	Provide an automated audit service that monitors processes on a server where an IRIS application has been installed.  This process should be accessible by an administrator to configure, as well as be notified if a particular process is not running.  

Configuration parameters should include what processes to look for and what to do if the process is not found while monitoring, which should include sending an email or launching another process.
	Monitor
	

	120. 
	Log Monitor Audit Service
	Provide an automated audit service that monitors logs on a server where an IRIS application has been installed.  This process should be accessible by an administrator to configure, as well as be notified if a particular process is not running.  

Configuration parameters should include what logs to monitor, what patterns to look for and what to do if the pattern is found while monitoring, which should include sending an email or launching another process.
	Monitor
	

	121. 
	Application Monitoring
	Provide a GUI application that allows a user to view the messages sent between IRIS applications. The detail visible to the user regarding a message should include the sent timestamp, type of message, HL7 version, originating system, destination system, and message content.

The users should also have the ability to see details pertaining to the applications that are transmitting the messages, which includes name, number of messages sent, total bytes sent, and the date/time the application started.

The users should be able select what applications they want to monitor, have the ability to start/stop the monitoring process, without actually shutting down or restarting the applications.
	Monitor
	

	122. 
	Application Management
	Provide the ability to an administrator to manage different IRIS applications on a particular server.

Application Management includes the ability to start/stop a single application at a time.  There is no limit to the number of applications an administrator can start/stop.

Application Management includes the ability to create/destroy a single application at a time.  There is no limit to the number of applications an administrator can create.

Application Management includes the ability to adjust any configuration parameter associated to an application.  There is no limit to the number of applications or parameters an administrator can adjust.
	Configuration
	

	123. 
	ADT HL7 Configuration
	The configuration of an ADT must include the option to specify what version of HL7 it should use when communicating with a CR.  Valid versions are 2.4 and 3.0.


	Configuration
	

	124. 
	ADT/CR Jurisdiction Configuration
	The configuration of an ADT and CR must include the option to specify what jurisdiction they belong too.
	Configuration
	

	125. 
	Academic Free License
	All supporting NDC packages use must be open source, delivered and licensed under the standard Open Source Initiative License: Academic Free License 2.0 Please refer to http://opensource.org/licenses/afl-2.0.php.
	License
	

	126. 
	Academic Free License
	All new Packages Developed must be open source, delivered and licensed under the standard Open Source Initiative License: Academic Free License 2.0.
	
	

	127. 
	Copyright
	All new Packages Written must include the following copyright and license notification in their file headers: Copyright @ 2004 by Canada Health Infoway Inc.

Licensed under the Academic Free License version 2.0
	
	


3. APPLICATION FUNCTIONALITY

This section outlines the application functionality of the IRIS system by developing a UML framework consisting of the Use Case, Interaction and Information models that define the IRIS system and its behavior when HL7 messages are generated and received by its components.

3.1. IRIS Use Case Model

This section outlines all of the business function use cases of the IRIS system.  There are two forms of use case, the front end use cases and the backend use cases.  The front end use cases provide the functional specification for the behavior of the screens and the backend use cases focus on the behavior of the HL7 messages and their interaction and effect on the information model.

Through this section, you will find many references to the term IRIS Canonical Form when data is referenced.  This is to done differentiate v2.4 and v3.0 HL7 demographic data layout terms and fields used within the HL7 messages from the default IRIS canonical data information model which is detailed in the information model section below.

3.1.1. High Level Use Case Flow

This section depicts the high level use case flows of typical functional scenarios within IRIS. The purpose for including these use case flows is to provide a visual context for the following use cases that are written in narrative form.

The following diagram depicts the highlevel use case interaction between the ADT, EHR and CRs when the ADT user creates a new client record.  The Local CR actor was not included because its exclusion makes the diagram easier to read.

In this use case flow diagram, the ADT User searches the CR for client,  finds none, the user then adds the client to the local ADT, which results in the client demographics being added to the CR and encounter data being generated in the EHR repository.
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Figure 7: Add Client scenario where Client does not exist in local ADT or the Local CR.
The following diagram depicts the highlevel use case interaction between the ADT and CRs when the ADT user updates an existing client record in the ADT.  The changed demographic ADT data is forwarded to the local CR and from the local CR to foreign CRs.  The Local CR actor was not included because its exclusion makes the diagram easier to read.
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Figure 8:Update Client scenario
The following diagram depicts the highlevel use case interaction between ADT and CRs when the ADT user merges two existing client records. The Local CR actor was not included because its exclusion makes the diagram easier to read.
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Figure 9: Merge Client Scenario
The following diagram depicts the highlevel use case interaction between ADT and CRs when the ADT user unmerges two existing client records. The Local CR actor was not included because its exclusion makes the diagram easier to read.
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Figure 10: Unmerge Client Scenario
The following diagram depicts the highlevel use case interaction between EHR and CR when the EHR user searches and view existing EHR records for a specified client. The Local CR actor was not included because its exclusion makes the diagram easier to read.
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Figure 11: Search and view Client EHR Data
IRIS ADT Front-End Use Cases

The following diagram is the Use Case model for the ADT Front End  Its purpose is to provide a visual context for the detailed narative use cases that follow.
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Figure 12: ADT Front-End Use Case Diagram

3.1.1.1. ADT Front-End Actors

	Actor
	Description
	Actions Taken

	ADT User
	A user that accesses an ADT Front-End to carry out specific client search and edit actions that cause the generation of HL7 messages.
	Search (FE-UC1.0) 

Search Results

Re-sort Results

View Detailed Demographics(FE-UC7.0) 

Add Client Name

Add External ID

	ADT-1
	A simple Admit-Discharge-Transfer application instance that generates HL7 messages to trigger events in the IRIS LAB.
	 

	Local CR
	This is the Client Registry application for the jurisdiction that ADT-1 is located in.
	


3.1.1.2. ADT Front-End Use Cases

The purpose of this section is to clearly define the functional behaviour of the ADT system as it relates to the ADT User and the Client Registry.  Note that representative screens have been included to improve the readability and understanding of these use cases.  They may change during Phase II.

3.1.1.2.1. Search (FE-UC1.0)

	Input/Output
	In: User populates fields on screen

Out: Data in IRIS canonical form to the ADT or CR search engine

	Purpose
	The purpose of this use case is to capture data that will be used to search for clients in the ADT or the Local CR

	Summary
	This is the screen that launches the ADT Application. This use case supports the screen that is used to search for a client.

	Pre-Condition
	User Enters the ADT Search URL into the Window Browser.

	Sub Use Case
	Search Results (FE-UC1.1)

	Functional Narrative
	1. Use case begins when the user enters the ADT Search URL into the Window Browser.

2. The system shall display the ADT search screen detailed below.

3. The user enters data into at least one or all of the Surname, Given Name, Date of Birth, Gender or local MRN fields(see screen below)on the Search screen.

4. If the user selects an External ID Type from the drop down, user must populate the External ID field.

5. If the user clicks on the Search ADT button the Search ADT (ADT-UC5.0) use case is called with the search parameters in IRIS canonical form.

6. The search results are returned in IRIS canonical form.  This use case passes these results to the Search results screen by invoking the Search results (FE-UC1.1) use case. This use case ends.

7. If the user clicks on the Search CR button the Manage Message(ADT-UC6.0) use case is called  which serializes the demographic data from IRIS canonical form into the search client demographics PRPA_RM020000/Q21 message if only the MRN or the external ID is provided or serializes the demographic data including the probabilistic search confidence level value from IRIS canonical form into the search client list QUQI_RM020000/Q22 message if other Client demographic information is passed. The results are returned by the CR as CR client detailed demographics MFMI_RM020001/K21 message or CR client list MFMI_RM020002/K22 message which is received by the ADT Message Manager(ADT-UC6.0) and converted to IRIS canonical form.

8. The IRIS Canonical Search results screen is invoked with the Search results (FE-UC1.1) use case. This use case ends.

9. If the User clicks on the Cancel button, a warning that the browser is will closed is issues, the screen is closed and this use case ends.



	Design Notes
	Assume that the gender field is a drop down list.

	Screen Properties
	FIELDS:

All fields are optional. External ID value must be entered if an External ID Type is selected but cannot be entered if no External ID Type is selected.

At least one field must be populated in this screen.

Gender and External ID Type fields are drop down lists.

Confidence Level

The value in the Confidence Level field is used for probabilistic searches against the CR. The ADT Search ignores this field.

The Confidence Level field displays a default value of 80.  The user can edit this value for their search to any value that is within the range of 0 to 100.  A value of 0 means that al data is returned whether it matches or not, and 100 means that each field must match precisely and perfectly to return a match.

BUTTONS:

Search ADT

Search Data entered on the Search screen is packaged in canonical format and passed to the Search ADT (ADT-UC5.0) use case.

Search CR

Search Data entered on the Search screen is packaged in canonical format and passed to the Search CR (CR-UC5.0) use case.

Cancel

Cancel causes the browser to issue a warning that the screen will close and once the user accepts this warning, the Search Screen closes.

	Screen Layout
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3.1.1.2.2. Search Results (FE-UC1.1)

	Input/Output
	In: Search results in IRIS canonical form

Out: Client demographic data in IRIS canonical form

	Purpose
	The purpose of this use case is to display the IRIS Canonical Search Results returned by the Search ADT or Search CR engines in a sortable list format.

	Summary
	The Search results screen receives and displays search results from queries performed on the ADT or CR.

	Pre-Condition
	Returned search results are in IRIS canonical form.

	Parent Use Case
	Search (FE-UC1.0)

	Functional Narrative
	1. The use case begins when search results in IRIS canonical form are returned by the ADT search engine ADT (ADT-UC5.0) if the ADT is being searched or the CR Search Engine CR (CR-UC5.0)  if the CR is being searched

2. The results on the ADT Search results screen are displayed with the default sort order of Family Name, Given Name, Further Given Names and Date of Birth.

3. The results on the CR Search results screen are displayed with the default sort order of Confidence score, Family Name, Given Name, Further Given Names and Date of Birth.

4. The user clicks on a column title to resort the results.  When the user clicks on a column title, the Re-sort Results(FE-UC8.0) Use case is called.

5. To select a client in the results set, the user clicks the checkbox in the select column.

6. To Add a new client:

a. If no client selected in the results set, or the search results set is empty, the user invokes the add function by clicking on the Add button which displays the Client Detail Demographics Screen by calling the View Detailed Demographics (FE-UC7.0) use case with data originally populated in the Search screen Search(FE-UC1.0) use case. The use case ends.

b. If a client record from the CR is selected, using checkbox in the select column, from the Search Results list.  The user invokes the add function by clicking on the Add button which displays the Client Detail Demographics Screen by calling the View Detailed Demographics (FE-UC7.0) use case, populated with the data of the selected client. The use case ends.

7. To update an existing client:

a. A single client record is selected.

b. The edit button is clicked which invokes the Detailed Demographics screen by calling the View Detailed Demographics (FE-UC7.0) use case populated with the data of the selected client. The use case ends.

8. To merge two client records:

a. Select a single primary client into which a single secondary client will be merged.

b. Select a single secondary client to be subsumed by the single primary client.

c. The merge button is clicked which invokes the merge function by calling the Merge Data (ADT-UC3.0) use case. The use case ends.

9. To Unmerge a client record:

a. A client record is selected from the Search Results list of a record that displays a merged indicator in the merged column.

b. The unmerge button is clicked which invokes the Unmerge function by calling the UnMerge Data (ADT-UC4.0) use case. The use case ends.



	Design Notes
	A radio button, which is a standard windows exclusive selector image, is used to indicate selected rows in the select column during row selection.

Radio buttons are also used in the primary and secondary columns during the merge action.

	Screen Properties
	BUTTONS:

Add 

This button invokes the view detailed demographics screen (FE-UC7.0) to add client demographic data.

Edit

This button invokes the view detailed demographics screen (FE-UC7.0) to update client demographic data of a selected client.

Merge (only available for ADT version)

This button invokes the Merge Data (ADT-UC3.0) use case.

This button is available only on the ADT search results screen.

This button can also be used to merge client records that have already subsumed another client record.

This button will not function unless both a single primary and a single secondary column record are selected.

Unmerge (only available for ADT version)

This button invokes the UnMerge Data (ADT-UC4.0) use case.

This button is available only on the ADT search results screen.

This button will not function unless the selected record contains the merge icon.

Cancel

Cancel causes the Search Results Screen to close and redisplay the Search Screen.

SORTING:

Column titles will be clicked-on to sort in ascending or descending order.  All columns except the select, Primary and Secondary columns will be sortable.

The default sort order is Family Name, Given Name, Further Given Names Date of Birth and Gender.



	Screen Layout
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3.1.1.2.3. Re-sort Results (FE-UC8.0)

	Input/Output
	In: IRIS Canonical Search Result Data, Sort Order

Out: IRIS Canonical Search Result Data

	Purpose
	The purpose of this use case is to resort the results in the Search results screen

	Summary
	The user will be able to sort the records in the Search Results screen in ascending or descending order by clicking on a column title. The sort will be a simple sort and NOT a compound sort.

	Pre-Condition
	Search results displayed on Search screen in default sort order

	Functional Narrative
	1. This use case begins when the user selects a column in the search results screen (FE-UC1.1).

2. The first time the user clicks a column title, the list is sorted by that field in ascending order and a second click sorts the list, by that field, in descend order. The use case ends 

	Design Notes
	

	Screen Properties
	

	Screen Layout




3.1.1.2.4. View Detailed Demographics (FE-UC7.0)

	Input/Output
	In: User populates fields on screen or Data from Search Screen or Search Results selected record

Out: Data in IRIS canonical form

	Purpose
	The purpose of this use case is to enable the ADT user to display current client demographic data and provide the ability to add or modify ADTdata.

	Summary
	When an existing client is selected, the detailed demographics data is displayed for update. When a new clients demographic data is to be entered, a selected client, or data from the Search screen may be used for seeding the fields. 

	Pre-Condition
	One or no record selected from search results screen and add or edit button pressed

	Sub Use Case
	Add Client Name (FE-UC7.1)

Add External ID (FE-UC7.2)

	Functional Narrative
	1. The use case begins when the demographic data for an existing client is displayed or when blank fields are displayed for a new client.

2. The ADT user can change the DOB, Gender, Street, City, Province and Postal Code fields by entering in new values.

3. If Name data needs to be updated, the respective record is selected from the select column in the name records section by clicking the select box in the select column in the name section, the update button is clicked which invokes the Add/Update Client screen, populated with the selected name data, by calling the Add/Update client Name(FE-UC7.1) use case.

4. If new name data needs to be added, the ADT user clicks the Add button which invokes the blank Add/Update Client screen by calling the Add client Name (FE-UC7.1) use case.

5. If name data needs to be removed, select the name record that needs to be removed and press the remove button.

6. If External ID data needs to be updated, the respective record is selected by clicking the select box in the select column in the External ID records section, the update button is clicked which invokes the Add External ID screen, populated with the selected External ID data, by calling the Add/Update External ID (FE-UC7.2) use case.

7. If new External ID data needs to be added, the ADT user clicks the Add button which invokes the blank Add/Update External ID screen by calling the Add External ID (FE-UC7.2) use case.

8. If an External ID record needs to be removed, the respective record is selected from the select column in the name records section, the remove button is clicked which removes the selected External ID record.

9. After the user completes updating existing data or populating new data, the save button is clicked.

10. If the client demographics data does not contain an MRN, the Add Data (ADT-UC1.0) use case is invoked upon clicking the save button.

11. If the client demographics data has an existing MRN, the Update Data (ADT-UC2.0) ADT use case is invoked upon clicking the save button.

12. If the user selects the cancel button, the detailed demographics screen is closed, the user is returned to the Search results screen, unsaved changes will be lost, the use case ends.



	Design Notes
	A new window is opened for this screen.

	Screen Properties
	FIELDS:

All fields are optional. Street1 must be entered if Street2 is entered and Street2 cannot be entered if there is no Street1. The Local MRN, Name and External ID are display only in this screen. The use can modify the Name and External ID if a record is selected and the add button clicked. 

Gender and Province are drop down lists.

Initial Key ID is configurable.

BUTTONS:

Add (Name)

User invokes the add function which displays an empty Add Client Name screen populated with the name data from the last search request.

Update (Name)

User invokes the update function which displays a screen populated with data of a selected name record.

Remove (Name)

A name row is selected-using checkbox in the select column- from the Names list.

User invokes the name remove function which marks the data as deleted and the screen is refreshed without displaying this name record.

External ID Add

User invokes the add function which displays an empty Add External ID screen..

External ID Update

Add/Update External ID Screen or a screen populated with data of the selected External ID record.

External ID Remove

An External ID row is selected using checkbox in the select column- from the External ID’s list.

User invokes the External ID remove function which marks the data as deleted and the screen is refreshed without displaying this External ID.

Save

This button calls either the Add Data (ADT-UC1.0) ADT use case if new data is added (e.g. No MRN created yet) or the Update data (ADT-UC2.0) ADT use case if an existing clients demographics data is changed (e.g. MRN already defined.).

Cancel

Cancel causes the Detail Demographic Screen to close and redisplay the Search Screen.

	Screen Layout
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3.1.1.2.5. Add/Update Client Name (FE-UC7.1)

	Input/Output
	In: User populates fields on screen or pre-populated with the selected records data

Out: Entered data returned to the detailed demographics screen

	Purpose
	The purpose of this use case is to enable the user to enter a new or modify an existing name associated with a single selected client using the Add Client Name screen.

	Summary
	This Add/Update client name screen is used to add or modify the client name information.

	Pre-Condition
	Add/Update Client Name screen displayed and existing data passed in.

	Parent Use Case
	View Detailed Demographics (FE-UC7.0)

	Functional Narrative
	1. The use case begins with the Add/Update client name screen being displayed after a user clicks the add or update button in the name section of the Detailed demographics screen.

2. Only one name for ant name type is allowed per client.

3. If existing data is populated, the user modifies the Type, Family Name, Given Name and Further Given Name fields and clicks the save button which saves the changes in the name table and returns the modified data to the Detailed demographics screen, by calling the View Detailed Demographics (FE-UC7.0) use case, which saves the changes in the name table and refreshes to show the updated record. The use case ends.

4. If new data is to be added, the user populates the Type, Family Name, Given Name and Further Given Name fields and clicks the save button which saves the changes in the name table and returns the newly added data to the Detailed demographics screen, by calling the View Detailed Demographics (FE-UC7.0) use case, which refreshes to show the new record. The use case ends.

5. If the user clicks the cancel button no changes are saves, the screen is closed and the detailed demographics screen re-displayed by calling the View Detailed Demographics (FE-UC7.0) use case without any updates reflected. The use case ends.

	Design Notes
	Use the same physical screen for both the and and update.  Dynamically change the title on context.

	Screen Properties
	FIELDS:

Type

The name type field is a drop down list.

BUTTONS:

Save

The newly added or modified data is saved and passed back to the detailed demographics screen.

Cancel

Cancel causes the Add Name Screen to close and redisplays the Detailed Demographics Screen.

	Screen Layout
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3.1.1.2.6. Add/Update External ID (FE-UC7.2)

	Input/Output
	In: User populates fields on screen or pre-populated with the selected records data

Out: Entered data returned to the detailed demographics screen

	Purpose
	The purpose of this use case is to enable the user to enter a new or modify existing external ID type data by using the Add External ID screen.

	Summary
	This Add/Update External ID screen is used to add or modify the external Id data.

	Pre-Condition
	Add/Update External ID screen displayed and existing data passed in.

	Parent Use Case
	View Detailed Demographics (FE-UC7.0)

	Functional Narrative
	1. The use case begins with the Add/Update External ID screen being displayed after a user clicks the Add or Update button in the External ID section of the Detailed demographics screen.

2. If existing data is populated, the user modifies the Type and Value fields, and clicks the save button which saves the changes in the External ID table and returns the modified data to the Detailed demographics screen, by calling the View Detailed Demographics (FE-UC7.0) use case, which refreshes to show the updated record. The use case ends.

3. If new data is to be added, the user populates the Type and value fields and clicks the save button which saves the changes in the External ID table and returns the newly added data to the Detailed demographics screen, by calling the View Detailed Demographics (FE-UC7.0) use case, which refreshes to show the new record. The use case ends.

4. If the user clicks the cancel button with or without any changes to the data, the screen is closed and the detailed demographics screen re-displayed by calling the View Detailed Demographics (FE-UC7.0) use case. The use case ends.

	Design Notes
	Use the same physical screen for both the and and update.  Dynamically change the title on context.

	Screen Properties
	FIELDS:

External ID Value must be entered if an External ID type is selected but cannot be entered if no External ID type is selected.

BUTTONS:

Save

The newly added or modified data is saved and passed back to the detailed demographics screen.

Cancel

Cancel causes the Add External ID Screen to close and redisplays the Detailed Demographics Screen.



	Screen Layout
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IRIS EHR Portal Use Cases

The following diagram is the Use Case model for the EHR Portal Front End.  Its purpose is to provide a visual context for the detailed narative use cases that follow.
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Figure 13: EHR Front-End Use Case Diagram

3.1.1.3. EHR Portal Actors

	Actor
	Description
	Actions Taken

	EHR User
	End User
	EHR Search (FEHR-UC1.0) 

Search Results (FEHR-UC1.1)

Display EHR Portal (FEHR-UC2.0) 

	EHR Repository
	EHR repository containing episodic clinical data
	

	Local CR
	The local jurisdictional CR
	


3.1.1.4. EHR Use Cases

The purpose of this section is to clearly define the functional behaviour of the EHR system as it relates to the EHR User and the Client Registy.  Note that representative screens have been included to improve the readability and understanding of these use cases.  They may change during Phase II.

3.1.1.4.1. EHR Search (FEHR-UC1.0)

	Input/Output
	In: User populates fields on screen

Out: Data in IRIS canonical form to EHR search engine

	Purpose
	The purpose of this use case is to capture the client search criteria in IRIS Canonical Form that can be used to carry out a search against the EHR repository of the local jurisdiction.

	Summary
	When an EHR user wants to carry out a query of the EHR repository, a URL is entered into the browser to open up the search EHR screen where the user can input data that will be used to carry out a search of the EHR repository.

	Pre-Condition
	User selects this screen..

	Sub Use Case
	Search Results (FEHR-UC1.1)

	Functional Narrative
	1. The use case begins when the EHR user enters the Search EHR screen URL into a web browser.

2. EHR user enters user data into the Family Name, Given Name, Date of Birth or Gender field. If the user selects an External ID type, then the External ID must also be entered.

3. The EHR user clicks on the Search button to pass the Client demographic data in IRIS canonical form to the EHR Message Manager (FEHR-UC6.0) use case.

4. The message manager converts the Client demographic data from IRIS canonical form into the QUQI_RM020000 HL7 v3.0 query message.

5. The message manager then passes QUQI_RM020000 HL7 v3.0 query message to the Send/Recieve Message(FEHR-UC6.1) use case which sends the message to the CR search engine for a probabilistic search against the CR.

6. The CR Search Engine returns results to the Send/Receive (FEHR-UC6.1) use case as  an MFMI_RM020001 message which in turn is sent on to the EHR message manager which converts it into IRIS canonical form and passes back it on to the EHR Search(FEHR-UC1.0) use case.

7. The Search results are passed to the Search Results screen by invoking the Search Results(FEHR-UC1.1)use case. The default sort order is Confidence, Family Name, Given Name, Other Given Name, Date of Birth, Gender, PHN in Ascending Order.

8. If the user clicks on the cancel button the Search screen is closed. The use case ends.

	Design Notes
	Note: ADT Screen code can be re-used for this screen.

Note: The user enters the URL & port number to select the EHR search screen

	Screen Properties
	FIELDS:

All fields are optional

External ID value must be entered if an External ID Type is selected but cannot be entered if no External ID Type is selected.

BUTTONS:

Search

Search Data entered on the Search screen is packaged in canonical format and passed to the message manager.

Cancel

Cancel causes the Search Screen to close.



	Screen Layout
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3.1.1.4.2. Search Results (FEHR-UC1.1)

	Input/Output
	In: CR Search results in IRIS canonical form

Out: Client Demographic data in IRIS canonical form

	Purpose
	The purpose of this use case is to display the results returned by the EHR search engine in a sortable list.

	Summary
	When the EHR user triggers a search against the EHR repository, the EHR search engines returns search results which are displayed by the Search results screen.

	Pre-Condition
	User has initiated a search in the EHR Search (FEHR-UC1.0) Screen and the CR Search engine returns results in IRIS canonical form.

	Parent Use Case
	EHR Search(FE-UC1.0)

	Functional Narrative
	1. The use case begins when the CR search results are passed by the EHR Search(FEHR-UC1.0) use case.

2. The system will select all EHR records for the list of client records provided in the CR Search Results that are for the same Jurisdiction as the EHR.

3. The EHR user selects a returned client record from the EHR Search results screen and clicks the display button which passes the selected clients demographic search criteria in IRIS canonical form to the EHR search engine for a deterministic search in the jurisdictional EHR repository by calling the Search Episodic Data(FEHR-UC4.0) use case.

4. The default sort order is Confidence, Family Name, Given Name, Other Given Name, Date of Birth, Gender, PHN in Ascending Order.

5. The EHR engine returns the search results in IRIS canonical to the EHR portal screen by calling the Display EHR Portal(FEHR-UC2.0) use case. The use case ends.

6. If the user clicks the cancel button the screen closes and control is returned to the EHR search screen. The use case ends.



	Design Notes
	

	Screen Properties
	FIELDS:

List will be sortable by selection of any one column title; it will be a simple sort.

The PHN (Public Health Number) is the external ID for the Clients Local Jurisdictional Public Health Number.

BUTTONS:

Display

A client record is selected-using checkbox in the select column- from the Search Results list.

User invokes the display function.

The data for the selected client is packaged in canonical format and passed to the EHR search function.

Cancel

Cancel causes the Search Results Screen to close and redisplay the Search Screen.



	Screen Layout
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3.1.1.4.3. Re-sort Results (FEHR-UC3.0)

	Input/Output
	In: Search result set in canonical form.

Out: Re-sorted search result set in canonical form.

	Purpose
	The purpose of this use case is to re-sort the results in the Search results screen

	Summary
	The user will be able to sort the records in the Search Results screen in ascending or descending order by clicking on a column. The sort will be a simple single column alphabetic/numeric sort and NOT a compound sort on multiple columns.

	Pre-Condition
	Search results displayed on Search screen.

	Functional Narrative
	1. This use case begins when the user selects a column title in the search results screen (FEHR-UC1.1).

2. The first time the user clicks a column title, the list is sorted by that field in ascending order and a second click sorts the list, by that field, in descend order. This use case ends. 

	Design Notes
	

	Screen Properties
	Any column title except for the selected column title may be clicked on to sort in ascending or descending order. 

	Screen Layout




3.1.1.4.4. Display EHR Portal (FEHR-UC2.0)

	Input/Output
	In: Client demographic and Episodic Data in IRIS canonical form 

Out: N/A

	Purpose
	The purpose of this use case is to display episodic data of a client selected on the search results screen (Search Results (FEHR-UC1.1) use case).

	Summary
	When the EHR user selects a client record from the Search results screen and clicks the Display button, the EHR portal screen (see screen below) displays detailed demographics of a client including the episodic data.

	Pre-Condition
	Client episodic data returned by the EHR search engine when the user clicks the search button in the Search Results (FEHR-UC1.1) Use Case.

	Functional Narrative
	1. The use case begins when the EHR search engine passes client demographic and episodic data in IRIS canonical form after the user selects a client record on the search results screen (Search Results(FEHR-UC1.1) and the display button is pressed

2. The client data is displayed.

3. If the EHR user clicks the cancel button, the EHR portal screen is closed and the search results screen (Search Results (FEHR-UC1.1) is re-displayed. The use case ends.

	Design Notes
	Local and Foreign Jurisdiction EHR queries may be implemented by a database service that performs a direct query within the EHR database. The reason for this is that an HL7 message has not been defined by HL7 or Infoway and as such is not in scope.

	Screen Properties
	FIELDS:

All fields are for display only.

The Name Fields will have a default sort order of Family Name, Given Name and Further Given Name.

BUTTONS:

Provincial Tabs

The user clicks on a alternate provincial EHR tab, to display EHR data from foreign CRs. The data for the current client demographic data in the selected CR is packaged in IRIS canonical format and passed to the EHR search function.  Note that the EHR Portal only displays the data for one Jurisdiction at a time.  If data is available to the Portal from another jurisdiction, then that foreign CRID will be in the CR list data and displayed as a link in a tab as detailed below.  To display the foreign EHR data, the portal will send an EHR query containing the Local CR’s Demographic Data and the Foreign Client Registry Client Identifier in IRIS Canonical Form to the foreign CR to retrieve the Foreign Client Demographic Data for that client.  This use case will then query the foreign CR for the episodic data and then display the EHR Data.

View Detail

This button is grayed out or non-functional for the purposes of the lab.

Cancel

Cancel causes the EHR Portal Screen to close and redisplay the Search Results Screen.

	Screen Layout
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3.1.1.4.5. Manage Message (FEHR-UC6.0)

	Input/Output
	In:  IRIS Canonical form, HL7 V3.0

Out: HL7 V3.0, IRIS Canonical form

	Purpose
	The purpose of this use case is to manage the message-based communication between the EHR Portal application and its Specified CR.

	Summary
	The EHR message manager handles the transformation of messages between the IRIS Canonical that is used by the EHR Portal and HL7 v3.0 message formats.

The message manager also calls the Send/Receive (FEHR-UC6.1) use case for sending messages to a specified CR and receiving responses back.

	Pre-Condition
	Message manager receives an IRIS Canonical Form CR Query Message Request in IRIS canonical form from the EHR Portal (FEHR-UC2.0).

	Sub Use Case
	Send/Receive (FEHR-UC6.1)

	Functional Narrative
	1. The use case begins when the message manager receives a search request from the Search (FEHR-UC1.0) use case in IRIS canonical form.

2. The message manager converts the Client demographic data from IRIS canonical form into the QUQI_RM020000 HL7 v3.0 query message.

3. The message manager then passes QUQI_RM0200000 HL7 v3.0 query message to the Send/Receive Message (FEHR-UC6.1) use case that sends the message to the CR search engine for a probabilistic search against the CR.

4. The CR Search Engine returns search results to the Send/Receive (FEHR-UC6.1) use case as an MFMI_RM020001 HL7 v3.0 message that is passed to the EHR message manager.

5. The message manager converts the MFMI_RM020001 HL7 v3.0 message into the IRIS canonical form and passes it back to the EHR Search (FEHR-UC1.0) use case.

6. The Search results will then be passed in the EHR Search use case to the Search Results screen when it invokes the Search Results (FEHR-UC1.1) use case.

	Design Notes
	


Send/Receive (FEHR-UC6.1)

	Input/Output
	In: HL7 V3.0 to Local CR

Out: HL7 V3.0 from Local CR

	Purpose
	The purpose of this use case is to send HL7 v3.0 query messages to a specific CR and receive the search results back in HL7 V3.0 format.

	Summary
	After data is received in HL7 v3.0 form from the Manage Message (FEHR_UC6.0) use case, the message is sent to a specific CR.

	Pre-Condition
	Receive HL7 message and target CR Name from the message manager

	Parent Use Case
	Manage Message (FEHR-UC6.0)

	Functional Narrative
	1. The use case begins when the message manager calls the send/receive message use case with an HL7 message body formatted in HL7 v3.0.

2. The URL and Port associated with local CR is determined by a locator service implemented within this use case that looks up the required information for the Target CR name in a property table or file.  For more information on the Locator Service, please refer to the high level design.

3. The availability of the URL and Port are verified by a routing function also implemented within this use case.

4. The message is wrapped with a SOAP header.

5. The SOAP message is transmitted to the target URL and Port by HTTP over TCP/IP by functionality also implemented within this use case.

6. If the message is a non-Query/Response message:

a. If an HL7 acknowledgement message is not sent by the receiving CR, within a configurable period of time, then the send message is repeated. 
b. If the send message fails to receive a response a configurable number of times for the same message the use case ends with a failure.
7. If the message is a Query/Response message:
a. If the response is not sent by the receiving CR within a configurable period of time, the use case ends with a failure.

b. If a response message is received from the CR, its SOAP header is removed and its payload is returned to the Message Manager use case (FEHR–UC6.0).
8.    Use case ends.

	Design Notes
	The specific CR may be a local CR with in the current jurisdiction, or a foreign CR.


Search Episodic Data (FEHR-UC4.0)

	Input/Output
	In: Client demographic data in IRIS canonical form

Out: Canonical form of the EHR client episodic data

	Purpose
	The purpose of this use case is to search for client episodic data in the EHR repository.

	Summary
	When an existing client’s episodic data is to be viewed, a search query is carried out against the EHR repository and results returned to the EHR portal.

	Pre-Condition
	Client Identifier has been received from the CR search use case (CR UC-5.0)

	Functional Narrative
	1. The use case begins after a user selects a client record from the search results screen (FEHR-UC1.1) and clicks the display button.

2. Based on which “Province” tab is selected, the corresponding EHR repository database is opened.

3. A direct query using the client identifier contained in the IRIS Canonical Data Demographic Query Result Data in used to query the EHR repository to extract the episodic data for the selected client by selecting the data from the EHR repository using the client identifier.

4. Only the rows that match 100% of those input parameters that were provided are returned

5. The results are passed in IRIS canonical form to the EHR Portal (FEHR-UC2.0). The use case ends

	Design Notes
	This use case may need to interact directly with an EHR Data Service or Data Adaptor to build an EHR Results Set in IRIS Canonical Form. This is because no message to support such a request has been defined by either HL7 or Infoway yet. 


IRIS ADT Backend Use Cases

The following diagram is the Use Case model for the ADT Back End.  Its purpose is to provide a visual context for the detailed narative use cases that follow.  The ADT Front End user will add, update, merge, unmerge ADT data or search CR data.  These actions will trigger the message manager to send HL7 message notifications and query requests to the Local CR and to receive acknowledgement and query results in response.

[image: image25.png]ADT Backend Use Cases

ADT Deterministic Search
@DT-UCS 1)

Search ADT
@DT-UC50)
“ackd Dt
@DT-UC1.0)
Tpdate Data
@DT-UC20)

DT Front End ——
@#DT-UC3.0)
Tnierge Dais
ADT-UC4.0)
Search CR
(CRUC50)

TR Prababilistic Search
(CRUC52)

Generste EHR Stubbed
Encounter
DT-UCI.0)

Wanage Messags
(DT-UCE.0)
SendReceive Message
@DT-UCs 1)

EHR Repository

Local
cR




Figure 14: ADT Use Case Diagram

3.1.1.5. ADT Actors

	Actor
	Description
	Actions Taken

	ADT Front End
	This is the presentation layer or front end screens that pass user entered data and actions to the ADT.
	Search ADT (ADT-UC5.0) 

Add Data (ADT-UC1.0) 

Update Data (ADT-UC2.0) 

Merge Data (ADT-UC3.0) 

UnMerge Data (ADT-UC4.0) 

Generate EHR STUBBED Encounter (ADT-UC7.0) 

	Local CR
	This is the client registry that is local to the ADT. 


	N/A

	EHR
	This is the Electronic Health record repository that needs to be updated with client encounter records
	N/A


3.1.1.6. ADT Use Cases

3.1.1.6.1. Manage Message (ADT-UC6.0)

	Input/Output
	In:  IRIS Canonical form, HL7 V2.4, HL7 V3.0

Out: HL7 V2.4, HL7 V3.0, IRIS Canonical form

	Purpose
	The purpose of this use case is to manage the message-based communication between the backend of the ADT and its peers. (In IRIS this is limited to the ADT’s jurisdictional CR)

	Summary
	The ADT message manager handles the transformation of ADT ADD, ADT UPDATE, ADT MERGE, ADT UNMERGE and ADT Query messages between the IRIS Canonical that is used internally within the ADT and the HL7 v2.4 and HL7 v3.0 message formats that are used during the transmission of the message to the local CR. The message manager calls the Send/Receive Message (ADT-UC6.1) use case for sending messages to the local CR and receiving results/acknowledgements.

	Pre-Condition
	IRIS Canonical form received from ADT Front End.

	Sub Use Case
	Send/Receive Message (ADT-UC6.1)



	Functional Narrative
	1. The use case begins when one of the ADT Front End Use Cases E.g. the Add Data (ADT-UC1.0), Update Data (ADT-UC2.0), Merge Data (ADT-UC3.0), Unmerge Data (ADT-UC4.0) or Search (ADT-UC-5.0) invokes the message manager to notify their Jurisdictional CR of the changes effected or when the ADT user invokes the CR Search Button. 

2. The ADT message manager receives the demographic data as input in IRIS canonical form

a. If the message manager receives an add client demographic data notification in IRIS canonical form, the message manager serializes the demographic data from IRIS canonical form into an HL7 add client PRPA_RM030000/A28 message. Also, a backend use case is called to generate some fake-for-demonstration data in the EHR.  This is the Generate EHR Stubbed Encounter (ADT-UC9.0)

b. If the message manager receives an update client notification in IRIS canonical form, the message manager serializes the demographic data from IRIS canonical form into the update client PRPA_RM040000/A31 message.
c. If the message manager receives a merge client notification in IRIS canonical form, the message manager serializes the demographic data from IRIS canonical form into the merge client PRPA_RM_050000/A40 message.
d. If the message manager receives an un-merge client notification in IRIS canonical form, the message manager serializes the demographic data from IRIS canonical form the unmerge client HL7 v3.0 PRPA_RM_080000 message into the modified version of the unlink message that will represent the un-merge client A37 HL7 v2.4 message.
e. If the message manager receives a query CR client list notification in IRIS canonical form the message manager serializes the demographic data from IRIS canonical form into the search client list QUQI_RM020000/Q22 message.
f. If the message manager receives a query CR client demographic notification in IRIS canonical form, the message manager serializes the demographic data from IRIS canonical form into the search client demographics PRPA_RM020000/Q21 message. This is identified by the receipt of only 1 unique identifier, either the local MRN or and external.
3. The message manager locates the local jurisdictional CR. For more information on how this works, please refer to the technical specification.

4. It calls the Send/Receive Message(ADT-UC6.1) use case which sends the serialized HL7 v2.4 or v3.0 formatted message to the ADT’s jurisdictional CR and receives its response.
5. If the Send/Receive Message fails for a non query/response message, the Use Case Ends.  No special error management is required above that which is normally logged.
6. If the Send/Receive Message receives an acknowledgement for a non query/response message, the Use Case Ends.
7. If Send/Receive message fails for a Query/Response message, a message (“CR unavailable) is returned in canonical form to the Search Results (FE-UC1.1) and the use case ends.
8. If the Send/Receive Message receives search result data from the CR

a. The ADT message manager parses the query results message received from the CR into IRIS canonical form and determines that the type of action it is. 

b. The message manager invokes the appropriate results display screen.  E.g. :

i. If the message received is a CR client list MFMI_RM020002/K22 message, the message manager parses the message and then transforms it into IRIS canonical form and passes the canonical form to the Search Results FR-UC1.1.

ii. If the message received is a CR client detailed demographics MFMI_RM020001/K21 message, the message manager parses the message and then transforms it into IRIS canonical form and passes the canonical form to the View Detailed Demographics FR-UC7.0.

c. Use case ends



	Design Notes
	The details of SOAP headers and routing are not considered to be part of this use case.  SOAP headers and routing are part of the send/receive and receive/respond use cases.

	
	


3.1.1.6.2. Send/Receive Message (ADT-UC6.1)

	Input/Output
	In: HL7 v2.4or V3.0 form message, target CR Name.

Out: HL7 v2.4or V3.0 form

	Purpose
	The purpose of this use case is to send an HL7 v2.4 or v3.0 message generated by the ADT to the CR associated with the ADT.

	Summary
	After data is received in HL7 v2.4or v3.0 form from the Manage Message (ADT_UC6.0) use case, the message is sent to the local CR associated with the ADT.

	Pre-Condition
	Receive HL7 message and target CR Name from the message manager

	Parent Use Case
	Manage Message (ADT-UC6.0)

	Functional Narrative
	1. The use case begins when the message manager calls the send/receive message use case with an HL7 message body formated in HL7 v2.4 or v3.0.

2. The URL and Port associated with local CR is determined by a locator service implemented within this use case that looks up the required information for the Target CR name in a property table or file.

3. The availability of the URL and Port are verified by a routing table also implemented within this use case.

4. The message is wrapped with a SOAP header.

5. The SOAP message is transmitted to the target URL and Port by HTTP over TCP/IP by functionality also implemented within this use case.

6. If the message is a non-Query/Response message:

a. If an HL7 acknowledgement message is not sent by the receiving CR, within a configurable period of time, then the send message is repeated. 
b. If the send message fails to receive a response a configurable number of times for the same message the use case ends with a failure.  
7. If the message is a Query/Response message:
a. If the response is not sent by the receiving CR within a configurable period of time the use case ends with a failure.

b. If a response message is received from the CR, it’s SOAP header is removed and its payload is returned to the Message Manager use case. The use case ends.

	Design Notes
	The management of message failures is handled in the ADT Message Manager Use Case (ADT UC-6.0)


3.1.1.6.3. Search ADT (ADT-UC5.0)

	Input/Output
	In: Canonical form of Demographic Search Data

Out: Canonical form of the ADT Demographic Data

	Purpose
	The purpose of this use case is to search the ADT database with the parameters provided.

	Summary
	After data is received in IRIS canonical form from the front end Use Case, a search of the ADT database is performed and results in IRIS canonical form are returned.

	Pre-Condition
	Demographic data search parameters in IRIS canonical form

	Sub Use Cases
	Deterministic Search (ADT-UC5.1)

	Functional Narrative
	1. The use case begins when the ADT search engine receives search parameters in IRIS canonical form

2. The search engine carries out a deterministic search against the ADT database by calling the Deterministic Search (ADT-UC5.1) use case which returns the results in IRIS canonical form. 

3. IRIS Canonical Demographic Result Data is returned to the Invoking Use Case. The use case ends.



	Design Notes
	This use case is a pass through to the deterministic search use case.  In the future, this use case may be more consistent with the CR search use case and support both the deterministic and probabilistic search use cases.


3.1.1.6.4. Deterministic Search (ADT-UC5.1)

	Input/Output
	In: Canonical form of the ADT Search parameters

Out: N/A

	Purpose
	The purpose of this use case is to carry out a deterministic search against the ADT database.

	Summary
	This is based on a simple select of the target records using the supplied query demographics that were entered in the client search screen.  The search will only return rows that match 100% to all of the input parameters that are entered.

	Pre-Condition
	Received demographic data in IRIS canonical form

	Parent Use Case
	Search ADT (ADT-UC5.0)

	Functional Narrative
	1. The use case begins ADT search parameters are passed by the Search ADT use case.

2. The ADT Database is searched

3. Only the rows that match 100% of the input parameters are returned.  The use case ends

	Design Notes
	Searches will use an exact string match for textual fields and numeric matches for numerical fields.


3.1.1.6.5. Add Data (ADT-UC1.0)

	Input/Output
	In: Canonical Form of ADT Demographic Data

Out: N/A

	Purpose
	The purpose of this use case is to add new client demographic data to the ADT database.

	Summary
	The new client data is received in IRIS canonical format and added to the ADT database and an MRN consistent with the format for the local facility is generated. An ADT Add Client notification is sent to the local CR.

	Pre-Condition
	Received demographic data in IRIS canonical form from the ADT Front End ADD use case (FEADT-UC1.0)

	Functional Narrative
	1. This use case is invoked by the ADT Front-End which provides this use case with new client demographic data in IRIS canonical form.

2. If the new demographic data includes an MRN, the use case shall end with a failed status.

3. If not all fields identified as required in the ADT CRUD Table 1 below are available in the demographic data provided, the use case shall end with a failed status.

4. The creation of the MRN may vary from facility to facility, in the IRIS Lab; a sequence number service shall be used to generate new ADT MRNs. 

5. The system shall generate a new MRN for the new client record within each ADT Instance..

6. The system shall add all demographic data available in the IRIS Canonical Input together with the new MRN to the ADT.

7. The timestamp associated with the new record will reflect the time that the record was added.

8. An ADT Add notification, with the newly added client demographic data including its MRN and Timestamp, is sent to the Local CR via the ADT message manager (ADT-UC6.0) in IRIS canonical form. This use case ends

	Design Notes
	The sequence number series for MRN numbers within an ADT will be a simple numeric series starting at the number 1.  Numbers will not be recycled.  Numbers shall be unique across ADTs.  E.g. a new number created in ADT 1 will not exist in any other ADT within the same jurisdiction.  A KEY service will be used to implement this.


3.1.1.6.6. Update Data (ADT-UC2.0)

	Input/Output
	In: Canonical Form ADT Demographic Data

Out: N/A

	Purpose
	The purpose of this use case is to update an existing client’s demographic data in the ADT database.

	Summary
	When an update client notification is received from the ADT Front End, the data in the ADT database is updated and a notification is sent to the message manager.

	Pre-Condition
	Update data message in IRIS canonical form from the ADT Front End

	Functional Narrative
	1. The use case begins when an update client demographic message is received in IRIS canonical format.

2. If the demographic data does not include a valid MRN, the use case shall end with a failed status

3. If the demographic data does not include all required fields as indicated in the ADT CRUD Table 1 below, the use case shall end with a failed status.

4. The Deterministic Search ADT (ADT-UC5.01) use case is used to locate the target record in the ADT data base only the local MRN is sent. If it is not uniquely found, the use case shall end in failure.

5. If the record is uniquely found, it is updated to reflect the new canonical data.

6. An ADT Update notification, with the updated client demographic data, is sent to local CR via the message manager (ADT-UC6.0) in IRIS canonical form.  The use case ends

	Design Notes
	


3.1.1.6.7. Merge Data (ADT-UC3.0)

	Input/Output
	In: Canonical Form ADT Primary Merge MRN, Secondary Subsumed MRN

Out: N/A

	Purpose
	The purpose of this use case is to logically merge client demographic data belonging to two MRN records.

	Summary
	When this Use Case is invoked, one ADT MRN demographic record within the ADT database will be subsumed by another.

	Pre-Condition
	The ADT Front End Use Case provides the primary merge MRN and the secondary MRN of the record to be subsumed.

	Functional Narrative
	1. The use case begins with the provision of two MRNs, the primary merge MRN and the secondary MRN of the record to be subsumed.

2. The deterministic search ADT (ADT-UC5.01) is used to locate the records associated with each of these MRNs. Only the local MRN is passed to it.

3. If the records were not found, the use case ends and presents an error message on the screen.

4. If the records are found but the record to be subsumed is already subsumed, the use case ends and presents an error message on the screen.

5. The record to be subsumed is updated to reflect that it is now subsumed by the merge MRN.

a. The subsumed record subsumed flag is set to true

b. The subsumed record’s subsumed by field is set to the MRN of the primary Merge MRN record

6. ADT Merge notification message with the two MRNs, (Merged and Subsumed) is sent to the message manager (ADT-UC6.0) IRIS canonical form.  The use case ends

	Design Notes
	


3.1.1.6.8. UnMerge Data (ADT-UC4.0) 

	Input/Output
	In: Canonical Form ADT Merge MRN ID, Subsumed MRN ID

Out: N/A

	Purpose
	The purpose of this use case is to unmerge two client demographic data records that have been previously merged as they have been deemed to not belong to a single client.

	Summary
	When a unmerge client notification is received in IRIS canonical form, the two records identified within the ADT database are unmerged.

	Pre-Condition
	The ADT Front End Use Case provides the primary merge MRN ID and the subsumed MRN ID of the record to be unmerged.

	Functional Narrative
	1. The use case begins with the provision of two MRN ID numbers; the primary merge MRN ID and the secondary subsumed MRN ID of the record to be unmerged.

2. The deterministic search ADT (ADT-UC5.01) is used to locate the records associated with each of these MRNs. Only the local MRN is passed to it as the search will return both records as they are merged.

3. If the records were not found, the use case ends with a failed status.

4. If the records are found but the record to be unmerged is already unmerged, the use case ends with a failed status.

5. The record to be unmerged is updated to reflect that it is no longer subsumed by the merge MRN.

a. The subsumed record subsumed flag is set to false

b. The subsumed record’s subsumed by field is set to NULL

6. An ADT UnMerge notification message with the two MRNs, (Merged and UnMerged) is sent to the message manager (ADT-UC6.0) in IRIS canonical form. The use case ends.



	 
	


3.1.1.6.9. Generate EHR Stubbed Encounter (ADT-UC9.0)

	Input/Output
	In: IRIS canonical form of Client Demographics including MRN

Out: N/A

	Purpose
	The purpose of this use case is to generate and add fake episodic data to the EHR Repository.

	Summary
	When a new client is added to an ADT, in order to create a more realistic demo, fake-for-demonstration encounter data is generated and stored in the EHR repository. This data will later be viewed using the EHR portal.

	Pre-Condition
	Notification in the ADT Message Manager with IRIS canonical form of Client Demographics including MRN, that a new client has been added to an ADT.

	Functional Narrative
	1. The use case begins with the ADT Message Manager use case receiving client demographics data in IRIS canonical form including the MRN.

2. The stubbed encounter generator creates fake encounter data and stores it in the EHR repository. To do this, a random number of encounters is chosen at random from a static list of fake-for-demonstration encounters. The use case ends

	Design Notes
	Use the MRN from the message.


IRIS CR Backend Use Cases

The following diagram is the Use Case model for the CR Backend.  Its purpose is to provide a visual context for the detailed narative use cases that follow.
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Figure 15: CR Back-End Use Case Diagram

3.1.1.7. CR Actors

	Actor
	Description
	Actions Taken

	ADT Front End
	This is an instance of a simple ADT application designed to trigger each of the required types ADT notifications to the CR using HL7 messages.
	Receive Message (CR-UC6.2) 

	Foreign CR
	This is a foreign client registry, for instance a client registry in another province. 
	Receive Message (CR-UC6.2)

	EHR Repository
	This is an instance of a simple Electronic Health Record Repository that is stubbed as required to demonstrate the generation of EHR record data.
	


3.1.1.8. CR Use Cases

3.1.1.8.1. CR Manage Message (CR-UC6.0)

	Input/Output
	In: IRIS Canonical form, HL7 V2.4, HL7 V3.0

Out: HL7 V2.4, HL7 V3.0, IRIS Canonical form



	Purpose
	The purpose of this use case is to manage the message-based communication between the backend of the CR and its communication with the CR’s peers. ( In IRIS this is limited to any foreign CRs and the ADTs and EHR within the jurisdiction associated with the CR. )



	Summary
	The CR message manager handles the parsing and processing of v2.4 and v3.0 ADT ACKNOWLEDGMENT, ADT ADD, ADT UPDATE, ADT MERGE, ADT UNMERGE and both the ADT and EHR CR Query messages received from a local ADT or EHR respectively, and the CR ACKNOWLEDGMENT, CR ADD, CR UPDATE, CR LINK and CR UNLINK received from foreign CRs. 

The message manager also transforms the IRIS Canonical format of the data that is used internally within the CR to serialize and send HL7 v2.4 and HL7 v3.0 formatted messages to its local ADTs and Foreign CRs.  

The message manager calls the Send/Receive Message Use Case (CR-UC6.1) for sending messages and receiving results and acknowledgements from the Foreign CRs 

The Receive/Respond Message Use Case (CR-UC6.2) is used for receiving and responding with results and acknowledgements to messages from the Foreign CRs and local ADTs.

Note that messages exchanged between CRs are in v3.0 format only.



	Pre-Condition
	1. HL7 V2.4, HL7 V3.0 message received from ADT, EHR or Foreign CR, the originating sender ID, “Inbound”.

2. IRIS Canonical form message received for distribution to ADT or Foreign CR, list that includes the destination names for distribution, “Outbound”.



	Parent Use Case
	Receive/Respond Message (CR-UC6.2)

	Sub Use Cases
	Send/Receive Message (CR-UC6.1)



	Functional Narrative
	1. The CR Manage Inbound Message use case begins when the Receive/Respond Message gives the message manager an inbound HL7 Message Body to process.

2. The system shall determine the version of HL7 that the message is encoded in.  

3. If the version which was used to encode the message is not v2.4 or v3.0,the use case serializes an HL7 Acknowledgement message in the HL7 format consistent with the original message (e.g. v2.4 or v3.0) and the HL7 acknowledgement message body is returned to the originating Receive/Respond use case with a failed status. The use case ends.

4. The system shall parse the content of the message body and transform it into IRIS canonical form. If the system is unable to parse the message, the use case serializes an HL7 Acknowledgement message in the HL7 format consistent with the original message (e.g. v2.4 or v3.0) and the HL7 acknowledgement message body is returned to the originating Receive/Respond use case with a failed status. The use case ends.

5. If the message is not an ADT or EHR CR Query message, the use case logs the message to ensure it is guaranteed to be available for further processing. The use case then serializes an HL7 Acknowledgement message in the HL7 format consistent with the original message (e.g. v2.4 or v3.0) and the HL7 acknowledgement message body is returned to the originating Receive/Respond use case with a status of true. The use case continues.

6. If the message is a CR Add Client notification, the system invokes the CR ADD use case (CR UC1.0).

7. If the message is a CR Update Client notification, the system invokes the CR Update use case (CR UC2.0).

8. If the message is a CR Link Client notification, the system invokes the CR Link use case (CR UC3.0).

9. If the message is a CR Unlink Client notification, the system invokes the CR UnLink use case (CR UC4.0).

10. If the message is an ADT Add Client notification, the system invokes the CR Add use case (CR UC1.0).

11. If the message is an ADT Update Client notification, the system invokes the CR Update use case (CR UC2.0). 

12. If the message is an ADT Merge Client notification, the system invokes the CR Merge Use case (CR UC10.0).

13. If the message is an ADT UnMerge Client notification, the system invokes the CR UnMerge Use Case (CR UC11.0).

14. If the message is an ADT or EHR Query CR message, the system invokes the Query CR Use Case (CR UC5.0).

15. If the use case invoked above returns a status of failure, the use case ends with a failed status.

16. If the use case invoked above was a CR Query Client, the returned demographic data is serialized into an HL7 Query Response message in the HL7 format consistent with the original message (e.g. v2.4 or v3.0) is returned to the originating Receive/Respond use case, and this use case ends with a success status.

17. If the use case invoked above was an ADT message that resulted in an add in the local CR, the accompanying demographic data is serialized into an HL7 CR ADD message in the HL7 v3.0 format. The HL7 CR ADD Message and the list of all known CRs is sent to the Send/Receive Use Case.  The use case ends with a success status. The list of all known CRs will probably be maintained in a table, for more information on this, please refer to the high level design documentation.

18. If the use case invoked above was an ADT message that resulted in an update in the local CR, the accompanying demographic data is serialized into an HL7 CR Update message in the HL7 v3.0 format.  The HL7 Update Message and the list of foreign CRs for the specific client is sent to the Send/Receive Use Case.  

19. If the use case invoked above resulted in a status of link required, then the accompanying demographic data is serialized into an HL7 CR LINK message in the HL7 v3.0 format.  The HL7 CR LINK Message is forwarded to the list of foreign CRs for the specific client.  

20. If the use case invoked above resulted in a status of unlink required, then the accompanying demographic data is serialized into an HL7 CR UNLINK message in the HL7 v3.0 format.  The HL7 CR LINK Message is forwarded to the list of foreign CRs for the specific client.

21. The use case ends with a success status.



	Design Notes
	The initiating CR is excluded from the list of target CR’s. No direct user interface is supported.




3.1.1.8.2. CR Send/Receive Message (CR-UC6.1)

	Input/Output
	In: HL7 v3.0

Out: HL7 v3.0 

	Purpose
	The purpose of this use case is to send an HL7 v3.0 message to a list of foreign CRs.

	Summary
	After data is received in HL7 v3.0 form from the Manage Message (CR_UC6.0) use case, the message is sent to a list of Foreign CRs.

	Pre-Condition
	Receive HL7 message from message manager

	Parent Use Case
	Manage Message (CR-UC6.0)

	Functional Narrative
	1. The use case begins when the message manager calls the send/receive message use case with an HL7 message body formatted in HL7 v3.0.

2. The URL and Port associated with each target CR is determined by a locator service implemented within this use case that looks up the required information for the Target CR name in a property table or file.

3. The availability of the URL and Port are verified by a routing function. See the high level design documentation for more details on this capability. also implemented within this use case.

4. The message is wrapped with a SOAP header for each target CR. The SOAP message is transmitted to the target URL and Port by HTTP over TCP/IP by functionality also implemented within this use case.

5. If an HL7 acknowledgement message is not received by the receiving CR, within a configurable period of time, then the send message is repeated. 

6. If the send message fails to receive a response a configurable number of times for the same message the use case ends with a failure.

7. If a response message is received from the CR, it’s SOAP header is removed and the payload is parsed.

8. If the payload is an HL7 positive acknowledgement message, the use case ends with a true status.

9. If the payload is an HL7 negative acknowledgement message, the use case ends with failure. The use case ends.

	Design Notes
	


3.1.1.8.3. CR Receive/Respond Message (CR-UC6.2)

	Input/Output
	In: HL7 v2.4, HL7 v3.0

Out: HL7 v2.4 or HL7 v3.0 Acknowledgement or Results.

	Purpose
	The purpose of this use case is to receive an HL7 v2.4 or v3.0 message and to call the manage message (CR-UC6.0) use case to process a received message payload and to respond to the initiator of the received message when the message manager use case returns with instructions.

	Summary
	After data is received in HL7 v2.4or v3.0 form from an ADT, EHR or foreign CR, the data is passed to the Manage Message (CR_UC6.0) use case for processing and a response is sent to the message initiator.

	Pre-Condition
	Receive HL7 message from a foreign CR or a jurisdictional ADT or EHR.

	Parent Use Case
	

	Functional Narrative
	1. The use case begins when an HL7 v2.4or v3.0 message is received at a specific URL and Port by HTTP over TCP/IP.

2. The SOAP header is removed.

3. The message is sent to the CR Message Manager use case (CR-UC 6.0) for processing.

4. The message manager will either formulate and return an HL7 2.4 or 3.0 message body containing either a positive or negative acknowledgement or it will return with a fail status.

5. If a fail status is received, the use case ends.

6. If a success status is received, the message manager will also provide an accompanying HL7 message body formatted in HL7 v2.4 or v3.0. The system shall send this in response to the originating message. 

a. The message is wrapped with a SOAP header.

b. The SOAP message is transmitted on the existing open connection to the URL and Port by HTTP over TCP/IP by functionality also implemented within this use case. The use case ends.

	Design Notes
	To clarify, this use case is used to shake hands with the foreign CRs and their use case Send/Receive 6.1.   It is only used in this instance.


3.1.1.8.4. Search CR (CR-UC5.0)

	Input/Output
	In: Canonical form of the CR Demographic Search Data

Out: Canonical form of the CR Demographic Data

	Purpose
	The purpose of this use case is to receive search parameters from the message manager in IRIS canonical form and pass it on to the search engine to perform a deterministic or probabilistic search and return results in IRIS canonical form to the initiator.

	Summary
	After data is received in IRIS canonical form from the parser, the search engine carries out a search on the CR database and returns results in IRIS canonical form. The deterministic Search (CR-UC5.1) or Probabilistic Search(CR-UC5.2) uses cases are called depending on the search parameters passed by the parser.

	Pre-Condition
	Receive search parameters in IRIS canonical form

	Sub Use Case
	Deterministic Search (CR-UC5.1)

Probabilistic Search (CR-UC5.2)

	Functional Narrative
	1. The use case begins when the Search CR(CR-UC5.0) use case is called with search parameters in IRIS canonical form.

2. If the search parameters contain the local CRID, then, the Deterministic Search (CR-UC5.1) use case is called, with the local CRID as the only passed search criteria.

3. The results are retuned by the Deterministic Search (CR-UC5.1) use case in IRIS canonical form. 

4. If a probabilistic search is to be carried out, the Probabilistic Search (CR-UC5.2) use case is called.

5. The results are retuned by the Probabilistic Search (CR-UC5.2) use case in IRIS canonical form. The use case ends.

	Design Notes
	Many proprietary products exist that implement EMPI functionality; Considerations will be made to the design to accommodate proprietary EMPI technology.


CR Deterministic Search (CR-UC5.1)

	Input/Output
	In: Canonical form of the CR Search parameters

Out: N/A

	Purpose
	The purpose of this use case is to carry out a deterministic search against the CR database.

	Summary
	This is based on a simple select of the target table(s) using the supplied query parameters.  It will only return rows that match 100% to all of the input parameters that are entered.
An example of a deterministic search is where one of the supplied parameters is the CRID.  In this instance, only the CRID would be used in the select as it is the unique key of the client in the CR.

	Pre-Condition
	Received demographic data in IRIS canonical form

	Parent Use Case
	Search CR (CR-UC5.0)

	Functional Narrative
	1. The use case begins CR search parameters are passed by the Search CR (CR-UC5.0) use case.

2. The CR Database is searched.

3. Only the rows that match 100% of the input parameters are returned. The use case ends.

	Design Notes
	


3.1.1.8.5. CR Probabilistic Search (CR-UC5.2)

	Input/Output
	In: Canonical form of the CR Search parameters

Out: N/A

	Purpose
	The purpose of this use case is to carry out a probabilistic search against the CR database.

	Summary
	Demographic data is returned for those records that have a computed weight that exceed a threshold.

	Pre-Condition
	Received demographic data in IRIS canonical form

	Parent Use Case
	Search CR (CR-UC5.0)

	Functional Narrative
	1. The use case begins with the CR search parameters that are passed by the Search CR (CR-UC5.0) use case.

2. If a match score that is above the threshold is returned, an identical match will be assumed.

3. If a match score that is below threshold is returned, the result will be rejected.

4. If a row returns a threshold that is between the match threshold and the no match threshold, then the result should be logged for manual user intervention.
5. Results that return an above threshold value are returned in IRIS canonical form to the Search CR (CR-UC5.0) use case. The use case ends.

	Design Notes
	This search method is used within the CR both for active user queries, and passively when the CR is determining if a client is already a member.
It is based on several parameters that are configured and stored via system administration.
Each potential search parameter is assigned a numeric value (score) in this configuration, the Surname, Given Name, DOB, Gender, Local MRN, and External ID(s) by External ID Type will each have score values.
A search of the target table(s) is now made that returns those rows with any of the supplied query parameters (i.e. an OR is applied between each).  Each row is then analyzed and assigned a numeric value, if the query parameter matches the column value 100%, then it's configuration score is added to the row's score.  The final total gives a simplistic probability that the selected row does or does not match the requirements.
A query threshold value is used when processing user queries to decide weather or not a row has a high enough score to be returned to the user or discarded. It is entered on the user search screen and passed in the message.

Two additional numeric values are configurable and used during the passive searches:
a. The match threshold - This is used when the CR is deciding if a client already exists or not.  A row that returns a score that is above this threshold will be assumed to be the identical client.
b. The no match threshold - This is used in conjunction with the match threshold.  A row that returns a score that is below this threshold will be assumed to not be the identical client.




3.1.1.8.6. CR Add Data (CR-UC1.0)

	Input/Output
	In: IRIS Canonical form of the Add Client Message, Origin of message.

Out: N/A

	Purpose
	The purpose of this use case is to add new client demographic data into the CR database.

	Summary
	An add client message and its demographic data is received in IRIS canonical format from the message manager.  It is added to the CR database generating a new CR Client ID consistent with the format of the local jurisdiction. An add client notification message is sent to all foreign CRs.

	Pre-Condition
	Receive demographic data in IRIS canonical form from the manage message (UC-CR6.0) use case.

	Functional Narrative
	1. The PRPA_RM030000/A28 HL7 Add Client message demographic data is received in IRIS Canonical Form.

2. A probabilistic search is carried out with the clients demographic data by calling the Probabilistic Search (CR-UC5.2) via the Search CR(CR-UC5.0)use case with the IRIS Canonical Data.

3. If there is a match, the canonical form is updated with the matches CRID, and the CR Update Data use case (CR-UC2.0) is invoked, and its returning status and parameters returned. The use case ends.

4. If there is no match: 

a. A new sequential CR Client ID is generated.

b. The new client demographic data along with the CR Client ID, MRN and a timestamp is added to the CR database.

c. The canonical demographic data is updated and returned to the manage message use case with a CR ADD SUCCESS status. The use case ends.

	Design Notes
	All fields identified as required in the CR CRUD table must be available in the demographic data provided.


3.1.1.8.7. CR Update Data (CR-UC2.0)

	Input/Output
	In: IRIS Canonical Form CR Demographic Data

Out: N/A

	Purpose
	This use case receives an Update message from the message manager or the CR Add Data use case and updates a local CR’s database.

	Summary
	Client demographic data in the local CR is updated.

	Pre-Condition
	Update notification in IRIS canonical form.

	Functional Narrative
	1. The use case begins when an HL7 PRPA_RM040000/A31 message body in IRIS canonical form is received.

2. If the received data contains the local CRID then the local CR is searched deterministically by calling the Search CR (CR-UC5.) use case. 

3. If a match is found, the demographic data in the local CR database is updated and the timestamp is refreshed. The canonical demographic data is updated. 

4. The CR is then searched probabilistically by calling the Probabilistic Search (CR-UC5.1) use case via the Search CR(CR-UC5.0) use case to find any client matches for the updated client  This is done to determine if the update has resulted in client demographics that are the same (probabilistically) to another client within the same jurisdiction. If a new link is required, the CR Link use case is invoked. (CR-UC3.0) The Use Case ends.



	Design Notes
	If the Link is successful the use case ends with a status of CR UPDATE LINK SUCCESS.  If no link is required, the use case ends with a status of CR UPDATE SUCCESS.


3.1.1.8.8. CR Merge Data (CR-UC10.0)

	Input/Output
	In: Canonical Form Primary Merge MRN, Secondary Subsumed MRN

Out: N/A

	Purpose
	The purpose of this use case is to merge client demographic data belonging to two MRN records that belong to the same client.

	Summary
	When a merge notification is received from the ADT, one MRN demographic record is subsumed by another.

	Pre-Condition
	The Manage Message (CR-UC6.0) use case provides the primary merge MRN and the secondary MRN of the record to be subsumed.  The CR assumes that the ADT user has verified that the merged medical records belong to the same client.

	Functional Narrative
	2. The use case begins with the provision of two MRNs, the primary merge MRN and the secondary MRN of the record to be subsumed.

3. A local search of the CR MRN Index locates the records associated with each of the MRNs. 

4. If the records were not found, the use case ends and presents an error message on the screen.

5. If the records are found but the record to be subsumed is already subsumed, the use case ends and presents an error message on the screen.

6. The record to be subsumed is updated to reflect that it is now subsumed by the merge MRN.

a. The subsumed record subsumed flag is set to true

b. The subsumed record’s subsumed by field is set to the MRN of the primary Merge MRN record

7. If the CRIDs of the two Merged MRN records are different, then a special condition exists.  That is the condition where the Client Records need to be linked because the MRNs belong to the same client. If a new link is required, the CR Link use case (CR-UC3.0) is invoked. The use case ends.

	Design Notes
	


3.1.1.8.9. CR UnMerge Data (CR-UC11.0) 

	Input/Output
	In: Canonical Form Merge MRN ID, Subsumed MRN ID

Out: N/A

	Purpose
	The purpose of this use case is to unmerge two client medical records that have been previously merged as they have been deemed to not belong to a single client.  

	Summary
	When an unmerge client notification is received in IRIS canonical form, the two records identified in MRN index database are unmerged.

	Pre-Condition
	The Manage Message (CR-UC6.0) use case provides the primary merge MRN ID and the subsumed MRN ID of the record to be unmerged.

	Functional Narrative
	1. The use case begins with the provision of two MRN ID numbers; the primary merge MRN ID and the secondary subsumed MRN ID of the record to be unmerged.

2. A local search of the CR MRN Index locates the records associated with each of the MRNs. 

3. If the records were not found, the use case ends and presents an error message on the screen.

4. If the records are found but the record to be subsumed is already subsumed, the use case ends and presents an error message on the screen.

5. If the CRIDs of the two Merged MRN records are the same, then a special condition exists. That is the condition where the Client Record needs to be separated and a new Client Record created. This condition is resolved by sending a notification to a special log where it can be processed later by some other process. This use case ends.

6. The record to be unmerged is updated to reflect that it is not subsumed by the merge MRN.

7. The record to be unmerged is updated to reflect that it is no longer subsumed by the merge MRN.

a. The subsumed record subsumed flag is set to false

b. The subsumed record’s subsumed by field is set to NULL 

8. If the CRIDs of the two Merged MRN records are different, then a special condition exists.  That is the condition where the Client Records need to be unlinked because the MRNs belong to the different clients. If an unlink is required, the CR UnLink use case (CR-UC4.0) is invoked. The use case ends.




3.1.1.8.10. CR Link (CR-UC3.0)

	Input/Output
	In: Canonical form of the CR Demographic Data

Out: N/A

	Purpose
	The purpose of this use case is to link two client records with each other.

	Summary
	A link between two records is created by include their respective CRIDs in each other’s CR INDEX.

	Pre-Condition
	A link notification from a foreign or from within the Local CR in IRIS canonical form

	Functional Narrative
	1. The link notification is received in canonical form

2. The local CR index is searched to verify the existence of both clients. If not found then the use case ends with a failed status.

3. A search is performed to locate the two linked CR ID’s in the CR index. If they are already linked, the use case ends with a failed status.

4. If they are not linked then 

a. A link between the two CR’s is created by adding the link CR ID reference to each other in the CR INDEX

b. If the two linked clients are from the same ADT, log that fact for a future report in a separate log. The use case ends.

	Design Notes
	A merge, add, update use case can generate a link notification in IRIS canonical form.

If the Link Notification originated from within the local CR, A status of CR LINK SUCCESS is returned and the use case ends.

If the Link Notification originated from a Foreign CR a status of FOREIGN CR LINK SUCCESS is returned.


3.1.1.8.11. Unlink (CR-UC4.0)

	Input/Output
	In: Canonical form of the CR Demographic Data

Out: N/A



	Purpose
	The purpose of this use case is to unlink previously linked client records

	Summary
	When this use case is invoked, a deterministic search is carried out against the CR database to find linked records and they are unlinked.



	Pre-Condition
	

	Functional Narrative
	1. The unlink notification is received in canonical form.

2. The local CR index is searched to verify the existence of both clients. 

3. If not found then the use case ends with a failed status.

4. A search is performed to locate the two linked CR ID’s in the CR index. 

5. If they are linked, the link between the two CRs is removed by deleting the link CR ID reference to each other in the CR INDEX. 

6. If the two previously linked clients are from the same ADT and they contain merged MRNs to each other, log that fact for a future report in a separate log. The use case ends



	Design Notes
	If the Unlink Notification originated from within the local CR, A status of CR UNLINK SUCCESS is returned and the use case ends

If the Unlink Notification originated from a Foreign CR a status of FOREIGN CR UNLINK SUCCESS is returned




3.2. IRIS Interaction Model

3.2.1. Search Client Interaction
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Figure 16: Scenario: No Client Found in the ADT or the CR
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Figure 17: Scenario: Client Found in the ADT and the CR

3.2.2. Add Client Interaction
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Figure 18: Scenario: Add new Client, No Client Found in the ADT or the CR
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Figure 19: Scenario: Add new Client, Client Found in the ADT and the CR
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Figure 20: Scenario: Add Client with CR-to-CR Link
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Figure 21: Scenario: Add Client with Duplicate in ADT

Update Client Interaction
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Figure 22: Scenario: Update existing Client causing no links in CR
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Figure 23: Scenario: Update causing no links across two ADT’s
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Figure 24: Scenario: Update causing no links across two ADT’s with pre-existing cross CR link for Client
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Figure 25: Scenario: Update creating duplicate link in single ADT
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Figure 26: Scenario: Update causing CR-to-CR link
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Figure 27: Scenario: Merge/UnMerge previously unlinked clients 
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Figure 28: Scenario: Merge/UnMerge clients across 2 CR’s with pre-merge of records 
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Figure 29: Scenario: Merge/UnMerge previously linked clients
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Figure 30: Scenario: Merge/UnMerge clients across 2 CR’s
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Figure 31: Scenario: Merge/UnMerge creating/breaking (virtual) chain of 3 across CR’s 
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Figure 32: Scenario: View EHR Records across 2CR’s

3.3. High Level IRIS Information Model

This section defines at a high level the information that needs to be stored electronically to support the functionality of the IRIS application.  The information has been separated into three logical information models: ADT, EHR and CR.  This is because, in the future, these information models may be implemented on separate machines.

The section defines the information model in two ways.  Firstly it provides a high level information model diagram that lists all of the classes required to support the ADT, EHR and CR components.  Secondly it provides a table that names each data attribute and provides a high level description for each attribute.  Attributes such as size, type and display formats will be defined during detailed design.

Note that this is a high level information model for the ADT, EHR and CR applications only.  Several other information models may need to be designed to support non-functional requirements related to IRIS operation, configuration and the dashboard.  This activity will be performed during the design phase.

3.3.1. ADT Model

The following is a high level information model of the ADT system.  Note that all keys including foreign keys and cardinality are well defined.
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Figure 33: ADT Model

ADT CRUD TABLE

	DB
	Table
	Column
	Key
	Optional/Required
	Type
	Description

	ADT
	FACILITIES
	ID
	PK
	R
	Alpha
	Unique identifier of a facility

	ADT
	FACILITIES
	DISPLAY_NAME
	
	O
	Character
	Common name of a facility e.g. Ottawa CIVIC Hospital

	ADT
	FACILITIES
	JURISDICTION_ID
	FK
	R
	Character
	Unique identifier that indicates what jurisdiction the facility resides

	ADT
	FACILITIES
	PNG
	
	O
	Blob
	Image representation of a facility e.g. CHEO.jpg

	ADT
	JURISDICTIONS
	ID
	PK
	R
	Character
	Unique identifier of a jurisdiction

	ADT
	JURISDICTIONS
	DISPLAY_NAME
	
	O
	Character
	Common name of a jurisdiction e.g. Ontario or Southern Ontario

	ADT
	JURISDICTIONS
	PNG
	
	O
	Blob
	Image representation of jurisdiction e.g. Ontario.jpg

	ADT
	CLIENTS
	MRN_ID
	PK
	R
	Alpha
	Unique identifier of a client, but only pertains to the local facility

	ADT
	CLIENTS
	FACILITY_ID
	FK
	R
	Alpha
	Unique identifier that indicates what facility a client was treated at

	ADT
	CLIENTS
	DATE_OF_BIRTH
	
	O
	Date/Time
	Date the client was born

	ADT
	CLIENTS
	GENDER_TYPE
	FK
	O
	Character
	Unique identifier that indicates what gender the client is e.g. M, F

	ADT
	CLIENTS
	CREATION_TS
	
	R
	Date/Time
	Date/Time the record was created

	ADT
	SUBSUME_INDEX
	MRN_ID
	PK
	R
	Alpha
	Client identifier of a record that was merged

	ADT
	SUBSUME_INDEX
	SUBSUMED
	
	R
	Boolean
	True/False indicating if this is the primary record to reference after a merge

	ADT
	SUBSUME_INDEX
	SUBSUMED_BY
	
	O
	Alpha
	MRN_ID of the primary record after a merge

	ADT
	SUBSUME_INDEX
	SUBSUME_EFFECTIVE_DATE
	
	O
	Date/Time
	Date/Time a client record was merged

	ADT
	NAMES
	MRN_ID
	PK
	R
	Alpha
	Client identifier indicating what client this name belongs too

	ADT
	NAMES
	NAME_TYPE
	FK
	R
	Character
	Type of name pertaining to a client e.g. M

	ADT
	NAMES
	GIVEN_NAME
	
	O
	Character
	First Name

	ADT
	NAMES
	FURTHER__GIVEN_NAMES
	
	O
	Character
	Middle or other names that a client uses

	ADT
	NAMES
	FAMILY_NAME
	
	R
	Character
	Last name

	ADT
	NAME_TYPES
	TYPE
	PK
	R
	Character
	Unique identifier of a name type e.g. M

	ADT
	NAME_TYPES
	DESCRIPTION
	
	O
	Character
	General description of name type e.g. Married

	ADT
	ADDRESSES
	MRN_ID
	PK
	R
	Alpha
	Client identifier indicating what client this address belongs too

	ADT
	ADDRESSES
	ADDRESS_TYPE
	FK
	R
	Character
	Type of address pertaining to a client e.g. H, W etc

	ADT
	ADDRESSES
	STREET
	
	O
	Character
	Street name and number of a client

	ADT
	ADDRESSES
	STREET2
	
	O
	Character
	Further street details

	ADT
	ADDRESSES
	CITY
	
	O
	Character
	City this address pertains too

	ADT
	ADDRESSES
	PROVINCE
	
	R
	Character
	Province this address pertains too

	ADT
	ADDRESSES
	POSTAL_CODE
	
	O
	Character
	Postal Code

	ADT
	ADDRESS_TYPES
	TYPE
	PK
	R
	Character
	Unique identifier of an address type e.g. H, W etc

	ADT
	ADDRESS_TYPES
	DESCRIPTION
	
	O
	Character
	General description of an address type e.g. Home, Work etc

	ADT
	EXTERNAL_IDS
	MRN_ID
	PK
	R
	Alpha
	Client identifier indicating what client this external id belongs too

	ADT
	EXTERNAL_IDS
	EXTERNAL_TYPE
	FK
	R
	Character
	Type of external id pertaining to a client e.g. DI

	ADT
	EXTERNAL_IDS
	ASSIGNING_AUTHORITY
	
	R
	Character
	Facility that is treating a client

	ADT
	EXTERNAL_IDS
	EXTERNAL_ID
	
	R
	Character
	Value of external id e.g. Drivers license number

	ADT
	EXTERNAL_ID_TYPES
	TYPE
	PK
	R
	Character
	Unique identifier of an external id type e.g. DI

	ADT
	EXTERNAL_ID_TYPES
	DESCRIPTION
	
	O
	Character
	General description of an external id e.g. Drivers License

	ADT
	GENDER_TYPES
	TYPE
	PK
	R
	Character
	Unique identifier of a gender type e.g. M, F

	ADT
	GENDER_TYPES
	DESCRIPTION
	
	O
	Character
	General description of a gender type e.g. Male, Female


Table 3.3.2-1 : ADT CRUD Table

CR Model

The following is a high level information model of the CR system.  Note that all keys including foreign keys and cardinality are well defined.

[image: image45.png]CR DATA MODEL

CRNDEX

n_|LOCAL cR D oK)
™ |ForeiGi_cRD
FOREIGN_JURISDICTION 1D (FK)

MRH_INDEX

(ASSIGHING_AUTHORITY (PK)
ASSIGHING_AUTHORITY TYPE (PK)
MRHID PK)

cR 1D (FI)

SUBSUMED

SUBSUMED_BY
SUBSUME_EFFECTIVE_DATE

1

04
URISDICTIONS o CLIENT_REGISTRY
1D (PK) N 1cR in Ky
DISPLAY_HAME 1 01| JURISDICTION 1D FK)
pic oo | DATE_OF BiRTi
M| GENDER,_TYPE (FK)
1 |creaTion_ts \
o 0
\ 04 ot o
RGO HAMES ‘ADDRESSES EXTERNAL DS
i 7¥) cRD Py (cRID PK) CRD oK)
DISPLAY HAME HAME_TYPE (FK) ADDRESS _TYPE (FK) EXTERNAL TYPE (FK)
JURISDICTION 1D (FK) GIVEN HAME STREET ASSIGHING AUTHORITY
FURTHER_GIVEN HAMES sTREET2 EXTERNAL 1D
FAMILY_HAME ity
PROVINCE
PosTAL_coDE
oW o oW
1 1 1 1
GENER_TVPES WANIE_TVPES ADDRESS TVPES EXTERNAL 10 TVPES
TVPE PK) TVPE PK) TVPE PF) TVPE (PK)
DESCRIPTION DESCRIPTION DESCRIPTION DESCRIPTION





Figure 34: CR Model

3.3.2. CR CRUD TABLE

	DB
	Table
	Column
	Key
	Optional/Required
	Type
	Description

	CR
	JURISDICTIONS
	ID
	PK
	R
	Character
	Unique identifier of a jurisdiction

	CR
	JURISDICTIONS
	DISPLAY_NAME
	
	O
	Character
	Common name of a jurisdiction e.g. Ontario or Southern Ontario

	CR
	JURISDICTIONS
	PNG
	
	O
	Blob
	Image representation of jurisdiction e.g. Ontario.jpg

	CR
	CR_GROUP
	ID
	PK
	R
	Character
	Unique identifier of a CR group to whom the current CR will broadcast messages to

	CR
	CR_GROUP
	DISPLAY_NAME
	
	O
	Character
	Common name of a CR group e.g. Eastern Canada

	CR
	CR_GROUP
	JURISDICTION_ID
	FK
	R
	Character
	Unique identifier that indicates what jurisdiction the CR group resides

	CR
	NAMES
	CR_ID
	PK
	R
	Alpha
	Client identifier indicating what client this name belongs too

	CR
	NAMES
	NAME_TYPE
	FK
	R
	Character
	Type of name pertaining to a client e.g. M

	CR
	NAMES
	GIVEN_NAME
	
	O
	Character
	First Name

	CR
	NAMES
	FURTHER__GIVEN_NAMES
	
	O
	Character
	Middle or other names that a client uses

	CR
	NAMES
	FAMILY_NAME
	
	R
	Character
	Last name

	CR
	NAME_TYPES
	TYPE
	PK
	R
	Character
	Unique identifier of a name type e.g. M

	CR
	NAME_TYPES
	DESCRIPTION
	
	O
	Character
	General description of name type e.g. Married

	CR
	ADDRESSES
	CR_ID
	PK
	R
	Alpha
	Client identifier indicating what client this address belongs too

	CR
	ADDRESSES
	ADDRESS_TYPE
	FK
	R
	Character
	Type of address pertaining to a client e.g. H, W etc

	CR
	ADDRESSES
	STREET
	
	O
	Character
	Street name and number of a client

	CR
	ADDRESSES
	STREET2
	
	O
	Character
	Further street details

	CR
	ADDRESSES
	CITY
	
	O
	Character
	City this address pertains too

	CR
	ADDRESSES
	PROVINCE
	
	R
	Character
	Province this address pertains too

	CR
	ADDRESSES
	POSTAL_CODE
	
	O
	Character
	Postal Code

	CR
	ADDRESS_TYPES
	TYPE
	PK
	R
	Character
	Unique identifier of an address type e.g. H, W etc

	CR
	ADDRESS_TYPES
	DESCRIPTION
	
	O
	Character
	General description of an address type e.g. Home, Work etc

	CR
	EXTERNAL_IDS
	CR_ID
	PK
	R
	Alpha
	Client identifier indicating what client this external id belongs too

	CR
	EXTERNAL_IDS
	EXTERNAL_TYPE
	FK
	R
	Character
	Type of external id pertaining to a client e.g. DI

	CR
	EXTERNAL_IDS
	ASSIGNING_AUTHORITY
	
	R
	Character
	Facility that is treating a client

	CR
	EXTERNAL_IDS
	EXTERNAL_ID
	
	R
	Character
	Value of external id e.g. Drivers license number

	CR
	EXTERNAL_ID_TYPES
	EXTERNAL_ID_TYPE
	PK
	R
	Character
	Unique identifier of an external id type e.g. DI

	CR
	EXTERNAL_ID_TYPES
	DESCRIPTION
	
	O
	Character
	General description of an external id e.g. Drivers License

	CR
	GENDER_TYPES
	TYPE
	PK
	R
	Character
	Unique identifier of a gender type e.g. M, F

	CR
	GENDER_TYPES
	DESCRIPTION
	
	O
	Character
	General description of a gender type e.g. Male, Female

	CR
	CR_INDEX
	LOCAL_CR_ID
	PK
	R
	Alpha
	Unique client identifier pertaining to the current CR

	CR
	CR_INDEX
	FOREIGN_CR_ID
	
	R
	Alpha
	Equivalent client identifier that pertains to a foreign CR to which the local CR_ID is linked

	CR
	CR_INDEX
	FOREIGN_JURISDICTION_ID
	FK
	R
	Character
	Jurisdiction ID of a foreign CR to which the local CR_ID has been linked

	CR
	MRN_INDEX
	ASSIGNING_AUTHORITY
	PK
	R
	Character
	Facility that is treating a client

	CR
	MRN_INDEX
	ASSIGNING_AUTHORITY_TYPE
	PK
	R
	Character
	Type of system, at the facility which sent a message to the CR e.g. ADT

	CR
	MRN_INDEX
	MRN_ID
	PK
	R
	Alpha
	Client identifier unique to the facility indicated by ASSIGNING_AUTHORITY

	CR
	MRN_INDEX
	CR_ID
	FK
	R
	Alpha
	Client identifier unique to the local CR

	CR
	MRN_INDEX
	SUBSUMED
	
	R
	Boolean
	True/False indicating if this is the primary record to reference after a link

	CR
	MRN_INDEX
	SUBSUMED_BY
	
	O
	Alpha
	CR_ID of the primary record after a link

	CR
	MRN_INDEX
	SUBSUME_EFFECTIVE_DATE
	
	O
	Date/Time
	Date/Time a client record was linked

	CR
	CLIENT_REGISTRY
	CR_ID
	PK
	R
	Alpha
	Unique client identifier, but only to the local CR

	CR
	CLIENT_REGISTRY
	JURISDICTION_ID
	FK
	R
	Character
	Unique identifier that indicates what jurisdiction this CR resides

	CR
	CLIENT_REGISTRY
	DATE_OF_BIRTH
	
	O
	Date/Time
	Date the client was born

	CR
	CLIENT_REGISTRY
	GENDER_TYPE
	FK
	O
	Character
	Unique identifier that indicates what gender the client is e.g. M, F

	CR
	CLIENT_REGISTRY
	CREATION_TS
	
	R
	Date/Time
	Date/Time the record was created


Table 3.3.4-1: CR CRUD Table

3.3.3. EHR Model

The following is a high-level information model of the EHR system.  Note that all keys including foreign keys and cardinality are well defined.
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Figure 35: EHR Model

3.3.4. EHR CRUD TABLE

	DB
	Table
	Column
	Key
	Optional/Required
	Type
	Description

	EHR
	EHR
	CR_ID
	PK
	R
	Alpha
	Client identifier unique to a specific CR within a Jurisdiction

	EHR
	EHR
	JURISDICTION_ID
	PK
	R
	Character
	Unique identifier that indicates what jurisdiction the CR resides

	EHR
	JURISDICTIONS
	ID
	PK
	R
	Character
	Unique identifier of a jurisdiction

	EHR
	JURISDICTIONS
	DISPLAY_NAME
	
	O
	Character
	Common name of a jurisdiction e.g. Ontario or Southern Ontario

	EHR
	JURISDICTIONS
	PNG
	
	O
	Blob
	Image representation of jurisdiction e.g. Ontario.jpg

	EHR
	ENCOUNTERS
	ID
	PK
	R
	Character
	Unique identifier of a specific treatment or health care visit

	EHR
	ENCOUNTERS
	ENCOUNTER_TYPE
	
	R
	Character
	Unique identifier that indicates what encounter the client had e.g. OP

	EHR
	ENCOUNTERS
	SUMMARY
	
	O
	Character
	Description of what happened during the encounter

	EHR
	ENCOUNTERS
	TIMESTAMP
	
	R
	Character
	Date/Time a client had an encounter

	EHR
	ENCOUNTER_TYPE
	TYPE
	PK
	R
	Character
	Unique identifier of an encounter type e.g. OP

	EHR
	ENCOUNTER_TYPE
	DESCRIPTION
	
	O
	Character
	General description of an encounter e.g. Operation

	EHR
	MRN_INDEX
	ASSIGNING_AUTHORITY
	PK
	R
	Character
	Facility that is treating a client

	EHR
	MRN_INDEX
	ASSIGNING_AUTHORITY_TYPE
	PK
	R
	Character
	Type of system, at the facility which sent a message to the CR e.g. ADT

	EHR
	MRN_INDEX
	MRN_ID
	PK
	R
	Alpha
	Client identifier unique to the facility indicated by ASSIGNING_AUTHORITY

	EHR
	MRN_INDEX
	CR_ID
	FK
	R
	Alpha
	Client identifier unique to the local CR

	EHR
	MRN_INDEX
	SUBSUMED
	
	R
	Boolean
	True/False indicating if this is the primary record to reference after a link

	EHR
	MRN_INDEX
	SUBSUMED_BY
	
	O
	Alpha
	CR_ID of the primary record after a link

	EHR
	MRN_INDEX
	SUBSUME_EFFECTIVE_DATE
	
	O
	Date/Time
	Date/Time a client record was linked


Table 3.3.6-1: EHR CRUD Table

4. IRIS APPLICATION FRAMEWORK
IRIS application logic and services architecure are divided into components according to function, and the various application service components.

Each IRIS application and service component is architected so that it may be installed on different machines depending on the tier in the multitiered J2EE environment to which the application component belongs.

IRIS clearly separates the Data Model, and the aspects of Data within the Data Model from the Business Logic and the Application Controller Services.  This allows the application functions to be placed on machinery that may specifically tuned to its geographical, jurisdictional or technical needs. Similarly the EHR and HIAL services will be constructed in such a way so that they may be easily configured and deployed on separate physical machinery or more importantly to function independently and be easily configured to work on the same machinery.  This framework provides health IT professionals in different jurisdictions with the eventual ability to pick up and place any part of the IRIS infrastructure any where they want within their existing IT Infrastructure and to be able to configure it independently from other existing components.
4.1. Business Purposes 

The Purpose of the IRIS Application Development Framework is to provide a development environment that can independently support the multiple deployment models defined in the EHRS Blueprint and multiple vendor technologies.

4.2. Platforms Used

The IRIS Application Framework implements the J2EE Model. IRIS is designed to be platform independent but will be implemented on a Linux Fedora server.

4.3. Interfaces

Interfaces are implemented with web services via the IRIS Web-Service Publish/Subscription service broker that is part of the Transportation Package described in the IRIS High Level Design Specification.

4.4. Technology Used

IRIS leverages many specific technologies in the J2EE framework to simplify the most challenging aspects of implementing the EHRS Blueprint: 

4.4.1. J2EE & HIAL 

This section  discusses the J2EE Java 2 server enterprise edition as it relates to distributed multitiered application models for enterprise applications. 

IRIS application logic is divided into components according to function, and the various application components that make up the IRIS application are going to be constructed so that they may be installed on different machines depending on the tier in the multitiered J2EE environment to which the application component belongs.

4.4.2. IRIS J2EE Containers
IRIS is a collection of thin-client multitiered applications.  Such applications are normally hard to write because they involve many lines of intricate code to handle transaction and state management, multithreading, resource pooling, and other complex low-level details. The component-based and platform-independent J2EE architecture makes J2EE applications easy to write because business logic is organized into reusable components. In addition, the J2EE server provides underlying services in the form of a container for every component type. 

The definition of the specific containers for the IRIS project will be part of the Detail Design exercise. 
4.4.3. Packaging 

The IRIS application will be delivered in an Enterprise Archive (EAR) file.  An EAR file is a standard Java Archive (JAR) file with an .ear extension. Using EAR files and modules makes it possible to assemble a number of different J2EE applications using some of the same components. No extra coding is needed; it is only a matter of assembling various J2EE modules into J2EE EAR files.

IRIS web application components will be packaged and delivered as WAR (Web Application aRchive) files. In addition to Web components, IRIS Web applications archives will contains other files, including the following: 

· Server-side utility classes (JavaBeans)

· Static Web content (HTML, image, and sound files, and so on). 

· Client-side classes (applets and utility classes). 

IRIS services will be delivered as Classes of Service, with each class service being packaged as a JAR File.  E.g. all JAVA for the Transportation Services class of service will be packaged as one JAR file. Services within a class of service will also be packaged into a JAR file.  E.g. Web services will be packaged in one JAR file and JMS in another. In this way application access to individual web services that may be interchangeable Also, different implementations of a different web service implementations can be packaged into different JARs.  Access to the Java that implements a class of service for one version of web-service can be configured to use one port and a different implementation a different port without any changes being required within the application.

4.4.4. Database Services

IRIS is designed to be database platform independent. 

It is assumed that MYSQL will be one database engine supported.  To demonstrate a clear demarcation from the rest of the architecture, a support for native XML will also be designed.

The logical need to demarcate DB access from the application and associated infostructure is that we already know that different jurisdictions use different data store technologies, some use database technologies such as Entity Relational, Hierarchical, and Hybrids e.g. MUMPS. Others use native XML database technologies. 

In order to lower barriers for adoption, IRIS code will be transportable.  All database access will be persisted through a broker technology thus isolating all database calls to one simple archive.

4.4.5. Data Base Persistence

IRIS will implement Data Base Persistence.  Hibernate was selected as it allows developers to black box the database and not care about how it's created or what vendor is used. A developer will interact with simple containers i.e. a Person object. In this sample the Person object is mapped through Hibernate configuration to a particular table. To retrieve a person or person record set, Hibernate's own query language is used. Unlike some persistence packages Hibernate offers more than just simple SQL statements. This is important, as part of the challenge is to support native XML.

Advantages: 

Hibernate makes the application persistence layer independent from vendor technology.

The entity/container type classes populated by Hibernate do not implement or extend any Hibernate classes. 

Developers don't need to know any vendor specific SQL. 

Disadvantages:

Adds a small performance hit due to extra layer. 

5. IRIS HL7 APPLICATION FRAMEWORK
The IRIS HL7 Application Framework implements the HL7 Application Messaging requirements for IRIS. E.g. It implements the subset of the Infoway EHRS Blueprint Messaging Service and Data Service Components that are depicted in Figure 6 – IRIS Scope for EHR and HAIL Services.  These are further defined in the IRIS High Level Design Documentation.

This framework is made up of independent loosely coupled web-services that work with HL7 message payloads.  An HL7 message payload is the content of a message remaining after the application and network protocol wrappers are stripped off.

5.1. Business Purposes

HL7 message conformation is part of the pan-Canadian health info-structure vision detailed in the Infoway EHRS Blueprint.

The IRIS HL7 Application Framework isolates the requirements of working with HL7 Messages into one separate concise Framework.  The objective is to make an open-source working multi-version (e.g. v2.4 and v3.0) HL7 Application Message framework available to the Health Informatics community.  

To achieve the maximum leveragability, IRIS will further refine the Framework into simple loosely coupled services that adhere to the categories of services defined in the EHRS Blueprint depicted above in Figure 6 – IRIS Scope for EHR and HIAL Services.  This will enable any interested vendor/developer to leverage any part of the framework independently of the other parts.  This will also enable any interested vendor/developer to insert into the IRIS lab any other service that is consistent with those services listed within EHRS Blueprint categories of service.

5.2. Message Payloads

Currently, many isolated open-source components can be found that implement portions of the HL7 message payload management requirements.  This initiative will implement and demonstrate the ability to receive, decrypt, decode and parse an HL7 message of one version into the EHRS canonical form (assumed HL7 v3.0 for text and a Java Container when in memory).  This initiative will also support the transformation of an EHRS canonical formed message into a different version (assumed HL7 v2.4), encode, encrypt, serialize and route the message via a routing service.

It is assumed that the en/decrypt and en/decode functionality will be stubbed and simply return the same text with a status of true.

The following V2.4 and V3.0 HL7 messages will be implemented in IRIS Phase II:

	CR Message Name
	HL7 V2.4 Message Type and Event
	HL7 V3.0 Message Name

	CR Find Candidates Query
	QPB Q22
	QUPA_MT010000

	CR Find Candidates Response
	RSP K22
	QUPA_MT011000

	CR Get Person Demographics Query
	QPB Q21
	QUPA_MT020000

	CR Get Person Demographics Response 
	RSP K21
	QUPA_MT012000

	CR Add Client
	ADT A28
	PRPA_MT030000

	CR Update Client
	ADT A31
	PRPA_MT040000

	CR Merge Client
	ADT A40
	PRPA_MT050000

	CR UnMerge Client
	ADT A37
	PRPA_MT080000

	CR Link Client
	ADT A24
	PRPA_MT070000

	CR UnLink Client
	ADT A37
	PRPA_MT090000

	CR Accept Acknowledgement
	ACK ALL
	


5.3. Database Services

IRIS is designed to be database platform independent. This HL7 message framework supports data services that are required to abstract data access/add & key management /update/bulk load/replication/query/delete services for specific database repositories.

It is assumed that MYSQL will be one database engine supported.  To demonstrate a clear demarcation from the rest of the architecture, a support for native XML will also be designed but will only be implemented if time/budget permits.

5.4. Platforms Used

IRIS is designed to be platform independent but will be implemented on a Linux Fedora server.

5.5. Interfaces

Interfaces are implemented with web services via the IRIS Publish/Subscription service broker described in the IRIS High Level Design Documentation.

5.6. Technology Used

IRIS will leverage existing HL7.org v3.0 open source java API and the university HL7 2.4 HAPI interface.

The HL7.ORG JAVASIG API’s implement interfaces to HL7 v3.0 artifacts for the Java platform for Java-based messaging/interface components as well as intelligent interfaces to HL7 data objects (i.e., RIM and R-MIM objects) for use with other ITS platforms, such as applications that are primarily XML-based. E.g. SOAP.

The scope of HL7 artifacts addressed in this Java API effort includes data types, message definitions, the reference information model, trigger events, interactions, CDA, and application roles.

The current status of the HL7.ORG Java SIG API for HL7 Version 3 RIM:

1.
APIs’ definitions: Complete

2.
Java interfaces and implementations of the HL7 v3 RIM classes: completed.

3.
Java interfaces and implementations of the HL7 v3 data types: 75% completed.

4.
Parser (reads XML messages and, based on HMD, builds a proper Java graph in memory): completed.

5.
Builder (creates XML messages based on HMD from an in-memory Java graph): not yet begun.

The Infoway sponsorship of this EDS proposal to advance the definition and adoption of messaging standards for Client Registry projects in support of the pan-Canadian Electronic Health Record System (EHRS) also results in a significant advancement of the HL7.ORG JAVA SIG toolset where it may be shared by all contributing HL7.ORG members.

The resultant JAVA API implementation of the reference information model (RIM) will be inclusive of all HL7 data types and R-MIM classes required to support Client Registries as defined in the Canadian EHRS.

The Java SIG is sponsored by the HL7 Control/Query Technical Committee and works in cooperation and support of the existing Implementation Technology Specification developing SIGs, such as the XML SIG.

University Health Network Open Source HL7 HAPO

EDS proposes to work with and leverage the existing open source HAPI HL7 API and 2.x Parser sponsored by the University Health Network initiative located in Toronto, Ontario.  This Infoway investment will benefit the University Health Network open source initiative and result in a significant advancement to this Canadian Java HL7 API that is currently in use in several production solutions.  This initiative fits precisely with their current plans to introduce a J2EE architecture. 

6. IRIS WEB SERVICES FRAMEWORK
The IRIS Web Services Framework implements the Common Services required to support Interoperability, Integration and Protocol.  

6.1. Business Purposes

The Web Service Framework isolates and implements the minimum EHRS Blueprint infrastructure necessary to implement the Communications Bus Protocol support for TCP/IP and the EHR Common Services defined in the EHRS Blueprint that are required to demonstrate client registry interoperability.

This includes the common service elements defined as in scope in the EHRS Blueprint placemat depicted in the description for the IRIS Lab above.

6.2. Platforms Used

IRIS will implement JAVA Based web services. These WEB Services will be platform independent.

6.3. Interfaces

Interfaces are implemented within the web services framework via the IRIS Publish/Subscription service broker.  These services are defined in the IRIS High Level Design Documentation.

6.4. Technology Used

IRIS makes use of the specific Internet technologies detailed below because they are well suited for use in enterprise applications like IRIS.  They can be used to implement a loose coupling of services to message based communications.  IRIS uses these technologies to implement adaptors between the EHR, CR and ADT applications and its supporting infostructure.  The infostructure to be implemented is depicted in Figure 6 – IRIS Scope for EHR and HIAL Services.  The adaptors in one enterprise application can react to message event notifications from another.  

The term loose coupling when used to discuss adapting services to messages above reflects that messages do not always need to be precisely structured or complete.  Services available to process a message will still be able to implement their intended purpose provided the mandatory components are be found within the messages they are asked to process.  This is what is meant when one reads that a loosely coupled architecture is used.

6.4.1. IRIS Web Services Support 

IRIS makes extensive use of Web Service Support. Web services are used to support Web-based enterprise applications that use the same open, XML-based standards and transport protocols to exchange data with calling clients as specified by HL7. HL7 v3.0 messages are implemented with XML, HL7 v2.4 message protocol also provides support for XML.   

To use a Web service, parameter data is passed to method calls where it is processed and  data returned; or for XML document-oriented Web services, documents with imbedded information are exchanged.  No low-level transport programming is needed because the XML API implementations do the work of translating the application data to and from an XML-based data stream that is sent over the standardized XML-based transport protocols. These XML-based standards, and the client and server side protocols in IRIS are introduced in the following sections.  

6.4.2. SOAP Transport Protocol 

IRIS HL7 message payloads including their HL7 wrappers will be transported over TCP/IP via HTTP.   IRIS Client requests and Web service responses will be transmitted as Simple Object Access Protocol (SOAP) messages over HTTP to enable a completely interoperable exchange between clients and Web services, all running on different platforms and at various locations on the Internet. HTTP is a familiar request-and response standard for sending messages over the Internet, and SOAP is an XML-based protocol that follows the HTTP request-and-response model.  Using SOAP over HTTP removes the requirement to make special network access provisions through firewalls in order to gain access to the services on the ‘other side’.

The IRIS Message will contain a SOAP portion, RIM/DMIM portion and a message payload.

The SOAP portion of a transported message handles the following: 

Defines an XML-based envelope to describe what is in the message and how to process the message, includes XML-based encoding rules to express instances of application-defined data types within the message and defines an XML-based convention for representing the request to the remote service and the resulting response.

IRIS will leverage Apache Axis to implement server and client side SOAP processing.  Custom SOAP components  (i.e. header or footer) may require some experimental development to determine the most economical model to provide support for both the WS-I Basic Profile 1.0 and JAX-RPC 1.1 SOAP specifications.  This work will be done as part of Phase II.

6.4.3. WSDL Standard Format 

IRIS Web services must interact with the Web Services Description Language (WSDL). This is a standardized XML format for describing network services including the name of the service, the location of the service, and ways to communicate with the service. IRIS will implement its WSDL descriptions as configuration properties in a stubbed UDDI registry on the IRIS Web Server. 

6.4.4. UDDI and ebXML Standard Formats 

It is expected that a natural evolution for IRIS is to implement standards such as Universal Description, Discovery and Integration (UDDI) and ebXML.  These standards make it possible for businesses to publish information on the Internet about their products and Web services, where clients who want to do business can readily and globally access the information.  IRIS will define properties for WSDL/UDDI descriptions in tunable configuration files and read these directly from the property table.  

6.4.5. IRIS will leverage Apache Axis 

IRIS will leverage Apache Axis, part of Apache’s Web Services project, to build its web services.

Axis is an open-source framework for constructing client and server side SOAP processors.  It supports the transmission of data via RPC or message based transmission, use of WSDL, XML parsing via the SAX parser and provides easy to use classes for developers when transmitting/receiving messages via web service.

IRIS implements peer-to-peer interoperability as defined in the EHRS Blueprint.  This is a distributed n-tiered client-server model; the IRIS message based Web Service mechanism enables IRIS client registries to exchange XML documents (i.e. HL7 schemas) with other IRIS client registries.   It supports the requirement for a CR in one jurisdiction to interact with a client registry service located in a foreign jurisdiction.

For example CR 1 (J2EE architecture) generated XML can be exchanged with CR 2 (.Net architecture) as long as both know how to read the XML documents being exchanged.  Web services are platform independent, a client can access a Web service that is not running on the Java platform, and vice versa.

The IRIS Web Service messages are exchanged over HTTP and wrapped with SOAP.  SOAP is an XML-based communication protocol and encoding format for inter-application communication.  It defines the encoding rules for the payload it carries (i.e. HL7 message) and over all structure of the XML document being exchanged, commonly called the “envelope”.

IRIS developers use Axis to simplify the transmission of an envelope between two systems.  An IRIS client creates the XML document of choice, adds it to an envelope, addresses it (i.e. URL and port) and submits it.  The developer does not need to know anything about SOAP or how to parse XML payloads.  But Axis does provide the flexibility for a developer to adjust or supply custom SOAP components  (i.e. header or footer).  Axis can also fulfill the server side of the equation, by listening for web service requests.  It plugs into any web-server easily i.e. JBOSS or Tomcat.  When plugged in, any application deployed can use configuration parameters to associate a handler class with a particular service.  The handler class is responsible for processing the request and formulating a response.

7. IRIS TECHNICAL ARCHITECTURE
7.1. System Architecture Overview

This section describes the technical architecture of IRIS. It shows how the software architecture and the hardware architecture, including network infrastructure, are combined to meet the business requirements for the IRIS system.

During Phase II a diagram will need to be provided by the Infoway Operational Support group to demonstrate the physical configuration of the IRIS Server to be situated in Canada Health Infoway facilities.

The entire IRIS system will be hosted on one single CPU Pentium Class server in a Canada Health Infoway facility and the diagram will need to depict the relationship between this Server and the IT infrastructure that will need to be configured to support it.  E.g. Firewalls, LAN, WAN.

7.1.1. Availability and Reliability

Availability is the percentage of time that the system is available to the users. The affected parties agree upon details on how the availability is calculated. Typically planned outages are not factored in to the availability calculation.

For IRIS the availability requirements are consistent with a Reference Implementation System.  It is quite acceptable for the entire system to be dysfunctional while software or hardware upgrades are performed. This is because there are no ‘Production’ users.  The availability requirement for IRIS Demonstrations excludes Scheduled Outages, Staging Periods and User Acceptance Testing periods, the system shall be available for 80% of the time 24/7. 

This low availability % reflects the expectation that no redundancy should be built into the hardware and that software will be tested to a level consistent with a Reference Implementation System.  Where an application fault that requires the attention of Level 2 support prevents system availability and the fault occurs outside of Level 2 support hours (during the hours of 9AM EST and 5PM EST.) that outage will not be counted against system availability until Level 2 support hours begin.”  Where an application fault which prevents system availability that requires hardware maintenance, that outage will not be counted against system availability until the maintenance is complete.  Where an application fault that prevents system availability that requires non-application specific system maintenance, then that outage will not be counted against system availability.

Reliability is how dependably the system satisfies the availability requirements. It is measured by the number of failures experienced in a particular time period. Failures typically are defined as the loss of function of any hardware or software component. For example, the failure of one ADT systems in the server would not constitute an outage since users can still access the system using the remaining system in the Server but it would be considered a failure for the purpose of calculating reliability. 

These specifications are addressed in this system as described in the following sections.

7.1.1.1. Hardware

The IRIS server is located in Canada Health Infoway’s (CHI) facilities located in Toronto Canada.  It is assumed that the CHI operations group offers infrastructure management, 24x7x365 monitoring, security, troubleshooting and change management services.  These services provide an infrastructure that ensures high availability and reliability for the IRIS application.

Hardware redundancy is normally provided by redundant power supplies, in all equipment, redundant cooling fans in disk arrays, multiple processors in servers, hot swap disk drives in servers and disk arrays, and redundant firewalls and network connections. The IRIS Labwill not implement any Hardware Redundancy.

A production system for IRIS would normally require load balancing of traffic into infrastructure such as firewalls, web servers, and application servers. The IRIS Lab does not implement Load Balancing.

In a production setting, thresholds on servers, such as low disk space or slow network responses, are continually monitored and generate automatic alerts so corrective action can be taken before a problem occurs.  This will not occur in the IRIS Lab.

7.1.1.2. Software

IRIS is a Lab, as such normal high availability software architecture will be abandoned.  In a production system, the software architecture must support redundancy and fail over strategies similar to those used in the hardware architecture. Software architecture features such as dual application servers, web connectors, mirrored directory servers and clustered database servers will not be provided in the IRIS Lab.

However, automated application monitoring tools provided by EDS for IRIS, managed by CHI application support, will monitor all applications. The application server processes will be configured to automatically restart.   Any other failed process will automatically be restarted and a failure to restart will automatically send an email to the appropriate on-call support staff.  

7.1.1.3. Maintenance Windows

The scheduled Change Maintenances are applied at to the IRIS Lab within the following scheduled maintenance windows:

Change Maintenance Window: Monday – Friday 5 p.m. – 11 p.m. EST

Deployment Maintenance Window: Friday 11 p.m. EST – Saturday 11 p.m. EST, or on request.

General System Maintenance Window: 6 a.m. – 9 p.m. Saturdays, EST

Automated Maintenance Window: 11 p.m. Saturday to 5 a.m. Sunday, EST

7.1.1.4. Backup Windows

Normally, a production system specifies specific scheduled backup windows for data and system configuration. Archive logs are normally created and backed up to a tape storage device.  This will not occur in the IRIS Lab, instead, the IRIS Lab will be designed to be easily re-implemented with the knowledge that any data entered previously would be lost.
7.1.2. Security

Physical access to the Canada Health Infoway IRIS facilities is restricted to EDS Application and Deployment Support, CHI Operational Support and those CHI employees who need access to the server.

Environmental support systems for production facilities normally include power, fire and water protection systems. This will not be required for the IRIS Lab.

Infoway Network security will need to limit access to the IRIS server by using dedicated firewalls, and virtual networks to limit access to specific IP addresses and protocols.

External systems that may be used by EDS Development and Support personnel that communicate with the IRIS server will support the FTP and HTTP protocols as required allowing access to pre-defined IP addresses only.

These external systems that are not on the CHI network that require access to IRIS will use secure FTP over the Internet.  The CHI firewalls controlling input traffic from the Internet will allow the Secure File Transfer Protocol, SFTP, for a pre-defined IP address only.

EDS Application support personnel will access IRIS through Tarantella, a secure link into the CHI network.  If Tarantella is not a supported product within the Infoway IT Infrastructure, then Infoway will provide a similar product to EDS for this purpose. 

This access is available only to authorized users and is limited to pre-defined IP addresses. 

Application Level security is not described in this section of this document.

7.2. Operational System

The IRIS architecture provides the application infrastructure necessary to demonstrate CR-to-CR interoperability.  It will implement many instances of similar application, web and database servers on one Operational System. The IRIS environment will be available to multiple users and each user will have their own logical environment, separate from other users’ environments.

The following sections describe the production environment, giving a thorough high-level explanation of the hardware and software chosen for the IRIS architecture.

The component specifications provide detailed information about the server and its technical specifications.  Network components are outlined, presenting their distinct characteristics.  The operational server system software configurations, license conditions and support agreements are described as well.
A separate section will be added in the future that will provide the URL for each hardware and software component where additional information can be found.

7.2.1. Production Environment

The physical production environment contains two logical environments, production and staging. One Pentium class desktop computer will contain all the hardware and software required for them to be functional and operational.  The production environment is used for the live application and the staging environment is used to stage the production environment.  The staging environment is also used to perform application testing, to support the production environment and sometimes for performance testing.  When the application-staging environment is in use, the production environment may not be available.

7.2.2. IRIS Server 

The Production Server provided by Infoway will be a standard Intel Entry Class Pentium Server with at least 1-GB RAM and 60 GB disk. E.g. an Intel Entry Server Board SE7210TP1-E and Intel Entry Server Platform SR1325TP1-E

This server is based on the Intel Pentium 4 processor featuring Hyper-Threading Technology, the Intel Entry Server Board SE7210TP1-E delivers power and reliability to growing businesses. Its Server System Infrastructure (SSI) design includes support for essential server features such as Error-Correcting Code memory and Serial ATA RAID. 

This Intel Entry Class Pentium Server provides the IRIS LAB with a general-purpose entry-level server that is low-cost, scalable, and reliable.  Intel Pentium Servers range from single processor systems to systems with eight processors and they are certified to run on many Operating Environments including Redhat Linux.

The features listed below demonstrate the benefits that the Intel Pentium Class Server Intel Entry Server Board SE7210TP1-E and Intel Entry Server Platform SR1325TP1-E offer to IRIS.

	Features
	Benefits

	Support for one Intel Pentium 4 processor featuring Hyper-Threading Technology and a system bus of up to 800 MHz
	Excellent performance for entry-level server applications

	Intel E7210 chipset with Intel Performance Acceleration Technology
	Enterprise chipset capabilities, including reduced latency for quick response

	Two integrated server network connections (one Intel PRO/1000 and one Intel PRO/100+ Server Network Connection)
	Speed and added reliability with options for separate subnets, teaming, and fail-over

	Multiple data buses, including PCI-X support and a Communication Streaming Architecture (CSA) port
	Support for high-bandwidth server adapters and a dedicated port for superior Gigabit Ethernet network data flow

	Support for up to 4 GB of Error-Correcting Code (ECC) DDR PC2100/PC2700/PC32002 SDRAM memory through four DIMM sockets
	High availability and data integrity through ECC, memory capacity to support demanding applications

	Two integrated Serial ATA ports with support for RAID levels 0 and 1
	Advanced data protection with up to 150 MB/sec throughput per drive using Serial ATA hard drives

	Option for integrated Ultra320 SCSI with support for RAID levels 0 and 1. Zero-Channel RAID adapters are also supported (this applies only to the Intel Entry Server Board SE7210TP1-E and not the Intel Entry Server Platform SR1325TP1-E)
	High-performance storage with option to automatically stripe or mirror data

	Three 64-bit/66MHz PCI-X adapter slots and one 32-bit/33MHz PCI slot (this applies only to the Intel Entry Server Board SE7210TP1-E; the Intel Entry Server Platform SR1325TP1-E features a single PCI-X slot)
	High-bandwidth adapter card data throughput

	Integrated ATI RAGE* XL SVGA PCI video controller
	High-quality video without the need for a video-adapter card

	Intel Server Management 5.8
	Proactive monitoring and remote server management for maximum availability

	Three-year limited warranty
	Peace of mind


· This Intel technology offers performance scalability, providing support for moderate, compute-intensive applications and high-traffic environments.
· High-speed parallel data flows enable minimum latency and maximum system resource utilization for sustained, high performance under the heaviest workloads.
· Excellent I/O performance makes the Intel Entry class servers excellent web, e-commerce, or Internet gateway servers.
· Remote monitoring, and availability features, such as automatic server restart, represent enterprise-class features at an entry-level server price point.
· Monitoring components, system administration, fault notification and diagnosing can be performed from anywhere on the network.
7.2.2.1. Component Specifications

The complete specification of the IRIS Entry Class Pentium server and its configuration capability is as follows:

	Processor

	Intel Pentium 4 processors with a system bus of up to 800 MHz and featuring Hyper-Threading Technology¹; for the latest processor support information, visit http://support.intel.com/support/motherboards/server

	IRIS Specific Option Configuration

	Memory Option
	Two DIMM 512MB sockets for 1 GB of unbuffered ECC DDR PC2700 memory

	Optional Ultra320 SCSI
	Not Required

	Operating System Platform
	Red Hat Linux 9.0

	Hard Disk Drive
	200GB EIDE Ultra ATA/100 7200RPM Hard Drive Internal

	System Memory

	Memory Capacity
	Four DIMM sockets for up to 4 GB of unbuffered ECC DDR PC2100/PC2700/PC3200 memory

	Memory Type
	Unbuffered ECC or Non-ECC DDR PC2100/PC2700/PC3200² SDRAM 72-bit, 184-pin gold-plated DIMMs

	DIMM Sizes
	128MB, 256MB, 512MB, 1GB

	Memory Voltage
	2.5V only

	Error Detection
	Corrects single-bit errors, detects double-bit errors (using ECC memory)

	Integrated On-Board

	Chipset
	Intel E7210 chipset

	Dual Network Connections
	One Intel PRO/1000 Server Network Connection (Intel® 82547EI Controller) and one Intel® PRO/100+ Server Network Connection (Intel® 82551QM Controller)

	Optional Ultra320 SCSI
	Adaptec AIC-7901 Single-Channel SCSI controller supporting mirroring and striping. Zero Channel RAID adapters are also supported. (The option for integrated Ultra320 SCSI is not available with Intel Entry Platform SR1325TP1-E.)

	Graphics
	ATI RAGE XL SVGA PCI video controller with 8 MB of video memory

	Super I/O Controller
	Winbond W83627HF Super I/O controller

	Input/Output

	CSA Port
	Communication Streaming Architecture port providing a dedicated link to the Intel PRO/1000 XT Server Network Connection for rapid network communication

	PCI
	One 32-bit/33MHz PCI slot (not available on Intel Entry Server Platform SR1325TP1-E)

	PCI-X
	Three 64-bit/66MHz PCI-X slots (one available on Intel Entry Server Platform SR1325TP1-E)

	Serial ATA
	Two ports supporting RAID levels 0 and 1

	IDE
	Two EIDE channels for a total of four IDE devices

	USB
	Three stacked USB connectors for a total of three at the rear panel, one internal front-panel USB header to provide one USB port

	Serial Ports
	Two serial ports: one asynchronous 9-pin RS-232C, one via 10-pin internal header

	Floppy Controller
	1.44MB and 2.88MB, 3-mode support

	Keyboard/Mouse
	PS/2, 8240A-compatible

	Management Solutions

	Hardware
	Mini BMC (National PC87431MAT or equivalent), and Heceta* (ADM 1027) management controller

	Software
	Intel Server Management 5.8 (at product launch)

	Remote Management 
	LAN access to system status, logs, configuration data, and utilities, without the need for a remote-management card

	Server Monitoring
	To monitor temperatures, voltages, and fans

	Server Troubleshooting
	Event filtering and proactive alerting via LAN

	
	

	Validated Operating Systems

	Microsoft* Windows* 2000 Server, Microsoft Windows Server* 2003, Red Hat* Linux* 9.0, Red Hat Enterprise Linux ES 3.0, SuSE Linux 9.0 Professional


The Performance Rating of this server technology has yet to be determined.

7.2.2.2. Component Redundancy

Given that the server is designed to support LAB and Demonstrations, there are no requirements for Redundant Components. 
7.2.3. Network Configuration

7.2.3.1. Internet

Infoway will provide an Internet connection via an ISP (Internet Service Provider).  The connection throughput required is 1 Mbps.

7.2.3.2. Firewall

Infoway will provide access to the IRIS environment through firewalls.  High availability and fail-over configuration is not required.  These firewalls will allow Internet traffic, HTTP and HTTPS protocol, directed to the IRIS Server.
7.2.3.3. Backbone

The Infoway server should be hosted in a LAN that supports 100 Mbit switched Ethernet.

7.2.4. Operations and Support 

This section describes the support infrastructure that is in place to support day-to-day operation and support of the IRIS system.

7.2.4.1. Tarantella

Access to support IRIS from a location outside of the data center must be accomplished via a secure channel.  Tarantella is the tool familiar to EDS Application Support personnel to gain access into a computer centre and is provided only to those users who need to support the system.  Users must be registered and must log on to Tarantella before they can access the IRIS server.

Tarantella software is secure remote access software that provides authentication, authorization and auditing. Tarantella is the standard offering from EDS Web hosting provided for client access to servers hosted in the web-hosting environment. 

Tarantella is accessed using a standard web browser. All required operations and support staff are provided with a Tarantella account, which they use to access the IRIS server.

7.2.4.2. Reference Documents

http://www.tarentella.com/
7.2.4.3. File Transfer 

All transfers to and from the production IRIS servers must be done using secure copy (SCP).  All operations and support staff will have a copy of WinSCP SFTP client software. WinSCP is freely available for download. The current version being used by EDS operations and support staff is 2.2.0.

7.2.4.3.1. Reference Documents

http://winscp.vse.cz/eng/
7.2.4.4. Support Groups

The following sections identify and describe the support groups who will operate and support the IRIS application.

7.2.4.4.1. Automated Operations Support

All IRIS hardware and O/S is located in the Infoway data centre and is fully supported by their Operations group.  They support the web and database servers, including all of the third party software required for them to be operational.

If they do not fully support the selected application/web/db server configuration at this time, this support will be provided in the interim by EDS Canada.

7.2.4.4.2. EDS Canada

EDS Canada provides 2nd level support for the IRIS system.  EDS Canada provides support to the Automated Operations Support group to resolve application errors.  EDS Canada supports the non-certified third party software application errors.

7.3. System Development Environment

The Development and System Test environments supports multiple logical application environments on a single set of hardware.
7.3.1. Development Environment

The Development environment consists of Windows 2000 workstations and Intel Pentium class server environments. Developers have the JBoss application servers and associated O/S software installed on their standalone workstations. This provides each developer with an isolated environment in which to do their work.  The Cygwin UNIX emulation software is used to execute UNIX shell components on the workstations.  The MYSql database is shared across development workstation and development server environments and runs on one of the development servers. Each developer has a MYSql database defined on his or her desktop as required to support a local database instance.

The Pentium Class server environment is shared among all the developers and is used to integrate developed components.

The following diagram illustrates the logical development environment configuration that will be used to support multiple IRIS implementations.

[image: image47.png]Web/Application/Database Platform - Single CPU Pentium Class Server

== —
f——
RIS
‘Admin Console Dashboard App Server —| Database
Schemas |
3
RIS HIAL Core Modules Hisernate- cRA T
2
Database
Web Server | Schemas
Local it server:390; [ e
H RIS
Web Browser it fiserver 380 I Database | ~———
P
it server: 391 Schemas | (T
AT o
it iserver 381 NS By
=
it fserver 39 (| schemas
ADTB1
it fserver 36 ws LT
[ batabase
it fserver 39 Schemas |
[
ADT.A2
pfserver: 38— s
e = | Database
| schemas
RS Custom ADT.B2
RIS
Applications. I T
Schemas |
wra | [————]
L ] s
Database
RIS RIS Schemas
Database Database EHRD
Schema Schema L)
Developer 1| | Developer 2
-
1
Developer #2 Workstation Platform jHooernate
Hisernate
S
Developer #1 Workstation Platform er
Modules |

Admin Console

Dashboard

Local
Web Browser

it tserver:330—

app server

IRIS HIAL Core Modules

Web Server

it server 380

it iserver: 33—

it Hserver 381

it server:38:
—ritp:server:382————————

it server 38
it fserver 38—

RIS Custom
Applications.





Figure 16 – Development Environment Configuration

7.3.1.1. Workstation Environment

The developers will use their workstations to complete the bulk of their development activities.  While the Pentium server environments will support multiple IRIS applications simultaneously the workstations will generally be used to support work on a single project and release at a time but it is recognized that there will be a need to allow developers to switch their workstations from one application release to another. 

Each developer will have a dedicated database schema in the development database hosted on the Pentium server environment. In this way each developer can work in their own sandbox environment without impacting other developers.

Generally, the workstation environments will be used for development activities only and will not be used for production support activities. Generally, all production support software changes will be made on the production support development server environment directly to avoid the overhead of frequently re-configuring the workstations for a different project (release). If the scope of the changes is sufficiently large then the workstations may be used also.

7.3.1.1.1. Software Configuration

The following software components will need to be installed on each developer / architect workstation in addition to the basic common office environment tools.

Open Source:

	Technology
	Open-Source License
	Description

	Apache http (Web server)

2.0.47
	The Apache Software License
	Apache HTTP is the web server software package that will be used by EDS on this project.

The Apache HTTP Server Project is an effort to develop and maintain an open-source HTTP server for modern operating systems including UNIX and Windows NT.  The goal of this project is to provide a secure, efficient and extensible server that provides HTTP services in sync with the current HTTP standards.

Apache has been the most popular web server on the Internet since April of 1996.  The August 2002 Netcraft Web Server Survey found that 63% of the web sites on the Internet are using Apache, thus making it more widely used than all other web servers combined.

	Apache SOAP 2.3.1
	The Apache Software License
	SOAP (Simple Object Access Protocol) acts as the description language for remote invocations, message serialization and de-serialization as well as identifies bindings to underlying transport protocols. 

SOAP is a lightweight protocol for exchange of information in a decentralized, distributed environment.  It is an XML based protocol that consists of three parts: an envelope that defines a framework for describing what is in a message and how to process it, a set of encoding rules for expressing instances of application-defined data types, and a convention for representing remote procedure calls and responses. 

	HL7.ORG
	By agreement
	The HL7.ORG JAVASIG API’s implement interfaces to HL7 v3.0 artefacts for the Java platform for Java-based messaging/interface components as well as intelligent interfaces to HL7 data objects (i.e., RIM and R-MIM objects) for use with other ITS platforms, such as applications that are primarily XML-based. E.g. SOAP.

	HL7 HAPI
	GNU General Public User License
	The v2.x HAPI HL7 API Parser sponsored by the University Health Network initiative and by the HL7 Control/Query Technical Committee.  Interfaces and implementation of v2.x HL7 generic data types.

	HL7 CTS API
	GNU General Public User License
	The HL7 Common Terminology Services (HL7 CTS) is an Application Programming Interface (API) specification that is intended to describe the basic functionality that will be needed by HL7 Version 3 software implementations to query and access terminological content.  It is specified as an API rather than a set of data structures to enable a wide variety of terminological content to be integrated within the HL7 Version 3 messaging framework without the need for significant migration or rewrite.

http://termserver.cs.ucdavis.edu/axis/hl7

	Jakarta-Ant 1.6.0
	The Apache Software License
	Ant is a Java-based build tool.  The EDS developers will use it to build applications for both unit testing and deployment.

Ant is similar to the well-known Make utility, but different. Instead of a model that is extended with shell-based commands, Ant is extended using Java classes. Instead of writing shell commands, the configuration files are XML-based, calling out a target tree where various tasks get executed.  Each task is run by an object that implements a particular Task interface.

	Log4J 1.2.8
	The Apache Software License
	The EDS infrastructure developers will use Log4J to extend and enhance infrastructure logging class libraries.

Log4j enables logging at runtime without modifying the application binary. The log4j package is designed so that statements can remain in shipped code without incurring a heavy performance cost. 

Editing a configuration file, without touching the application binary, can control logging behaviour.

Log4j implements a logger hierarchy, through which it is possible to control which log statements are output at arbitrarily fine granularity but also great ease. This helps reduce the volume of logged output and minimize the cost of logging.

The target of the log output can be:

1. A file

2. An Output Stream

3. A java.io.Writer

4. A remote log4j server

5. A remote UNIX Syslog daemon

6. A NT Event logger 

7. Extensible to other output targets.

	Apache Commons Logging 1.0.3
	The Apache Software License
	Apache Commons Logging is a common logging framework used as a building block by Hibernate and Jboss.

	JBoss 3.2.3
	GNU Library or Lesser General Public License (LGPL)
	JBoss web-application server is the leading open source, standards-compliant, J2EE based application server implemented in 100% Pure Java.  It uses Apache Tomcat as its web-container.

	JUnit 3.8.1
	IBM's Common Public License Version 1.0
	EDS business object developers will use JUnit to unit test objects outside a web-server.

Junit is a unit- testing framework.  It is used by developers who implement unit tests in Java.

	JUnitEE 
	IBM's Common Public License Version 1.0
	EDS business object developers will use JUnitEE to unit test objects within a web-server.

JUnitEE is a unit-testing framework.  It is used by developrs who implement unit tests in Java.

	MySQL 4.0.18
	GNU General Public License
	MySQL is the world's most popular open source database, recognized for its speed and reliability. 

	MySql Connector 3.0.8
	GNU General Public License
	MySQL Connector is a JDBC driver to allow developers to access a MySQL database via Java.

	Hibernate 2.1
	GNU Lesser General Public License (LGPL)
	Hibernate is an open source persistence package.  It allows Java developers to write database independent code.  This means the database can be changed (assuming it’s supported by Hibernate) with only configuration changes.

	Fedora 1.0 
	GNU General Public License
	Fedora provides the core operating system and networking infrastructure for a wide range of entry-level and departmental server applications.  It is ideally suited for network, file, print, mail, Web, and custom or packaged business applications.  

	PuTTY
	The MIT License
	PuTTY is an open source implementation of Telnet and SSH for Win32 platforms, along with an xterm terminal emulator. 

EDS personnel will use it to connect to the Linux Server from their Windows Workstations.

	WinSCP
	
	WinSCP is an open source SFTP (SSH File Transfer Protocol) and SCP (Secure CoPy) client for Windows using SSH (Secure SHell). Its main function is safe copying of files between a local and a remote computer. Beyond this basic function, WinSCP manages some other actions with files.

	Mozilla
	
	Web Browser

	Cygwin
	GNU General Public License
	EDS developers will use Cygwin to create a temporary instance that is similar to a UNIX/Linux workspace on their windows desktop as required to build and test code that will eventually be built and tested on the Linux server.

EDS Developers will not extend or adjust the source code for this product as this would contravene the EDS Technology Policy 

Cygwin is a set of powerful tools to assist developers in migrating applications from UNIX/Linux to the Windows platform.  Cygwin delivers the open source standard Red Hat GNU gcc compiler and gdb debugger on Windows. In addition, it provides for a standard UNIX/Linux development environment on Windows including APIs and command shells.  The Cygwin.dll library, included with Cygwin, delivers the interesting subset of UNIX SVR4, BSD, and POSIX APIs to enable quick ports of UNIX/Linux applications to the Windows platform. 


Proprietary:

	Software Component
	Vendor
	Version
	Description

	Windows 2000
	Microsoft
	SP2
	Operating System

	Exceed
	Hummingbird
	7.1
	Terminal emulation software used to access UNIX servers. NDC owned licenses will be used.

	T.O.A.D
	Quest Software
	7.3.0.0 Standard Edition
	Database Access Tool. NDC owned licenses will be used

	XMLSpy
	Altova
	5.0 Professional Edition
	XML / XSLT Development tool

	Visio with UML Templates
	Microsoft
	Visio 2000
	Drawing Tool. Used for UML diagrams and other diagrams as required. Supplied with COE Desktops. Part of Office 2000

	Java Development Kit
	Sun
	1.3.1_04_b02
	Java Development Platform. Freely available from Sun

	Internet Explorer
	Microsoft
	6.0
	Web Browser

	Adobe Acrobat
	Adobe
	5.0
	PDF Reader

	Rational XDE
	Rational
	2003.6
	UML Modeling tool. One concurrent user license available


Table 7.3.1.1.1-1: Workstation Software Components

7.3.1.1.2. Hardware Configuration

The workstations must have 1 GB of RAM and a processor speed of 700 Mhz minimum and 20 GB of fixed disk storage.

7.3.1.2.  Server Environment

The server components of the development environment will be used to host the database used by all developers and to host a complete web, application server environment.  This server environment will be used for integration testing of the solution components by the development staff.  This application environment will also be used to test problem report fixes uncovered during System and Formal Acceptance Testing and during production operations.

As described in the Development Environment Configuration above, the development servers will host separate application development environments for each IRIS application implementation.  This is achieved as described below.  Note, this approach is still being verified and may be altered slightly.

· The Apache Web Server software is installed once and the Apache Web Server Administration console is used to create a managed server for each new application development environment required.  Each managed server will be assigned a separate port (i.e. 80, 81, etc.).

· A separate IRIS application installation will be done for each application server instance. This will allow each application environment to be independent of any other and will contain only the custom solution components for that customer.  Each collection of IRIS application instances will be assigned a separate port (e.g. 380, 381, 382, etc…)

· A separate database instance will be created for each new application implementation instance.  Inside each database instance a separate IRIS database schema will be created for each developer workstation. This will allow each developer to work independently of each other.  A separate IRIS database schema will also be created for the server environment.

· The customer specific solution will be installed on each separate web, application and database environment (e.g. Multiple instances of the ADT, CR, EHR Portal may be installed on one server.  The port address changes… e.g. CR-A = http://server:380 and CR-B = http://server:390.

7.3.2. System Test Environment

The System Test environment is entirely server based and mirrors the production environment configuration as much as possible.  The System Test environment will consist of one Single CPU Pentium Class platform running the Web / Application and Database Servers and the multiple IRIS Applications running on these servers.

The configuration of the test environment server is done in the same fashion as the development environment.  The hardware configuration of the server is the same as the development server.  The diagram below shows the configuration of the System Test environment.
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Figure 17 – System Test Environment Configuration

8. APPLICATION ENVIRONMENT ADMINISTRATION
The IRIS Lab implements different applications. 

The IRIS EHR, CR & ADT applications are plainly visible to the end user, require the support of an Application Server, Web Server, Database Server, they run on multiple URLs, and are bound to web-services that need port level configuration.

Other non-functional applications will include the IRIS Dashboard and the IRIS Configuration Monitor.

The ease of IRIS application environmental configuration is a significant challenge. This is because IRIS is to be made operational by an end user that may wish to extend and operate multiple application instances.

To make the installation and ongoing support for these applications as simple as possible, a common strategy will be used for all application components.

Firstly, command line support for scripts that read pre-authored configuration files will be used to initiate, start, stop, import scenarios and provide statistics.

Secondly, an EDS Solution Centre Configuration Engine will maintain and author changes in configuration files.  E.g. Parameters unique to specific instances will be supported in an interactive application.

8.1. IRIS Configuration and Command Line Support

The operation system for this application is Linux.  In addition to the many features that Linux already provides, the IRIS environment will also support several IRIS scripts that will have the look and feel of normal Linux commands.  These scripts will be used to start, stop and manipulate the behavior of the IRIS applications.  E.g. debug level.

8.1.1. ADT Command Line Support

Initiate ADT ADTid [CRid]

CRid is the name of a CR instance.

ADT is the name of an ADT instance.
This script initiates an instance of a named ADT application.  It builds the database schema and indexes the schema to support the named ADTid instance within the same CR jurisdiction as the named CRid instance.  It creates the directory structure and standard configuration files required to support the application. It deploys the application.  It does not start the application, as additional user intervention is required to configure the application. E.g. web-services and port bindings. If an instance of this named application already exists, no additional instance is created.

Start ADT ADTid [CRid] [DebugLevel]

This script starts an application instance of an ADT application.  If an instance of this application is already running, no additional instance is started.  The debug level is an optional parameter to change the default debug level.

Stat ADT ADTid [CRid]

This script reports statistics collected for the named application instance since it was last started.

E.g. Runtime, Messages Sent, Messages Received, Message Byte Count.

Stop ADT ADTid [CRid]

This script stops an application instance of an ADT application

Import ADT ADTid Persona.xml [CRid]

This script imports the persona of an ADT, e.g. ID, Name, Description, PNG (Portable Network Graphic) image of the Hospital or Facility Logo.

Import ADT ADTid Scenario.xml [CRid]

This script imports HL7 messages into the ADT, which in turn creates data in the ADT and results in ADT HL7 messages being sent to its jurisdictional CR for processing there.

8.1.2. EHR Command Line Support

The following scripts are almost identical to those indicated above.

Initiate EHR EHRid [CRid]

This script initiates an instance of a named EHR application.  It builds the database schema and indexes the schema to support the named EHRid instance.  It creates the directory structure and standard configuration files required to support the application. It deploys the application.  It does not start the application, as additional user intervention is required to configure the application. E.g. web-services and port bindings. If an instance of this named application already exists, no additional instance is created.

Start EHR EHRid [CRid] [DebugLevel] 

This script starts an application instance of an EHR application.  If an instance of this application is already running, no additional instance is started.  The debug level is an optional parameter to change the default debug level.  The EHR cannot start unless its jurisdictional CR is already running.

Stat EHR EHRid [CRid]
This script reports statistics collected for the named application instance since it was last started.

E.g. Runtime, Messages Sent, Messages Received, Message Byte Count.

Stop EHR EHRid [CRid]

This script stops an application instance of an EHR application

Import EHR EHRid Persona.xml [CRid]

This script imports the persona of an EHR, e.g. ID, Name, Description, PNG (Portable Network Graphic) image of the Provincial Flag.

8.1.3. CR Command Line Support

The following scripts are almost identical to those indicated above.

Initiate CR CRid

This script initiates an instance of a named CR application.  It builds the database schema and indexes the schema to support the named CRid instance.  It creates the directory structure and standard configuration files required to support the application. It deploys the application.  It does not start the application, as additional user intervention is required to configure the application. E.g. web-services and port bindings. If an instance of this named application already exists, no additional instance is created.

Start CR CRid|ALL [DebugLevel]

This script starts an application instance of a CR application.  If an instance of this application is already running, no additional instance is started.  The debug level is an optional parameter to change the default debug level.  If the parameter ALL is specified then all configured CRs and all ADT and all EHR applications are started.

Consideration will be given to the scenario where Start CRid ALL will start all CR, ADT and EHR processes on multiple machines for a given CRid Jurisdiction.  

Stat CR CRid

This script reports statistics collected for the named application instance since it was last started.

E.g. Runtime, Messages Sent, Messages Received, Message Byte Count.

Stop CR CRid

This script stops an application instance of a CR application

Import CR CRid Persona.xml

This script imports the persona of a CR, e.g. ID, Name, Description, PNG (Portable Network Graphic) image of the Provincial Flag.

8.2. Configuration Files

Multiple IRIS configuration files need to be adjusted and included in JAR files for each application instance. 

Additional configuration files are used to setup debug, logfile and process monitoring capabilities and to define the properties used to generate a new ADT/EHR/CR database schema and index.

The following are some examples of the types of information that will find its way into configuration files: 

· Binding of CR’s/EHR’s/ADT’s URL & Port for message listeners by message type

· Binding of web-services to ports e.g. which adaptors to which ports

· Binding of web-services messages to message proxies mapped to ports

· Level and type of Debug

· Level and type of Logging

· Supported Error Messages

· Supported Debug Messages

· Supported Key Services

· Supported HL7 Transformation Services

· Message recording detail levels by type for each application.

· Recorded messages sent to an ADT that replays them to populate into initiation data for new ADTs. Note the act of adding data to an ADT results in messages that update the CR and EHR automatically. 

IRIS engineers will assume that shared configuration files should be used wherever this is practical and possible. E.g. shared use of CR Configuration Files.  

IRIS engineers will assume the use of XML where possible and practical for the implementation of configuration files.

Many of the configuration files found in the IRIS lab will not require any significant change in order to support a new instance of a new application.  The use of a J2EE architecture and the n-tier and modular architecture of the IRIS EHRS Blueprint Placemat depicted in Figure 5 – EHR and HIAL Services implemented by IRIS will result in a very large number of configuration files due to the large number of modules to be configured.  The configuration files need to be configured separately to ensure that they can be used individually and incorporated into separate JAR files for deployment to different machines.

To facilitate ease of configuration, any files with configurable items will be tagged and edited via the IRIS configuration consol.  This consol will remove the complexity of locating configuration values in the bowels of the various configuration files for the user.  Only tagged text will be made visible to the user during configuration and its tag name will be the property name.  

The following figure is a representation the IRIS configuration console screen:
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Figure 18 – IRIS Administration Console

The above screen depicts some typical examples of parameters that are maintained in the IRIS Administration Console.

Parameters required to support the Create and Destroy scripts used for deployment, installation, un-installation and un-deployment and start and stop are also supported with the console.

The parameters describing the physical equipment, directory structure and access permissions are defined within the console for each system.  This is to permit the eventual deployment to multiple machines.  

The console provides menus to enable edits and apply changes; create and destroy instances, start and stop application instances.

The IRIS Administration Console will not communicate directly with the other IRIS applications, the console will interact the ADT, EHR and CR Command Line Scripts defined above.

8.3. IRIS Dashboard

A critical component of IRIS is the Dashboard.  This is a lens behind the scenes.  

The IRIS Dashboard provides the ability to demonstrate and trap messages that are being exchanged.  Key to this will be the ability to trap and view only specific messages that are leaving and arriving.  The following are the types of filters that will be supported:

· By User

· By Message Originator

· By Message Type

· By Port

Statistics, e.g. number of message, total size, average size will be gathered.

Support for multiple instances of the dashboard that can be configured with different filters turned on will be provided.

The following figure represents the IRIS Dashboard.  This diagram is included to facilitate discussion on this non-functional requirement and may change during detail design in Phase II.
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Figure 19 – IRIS Dashboard

The IRIS Dashboard will provide the capability to Start and Stop a message recorder.

Another objective is that messages from different actors would be coloured by actor in accordance with a defined colour scheme and font type.  This will be done with predefined properties that are maintained in a property file via the IRIS Configuration Console.  

Another objective is to provide the ability to turn the IRIS Dashboard into debugger. I.e. To be able to step through messages and their contents one by one in temporal fashion even though the engines are still running.

Another objective is to provide a configurable instance of the IRIS Dashboard that can be used to view logs files.  It is assumed that the maintenance of log files will be manual. E.g. manual delete & recycle from the command line.

Another objective of the IRIS Dashboard is to provide one configurable instance that will stream internal system logfiles and integrate a process that will monitor these log files for specific scenarios and automatically issue alerts and restart servers as required. If the servers don’t restart this process will send an email. Issues will be colour coded in the IRIS Dashboard. Each instance will be configured by additional IRIS Dashboard property files.

For more details on the IRIS Dashboard, please refer to the High Level Design Document.
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