Promised
{email,uid,verified,
quickStretchedPW,unwrapkB}

Create new account
/create succeeds

Sign in to existing account
/login succeeds

/login

200
Engaged <«
{email,uid,verified,
sessionToken, keyFetchToken,unwrapkB}
/keys

Notes

If we don’t keep the stretched PW around
in the promised state, then we either need
to succeed at /create and /login, or we
wear the clown shoes of asking the user
for their password twice.

Cohabiting

{email,uid,verified,
sessionToken, keyFetchToken, kA, kB, keyPair}

/sign

A

certificate invalidated 200

- /

APl invalidates assertion
invalidates certificate

T~

Married
{email,uid,verified,sessionToken,
keyFetchToken,kA,kB,keyPair,certificate}

,/”///)"

API requests assertion

—

401

User re-enters credentials
/login succeeds

401

401

User signs out ———»

Separated

{email,uid,verified}

User signs out

Divorced
{email}

Login Delegate

handleSuccess(State newState)
handleError(Exception e)

/

incorrect login
incorrect key retrieval
incorrect API version

/




