HELLENIC EXCHANGES – ATHENS STOCK EXCHANGE S.A.
HELLENIC EXCHANGES – ATHENS STOCK EXCHANGE S.A.

In order to participate in the Mozilla CA Root Certification Program we send you all the necessary information about the requirements of the program.

Company name and address:

HELLENIC EXCHANGES – ATHENS STOCK EXCHANGE S.A.
110, Athinon Ave., 104 42 Athens, Greece

Tel: +30 210 3366800

Fax: +30 210 3366610

Company Web page addresses (URL):

http://www.helex.gr/
http://www.helex.gr/web/guest/digital-certificates;jsessionid=7292D75A07B3C0E0E4221D6BF7E8D38F
Two contacts from your organization (first and last name, e-mail address, and phone number):

Faidon Tsikliropoulos, Head of PKICA Services F.Τsikliropoulos@helex.gr, +30 210 3366283
John Balafas, Deputy Director of Applications’ Management, HW & SW Management, Users’ Technical Support & PKICA Services J.Balafas@helex.gr, +30 210 3366155

Number of roots you would like to submit:

One (1) Root Ca

What is the business purpose of the certificates issued from the root certificate(s)? What business is this root enabling?
Our company HELLENIC EXCHANGES – ATHENS STOCK EXCHANGE S.A. is the organizer and operator of the Greek Stock & Derivatives Market. Also develops PKI/CA services to fit business needs. 

Specifically, our company is developing a PKI infrastructure for issuing digital certificates used in smart card applications that require digital signatures such as signing document, emails and financial transactions.
To whom will you issue certificates? For example, to the general public, or to members of a certain organization (please specify).

The use is going to be for the general public and for registrant members of the Athens Exchange S.A. for submitting financial and company statements.

Why does the CA need to have their root certificate directly included in Mozilla’s products, rather than being signed by another CA’s root certificate that is already included in NSS?
The use is going to be for the general public and for registrant members of the HELLENIC EXCHANGES – ATHENS STOCK EXCHANGE S.A. for submitting financial and company statements.
Does this CA have root certificates included in any other major browsers?
Microsoft Explorer

Describe the types of Mozilla users who are likely to encounter your root certificate as relying parties while web browsing (HTTPS servers doing SSL), sending/receiving email to their own MTA (SMTPS, IMAPS servers doing SSL), sending/receiving S/MIME email (S/MIME email certs), etc.
Public sector, bank sector, corporate sector.
What Extended Key Usage does the root require?

Server Authentication EKU=1.3.6.1.5.5.7.3.1

Client Authentication EKU=1.3.6.1.5.5.7.3.2

Secure E-mail EKU=1.3.6.1.5.5.7.3.4

Code Signing EKU=1.3.6.1.5.5.7.3.3

Encrypting File System EKU=1.3.6.1.4.1.311.10.3.4

What is done to validate the identity of someone requesting a certificate you issue:

The costumers provide as with their personal data through application form.
What organization performed your CA's most recent audit?:

Ernst & Young Business Advisory Solutions S.A

Please provide contact information for someone at your auditor, so that we may verify your report:

Panagiotis Papagiannakopoulos
Panagiotis.Papagiannakopoulos@gr.ey.com
Pointers to Certificate Practice Statement:

http://www.helex.gr/web/guest/digital-certificates-pki-regulations
URL of a publicly accessible server where certificates issued from your roots can be verified:

ldap://directory1.inet.helex.gr/CN=Athens Exchange S.A. General Certificates CA,CN=CRL Repository,O=athex,C=gr
List of other programs on which your root certificates are already included:

Microsoft root certification program.

Attach a test certificate issued from each root to be assessed for inclusion:


[image: image1.emf]etheologou.zip


List of any third-party audits your CA practice has undergone:

We send you both the RKGC Independent Assurance Report composed by Ernst & Young concerning the company’s Root Key Generation Ceremony and the WebΤrust for Certification Authorities Report.

[image: image2.emf]EY_PKICA_RKGC_In dependent_Assurance_Report_Signed.pdf
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General Requirements
· We send you the root certificate from our infrastructure.



[image: image4.emf]ATHEX Root CA.zip


·  Root certificate details:

  ATHEX Root CA,
  2010/10/18 to 2030/10/17
  CN=ATHEX Root CA O=Athens Exchange S.A. C=GR

Thumbprint (SHA-1) = DB 2B 7B 43 4D FB 7F C1 CB 59 26 EC 5D 95 21 FE 35 0F F2 79
Version 3
Sha1RSA

RSA (2048)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)
· Test website URL:
    https://trs.helex.gr/
· Requested Trust Bits:
    Websites (SSL/TLS) 

    Email (S/MIME) 

    Code Signing
· SSL Validation Type:
    DV 

If you have any question or if you need any additional information please contact us.[image: image5][image: image6][image: image7]
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Report of Independent Accountants

To the Management of Athens Exchange S.A.

We have examined the assertion by the Management of Athens Exchange (“Athex”) that
in providing its Certification Authority (“CA”) services in Greece for the ‘Athex Certificate’
products, during the period from January 1, 2012 through December 31, 2012, Helex has:

Disclosed its key and certificate lifecycle management policies and procedures, in its
Certificate Practices Statement and provided such services in accordance with its
disclosed practices in its Certificate Practice Statements, and

Maintained effective controls to provide reasonable assurance that:

Subscriber information was properly collected, authenticated and verified, and

The integrity of keys and certificates it manages is established and protected
throughout their life cycles

based on the AICPA/CICA WebTrust for Certification Authorities Criteria Version 2.0.

Athex’s Management is responsible for its assertion. Our responsibility is to express an
opinion on Management’s assertion based on our examination.

Our examination was conducted in accordance with attestation standards established by
the American Institute of Certified Public Accountants (AICPA), and, accordingly, included
(1) obtaining an understanding of Athex’s certificate life cycle management practices and
procedures, including its relevant controls over the issuance, renewal and revocation of
certificates; (2) selectively testing transactions executed in accordance with disclosed
certificate life cycle management practices; (3) testing and evaluating the operating
effectiveness of the controls; and (4) performing such other procedures as we considered
necessary in the circumstances. We believe that our examination provides a reasonable
basis for our opinion.

Because of inherent limitations in controls, errors or fraud may occur and not be detected.
Furthermore, the projection of any conclusions, based on our findings, to future periods is
subject to the risk that the validity of such conclusions may be altered because of changes
made to the system or controls, or the failure to make needed changes to the system, or
deterioration in the degree of effectiveness of the controls.

In our opinion, for the period from January 1, 2012 through December 31, 2012, Athex’s
Management’s assertion, as set forth in the first paragraph, is fairly stated, in all material
respects, based on the AICPA/CICA WebTrust for Certification Authorities Criteria Version
2.0.
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The relative effectiveness and significance of specific controls at Athex and their effect on
assessments of control risk for subscribers and relying parties are dependent on their
interaction with the controls, and other factors present at individual subscriber and relying
party locations. We have performed no procedures to evaluate the effectiveness of
controls at individual subscriber and relying party locations.

This report does not include any representation as to the quality of Athex’s services
beyond those covered by the AICPA/CICA WebTrust for Certification Authorities Criteria

Version 2.0, nor the suitability of any of Athex's services for any customer’s intended
purpose.

Athens, July 31, 2013

THE CERTIFIED AUDITOR ACCOUNTANT
Christodoulos Seferis
SOEL No. 23431

Ernst & Young (Hellas) S.A.
Certified Auditors Accountants
(SOEL R.N. 107)

11" Km National Road Athens-Lamia
144 51 Metamorfosi





Management Assertions

Assertion of Management as to its Disclosure of its Business Practices and its Controls
over its Certification Authority Operations during the period from January 1, 2012
through December 31, 2012

Our Commitment to Security, Controls and Integrity:

Athens Exchange S.A. is committed to providing the highest level of security, controls, and
integrity to support our Certification Authority (CA) branded "Athens Exchange S.A.
Certification Services” in accordance with its disclosed practices described in the certification
practice statement at http://www.ase.gr/pki/repository/files/KP _Q.pdf for Qualified Certificates
and http://www.ase.gr/pki/repository/files/KP_NON-Q.pdf for Non-Qualified Certificates. To that
end, we have subjected our Certification Authority business practices to the AICPA/CICA
WebTrust for Certification Authorities Criteria Version 2.0.

Our Assertion With Respect to WebTrust for Certification Authorities

Athens Exchange is responsible for establishing and maintaining effective controls over its CA
operations, including its CA business practices disclosure and service integrity (including key
and certificate life cycle management controls) controls. These controls contain monitoring
mechanisms, and actions are taken to correct deficiencies identified.

There are inherent limitations in any controls, including the possibility of human error and the
circumvention or overriding of controls. Accordingly, even effective controls can provide only
reasonable assurance with respect to Athens Exchange’s Certification Authority operations.
Furthermore, because of changes in conditions, the effectiveness of controls may vary over
time.

In Athens Exchange’s opinion, in providing its Certification Authority services in Athens,
Greece, during the period January 1, 2012 through December 31, 2012, Athens Exchange has:

e Disclosed its Certificate life cycle management practices and procedures, including its
commitment to provide Certificates in conformity with the CA/Browser Forum Guidelines,
and provided such services in accordance with its disclosed practices

e Maintained effective controls to provide reasonable assurance that

e Subscriber information was properly collected, authenticated and verified, and

e The integrity of keys and certificates it manages is established and protected
throughout their life cycles

based on the AICPA/CICA WebTrust for Certification Authorities Criteria Version 2.0.

Our commitment to these principles and criteria is on-going. Every twelve months, Ernst &
Young may verify our continuing compliance with the AICPA/CICA WebTrust for Certification
Authorities Criteria Version 2.0, subject to re-engagement by Athens Exchange.

110, Athinon Ave., 104 42 Athens, Greece, tel +30-210 3366800 fax +30-210 3366610, www.helex.ar
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Athens Exchange S.A.

Executive Summary

PKI Certification Authority (CA)
Key Generation Ceremony for the ATHEX Root CA

ATHEX Root CA Thumbprint
DB2B 7B43 4DFB 7FC1 CB59 26EC 5D95 21FE 350F F279

We have reviewed Athens Exchange S.A. management's assertions accompanying this report regarding
generating and protacting its Certification Authority 'CA") keys, ATHEX Root CA, ATHEX General Certificates CA
and ATHEX Qualified Certificates CA un Oclober 18, October 19, 2010,

Based on our work described in this report, nothing has come to our attention that causes us to believe that the
management's assertions on Root Key Ceremony Process controls are not fairly stated in all material respects
hased on the criteria mentioned in the tollowing report. Furthermore, nothing has come to our attention that
causes us to believe that the procedures we observed during the CA key generation process for the ATHEX Root
CA, ATHEX General Certificates CA and ATHEX Qualified Certificates CA on Ocfober 18, October 19, 2010, have
not complied, in all material respects, with the ATHEX Root Key Generation Ceremaony Script, version 1.0, dated
October 18, 2010, AICPA/CICA WebTrustSM/TM Frogram for Certification Authorities (http://www.aicpa.org cr
http://www.cica.ca), relevant aspects of the Internet Engineering Task Force (IETF) PKIX framework - RFC 2527
Chitp:/fwww.ietf.org) and relevant aspects of the Internat X.509 Public Key Infrastructure Certificate Policy and
Certification Practices Framework - RFC 2647, which absoletes RFC 2527

This report is intended solely for the information and use of ATHEX's management, regarding the procedures
performad by ATHEX on Octoher 18 and Octoher 19 2010 to generate the CA keys for the incicated CAs with

the thumbprints above, and is nol intended to be and should not be used by anyone other than these specified
parties

October 20, 2010
Athens, Greece

Ell ERNST & YOUNG

Quality In Everything We Do
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20 Octobar, 2010

Athens Exchange S.A.
108, Athinon Ave.
10442, Athens
Greece

To The Management of Alhens Exchange 5.4,

We have reviewed Athens Exchange S.A. (hereinafter ATHEX S.A. or just ATHEX) management's
assertions accompanying this report that, in generating and protecting its Certification Authority
("CA') keys, ATHEX Root CA, ATHEX General Certificates CA and ATHEX Qualified Certificates CA on
October 18, October 19, 2010, ATHEX:

» documented its CA key generation and protection procedures in its Certificate Policy and
Certification Practice Statament (CR/CPS) for the indicated CAs, respectively, final version 1.0,
dated October 18, 2010;

e included appropriale detailed procedures and controls in its Root Key Generation Ceremaony
Script for the indicated CaAs, final version 1.0, dated Dctober 18 2010;

= maintained effective controls to provide reasonable assurance that the indicated CA keys were
generated and protected in conformity with the procedures described in its above-mentioned
CP and CPS and with its Rocot Key Generation Ceremony Script; and

» performed, during the Root Key Generation Process, all the procedures raquired by its Root Key
Gerneration Ceremony Script

based on relevant aspects of the AICPA/CICA WebTrust™™™ Program for Certification Authorities
Force {IETF) PKIX framework -_HIEEE_EET_Eﬁ_ttn:ffh'ww.ietf.urm and relevant aspects of the Internet
X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framework - RFC
3647, which obsoletes RFC 2527,

ATHEX's management is responsible for its assertions. Our respansibility is to express a conclusion
on management's assertions based on our review,

Our work was performed in accordance with standards for assurance engagements other than
Audits or Reviews of Historical Financial Information established by the International Federation of
Accountants (ISAE3000). Those standards require that we plan and perform our work to obtain
limited assurance that nothing has come to our attention regarding ATHEX's management's
assertion that Root Key Generation Process contreols are not effective, in all material aspects, based
on the aforementioned criteria. Our work included:

» obtaining an understanding of ATHEX's documented plan of procedures to be performed for the
generation of the certification authority key pairs for the indicated CAs,

» examining the CA key generation script for design effectiveness,

» testing and evalualing, during the CA key generation process, the effectiveness of controls over
the integrity, confidentiality and availability of all private kays (including back-up copies), and
access keys (physical keys, tokens, passwords and PINs) used in the Root Key Ceremony
Frocedure, and
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» physical observation of all proceduras performed during the CA key generation process to
ensure that the procedures actually performed on October 18 and October 19, 2010 were in
accordance with the Root Key Generation Ceremony Script for the indicated CAs.

Based on our work described in this report, nothing has come to our attention that causes us fo
believe that the management's assertions on Root Key Ceremony Process controls are not fairly
stated in all material respects based on the aforementioned criteria. Furthermore, nathing has come
to our attention that causes us to believe that the procedures we cbserved during the CA key
generation process for the ATHEX Root CA, ATHEX General Certificates CA and ATHEX Qualified
Certificates CA on October 18, October 19, 2010, have not complied, in all material respects, with
the ATHEX Root Key Generation Ceremony Script, final version 1.0, dated Octeber 18, 2010,
AICPA/CICA WebTrustSM/TM Program for Certification Authorities (http://www.aicpa.org or
http//www.cica.ca), relevant aspects of the Intarnst Engineering Task Force (IETF) PKIX framework -
RFC 2527 (http://www.ietf.org) and relevant aspects of the Internet X.509 Fublic Key Infrastructure
Certificate Policy and Certification Practices Framework - RFC 3647, which obsoletes RFC 2527,

Because of inherent limitations in controls, error or fraud may occur and not be detected.
Furthermore, the projection of any conclusions, based on our findings, to future periods is subject to
the risk that the validity of such conclusions may be altered because ol

e changes made to the systems or controls,

» changes in processing requirements,

> changes required because of the passage of time,

» deterioration in the degree of compliance with the policies or procedures.

The following Distinguished Mames (DN) and fingerprints of the CA public keys were generated
under our direct observation:

CN=ATHEX Root CA, OU=Root CA O=Athens Exchange 5.A. C=GR
Thumbprint (SHA-1)= DB2B 7843 4DFB 7FC1 CB59 26EC 5D95 21FE 350F F279

CN=ATHEX General Certificates CA, OU=General Certificates CA O=Alhens Exchange 5.A. C=GR
Thumbprint (SHA-1)= 9C72 BB4D 9C02 D71E 2E98 F43F E290 C277 4AB7 5518

CN=ATHEX Qualified Certificates CA, OU=Qualified Certificates CA O=Athens Exchange S.A. C=GR
Thurmbprint (SHA-1)= 04A2 838B 6174 3178 FFA4 4ADA TCAZ 7343 34F7 3F31

This report is intended solely for the information and use of ATHEX's management, regarding Lhe
procedures performed by ATHEX on October 18 and October 19 2010 to generate the CA keys for
the indicated CAs with the thumbprints above, and is not intended to be and should not be used by
anyone other than these specified parties.
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Management Assertions on Root Key Ceremony Process controls

Root Key Generation Environment

| 3

The computer hardware platform was built under audit observation starting from sealed clean
equipment or auditable equivalent.

All software cemponents were loaded from shrink-wrap or certified equivalent.

Commercially available CA software, which has been independently verified for FIPS/RSA
compliance or equivalent, was used,

Configuration network was detached during the duration of key generation process.

The environment under audit included all software components (e.g., operating system,
databases, CA software, and directory software).

The environment built process was totally scripted to the key-stroke level of detail.
The enviranment was built (loaded) under audit presence or auditable equivalent.

Detailed records of the process, participants and access were maintained (e.g., detailed access
logs to the room, process videotaped, etc.).

Tha process occurred in an appropriately secured physical facility.

All participants prior to entering the room delivered all electronic devices under their
processicn.

Root Key Generation Procedures

Ernst & Young

The CP/CPS companants relating to root key matters were complete,

The detailed script of procedures was prapared to the key-stroke level of detail.
The network was detached during the duration of key generation process.

The entire process was performed under audit presence or auditable eguivalent.

Detailed records of the process, participants and access were maintained (e.g., script steps
signed off, process videotaped, etc.).

The process occurred in an appropriately secured physical facility.

All crypto material and key components was placed under appropriate pre-defined and audit-
reviewed split custody,

The duplication of private keys (cloning) for disaster racovery procedures as stated in the CP3
was performed as part of the ceremany.

The ceremony included production of a sell-signed certificate containing the CA public root key.

The ceremony incorporated sacure storage under split-custody safekeeping of all private keys
generated.

All cryptographic material was secured in appropriate split-custody safekeeping.

20/10/2010
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