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In order to participate in the Mozilla CA Root Certification Program we send you all the necessary information about the requirements of the program.

Company name and address:

HELLENIC EXCHANGES – ATHENS STOCK EXCHANGE S.A.
110, Athinon Ave., 104 42 Athens, Greece

Tel: +30 210 3366800

Fax: +30 210 3366610

Company Web page addresses (URL):

http://www.helex.gr/
http://www.helex.gr/web/guest/digital-certificates;jsessionid=7292D75A07B3C0E0E4221D6BF7E8D38F
Two contacts from your organization (first and last name, e-mail address, and phone number):

Faidon Tsikliropoulos, Head of PKICA Services F.Τsikliropoulos@helex.gr, +30 210 3366283
John Balafas, Deputy Director of Applications’ Management, HW & SW Management, Users’ Technical Support & PKICA Services J.Balafas@helex.gr, +30 210 3366155

Number of roots you would like to submit:

One (1) Root Ca

What is the business purpose of the certificates issued from the root certificate(s)? What business is this root enabling?
Our company HELLENIC EXCHANGES – ATHENS STOCK EXCHANGE S.A. is the organizer and operator of the Greek Stock & Derivatives Market. Also develops PKI/CA services to fit business needs. 

Specifically, our company is developing a PKI infrastructure for issuing digital certificates used in smart card applications that require digital signatures such as signing document, emails and financial transactions.
To whom will you issue certificates? For example, to the general public, or to members of a certain organization (please specify).

The use is going to be for the general public and for registrant members of the Athens Exchange S.A. for submitting financial and company statements.

Why does the CA need to have their root certificate directly included in Mozilla’s products, rather than being signed by another CA’s root certificate that is already included in NSS?
The use is going to be for the general public and for registrant members of the HELLENIC EXCHANGES – ATHENS STOCK EXCHANGE S.A. for submitting financial and company statements.
Does this CA have root certificates included in any other major browsers?
Microsoft Explorer

Describe the types of Mozilla users who are likely to encounter your root certificate as relying parties while web browsing (HTTPS servers doing SSL), sending/receiving email to their own MTA (SMTPS, IMAPS servers doing SSL), sending/receiving S/MIME email (S/MIME email certs), etc.
Public sector, bank sector, corporate sector.
What Extended Key Usage does the root require?

Server Authentication EKU=1.3.6.1.5.5.7.3.1

Client Authentication EKU=1.3.6.1.5.5.7.3.2

Secure E-mail EKU=1.3.6.1.5.5.7.3.4

Code Signing EKU=1.3.6.1.5.5.7.3.3

Encrypting File System EKU=1.3.6.1.4.1.311.10.3.4

What is done to validate the identity of someone requesting a certificate you issue:

The costumers provide as with their personal data through application form.
What organization performed your CA's most recent audit?:

Ernst & Young Business Advisory Solutions S.A

Please provide contact information for someone at your auditor, so that we may verify your report:

Panagiotis Papagiannakopoulos
Panagiotis.Papagiannakopoulos@gr.ey.com
Pointers to Certificate Practice Statement:

http://www.helex.gr/web/guest/digital-certificates-pki-regulations
URL of a publicly accessible server where certificates issued from your roots can be verified:

ldap://directory1.inet.helex.gr/CN=Athens Exchange S.A. General Certificates CA,CN=CRL Repository,O=athex,C=gr
List of other programs on which your root certificates are already included:

Microsoft root certification program.

Attach a test certificate issued from each root to be assessed for inclusion:


[image: image1.emf]etheologou.zip


List of any third-party audits your CA practice has undergone:

We send you both the RKGC Independent Assurance Report composed by Ernst & Young concerning the company’s Root Key Generation Ceremony and the WebΤrust for Certification Authorities Report.

[image: image2.emf]EY_PKICA_RKGC_In dependent_Assurance_Report_Signed.pdf
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General Requirements
· We send you the root certificate from our infrastructure.



[image: image4.emf]ATHEX Root CA.zip


·  Root certificate details:

  ATHEX Root CA,
  2010/10/18 to 2030/10/17
  CN=ATHEX Root CA O=Athens Exchange S.A. C=GR

Thumbprint (SHA-1) = DB 2B 7B 43 4D FB 7F C1 CB 59 26 EC 5D 95 21 FE 35 0F F2 79
Version 3
Sha1RSA

RSA (2048)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)
· Test website URL:
    https://trs.helex.gr/
· Requested Trust Bits:
    Websites (SSL/TLS) 

    Email (S/MIME) 

    Code Signing
· SSL Validation Type:
    DV 

If you have any question or if you need any additional information please contact us.[image: image5][image: image6][image: image7]
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