
User
Client C

Attacker
Server A

Target
Server S

ClientHello(cr, [DHE], . . .)
ClientHello(cr, [DHE])

ServerHello(sr, sid , DHE, ENC ALG)
ServerCertificate(certS , pkS)

ServerCertificate(certA, pkA)
ServerKeyExchange(sign([p = 2q + 1, g, gKS ], skS))

ServerKeyExchange(sign((p, g, gq), skA))
ServerHelloDone

ClientKeyExchange(gKC )
ClientKeyExchange(gq)

Calculate: pms = gq∗KC

pms = 1 if KC is even
pms = p − 1 if KC is odd

Knows:
sid , pms, cr, sr

Calculate: pms = gq∗KS

pms = 1 if KS is even
pms = p − 1 if KS is odd

ClientCCS

ClientFinished(verifydata(log1,ms1))
ClientFinished(verifydata(log ′

1,ms2))
ServerCCS

ServerFinished(verifydata(log2,ms2))
ServerFinished(verifydata(log ′

2,ms1))

Cache new session:
sid , ms1, anon → certA,
cr, sr,DHE, ENC ALG

Knows:
sid ,ms1, ms2, cr, sr

50% chance that ms1 = ms2

Cache new session:
sid ,ms2, anon → certS

cr, sr,DHE, ENC ALG

AppData

AppData’

Connection 1: Initial DHE Handshake (Degenerate Public Key)


