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Policy Analysis Query - 'access to releng servo networks'

Generated on Wed, 27 Nov 2013, 10:15:05 by Michal Purzynski
Report Time: Wed, 27 Nov 2013, 10:15:05

Note: This query uses Topology Intelligence to show all of the possible paths of traffic that are relevant to the selected policies.
All queries use the latest Topology information, even for historical queries.

Query Parameters

Targets: fwl.releng.scl3/Automatic by topology

Source: 8.8.8.8/255.255.255.255, 10.0.0.0/255.0.0.0, 63.245.208.0/255.255.240.0
Destination: 10.134.0.0/255.255.0.0

Service: Any

Applications: Any

Users: Any

Rule Action: Allow

Shadowing: Partialy shadowed or Unshadowed

Juniper SRX, J-series - fwl.releng.scl3

Policy Package: Standard

Revision:
Revision  Acti Date  Ti Ll Time on Administrat Installed GUI  Audit Policy Global Ticket
evision | Action ate | fime on Device ministrator: o, Client [ Log | Package Policy ID
Device
Toe Tue, 26
91 @ Automatic 14:01:28 | Nov 14:01:10 ' xionox - - Standard
Nov 2013

2013
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59 out of 2059 rules match the query:
build to vpc:
From build To vpc, total policy: 4
Number | SHADOWING Name Source Destination Application |Action|Options Comments
buildmaster-- . .
1 buildbot Any aws-buildbot-masters |buildbot @ 812342
releng- puppet
2 puppet-- Any releng-puppet junos-http @ 812342
puppet junos-https
blobupload-- .
3 https Any blobupload-net junos-https @ 928058
global-icmp- . s
4 permit Any Any junos-ping @

dc to vpc:



https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=aws-buildbot-masters%20(vpc)&version_id=1293&object_type=network_object&keep_url=1&field=dst
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=buildbot&version_id=1293&object_type=service_object&keep_url=1&field=services
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=releng-puppet%20(vpc)&version_id=1293&object_type=network_object&keep_url=1&field=dst

From dc To vpc, total policy: 11

NumberlSHADOWING| Name Source Destination Application|Action|OptionsiComments
puppet
releng- .
1 puppet-- BUILD releng-puppet !unos-http @
puppet = junos-
https
nagiosl.private.releng.usel
2 puppet--ssh [puppetl.private.scl3 nagiosl.private.releng.uswl [junos-ssh @ 905721
nagiosl.private.releng.usw?2
buildmaster- [build.mtv1-net . ]

3 -buildbot scll-net aws-buildbot-masters buildbot @ 812342
remove
this and

: deny- following
4 gﬁgﬂ% ed offices-any- [build.mtv1 Any ANY @ policy
but-mtv1 when
812342 is
closed
Partially blobupload--|BUILD junos-
5 Shadowed https PODS.scll blobupload-net https @ 928058
buildbot-
master- buildbot-master-servo- buildbot-
i servo-01-- web.releng.webapp.scl3 01.srv.servo.releng.usel |http @ 886948
buildbot-http
boris
global- adminla.private.scl3 A ANY

8 jumphost  |adminilb.private.scl3 W @

adminl.private.scl3

9 scanl-any |scanl.ops.scl3 Any ANY @

openvpnl.corpdmz.scl3
scl3-vpn-net
VPN--ANY A ANY
2L adminl.scl3-vpn " @
openvpnl.stage.corpdmz.scl3
global-any- .
11 backbone backupl.private.scl3 Any backbone @ 890273
Partially global-icmp- . =
12 Shadowed permit Any Any junos-ping @
dmz to vpc:
From dmz To vpc, total policy: 3
Number SHADOWING Name [ Source | Destination | Application | Action | Options Comments
global-
1 vpnl- |vpnl Any ANY @ releng vpn setup
jump
global- . .
2 - ganglial |Any ganglia @
global-
3 Partially Shadowed icmp- Any Any junos-ping @
permit
inband to vpc:
From inband To vpc, total policy: 3
Number| SHADOWING Name Source Destination Application [Action|{Options Comments
buildmaster-- . .
1 buildbot Any aws-buildbot-masters (buildbot @ 812342
releng- puppet
2 puppet-- Any releng-puppet junos-http @ 812342
puppet junos-https
global-icmp- . .
3 permit Any Any junos-ping @
mobile to vpc:
From mobile To vpc, total policy: 2
Number | SHADOWING Name Source Destination Application | Action| Options Comments
blobupload-- .
1 https Any blobupload-net |junos-https @ 928058
global-icmp- . .
2 permit Any Any junos-ping @



https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=BUILD%20(dc)&version_id=1293&object_type=network_object&keep_url=1&field=src
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=releng-puppet%20(vpc)&version_id=1293&object_type=network_object&keep_url=1&field=dst
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=aws-buildbot-masters%20(vpc)&version_id=1293&object_type=network_object&keep_url=1&field=dst
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=buildbot&version_id=1293&object_type=service_object&keep_url=1&field=services
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=BUILD%20(dc)&version_id=1293&object_type=network_object&keep_url=1&field=src
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=web.releng.webapp.scl3%20(dc)&version_id=1293&object_type=network_object&keep_url=1&field=src
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=buildbot-http&version_id=1293&object_type=service_object&keep_url=1&field=services
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=buildbot-http&version_id=1293&object_type=service_object&keep_url=1&field=services
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=backbone&version_id=1293&object_type=service_object&keep_url=1&field=services
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=ganglia&version_id=1293&object_type=service_object&keep_url=1&field=services
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=aws-buildbot-masters%20(vpc)&version_id=1293&object_type=network_object&keep_url=1&field=dst
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=buildbot&version_id=1293&object_type=service_object&keep_url=1&field=services
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=releng-puppet%20(vpc)&version_id=1293&object_type=network_object&keep_url=1&field=dst

ops to vpc:

From ops To vpc, total policy: 1
Number SHADOWING Name [ Source [ Destination Application | Action [ Options Comments
global-
1 icmp- Any Any junos-ping @
permit
private to vpc:
From private To vpc, total policy: 2
Number SHADOWING Name | Source | Destination | Application [ Action | Options Comments
o adminla
1 any admlnlb Any ANY @
nagiosl
global-
2 Partially Shadowed icmp- [Any Any junos-ping @
permit
relabs to vpc:
From relabs To vpc, total policy: 2
Number | SHADOWING Name Source Destination Application | Action| Options Comments
blobupload-- ’ ; )
1 https Any blobupload-net |junos-https @ 928058
global-icmp- . .
2 permit Any Any junos-ping @
servo to vpc:
From servo To vpc, total policy: 3
NumberlSHADOWING Name Source Destination ApplicationActionOption§Comment5
buildbot- . . .
build- |buildbot- buildbot-
1 ma_ster1_srv_servo_releng_usel- net masterl.srv.servo.releng.usel|rpc @ Eleiloe
-buildbot
t
Servo- build 'puppehtt
2 puppetl_srv_servo_releng_usel-|PuNd- [Servo- junos-hitp @ 869109
net puppetl.srv.servo.releng.usel|junos-
-puppet
https
3 global-icmp-permit Any |Any junos-ping @
Srv to vpc:
From srv To vpc, total policy: 6
Number] SHADOWING | Name Source Destination Application|Action|Options)] Comments
cruncher
1 any--sshislaveapil Any junos-ssh @ /*812342,915617*/
slaveapi-devl
2 any=" - lcruncher Any buildbot @ 812342
build ——
- build- ;
Partially aws-buildbot- .
3 Ishadowed master—-|Any masters el @
buildbot —
puppet
: releng- .
Partially junos-http
i~ B -
4 Shadowed puppet-- |Any releng-puppet {unos- @ 812342
puppet
https
5 Partially buildtbot- buildbot-master- |aws-buildbot- . h @
Shadowed ?ST]S € lset masters JUN0S-SS
global-
6 icmp-  [Any Any junos-ping @
permit

test to vpc:


https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=buildbot-rpc&version_id=1293&object_type=service_object&keep_url=1&field=services
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=buildbot-rpc&version_id=1293&object_type=service_object&keep_url=1&field=services
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=buildbot&version_id=1293&object_type=service_object&keep_url=1&field=services
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=aws-buildbot-masters%20(vpc)&version_id=1293&object_type=network_object&keep_url=1&field=dst
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=aws-buildbot-masters%20(vpc)&version_id=1293&object_type=network_object&keep_url=1&field=dst
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=buildbot&version_id=1293&object_type=service_object&keep_url=1&field=services
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=releng-puppet%20(vpc)&version_id=1293&object_type=network_object&keep_url=1&field=dst
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=buildbot-master-set%20(srv)&version_id=1293&object_type=network_object&keep_url=1&field=src
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=buildbot-master-set%20(srv)&version_id=1293&object_type=network_object&keep_url=1&field=src
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=aws-buildbot-masters%20(vpc)&version_id=1293&object_type=network_object&keep_url=1&field=dst
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=aws-buildbot-masters%20(vpc)&version_id=1293&object_type=network_object&keep_url=1&field=dst

From test To vpc, total policy: 4
Number| SHADOWING Name Source Destination Application |Action|Options Comments
buildmaster-- . .
1 buildbot Any aws-buildbot-masters |buildbot @ 812342
releng- puppet
2 puppet-- Any releng-puppet junos-http @ 812342
puppet junos-https
blobupload-- .
3 https Any blobupload-net junos-https @
global-icmp- . .
4 permit Any Any junos-ping @
try to vpc:
From try To vpc, total policy: 4
Number | SHADOWING Name Source Destination Application |Action|Options Comments
buildmaster-- " .
1 buildbot Any aws-buildbot-masters [buildbot @ 812342
releng- puppet
2 puppet-- Any releng-puppet junos-http @ 812342
puppet junos-https
blobupload-- .
3 https Any blobupload-net junos-https @ 928058
global-icmp- . .
4 permit Any Any junos-ping @
untrust to vpc:
From untrust To vpc, total policy: 1
Number SHADOWING Name [ Source [ Destination Application | Action [ Options Comments
global-
1 icmp- Any Any junos-ping @
permit
vpc to vpc:
vpc Intra-zone policy, total policy: 1
Number SHADOWING | Name | Source | Destination Application [ Action | Options Comments
any--
1 any Any Any ANY @
winbuild to vpc:
From winbuild To vpc, total policy: 4
Number| SHADOWING Name Source Destination Application |Action|Options Comments
buildmaster-- . .
1 buildbot Any aws-buildbot-masters (buildbot @ 812342
releng- puppet
2 puppet-- Any releng-puppet junos-http @ 812342
puppet junos-https
blobupload-- .
3 https Any blobupload-net junos-https @ 928058
global-icmp- . .
4 e Any Any junos-ping @
wintest to vpc:
From wintest To vpc, total policy: 4
Number| SHADOWING Name Source Destination Application [Action|[Options Comments
buildmaster-- . .
1 buildbot Any aws-buildbot-masters [buildbot @ 812342
releng- puppet
2 puppet-- Any releng-puppet junos-http @ 812342
puppet junos-https
blobupload-- 3 : )
3 https Any blobupload-net junos-https @ 928058
global-icmp- . .
4 permit Any Any junos-ping @

wintry to vpc:



https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=aws-buildbot-masters%20(vpc)&version_id=1293&object_type=network_object&keep_url=1&field=dst
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=buildbot&version_id=1293&object_type=service_object&keep_url=1&field=services
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=releng-puppet%20(vpc)&version_id=1293&object_type=network_object&keep_url=1&field=dst
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=aws-buildbot-masters%20(vpc)&version_id=1293&object_type=network_object&keep_url=1&field=dst
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=buildbot&version_id=1293&object_type=service_object&keep_url=1&field=services
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=releng-puppet%20(vpc)&version_id=1293&object_type=network_object&keep_url=1&field=dst
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=aws-buildbot-masters%20(vpc)&version_id=1293&object_type=network_object&keep_url=1&field=dst
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=buildbot&version_id=1293&object_type=service_object&keep_url=1&field=services
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=releng-puppet%20(vpc)&version_id=1293&object_type=network_object&keep_url=1&field=dst
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=aws-buildbot-masters%20(vpc)&version_id=1293&object_type=network_object&keep_url=1&field=dst
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=buildbot&version_id=1293&object_type=service_object&keep_url=1&field=services
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=releng-puppet%20(vpc)&version_id=1293&object_type=network_object&keep_url=1&field=dst

From wintry To vpc, total policy: 4

Number| SHADOWING Name Source Destination Application |Action|Options Comments
buildmaster-- . .
1 buildbot Any aws-buildbot-masters |buildbot @ 812342
releng- puppet
2 puppet-- Any releng-puppet junos-http @ 812342
puppet junos-https
blobupload-- .
3 https Any blobupload-net junos-https @ 928058
global-icmp- . .
4 permit Any Any junos-ping @
Notes:

1. The result contains one or more 'Partially Shadowed' rules.
See below for more details.

Notes

1. Partially Shadowed rules:

A rule is considered to be partially shadowed by a previous rule if some of the traffic included in both the rule and the query is
handled by the previous rule.
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https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=aws-buildbot-masters%20(vpc)&version_id=1293&object_type=network_object&keep_url=1&field=dst
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=buildbot&version_id=1293&object_type=service_object&keep_url=1&field=services
https://https://tufin1.private.scl3.mozilla.com/object_tree.htm?name=releng-puppet%20(vpc)&version_id=1293&object_type=network_object&keep_url=1&field=dst
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