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Introduction

Overview

Token-Based Authentication provides security for assets accessed through our content delivery
network. For example, you can secure your content by the country, URL, IP address, protocol, or
the referrer used to request access to your content. Additionally, you can protect your content
by only allowing it to be available for a certain amount of time. Regardless of how you decide to
protect your content, only authorized users that provide a valid token when requesting an asset
will be able to access your content.

How Does It Work?

There are three main Token-Based Authentication phases, which are configuration, content
linking, and client requests. The order under which these phases should take place is illustrated

below.
Platform-Specific Configuration Content Linking Client Requests
* Encryption Key * Token Generation _ Token Decryption
* Directory Authentication ¢ Link Generation * Security Test

# HTTP Rules Engine Feature

Token-Based Authentication Setup Overview

Platform-Specific Configuration

Before content can be secured, you will need to determine which platforms will be protected by
Token-Based Authentication and then configure each desired platform. Token-Based
Authentication configuration consists of specifying at least one encryption key and then
determining how content will be secured.

One way in which content can be secured is by specifying a directory. All requests for content in
that directory or a sub-folder of that location will be secured. An additional method for securing
content is only available if you have purchased HTTP Rules Engine. A rule can be created within
HTTP Rules Engine that enables or disables Token-Based Authentication when a request meets
predefined criteria. For example, you can specify that all Microsoft Word documents will be
protected by Token-Based Authentication.
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Content Linking

Once Token-Based Authentication has been configured on the desired platform, encrypted
tokens can be generated that define which users will be able to access your content. Protected
content can then be made available to your clients by providing a link that includes a CDN or
edge CNAME URL to the desired asset and a query string parameter that contains the token
value that defines the security parameters that must be met before a user can access the
requested content.

Note: Assets that reside in unprotected folders cannot be secured through the use of security
parameters. An unsecured asset may be accessed using a standard CDN or edge CNAME URL.

Handling Client Requests for Secured Content

When a client attempts to access an asset protected by Token-Based Authentication, they will
need to provide a properly formatted URL and meet the security requirements defined in the
HTTP request. A more detailed explanation is provided below.

1. Anauthorized request must contain a valid security token that is appended to the file
name in the CDN or edge CNAME URL (e.g., http://data.server.com/asset.txt?
c1019f8a6942b46alce679e168d5797670f3ee7e39068054ee4534d8a5a859dc06).

2. Our edge servers will decrypt the token using either the current primary or backup
encryption key for the platform associated with the request. The decrypted value will
reveal the security requirements for the requested content.

3. The user must satisfy all of the security requirements defined for the requested content.
If the user meets the requirements defined in the decrypted token value, then access
will be granted to the requested content. Otherwise, the user will be denied access. If a
user is denied access, then you may choose to redirect the user to another web page.

Choosing a Platform to Secure

Token-Based Authentication can secure content stored on any of our platforms (e.g., HTTP Large
Object, HTTP Small Object, Flash Media Streaming, etc.). However, you will need to configure
each platform individually. This provides complete control over how content is secured on each
platform. The following table lists the available features and security parameters for each
platform.

Note: The term "HTTP-Based Platform" encompasses the HTTP Large Object, HTTP Small Object,
and the Application Delivery Network (ADN) platforms.
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Feature/Security Parameter HTTP- Windows Flash

Based Media Media
Platform Streaming Streaming
Primary Key .
Backup Key

Folder-Level Security
Expiration Date Parameter (ec_expire)
Allow URL Parameter (ec_url_allow)

Allow Country Parameter (ec_country_allow)

Deny Country Parameter (ec_country_deny)
Allow Host Parameter (ec_host_allow)
Deny Host Parameter (ec_host_deny)

Allow Referrer Parameter (ec_ref_allow)

Deny Referrer Parameter (ec_ref_deny)

Allow Protocol Parameter (ec_proto_allow)
Deny Protocol Parameter (ec_proto_deny)
Allow Client IP Address Parameter (ec_clientip)

Token Encryption/Decryption

Custom Denial Handling

Note: HTTP-based platforms support the use of the ec_host_allow and the ec_host_deny
parameters, even though they are not available from the Encrypt Tool section of the Token
Auth page. For more information, please refer to the Allowing or Blocking Users by Host section
in the Determining How to Protect Your Content chapter.

Note: Although the Windows Media Streaming platform supports the use of the ec_ref_allow
and the ec_ref _deny parameters, these parameters have a slightly different behavior than when
used with other platforms and they are not available from the Encrypt Tool section of the Token
Auth page. For more information, please refer to the Allowing or Blocking Users by Referrer
section in the Determining How to Protect Your Content chapter.
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Setting Up Token-Based
Authentication

Overview

There are two main aspects for setting up Token-Based Authentication, which are setting an
encryption key and determining the location(s) that will be protected by it. Both of these items
must be configured on each platform that will be secured by Token-Based Authentication. If
either setting is not properly configured, then content on that platform will not be properly
secured. This chapter explains how you can properly set up Token-Based Authentication on a
per platform basis.

Setting an Encryption Key

Content on a particular platform will not be protected by Token-Based Authentication until an
encryption key has been assigned to it. Once a key has been assigned to a particular platform, all
requests for assets in protected folders for that platform will require a token value. When an
edge server receives a request for a secure asset, it will decrypt the associated token value using
the encryption key configured for that platform.

An encryption key can consist of any combination of alphanumeric characters. All other
characters, including spaces, are not valid for encryption keys. You should also keep in mind that
encryption keys are case-sensitive. In other words, the case of an encryption key determines
how token values will be decrypted.

Setting an encryption key is as simple as navigating to the Token Auth page for the desired
platform in the MCC, assigning a value to the Primary Key option, and then clicking Update.
Once you have set a primary key, you will need to specify which folders you would like to
protect.

When assigning an encryption key for the first time, keep in mind that your changes (i.e., setting
an encryption key and specifying the folder(s) to be protected) may take up to an hour to take
effect. During this time period, the content of your protected folders can be accessed normally.

Important: By default, a token value is only specific to an encryption key and not to a folder or a
platform. This means that it is possible for a client to use a single token value to gain access to
protected content from various folders across different platforms. If you would like to ensure
that token values cannot be reused on different platforms, then you should define a unique
encryption key on each platform.
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Changing Your Encryption Key

The encryption key assigned to a platform is crucial for decrypting token values. If the
encryption key used to generate a token value is no longer set for that platform, then access will
be denied to that asset. The following factors may prevent you from instantly switching to a new
encryption key:

e The amount of time it takes to update all of your links to protected content.
e Cached assets that contain links to protected content using old token values.

e The amount of time it takes for your new encryption key to take effect (approximately 1
hour).

As a result of all of these factors, it is recommended that you have two active encryption keys to
ensure that authorized users enjoy uninterrupted access to your assets. This procedure would
require that you assign your old key as a backup key when creating a new encryption key. Since
your old key is still an active encryption key, users will still be able to access your data using old
tokens. You can remove your encryption key after the new encryption key has taken effect, all of
your links have been updated, and your old assets are no longer being served. This process will
ensure a smooth transition to a new encryption key.

Note: Windows Media Streaming does not have a backup key. If you have to change your
encryption key, it is recommended that you do so at a time when demand for your videos is at
its lowest.

To change your encryption key (recommended procedure)
1. From the MCC, navigate to the Token Auth page for the desired platform.

2. From the Token-Based Authentication section, copy the value from the Primary Key
option to the Backup Key option.

3. Inthe Primary Key option, type your new encryption key.

4. Click Update to save your changes. It may take up to an hour for your primary key to
become active.

5. After an hour has elapsed, update all of your links that point to protected content to use
tokens generated with the new encryption key.

6. Once all of your links have been updated, purge all of the assets that point to protected
content. Purges can be performed from the My Edge page, which is available for each of
the platforms, in the MCC. Keep in mind that you may purge a folder recursively.

7. Clear the Backup Key option. Click Update to save your changes. It may take up to an
hour for your backup key to become deactivated. After which, links that use token
values based on the old encryption key will be rejected.
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Protecting Your Content by Folder

Before discussing how to protect your content by folder, let us review the following points:

e Token-Based Authentication secures content by platform (e.g., HTTP Large Object, HTTP
Small Object, Flash Media Streaming, etc.).

e A primary and/or backup encryption key must be specified for each desired platform.
e An encryption key by itself will not secure your content on that platform.

The content that you would like to secure through Token-Based Authentication needs to be
identified. One way of accomplishing this is to specify the location(s) that will be secured by
Token-Based Authentication on a per platform basis. The Directories to Authenticate section
allows you to define one or more protected locations using a relative path to the desired folder.
The starting point for this relative path is defined below:

URL Type Relative Path (Starting Point)

CDN URL Specify a relative path that starts directly after the content access point
(e.g., /000001, /200001, or /800001).

In the sample URL below, the gray text indicates what should be excluded
when securing a location. This sample request would be secured by any of
the following configurations: /, /customerorigin, and
/customerorigin/videos.

http://wac.0001.edgecastcn.net/800001/customerorigin/Videos/fly.flv
Edge CNAME URL Specify a relative path that starts directly after the hostname.
(CDN Origin) In the sample URL below, the gray text indicates what should be excluded
when securing a location.
http://www.domain.com/presentations/businessplan.ppt

Edge CNAME URL Specify a relative path that starts with the name of the customer origin
(Customer Origin) configuration referenced by the edge CNAME URL.

Two sample URLs are provided below. The first URL is the edge CNAME
URL that is requested by a client. The second URL is the CDN URL
generated by our servers from the edge CNAME URL. The CDN URL is used
to determine the starting point for the relative path that should be
secured.

In the sample CDN URL below, the gray text indicates what should be
excluded when securing a location.

This sample edge CNAME URL:

http://www.domain.com/Videos/fly.flv

is translated to the following CDN URL:
http://wac.0001.edgecastcn.net/800001/customerorigin/Videos/fly.flv
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Note: The path to a protected folder always starts with a forward slash (/).
Note: It may take up to an hour before a new location is fully protected.

Note: Wildcard characters (e.g., *) are not supported when setting up protected directories.

Securing Content on a Customer Origin Server

If you would like to protect a location other than the root folder on a customer origin server,
then you must include the name assigned to the customer origin configuration (e.g.,
/MyCustomerOrigin) when specifying the location that will be authenticated. This configuration
is required regardless of whether you plan on using a CDN or edge CNAME URL to access your
content. Failure to include the customer origin name may prevent that location on your
customer origin server from being protected by Token-Based Authentication.

Important: Although an edge CNAME URL does not include the name of a customer origin
server and may not include the path to the desired folder, it will be treated as if the
corresponding CDN URL had been used. As a result, when securing such a location you must
specify the name of the customer origin server followed by the relative path to the desired
folder (e.g., /MyCustomerOrigin/Presentations/2012).

Note: There is an exception that only applies to the HTTP Large Object, HTTP Small Object, and
the ADN platforms. A customer origin configuration name does not have to be specified when it
contains a period (e.g., www.domain.com). However, for the purpose of clarity and consistency,
it is still recommended to do so.

Scope

When choosing which folders to protect, keep in mind that security is applied recursively to that
folder. This means that all assets residing in the specified folder or its subfolders will be
protected by Token-Based Authentication.

Important: Protecting a folder’s content through Token-Based Authentication will only provide
security through the configured platform. This means that a user could potentially download the
secured content by using a URL for a different platform (e.g., HTTP Large Object instead of HTTP
Small Object). If you would like to ensure that your content is protected across all platforms,
then you should configure Token-Based Authentication on the desired folders across all of your
platforms.

If you do not wish to protect your content by specific folders, you can choose to protect all of
your content for a specific platform. This can be accomplished by simply making sure that the
New option, which can be found in the Directories to Authenticate section, is set to forward
slash (/). Click Add. This procedure will add the root folder to the list of protected folders. Due
to the recursive nature of Token-Based Authentication, the contents of the root folder and all of
its subfolders will be secured. Therefore, you do not need to specify any additional folders under
the Directories to Authenticate section for this platform.
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Note: Protecting the root folder (/) will also secure content stored on each customer origin
server.

HTTP-Based Platforms (Sample Scenarios)

This section illustrates how the following URLs interact with Token-Based Authentication:
1. http://wpc.0001.edgecastcdn.net/000001/Secure/index.html

2. http://wpc.0001.edgecastcdn.net/000001/Secure/Data/index.html?c1019f8a6942b46a
1ce679e66cd579767

3. http://wpc. 0001.edgecastcdn.net/800001/MyServer/Secure/index.html

4. http://secure.server.com/index.html?c1019f8a6942b46alce679e66cd579767

Note: Although the above sample URLs are specific to the HTTP Large Object platform, the
analysis provided below also applies to the HTTP Small Object and the ADN platforms.

We will now examine the effect of securing a location called "/Secure" will have on the above
URLs.

1. The first URL points to an asset stored in a folder called "Secure" on a CDN origin server.
Since the asset is stored in a folder protected by Token-Based Authentication, it requires
a token. Since a token was not specified for this request, the asset will not be served to
the client.

2. The second URL points to an asset stored on a CDN origin server. Since this asset is
located in a subfolder of a protected folder, it is also protected by Token-Based
Authentication. The requested asset will be delivered to the client, as long as the token
is valid and the user requesting it meets the requirements specified in the provided
token.

3. The third URL points to a customer origin server. The "MyServer" folder is the name
assigned to the customer origin configuration for the server hosting your assets. The
requested asset is unprotected, since its relative path starts with "/MyServer" instead of
with "/Secure." As a result, it will be served to the client.

4. The fourth URL is an edge CNAME URL. In this particular case, this edge CNAME takes
advantage of a customer origin configuration called "MyServer" and points to a folder
called "Secure." Although the edge CNAME URL points to the "Secure" folder, the
relative path for this type of URL (i.e., edge CNAME URL that points to a customer origin
server) starts with the customer origin name (i.e., /MyServer). As a result, the
unprotected asset will be served to the client.

We have just examined how several URLs would be affected when the "/Secure" location was
secured on an HTTP-based platform. We will now examine how alternate configurations will
affect how Token-Based Authentication interacts with those URLs.
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Note: Each row in the following table represents a separate Token-Based Authentication
configuration.

Secured Location Description

/ A valid token is required for all four URLs.
/Secure/Data A valid token is only required for the second URL.
/MyServer A valid token is required for the third and fourth URLs.
/MyServer/Secure A valid token is required for the third and fourth URLs.

Flash Media Streaming Platform

The Flash Media Streaming platform provides two different mechanisms for delivering content,
which are Live StreamCast and On-Demand. Although content generated for the Live
StreamCast and On-Demand services are served from different servers, setting up a location
that will require authentication can potentially protect streams requested from both of these
services.

Tip: For detailed scenarios that describe how to secure a live event or on-demand content,
please refer to Appendix B: Flash Content Security Scenarios.

Note: Wildcard characters (e.g., *) are not supported when setting up the folders or live
ingestion points that will be secured.

Live StreamCast
Keep the following items in mind when protecting your live streams:

e The publishing point URL is used to determine whether a live stream will be protected
by Token-Based Authentication.

e Live streams cannot be protected on a per stream basis. Flash content can only be
protected by securing a folder path.

e If you publish your live event to the root folder, then it will only be protected by Token-
Based Authentication when the root folder is secured. Keep in mind that securing the
root folder will require a token to be specified for all live and on-demand Flash content.

Securing Live Streams (Flash Media Streaming Platform)

In order to protect a live stream, you will need to set the publishing point location as a secure
location. The publishing point location is the location referenced by the publishing point URL in
the encoder. This relative path starts directly after the content access point for all CDN and edge
CNAME URLs. This means that you have to specify the entire path after the content access point
(e.g., /20xxxx). Additionally, the path to a protected folder always starts with a forward slash (/).
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Sample Configuration A
If an encoder is set to publish to:
e rtmp://fso.lax.xxxx.edgecastcdn.net/20xxxx

Then the following location should be secured in the Directories to Authenticate option:

e /

Reminder: Securing the root folder (i.e., /) will require a valid token for all live streams and on-
demand content.

Sample Configuration B

If an encoder is set to publish to:
e rtmp://fso.lax.xxxx.edgecastcdn.net/20xxxx/2012/Videos

Then one of the following locations should be secured in the Directories to Authenticate option:
. /
o /2012

e /2012/Videos

Reminder: All three of the above configurations can protect the specified live event due to the
fact that security is applied recursively to all of the locations specified under the Directories to
Authentication section.

On-Demand Content
Keep the following items in mind when protecting your on-demand content:

e Unlike Live StreamCast, the storage location of your on-demand content is used to
determine whether it will be protected by Token-Based Authentication.

e On-demand content cannot be protected on a per file basis. Flash content can only be
protected by securing a folder path.

e Securing the root folder will require a valid token for all live and on-demand content.

Securing On-Demand Content

In order to protect on-demand content, you will need to set the storage location of the desired
on-demand content as a secure location. When specifying the location to be authenticated, you
should only include the relative path that appears after the content access point. This
configuration is required regardless of whether you plan on using a CDN or edge CNAME URL to
access your content. Failure to include the entire path after the content access point will
prevent that location from being protected by Token-Based Authentication.
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Note: Although an edge CNAME URL does not include the name of a customer origin server and
may not include the path to the requested content, it will be treated as if the corresponding
CDN URL had been used. As a result, when securing such a location you must specify the name
of the customer origin server followed by the relative path to the desired folder (e.g.,
/MyCustomerOrigin/Presentations/2012).

Windows Media Streaming Platform

The Windows Media Streaming platform allows you to stream live events and on-demand
content. Although these services behave differently, securing a location will protect streams
requested from both of these services.

Note: Wildcard characters (e.g., *) are not supported when setting up the folders or live
ingestion points that will be secured.

Live Streams

Your live streams can be secured by either securing the root folder or by adding each live
ingestion point that should be protected. If you secure the root folder (/), then a valid token will
be required when connecting to any live or on-demand Windows Media stream. If you prefer to
secure individual live ingestion points, then you should make sure to only specify the name of
the desired live ingestion point when adding a new authentication location (e.g.,
MylLivelngestionPoint).

Important: If you would like to secure live ingestion points individually, then you should not
prepend a forward slash (/). Simply add the name as it appears under the Name column of the
Publishing Points page, which can be found on the Windows tab in the MCC.

Important: If you are streaming content that has been protected by Token-Based
Authentication, then you will need to verify that a token is appended to the live playback URL
every time that it is referenced in your code.

On-Demand Content

On-demand content can be protected by either securing the root folder or the path to the folder
where the desired on-demand content is stored. If you choose to secure content in a particular
location, then you will need to specify the relative path from the root folder of the CDN origin
server. A forward slash (/) is used to represent the root folder. If you secure the root folder (/),
then a valid token will be required when connecting to any live or on-demand Windows Media
stream.

Important: On-demand content cannot be protected on a per file basis. It can only be protected
by securing a folder path.
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This section illustrates how different URLs interact with Token-Based Authentication. The URLs
that will be studied are listed below.

1. mms://wms.0001.edgecastcdn.net/000001/ Secure/Presentation01.wmv

2. mms://wms.0001.edgecastcdn.net/000001/ Secure/2012/Presentation01.wmv?
c1019f8a6942b46alce679e66cd579767

We will now examine the effect of securing a location called "/Secure" will have on the above
URLs.

1. The first URL points to an asset stored in a folder called "Secure" on a CDN origin server.
Since the asset is stored in a folder protected by Token-Based Authentication, it requires
a token. Since a token was not specified for this request, the asset will not be served to
the client.

2. The second URL points to an asset stored on a CDN origin server. Since this asset is
located in a subfolder of a protected folder, it is also protected by Token-Based
Authentication. The requested asset will be delivered to the client, as long as the token
is valid and the user requesting it meets the requirements specified in the provided
token.

We have just examined how different URLs would be affected when the "/Secure" location was
secured for the Windows Media Streaming platform. We will now examine how alternate
configurations will affect on-demand content streamed for those same URLs.

Note: Each row in the following table represents a separate Token-Based Authentication
configuration.

Name Description
/ All requests will require a valid token.
/Secure/2012 Only the second URL will require a valid token.

/Secure/2012/Presentation01 None of the requested assets will be protected by Token-Based
Authentication.
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Authentication Folder Administration

The locations that will be secured through Token-Based Authentication can be administered on
a per platform basis. You can choose to add, modify, or delete each location from the Token
Auth page for the desired platform.

Note: It may take up to an hour for the creation, modification, or deletion of a location secured
by Token-Based Authentication to take effect.

To specify a new location that will be secured by Token-Based Authentication
1. From the MCC, navigate to the Token Auth page for the desired platform.

2. From the Directories to Authenticate section, type the relative path to the folder whose
contents you would like to protect in the New option.

3. Click Add.
To modify a location that will be secured by Token-Based Authentication

1. From the MCC, navigate to the Token Auth page for the desired platform.

2. From the Directories to Authenticate section, click 155’ The desired relative path will
now be displayed in an edit box.

3. Modify the relative path to point to the folder whose contents you would like to protect.
4. Click k.
To delete a location that will be secured by Token-Based Authentication

1. From the MCC, navigate to the Token Auth page for the desired platform.

2. From the Directories to Authenticate section, click o next to the relative path that you
would like to delete.

3. When prompted, click OK to confirm that the relative path will be deleted.
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Protecting your Content by Request Type

Token-Based Authentication can be enabled or disabled based on the type of request that was
received. HTTP Rules Engine, which must be purchased separately, provides this functionality.
HTTP Rules Engine allows an administrator to set up rules that determine how requests that
meet predefined criteria will be handled. For example, it can be configured to require a token
value to be specified for all HTML assets that reside on a particular customer origin server. For
detailed information on HTTP Rules Engine, please refer to the HTTP Rules Engine
Administration Guide.

Note: The extent of HTTP Rules Engine functionality is not limited to determining whether a
request will require Token-Based Authentication. There are a wide range of features that can be
applied to a request that matches the criteria specified in a rule.

Interaction with CDN Settings

HTTP Rules Engine both complements and overrides the default manner that our CDN handles
requests for content. This means that a rule will only override your CDN configuration when it
conflicts with the actions defined in that rule. This allows you to define a base configuration and
then using HTTP Rules Engine to customize it to meet the specific needs of your organization.

For example, HTTP Rules Engine can be used to override the directories that have been secured
by Token-Based Authentication for certain file types. You can create a rule that turns off Token-
Based Authentication for all HTML, JavaScript, and CSS files. This type of rule ensures that those
file types will not be protected by Token-Based Authentication regardless of where they are
stored.
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Determining How to Protect Your
Content

Overview

There are many different requirements that you can set to control access to assets stored in
protected folders. You can mix-and-match these requirements as required to secure your
content. Adding, modifying, or removing requirements will simply create another unique token.
Clients that use the older token will still be able to access your content as long as they still meet
its requirements and the encryption key used to generate it is still active.

Tip: You can make tokens specific to a particular folder or asset. This will prevent that token
from being reused to access other protected content. For more information, please refer to the
Preventing the Reuse of Token Values section.

Note: If you would like to invalidate old tokens, then you will need to change your encryption
key. For more information, please refer to the Changing Your Encryption Key section.

As previously noted, content in protected folders can only be accessed by appending a token
value to the requested asset. Since each protected asset must be assigned a token, this allows
you the flexibility to choose how requirements are applied to protected content. You can choose
to apply the same set of requirements to all of your protected content or you can customize
your requirements to fit the security needs of each asset.

Setting Content Expiration Date

Time-sensitive content can be configured to only be available for a limited amount of time. Once
the specified time frame for a token has expired, users will be denied access to that asset when
requested using that token value.

The security parameter that controls time-based authentication is ec_expire. This parameter
uses the number of seconds since Unix time (a.k.a. POSIX time or Unix epoch) to specify a date
and time. Once the specified date and time has passed, requests that pass that token will be
denied. Unix time starts on 1970-01-01 at 00:00:00 GMT. For example, setting this parameter to
"1356955200" would set the expiration date and time to 12/31/2012 12:00:00 GMT.

Tip: If you would like to set this parameter manually (rather than programmatically) or if you are
trying to troubleshoot a particular token, then you can take advantage of one of the many
websites that provide conversion to and from standard time conventions to Unix time.
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Allowing or Blocking Users by Country

You can choose to allow or block access to protected content based on the country from which
the request originated. If you choose to allow customers by the country from which the request
originated, then all countries that have not been specified will not have access to your content.
On the other hand, if you choose to block by country, then all countries that have not been
specifically blocked will continue to have access to your content, provided that they meet all
other requirements specified by the token used to request the desired asset.

Note: If you would like to restrict access by country for the HTTP Large Object, HTTP Small
Object, or the ADN platforms, then you have another option at your disposal. The option to filter
by country is available from the Country Filtering page on the tab corresponding to the desired
platform. Setting security from the Country Filtering page doesn’t require the use of tokens,
which speeds up your security implementation across your desired folders. For more
information on country filtering options, please refer to the HTTP Large Object, HTTP Small
Object, or the ADN Administration Guide.

The security parameter that allows access by country is called "ec_country_allow," while the
one that denies access by country is called "ec_country_deny." The valid values for these
parameters consist of any two-letter ISO 3166 country code. If you would like to specify more
than one country per parameter, then simply separate each country code with a comma (e.g.,
US,GB,MX,FR). For a list of valid country codes, please refer to the Appendix A: Country Codes.

Warning: When specifying multiple country codes, make sure that you do not add a space along
with the comma delimiter. Country codes that are preceded by a space will be excluded from a
token’s requirements.

Note: Although a typical configuration should not include both parameters, it is possible for a
token to contain both of these requirements. In such a case, the Allow Country parameter (i.e.,
ec_country_allow) takes precedence over the Deny Country parameter (i.e., ec_country_deny).

Note: Country codes are case-insensitive.

Preventing the Reuse of Token Values

Most security parameters generate tokens that are valid across all protected content. However,
the Allow URL parameter (i.e., ec_url_allow) allows you to tailor your tokens to a particular asset
or path. This parameter only validates requests that originate from certain URLs. The
configuration for this parameter varies according to the platform through which your protected
content will be accessed.

Note: The Allow URL parameter is not available for the Windows Media Streaming platform.
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Allow URL Parameter & HTTP-Based Platforms

This security parameter only verifies that the path to the requested object begins with the value
assigned to it. This allows it the flexibility to validate the recursive contents of a folder or a
specific asset. The starting point for this comparison occurs directly after the hostname specified
in the URL. This occurs regardless of whether you are using a CDN or edge CNAME URL. For
example, the Allow URL parameter would be compared against "/2012/06/Video.flv" for the
following request URL: http://secure.mydomain.com/2012/06/Video.flv.

Important: A CDN or edge CNAME URL is case-sensitive. Please make sure to use the proper
case when linking to CDN content or setting a value for the ec_url_allow parameter.

This parameter can also validate access to multiple folders or assets. This can be accomplished
by separating each path with a comma (e.g.,
/000001/Folder1,/000001/Folder1/SubfolderA,/000001/Folderl/index.htm).

Warning: When specifying multiple assets or folders, make sure that you do not add a space
along with the comma delimiter. Relative paths that are preceded by a space will be excluded
from a token’s requirements.

In order to demonstrate the proper syntax for this parameter, we have provided three sample
URLs that point to a folder called "Secure." This folder has been secured with Token-Based
Authentication.

1. http://wpc.0001.edgecastcdn.net/000001/Secure/index.html
2. http://wpc.0001.edgecastcdn.net/800001/MyServer/Secure/index.html

3. http://secure.server.com/index.html

Note: Although the above sample URLs are specific to the HTTP Large Object platform, the
analysis of these URLs also applies to the HTTP Small Object and the ADN platforms.

We will now examine the base value that must be assigned to the ec_url_allow parameter to
grant access to the above URLs. The first URL points to a CDN origin server. As such, the base
value that you should assign to the ec_url_allow parameter is "/000001." If you would like to
secure each asset individually, then you would set the ec_url_allow parameter to the desired
asset, which in this case would be "/000001/Secure/index.html." If this same folder contained
another asset called "Confidential.doc," then you could grant access to both assets by either
generating a token for the parent folder, for each individual asset, or for both assets. The last
scenario can be achieved by setting the ec_url_allow parameter to
"/000001/Secure/index.html,/000001/Secure/Confidential.doc."

The second URL points to a customer origin server. The "MyServer" folder is the name assigned
to the customer origin configuration for the server hosting your content. In this example, you
would use "/800001/MyServer" as the base value for the ec_url_allow parameter.
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The third example uses an edge CNAME in the URL. In this particular case, "secure.server.com"
points to the same "Secure" folder used in the second example. The base value for the
ec_url_allow parameter would be "/," since this example uses an edge CNAME (i.e., MyServer).

We will now use the base edge CNAME URL from the third example to demonstrate how access
will be granted or denied based on tokens that take advantage of the ec_url_allow parameter.
The following scenario assumes that the token used to request access has the following
requirement:

e ec_url_allow=/Folderl/moviel,/Folder2
In this scenario, the following requests would be allowed:
e http:// secure.server.com/Folderl/moviel.flv
e http:// secure.server.com/Folderl/moviel.mpg
e http:// secure.server.com/Folderl/moviel/index.htm
e http:// secure.server.com/Folder2/film.mpg
The following requests would be denied:
e http:// secure.server.com/Folderl/movie2.flv

e http:// secure.server.com/Folder3

Allow URL Parameter & Flash Media Streaming Platform

For each request, a comparison is performed between the value assigned to this parameter and
the CDN URL path. This occurs regardless of whether a CDN or edge CNAME URL was used to
request the secured content. The CDN URL path is the portion of the URL that appears directly
after the CDN domain. If the CDN URL path begins with the specified value, then this token
requirement will be satisfied. This allows it the flexibility to validate the recursive contents of a
folder or a specific asset.

Important: A CDN URL is case-sensitive. In addition to making sure that your CDN URL uses the
proper case, you should also ensure that the case matches when specifying a value for the
ec_url_allow parameter.

Important: This parameter always compares URLs against the CDN URL path. This occurs
regardless of whether you are using a CDN or edge CNAME URL. For example, if you are securing
an asset stored on a CDN origin server and your account number is 0001, then the starting value
for this parameter would be: /000001. The fact that the content access point (e.g., /000001) is
not displayed for an edge CNAME URL does not affect this behavior.

This parameter can also validate access to multiple folders or assets. This can be accomplished
by separating each path with a comma (e.g.,
/000001 /Folder1,/000001/Folder1/SubfolderA,/000001/Folderl/movie.flv).
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Warning: When specifying multiple assets or folders, make sure that you do not add a space
along with the comma delimiter. Relative paths that are preceded by a space will be excluded
from a token’s requirements.

In order to demonstrate the proper syntax for this parameter, we have provided three sample
URLs that point to a folder called "Secure." This folder has been secured with Token-Based
Authentication.

e rtmp://fms.0001.edgecastcdn.net/000001/Secure/movie.flv
e rtmp://fms.0001.edgecastcdn.net/800001/MyServer/Secure/movie.flv
e rtmp://secure.server.com/movie.flv

We will now examine the starting value that must be assigned to ec_url_allow for the above
URLs. The first URL points to a CDN origin server. As such, the base value that you should assign
to the ec_url_allow parameter is "/000001." If you would like to secure each asset individually,
then you would set the ec_url_allow parameter to the desired asset, which in this case would be
"/000001/Secure/movie.flv." If this same folder contained another asset called
"Confidential.mp4," then you could grant access to both assets by either generating a token for
the parent folder (Secure), for each individual asset, or for both assets. The last scenario can be
achieved by setting the ec_url_allow parameter to
""/000001/Secure/movie.flv,/000001/Secure/Confidential.mp4."

The second URL points to a customer origin server. The "MyServer" folder is the name assigned
to the customer origin configuration for the server hosting your content. In this example, you
would use "/800001/MyServer" as the base value for the ec_url_allow parameter.

The third example uses an edge CNAME in the URL. In this particular case, "secure.server.com"
points to the same "Secure" folder used in the second example. Since this example uses an edge
CNAME (i.e., MyServer) that points to a subfolder of that server (i.e., Secure), you would use
"/800001/MyServer/Secure" as the base value for the ec_url_allow parameter.

We will now use the base edge CNAME URL from the third example to demonstrate how access
will be granted or denied based on tokens that take advantage of the ec_url_allow parameter.
The following scenario assumes that the token used to request access has the following
requirement:

ec_url_allow=/800001/MyServer/Secure/Folderl/moviel,/800001/MyServer/Secure/Folder2
In this scenario, the following requests would be allowed:

e rtmp://fms.0001.edgecastcdn.net/800001/MyServer/Secure/Folderl/moviel.flv

e rtmp://fms.0001.edgecastcdn.net/800001/MyServer/Secure/Folder2/moviel.mp4

e rtmp://secure.server.com/Folderl/moviel/video.mp4

e rtmp://secure.server.com/Folder2/film.fav
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The following requests would be denied:
e rtmp://secure.server.com/Folderl/movie2.flv

e rtmp://secure.server.com/Folder3/moviel.flv
Allowing or Blocking Users by Host

You can choose to allow or block users based on the host requesting protected content. A host,
which is reported by the Host request header field, identifies the hostname of the server from
which the content was requested.

Reminder: Although these parameters can be used with the HTTP Large Object, HTTP Small
Object, and the ADN platforms, they are not available from the Encrypt Tool section of the
Token Auth page. However, you can still generate an encrypted token value by using the Token
Generation application or by creating your own token generator.

The security parameter that allows access by host is called "ec_host_allow," while the one that
denies access by host is called "ec_host_deny." When specifying a hostname, you should not
include the protocol (e.g., http://) or the port number (e.g., :100) associated with the host. If
you would like to validate more than one host within a single parameter, you may do so by
separating each one with a comma.

Warning: When specifying multiple hosts, make sure that you do not add a space along with the
comma delimiter. Hostnames that are preceded by a space will be ignored.

Note: Although the Host request header field will include port information when a non-default
port (e.g., www.domain.com:100) is used, it is ighored by this security parameter. This security
