Bugzilla ID: 
Bugzilla Summary: 
CAs wishing to have their certificates included in Mozilla products must

1) Comply with the requirements of the Mozilla CA certificate policy (http://www.mozilla.org/projects/security/certs/policy/)

2) Supply all of the information listed in http://wiki.mozilla.org/CA:Information_checklist.

a. Review the Recommended Practices at https://wiki.mozilla.org/CA:Recommended_Practices

b. Review the Potentially Problematic Practices at https://wiki.mozilla.org/CA:Problematic_Practices
	General Information
	Data

	CA Name
	Disig

	Website URL (English version)
Website URL (Slovak version)
	http://www.disig.eu
http://www.disig.sk

	Organizational type
	Private Corporation

	Primary market / customer base. (Which types of customers does the CA serve? Are there particular vertical market segments in which it operates? Does it focus its activities on a particular country or other geographic region?)
	Disig is a public Certification Service Provider, located in Slovakia.  Disig focus its certification service mainly for Slovakian market for the customer from general public, private companies, governmental organization.


	Impact to Mozilla Users
	

	CA Contact Information
	CA Email Alias: caoperator@disig.sk
CA Phone Number:+421 2 20850140
Title / Department: Senior consultant at Information Security department

	
	


Technical information about each root certificate
	Certificate Name
	CA Disig Root R1

CA Disig Root R2

	Certificate Issuer Field
	CN = CA Disig Root R1 resp. CN = CA Disig Root R2

O = Disig a.s.

L = Bratislava

C = SK

	Certificate Summary
	CA Disig Root R1: Root certificate for SHA1 CA chain hierarchy as a replacement for current CA Disig root certificate included in Mozilla products (current root wil expire on March 22, 2016). This CA will issue different subordinate Certification Authorities intended for end entity certificate issuing
CA Disig Root R2: Root certificate for SHA2 CA chain hierarchy

Both CA will issue different subordinate Certification Authorities intended for end entity certificate issuing (SSL, digital signature, sending/receiving e-mail, code signing)

	Root Cert URL
	CA Disig Root R1: http://www.disig.sk/rootcar1/cert/rootcar1.der
CA Disig Root R2: http://www.disig.sk/rootcar2/cert/rootcar2.der

	SHA-1 fingerprint. 
	CA Disig Root R1: 03e23b485bdfc23e0d57b99c15bba47ed5523e92
CA Disig Root R2: 71a23868abee32d53d2573dc73b82e0b77d76fb8

	Valid from 
	2012-07-19

	Valid to 
	2042-07-19

	Cert Version
	X.509 V3

	Certificate Signature Algorithm
	CA Disig Root R1: sha1RSA

CA Disig Root R1: sha256RSA

	Signing key parameters
	RSA (4096Bits)

	Test Website URL (SSL)

Example Certificate (non-SSL)
	CA Disig Root R1: http://testssl.disig.sk/#content_r1i1
CA Disig Root R2: http://testssl.disig.sk/#content_r2i1

	CRL URL
	CRL CA Disig Root R1: http://www.disig.sk/rootcar1/crl/rootcar1.crl
CRL CA Disig Root R2: http://www.disig.sk/rootcar2/crl/rootcar2.crl
NextUpdate for CRLs of end-entity certs: 24 hours; CA Disig Certification Policy section 4.4.3


	OCSP (if applicable)

· OCSP Responder URL

· Max time until OCSP responders updated to reflect end-entity revocation

EV Guidelines section 26(a): “OCSP responses from this service MUST have a maximum expiration time of ten days.”
	CA Disig Root R1: http://rootcar1-ocsp.disig.sk/ocsp/rootcar1
CA Disig Root R2 http://rootcar2-ocsp.disig.sk/ocsp/rootcar2

OCSP responder is on-line updated - max delay is 15 seconds from revocation

There is no expiration time set.

	Requested Trust Bits
	Websites (SSL/TLS)

Email (S/MIME)

Code Signing

	SSL Validation Type
	OV

	EV Policy OID(s)
	Not Applicable


CA Hierarchy information for each root certificate

	CA Hierarchy
	CA Disig Root R1 – CA Disig R0I1 (SSL certificates)

– CA Disig R0I2 (e-mail certificates, digital signature certificates, code signing)
……

CA Disig Root R2 – CA Disig R0I1 (SSL certificates)
– CA Disig R0I2  (e-mail certificates, digital signature certificates, code signing)

……

 All intermediate CAs issuing only non-qualified certificates

	Externally Operated SubCAs
	Not Applicable

	Cross-Signing
	Not Applicable

	Technical Constraints
	Not Applicable


Verification Policies and Practices
	Policy Documentation
	Language(s) that the documents are in: Slovak, English
CP: http://www.disig.sk/_pdf/cp-disig.pdf (Slovak); 

CP: http://www.disig.eu/_pdf/cp-cadisig-eng.pdf (English)
CPS: http://www.disig.sk/_pdf/cps_ra_cadisig.pdf (Slovak)

CPS: http://www.disig.eu/_pdf/cps_ra_cadisig_eng.pdf  (English)

	Audits
	Audit Type: ETSI 102042
Auditor: Ing. Juraj Zelenay (juraj.zelenay@mpicons.sk) , Ing. Rastislav Machel (rastislav.machel@machel-cs.eu)
Auditor Website: Not Applicable
URL to Audit Report and Management’s Assertions: http://www.disig.sk/_pdf/Audit_Statement_2011_CA_Disig.pdf

	SSL Verification Procedures
	Verifying Domain Name Ownership: CP -  3.1.9; CPS – 3.1.9; 4.1.2.2

	Organization Verification Procedures
	CP -  3.1.7; CPS – 3.1.7; 4

	Email Address Verification Procedures
	CP -  4.1.2; CPS – 4.1.1.3

	Code Signing Subscriber Verification

Procedures
	CP -  3.1.9; CPS – 3.17.to  3.1.9; 4.1.1.4

	
	


Review CPS sections dealing with subscriber verification 
· Verify domain check for SSL 
· Verify the email account associated with the email address in the cert is owned by the subscriber. In addition to verification of subscriber’s legal identity.
· Verify identity info in code signing certs is that of subscriber

· Make sure it’s clear which checks are done for which context (cert usage)
Flag Problematic Practices 
(http://wiki.mozilla.org/CA:Problematic_Practices)

· 1.1 Long-lived DV certificates 

· 1.2 Wildcard DV SSL certificates 

· 1.3 Issuing end entity certificates directly from roots 

· 1.4 Allowing external entities to operate unconstrained subordinate CAs 

· 1.5 Distributing generated private keys in PKCS#12 files 

· 1.6 Certificates referencing hostnames or private IP addresses 

· 1.7 OCSP Responses signed by a certificate under a different root 

· 1.8 CRL with critical CIDP Extension 

Verify Audits

(Sections 8, 9, and 10 of http://www.mozilla.org/projects/security/certs/policy/)
· Validate contact info in report, call to verify that they did indeed issue this report.

· For EV CA’s, verify current WebTrust EV Audit done.
· Review Audit to flag any issues noted in the report

