Bugzilla XSS Vulnerability

Product: Bugzilla

URL: https://bugzilla.mozilla.org/

Vulnerability: Content Sniffing Through Image (XSS attack)
Severity: Medium

Tested: Windows XP SP2 (IE 6 and IE 7)

Author: 41.w4r10r (http://garage4hackers.com/)

Discription:

Bugzilla is site provided by Mozilla to file a bug this contains Content Sniffing (XSS) vulnerability.

Steps to reproduce vulnerability:

Step1: Login into application
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Step2: Click on attach test cases and attach the image created for content sniffing

File: Enter the path to the file on your computer.

[ (=)
Description: Describe the attachment briefly.
Content Type: If the attachment is a patch, check the box below.
You can read about the patch submission and approval process.
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Otherwise, choose a method for determining the content type.
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Obsoletes: (optional) Check each existing attachment made obsolete by your new attachment.
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Comment: (optional) Add a comment about this attachment to the bug.
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Step3: Click on Attached File or Details available in front of attached file.
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