
Mozilla Developer Network XSS Vulnerability 

Product: Mozilla Developer Network (MDN) 

URL: https://developer.mozilla.org/  

Vulnerability: Content Sniffing Through Image (XSS attack) 

Severity: Medium 

Tested: Windows XP SP2 (IE 6 and IE 7) 

Author: 41.w4r10r (http://garage4hackers.com/)  

Discription: 
Mozilla Developer Network (MDN) Also known by its project name, "Devmo" (short for 
"DEVeloper.Mozilla.Org"), this site has been designed to be a comprehensive, usable, accurate, and valuable 
resource for web developers. 
 

Steps to reproduce vulnerability: 

Step1: Login into application 

 

https://developer.mozilla.org/


Step2: Click on “Docs User page” (located at below avatar of profile)

 

 

Step3: Click on Attach File and upload the file created for content sniffing (located Below tag button) 

 

  



Step4: Locate uploaded file and click on it to execute the XSS script  

 

Step5: Access the uploaded file (This Execute XSS script available in image file) 

 

 

Contact:  41.w4r10r@gmail.com  

mailto:41.w4r10r@gmail.com

